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ABSTRACT

With families increasingly moving towards smart devices and home automation, the
right security policies and access control are essential. However, in multi-person and
family homes, several users are sharing an IoT device, bringing up the question of who’s
in control. We examine how smart-home owners share their [oT devices, and how they
feel about using sharing features. In a global landscape, understanding cultural differences
is key in every field, and IoT is no different. Using a mixture of survey and interview
methods, we collect data regarding smart-home owners’ IoT devices, specifically which of
these devices they share, their preferences for sharing, and why. We then explore the role

that cultural differences have on device sharing.
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1 REemMoTE DEVICE SHARING IN SMART-HOMES: EXPLAINED BY

CuLTURAL DIFFERENCES

1.1 Introduction

With ubiquity of smart devices, users are becoming increasingly capable of accessing
their homes remotely. Regardless of whether it is to turn on the heater, stream sports, or
check in on a toddler, remote access using smart home devices is slowly becoming an
integral part of our lifestyle. However, one aspect of remote access that has not been
tapped into yet is remote device sharing. The ability to share access to your home
automation or security devices with a neighbor or a close friend in case of emergencies
may be indispensable. Yet a study by Tabassum et al. [TKWRL20] found that nearly 50
percent of Smart-Home owners refused to share remote access to any of their IoT devices.
On the other hand, not sharing devices presents certain benefits and safeguards in terms of
privacy, safety, and surveillance. In fact, given the lack of clear benefits that users may
gain from device sharing, it is difficult to evaluate whether the privacy trade-offs are worth
it. Most IoT Devices have at least some form of rudimentary access controls that allow for
remote sharing. Existing research focuses largely on the average American user and their
interaction with these features, as well as whether they choose to share access. However,
there’s little data that accounts for cultural differences and whether the factors that
influence willingness to share devices vary across countries. Research into what would
make people more comfortable sharing their IoT devices with people outside their homes
could go a long way when it comes to improving smart-home security for a more broader

set of users and cultures. The research questions for our study include:

e RQI: How are people sharing smart home device and how does that relate to

cultural experience and background?
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e RQ2: How do cultural differences impact perceptions of privacy as it relates to [oT

and device sharing?

e RQ3: What features, policies or data flows do individuals of different cultures

believe would help or hinder sharing of IoT devices?

1.2 Background Literature

Several studies have attempted to examine the concept of smart homes and the
various interactions within. However, there is limited research regarding how cultural

variances account for differences in device sharing needs.
1.2.1 Device Sharing and Access Control

The majority of IoT sharing and access control research is focuses on device access
control (most often, situational access control) privacy. These privacy studies are focused
on the high-level analysis of privacy, functionality, and the tug of war between the two,
usually culminating in the fact that privacy and IoT adoption are mutually exclusive.

Agrawal et al. found that “smart home users desire [a] more complex access control
system than what is offered” [ABB*20]. Current vendors offer a “binary option to either
share permanent access or not” [ABB*20] that force users to share all features of the
device, which may not always be desirable. Based on their study, it’s easy to notice a gap
in the current offerings and the features desired by users, particularly regarding having
more detailed options to share access, such as setting fixed times to share at.

A study by Mazurek found that most people have significant amounts of data they
want to protect, and claimed that existing smart devices lack adequate features for doing
so. [MAB*20]. When users were asked questions on potential access control systems
several common observations were found. Location played a large factor. Users were

more likely to grant access in their home than in other environments, and further added
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“guests in the participants’ homes were presumed to be trusted” [MAB*20]. Users wanted
the ability to quickly and easily remove permissions that had been granted previously.

In another research conducted by Schuster, et. al, the authors talk more about the
access control problem, and state that “access control in IoT is fundamentally
decentralized” [SST18]. Most devices have their own authentication and sharing
permissions and often retrieve and provide access to data from various API’s that have
their own permissions. Schuster, et. al. further explored platform permissions by means of
‘constraint’ settings, commonly known as ‘scenes’ on many platforms. Examples of
desired future state like, “Allow access but notify the user”, “Allow access but log the
operation”, “Allow access only when user is not at home”, “Allow access only when user
is at work”, “Allow access only when user is awake”, “Allow access only during an
emergency”’. They found that these desired features were common across a variety of
participants, suggesting that there exists a need for such features.

He et al. look into user preferences regarding access control and find what access
control policies users’ would like to see and use. Their study, administered through an
online survey examines what individuals believe the best suited default policy should be,

while extending their study to look into authentication methods [HGP*18].
1.2.2 Smart Homes and Privacy

Zheng conducted interviews with smart-home device owners and found that a
primary subject was privacy, “themes indicate that users prioritize convenience and
connectedness, and these values dictate their privacy opinions and behaviors”. These
findings mirror what many others have found that IoT is a distributed system, “findings
provide new evidence of users’ loT-specific privacy considerations and suggest the need
for improved privacy notifications and user-friendly settings, as well as industry privacy

standards that cut across regulatory divisions” [ZACF18].
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Mantas et al. talks about the primary security objectives that smart-homes and
smart-home devices are expected to fulfill, and notes Confidentiality, Integrity,
Authentication, Authorization, Non-repudiation and Availability. Confidentiality refers to
the privacy of the information stored on devices within the smart home[MLK10].
Authentication builds on this and requires that only authorized people can use the IoT
devices as intended. Confidentiality and Authentication both play a critical role when
examining device sharing, as it ties into user-roles and only partially sharing certain
features of a device. Well designed access control helps smart-home devices fulfill these
five criteria outlined by Mantas and as a whole, help reduce the privacy risk associated
with device sharing.

Remote sharing requires increased focus on authentication and confidentiality too, as
allowing information (such as data from a smart thermostat, for example) to be shared
over the internet makes it more vulnerable to being intercepted. However, the probability
of a malicious attack isn’t solely dependent on remote sharing. Yoon, et. al hypothesized
that “as the number of devices in a smart home increases, so does the chance of a

malicious attack.” [YPY17]
1.2.3 Cultural Variation and Hofstede’s Theory in IT

A survey study conducted by Sabri et al. analyzed the impact of culture on IoT
technology, and the willingness of universities in Saudi Arabia to adopt IoT technology.
The study utilized cultural dimensions from another study, proposed by Geert Hofstede
and found that Femininity, Power Distance, Long-Term Orientation and Individualism
were the four cultural dimensions that had an effect on the universities’ willingness to
adopt and implement IoT technologies. They demonstrated that low individualism and
low uncertainty avoidance scores were key to the adoption of 10T technology. While this

study doesn’t discuss device sharing and smart-home IoT devices, they’re generalized
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approach to all IoT technologies can be extended to provide a baseline of expected results
for this study. [SHZ20]

Another paper by Cho and Kim used a cross-cultural study between the United States
and South Korea to examine the cultural differences between the two countries regarding
crowdfunded projects. This study also took into account Hofstede’s insights and found
that crowdfunded sites in South Korea demonstrated high levels of collectivism, while
American sites demonstrated high levels of individualism. [CK17] Their findings were

consistent with Hofstede’s dimensions regarding the United States and South Korea.
1.3 Methods

We used two complementary data collection methods to understand smart-home
users’ remote-sharing needs. Initially, we employed a survey that collects information
about home automation device owners, their demographics, who they share their devices
with within the home and remotely, and what some potential reasons for sharing these
devices may be.

We then interviewed smart-device owners to better understand how they share their
devices and why. We also used findings from the survey and interview to understand the

relationship between sharing practices and cultural backgrounds.
1.3.1 Online survey study

Given the extensive research that exists on the user preferences and privacy
perceptions of smart-home devices among the American population [TKWRL20], we’d
chose to target an international demographic and perform a comparative study. Similar
data was collected for an Indian population, as well as an American population to have a
baseline to compare to. The survey audience was aimed at adult smart-home owners that
own (or co-own) their homes. We chose not to put an age ceiling on the audience, as we

believe it can help us get a diverse picture. The two countries chosen, India and the United
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states, were chosen as we believe that these countries have to significantly varying
cultures. We also had a small overlap of cultures, with people of mixed cultural
backgrounds providing key data in understanding how device sharing needs vary by
generation and what impact the environment has.

The survey was be hosted on Qualtrics, an online platform, which is provided by the
University of Cincinnati. Potential participants were identified through personal networks
and smart-home forums and were thanked for their time. In addition to this, four
participants were randomly chosen for an Amazon gift card worth $10.

The list of questions used for the survey are in Appendix 1. The survey borrows
several questions from the [HGP*18] study, which administered a similar online survey to

better understand user preferences regarding access control.
1.3.2 Interview study

We reached out to survey respondents across the sample for a 1-on-1 interview, if
they opt-in to choosing to be interviewed. Respondents were chosen from a subset across
the survey sample to reduce bias. The interview was conducted virtually, over Microsoft
Teams. However, participants that don’t have access to Microsoft Teams were also given
the option to chose another video conferencing platform of their choice. We then
conducted semi-structured interviews focusing on use of current IoT devices, such as their
awareness and use of the sharing features and their current sharing practices and
perceptions. Next, we chose to focus on understanding the participants’ perceptions about
their current IoT devices’ sharing capabilities, and whether they’ve had any experience
sharing these devices in the past. The interviewee was also encouraged to discuss what
they could potentially gain out of sharing their device, and what they may lose by doing
so. The interviewee was later asked to reflect on whether there are circumstances they

would like to share more but can’t. Finally, we spoke about the participants cultural
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backgrounds and technology familiarity and perceptions of the impact of their experience
and background on sharing practices. Each interview lasted about 45 minutes on average,
with participants being encouraged to ensure their availability for at least one hour. All
interview participants were compensated for their time with an Amazon gift card worth
$10. We believe that using these questions to elicit qualitative responses from the
interviewees helped us truly understand what a participant is looking for from their Smart
Device when it comes to sharing needs. We also expect these results to help understand
how culture impacts IoT technology across borders, and whether smart devices of the
future should be targeted towards a particular audience. Table 1.1 shows the participants

interviewed and their demographics.
1.3.3 Analysis

From the survey, data collected was primarily numerical which we used to create
averages for each culture or nationality, in order to compare them. Questions such as
”Why do you share X device with Y person” were asked in the survey and helped educate
us as to some of the basic reasons as to why people might share devices. Google Sheets
was used for analysis, as they offered integration with Qualtrics.

For the interviews, we chose to use thematic analysis to better interpret interview
responses. Thematic Analysis is a method described by Braun and Clarke to identify
patterns in qualitative data and interpret them in a meaningful manner. [CB17] Interview
responses were used to create user themes and profiles, identifying several different types
of users across the two countries. Interviews were conducted until we reach saturation.
Interviews were recorded and stored within UC’s OneDrive, a secure platform to house
these recordings. Recordings were referred to several times to gain a better understanding

of user preferences.
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Table 1.1: Sociodemographic Characteristics of Participants

No. of Shares

Alias Age  Sex Job Resides Influences
Devices with

Adam 43 Male Medical 2 Spouse India N/A

Brian 40 Male Finance 1 Spouse, India N/A
Mother
Spouse,
In-Laws,

Colin 50 Male Sales 2 India N/A
Child,
House-help
Spouse,

David 50 Male Marketing 2 In-Law, India N/A
Children

Eric 31 Male IT 3 Spouse USA India

Fiona 20 Female Unempl. 5 Mother USA Jamaica
Spouse,

Georgia 48 Female Education 6 Children, USA N/A
Sibling

Henry 47 Male IT 4 No One USA N/A

1.4 Results

The first set of results we received was from participants’ responses to the survey. We

aggregated these results to learn some descriptive statistics about our user base.
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1.4.1 Participant Demographics and Characteristics

The survey was completed by 41 participants, with 28 of these being based in the
United States and the remainder being either from India or of Indian origin. Of the 28
participants from the United States, two reported that they were of Indian origin or had
lived in India in the past. Some participants also reported having ancestry from Jamaica,
the Philippines, China and various European nations. Figure 1.1 shows the cultural
background of the American or Indian respondents that stated they had direct cultural
influences from other cultures. The average age of the respondents was 33 years old. 26%
were females, while the other 74% were males. The studied population was well
educated, with 30 participants having completed a Bachelor’s Degree or higher. The
average number of people in a home in addition to a respondent was slightly more than
two. The studied population was well balanced in terms of occupation, with Education
and Business being the two most popular industries for the respondents. Of the 41
participants, 37 held full-time positions, while two others were students, one was

unemployed and one chose to not disclose this information.
1.4.2 The Devices

The most common devices listed were Smart TVs, with 25 people owning and
sharing a Smart TV. Of these, 5 were Indians, while the other were Americans. Other
popular devices that were listed were Speakers or Personal Voice Assistants (15), Video
streaming devices (12) and smart cameras (8). 60% percentage of participants also
indicated that they expected reciprocation of sharing on devices. Figure 1.2 below shows a

complete breakdown of devices that the subjects owned.
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Inited Kingdom
India

China

Canada

South Korea
Philippines
Metherlands
Jamaica
Scotland

Foland

Secondary Cultural Background

Germany

[taly

Mumber of paricipants

Figure 1.1: Secondary Cultural Backgrounds of participants. Note, 2 people reporting
Indian backgrounds were not the only Indians in the study. They were the only two
Americans of Indian origin

1.4.3 Current Device Sharing

Participants from both India and the United States most often reported sharing
devices with their spouses (42.8%), followed by their friends(21.4%) and visiting
family(21.4%).Figure 1 shows the most popular roles that people listed when mentioning
who they share their devices with.

When it comes to remote sharing, there was a noticeable difference between users
from the US and India. In general, users in the US were more likely to share devices with
someone remotely than Indians. The most common people that had access to a device was
unsurprising those who lived in the same home, a common response independent of
culture. However, the second most was people that lived in a different city and were

visiting.
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Smarnt TV 25

Streaming Devices 1
Light

Thermostat

Music Devices
Doarbell

Motion Sensor
Garage Door
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Devices being shared

Automation Hub
Irrigation system

Other

0 5 10 15 20 25

Mumber of participants sharing devices

Figure 1.2: Devices owned by survey respondents

1.4.4 The Interview

Based on the interview, there were two particular types of participants that emerged.
The first type of participant was the Private type (n=4). This participant was tech-savvy
and owned several devices, and was comfortable sharing the devices to varying degrees,
often utilizing privacy controls and only sharing as needed. As a result, Private
participants only shared devices on a need-to-need basis, best illustrated by this quote,
“Even if the privacy risks are minimal with sharing some devices, they still exist, and I'd
prefer to be safe by not sharing if avoidable.” The quote can sum up the group of Private
participants fairly well, as they didn’t want to share access to a device if the sharing
capabilities were unlikely to be used. Another participant from the same group also talked
about the sheer volume of data that your giving access to by sharing. ”There is too much

of personal data on most of your devices in today’s day and age.”
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However, at the same time, these participants also were okay sharing if it meant
increased convenience. One example was that of the Smart-Door lock, and sharing access
with a non-family member who required daily access (such as a babysitter). A participant
who was involved in multiple virtual meetings didn’t want to have to open the door to the
babysitter daily, and to avoid this, set up ’unrestricted” access for the baby sitter as well.
”It’s a trade-off between convenience and privacy.”

On the other hand, participants of the other type, the Trusting type (n=4), generally
were more trusting and willing to share access to anything with those they trusted, without
the need for a reason. “They are family, and I trust them with everything, just as much as
they trust me. If someone I trust that much is violating my trust, then device data is the
least of my concerns.” While many participants did note that sharing their devices didn’t
necessarily equate to sharing private information, they also acknowledged that the people
they share devices with, they’d trust with that information anyway. One standout example
was when a participant talked about sharing access to their laptop with visiting friends or
family. They mentioned that while it is unusual in this day and age to share laptops, there
are times when a visitor’s laptop may run into issues or they may need a laptop for some
emergency work. ’Ideally when I share a device even with the closest people, it is done in
a way that none of my privacy is violated at all.” However, they said this is still a
trust-based system, using features such as Chrome profiles to avoid running into each
others personal files. They mentioned that in an ideal world, this system wouldn’t be
trust-based, and there would be other options to share.

Coming back to the example of smart-door lock though, the second type of
participant was more reluctant to share access to anyone but the adults that live within
their house. They mentioned that if a One-Time Password system or buzzer system to
buzz guests in existed, they’d prefer that, but if not, they would not give any form of

access to “outsiders’, even if it meant opening the door multiple times a day themselves.
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1.4.5 Cultural Influences

With two distinct cultures being surveyed, there was some visible variances when it
came to the demographics. The population based in India was generally older, with an
average age of 42.3, in comparison to an average age of 32.48 in the United States. The
number of people in each household on average was also larger, with there being 3.6
people in the house of each respondent from India in addition to the respondent
themselves, as opposed to 1.83 in the United States. Lastly, another noticeable difference
was with the number of smart-home devices owned. Indian respondents indicated 2.3
devices on average, while Americans had an average of 8.72 (12 American respondents
mentioned they had 15+ smart-home devices, the highest category in the survey. For
calculation purposes, 16 was used).

One interesting stand-out across cultures in the interview was that participants of the
Private type were mostly American, while all the participants of the Trusting type were
Indian. This is note-worthy as it shows the variance across cultures when it comes to
device sharing. While all eight participants specified that they only shared devices with
people they trust and had somewhat similar survey responses, the extent to which they
needed to trust someone and the size of their circle of trust varied significantly.

Based on survey responses, of the two participants that reported both Indian and
American influences, their responses were closer to the average American response. Only
one of the participants that had experienced both cultures took part in the interview, and
reported that their culture wasn’t the primary decider behind their decisions, attributing
their choices to a mixture of culture, upbringing, and personality. They described
themselves as ™ a trusting person but also a creature of habit and roles”, suggesting that
they like to believe that if they were to share devices with someone, it’d likely be because

they trust them and expect them to not violate the trust.
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They did also mention that they believe how strongly a culture influences sharing
preferences varies significantly from device to device. ””’I don’t think culture applies as
much to some devices such as a SMART TV, which almost everyone would share unless
it’s conflicting with their use.

While their survey responses were closer to the average American response when it
came to demographics as well as sharing practices, their interview responses varied from
the average American response, as the interviewed participants mentioned that they

wouldn’t share any device unless needed, much like the other participants of the Trusting

type.

1.4.6 Reasons to Share Device Access

In addition to just understanding cultural influences, this study also attempted to
understand the reasons people share (or don’t) any of their devices. Based on both the
survey and interview responses, the most popular reason to share seemed to be
convenience related - people were comfortable sharing devices they owned with others in
their home for mutual benefit.

For example, Colin, who lives in a single family, 5 person home talked about why he
unrestricted shares access to his smart TV with everyone in the home, mentioning that the
TV was ”co-owned” in a way, and that it was there for the entertainment of the entire
family. ”If I'm not using it [TV], it doesn’t make sense to prevent someone from using it
to entertain themselves. Even if I was planning on using it, I’d let them use it too, as it’s
just easier than everyone having to get a TV of their own.” David, another participant,
echoed the same thoughts, also mentioning "compromise is a part of living with someone”
and stated that they’ve never run into conflicts about sharing smart devices, and the

unspoken rule in their home is that ”everyone in the house can use every device.”
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Another common reason to share smart devices within the home was a financial one.
Even though the surveyed audience had a higher than average household income and were
generally doing well, many agreed that it didn’t seem fiscally prudent to purchase multiple
identical devices.

In the survey, another popular response was from parents sharing access to their
cameras or baby monitors with their spouses. The reasons for this were fairly obvious, as
the respondents were all married couples that shared joint custody of their child and were
both equally responsible and interested in the child’s well-being. Responses varied from a
simple “’for watching our kids” to more detailed responses on why both parents needed
unrestricted access to the camera at all times. Two respondents also included their
baby-sitter under the same reason, sharing access to a baby monitor, while some others
also mentioned sharing access and even remote access to their own parents to allow them
to see their grandchildren.

Sharing access to ensure well-being of a child wasn’t limited to just infants either.
Fiona, an adult interviewee who lives with her mother in a single family home talked
about how her mother had access to her outdoor camera even when she was travelling, and
this helped her to feel more comfortable travelling multiple days. Fiona also brought up
another reason for sharing access to her outdoor cameras, "Our town is so small, that they
don’t do announcements. I share the camera so we can see what’s going on in the
neighborhood.”

On the other hand, there were some notable reasons to not share devices as well. The
primary one pertained to privacy concerns, and how data can be misused. Participants
across both phases of the study expressed concerns regarding a lack of privacy as a result
of sharing, and while they mentioned that even if they only share with people they trust,

there may be some data, such as financially sensitive information, that they wouldn’t want
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to disclose. ”I’m not aversed to sharing devices, I’m aversed to sharing information,” said
one participant, talking about how important data security is to them.

In addition to this, there was some concerns pertaining to artificial intelligence, or Al.
While most devices today are expected to record and store data, the processing of the data
is still a topic that made some participants uncomfortable. ”As humans, one of the basic
rights we have is the right to change our mind,” one participant said. If sharing devices
leads to a disclosure of data, then the use of that data by Al to come up with predictive
solutions to force or even influence someone into a particular choice is a major concern.

Other reasons for not sharing devices included potential carelessness on behalf of the
other users. When talking about why they don’t share their laptop with their five-year old
son, one interviewee claimed it’s not about trust. I trust him completely, but I also know
that he doesn’t recognize the value of an expensive laptop, and may accidentally break it.”

Yet another reason that participants didn’t want to share technology was due to their
desire to not become over reliant on technology in general. Adam talked about how he had
grown up without technology and while he admits some things are becoming a necessity
in today’s world, he’d prefer to avoid what he can. ”We, as a family have very consciously
not gone the Alexa route.” Talking about smart door-locks, he also said how reliance on
this can cause issues in case of failure. "Right now, if I were to get locked out of my
house, I can phone a locksmith, and in an absolute worst-case scenario the wait time is an
hour or so, and the cost about 500-600 [rupees]. However, if we had a smart lock, I’d have
to reach out to the company, they’d have to verify my identity, then send over a licensed
professional. That’s at least 3-4 hours outside, and maybe around 3-4000 rupees.”

Some Private participants also talked about not sharing devices just because there
was no need to. For example, Henry, who lives alone talked about not sharing devices just
because they didn’t have anyone that needed to access the devices. As they live alone,

there was no one in the house to share with, and along with a combination of other
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concerns regarding remote device sharing, Henry mentioned that no one outside his home
needed access to his smart cameras, door lock, or TV.

Rather interestingly, reciprocity wasn’t a factor for any of our interview participants
when deciding whether or not to share a device. All participants were asked whether they
expect the person they share their devices with to reciprocate the sharing, and while we
expected at least some participants to answer yes, none of them felt that it influenced their
decision. "When I share my devices, I do so to be a good host, and not expecting anything
in return,” said one participant. ”If you were to ask me to predict whether the people I
share devices with will also share their devices with me, I'd say yes. So in that sense |
expect it. However, should that not happen, it wouldn’t change my decision to share my

devices.”
1.5 Discussion

Following the findings from the survey and interview, we’d first like to reflect back

on the Research Questions.

1.5.1 RQI1: How are people sharing smart home device and how does that relate to

cultural experience and background?

Looking at the data gathered in the survey stage, it is easy to see how people are
sharing smart home devices. The primary devices being shared are those that carry
minimal private information, such as TVs, and are generally only shared within the same
home or to people visiting the home. Devices such as Smart speakers are also fairly
popular, also for similar reasons - they carry limited information. One interviewee
specifically mentioned that a large reason they share access and remote access to their
personal voice assistant is because they haven’t set up any payment information or linked
any personal accounts to the device. We suspect that people that tend to link their Amazon

account, for example, will be more skeptical when it comes to sharing access, as the risk is
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larger and financial in nature. People with outdoor smart cameras generally shared access
to them remotely, however this was reserved to a very limited circle of trust.

Smart door locks were an example that were discussed with all interview participants
to establish a common ground, and the field was split on the topic, with some participants
taking about how they’d only share access to people that permanently live in the home,
while others mentioned they’d share access to those who enter the home regularly, even if
they don’t permanently live in the home. This divide was noticeable across the two types
of participants we established earlier.

A general trend we noticed was that people we classified under Trusting tended to
distinguish between the people they shared devices with, rather than the devices
themselves. If the person in question was someone they trusted, they’d be wiling to share
any device with them, regardless of whether there was a regular necessity for it or not,
whereas if it was people they didn’t completely trust, they would not be comfortable
sharing any device, even if it meant a little bit of inconvenience.

On the other hand, people classified as Private were more focused on the devices they
shared and less so the nature of the people they shared it with. While there still was
implicit trust expected from everyone who had access, device sharing was on a need basis,
in that even the most trusted people only had access to the devices they needed regularly.
For example, Fiona mentioned that while she trusts her mother implicitly and the mother
has access to devices such as the smart TV and smart camera, she does not have access to
the air purifier and thermostat. This was not due to a lack of trust, but rather a lack of
need. Our findings aligned up with that of another similar study, where they found that
“Trust mediates sharing” [TKWRL20].

There exists a strong relationship between sharing practices and cultural experiences,
in that all four Indian participants, in addition to the participant of Indian origin that now

lived in the US were classified as Trusting based on their responses in the interview. A
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similar pattern held through for survey respondents that didn’t take the interview, as their
responses also leaned towards the more conservative side. The three American
interviewees that were exclusively influenced by Western (American) cultures all were

classified as Private based on their sharing practices.

1.5.2 RQ2: How do cultural differences impact perceptions of privacy as it relates

to IoT and device sharing?

Following the results of the study, it is reasonable to conclude that cultural
differences certainly impact perceptions of privacy. This is something that all the
interviewees, albeit to varying degrees, agreed with. Roughly half said that culture was the
primary factor behind their perceptions of privacy and heavily impacted their preferences
regarding device sharing, while the other half acknowledged that culture plays a part, but
their personalities and the personalities of others around them perhaps played a more
significant role.

Fiona talked about how she felt being from Jamaica impacted her upbringing and as a
result her views on sharing technology. “Jamaica is a very small island, and people over
there are very private,” she said. ”’I was told that your business is your business, and if you
go around sharing it, soon the whole island knows.” Her quote provides an insight as to
why she doesn’t share her devices as freely as some other respondents, and she felt that it
is very likely that other Americans of Jamaican descent will have similar views.

David talked about how he felt Indians looked at sharing technology, stating ”We
tend to be on the conservative side, but I think it is also because a lot of people that share
devices aren’t aware of the risks.” His opinion was that if Indians did know the pros and
cons of sharing technology, most would err on the side of caution and not share devices,
and the people that currently do, do so because they aren’t aware of the potential

consequences.
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An interesting analogy one subject suggested hypothesized placing a person of
American culture (more likely to share on a need basis rather than a person basis) in an
untrustworthy environment. They said that the same person with the same culture and
personality would vary their preferences for device sharing even from location to location,
just based solely on the personalities of those around them. This brought up a very valid
point that while culture certainly plays a part, it is not the sole contributor to a user’s
perception of privacy.

To better understand the relationship between culture and the likeliness of a user to
share a device, we must look at Hofstede’s Insights [Ins]. The figure 1.3 below shows the
comparative scores for both India and the USA. The most prominent difference between
the two cultures here is Individualism, which is also the most relevant dimension to our
study. The United States has an extremely high individualism score at 91, while India is at
48. Hofstede described individualism as “’the degree of interdependence a society
maintains among its members,” and the high individualism score indicates that there exists

a very low need for interdependence in an American community.

91
77
62 65
48 2 51
40 40 0
I I I I 26 26
Power Individualism Masculinity Uncertainty Long Term Indulgence
Distance Avoidance Orientation

Figure 1.3: Hofstede’s Insights for India and USA

This aligns well with our findings as we noticed Indians were more likely to share

any device with someone they trusted, even if it did not directly benefit them. Looking
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back at the Smart TV example, Colin talked about how he’d be okay with someone else in
the house using ’his’ smart TV even without his permission. His spouse using the TV for
entertainment purposes does not directly benefit Colin, however, it does benefit those
around him, and this is an example of the communal benefit that can be observed in a
culture with high interdependence. On the other hand, Fiona, who owns an external smart
camera and uses it to stay aware of happenings in her neighborhood mentioned that she
does not share access to the camera with her neighbors, who could also benefit from
knowing what’s happening around them. This is evidence of the more individualistic
approach outlined in Hofstede’s theory, where individual goals outweigh communal
benefits. Neither of these examples are black-or-white cases given the privacy and security
trade-offs that come with them, but the variance in user responses and behaviour is

consistent with the expectations based on Hofstede’s insights.

1.5.3 RQ3: What features, policies or data flows do individuals of different cultures

believe would help or hinder sharing of IoT devices?

In the interview with participants, we also talked about what they felt were some
disadvantages of sharing devices right now, or what challenges they faced in doing so.
Specifically, participants were asked to describe a negative experience they had when
attempting to share a device, and what went wrong. A fairly common theme that
participants mentioned was their lack of ability to share just due to their lack of
knowledge of and familiarity with the device in question. While most smart devices today
have controls to allow for sharing and remote access, these aren’t the features that are
typically publicized, and as a result, the average user is not aware of how to go about
setting these up. Even those who did have basic device sharing set up or remote sharing

apps installed mentioned that they were probably not optimizing the use of these apps, and
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as such, generally more intuitive user interfaces and simpler sharing mechanisms would
go a long way in helping increase 10T device sharing.

In addition to this, participants also talked about how the expectations for smart
devices is higher compared to their more traditional counter-parts, solely due to the fact
that they’re ’smart’ devices. This point is was best explained by Eric, when he was talking
about sharing access to the Smart lock. ”If I had a traditional key mechanism, I would
give my neighbor or a close friend a spare key, just because there was no other alternative.
But with smart locks, you expect more. I’d like to be able to give them access, but would
also like to be notified about that access when it’s used, something not possible with a
traditional key.” The anecdote shared sums up the enhanced user expectations regarding
smart devices perfectly, as they expect features that would not exist if the device wasn’t a
smart home device. Talking specifically about policies that would help promote sharing,
the ability to only share access during a certain time window or the ability to only share
access to certain features are both options that could be extremely valuable. The time
window option is something that would help with giving access to house-help, for
example, only during the time period they’re expected to be working, while not risking
giving them access to the house at night time or during extended vacation periods.

As far features that may hinder sharing, the addition of Al was a stand-out. Like
Brian mentioned during his interview, the fact that Al can process all of your data within
seconds and create a stereotype for you is extremely scary, and the prevalence of Al in
smart devices is the reason he attempts to “’curb the use of technology” where possible and
avoidable. This is a sentiment other participants also agreed with, and while Al certainly
adds convenience, it brings with it a lot of cons, specifically pertaining to sharing that may

strongly dissuade device sharing in Al-enabled devices.



31

1.6 Conclusion

In this paper, we have examined IoT Device Sharing and Remote Device Sharing,
looking at it from a cultural view-point. Our results highlight several factors that indicate
a relationship between cultural background and perceptions towards device sharing,
particularly the impact of individualism of the culture on the reasons why someone may
share a device. Overall, our results indicate that this relationship warrants future work to
understand other factors that the sample size off this study may have failed to account for.
One important contribution from this study is the two primary types of user groups we
identified and classified, based on the devices they own and their need to share given
devices.

Based on our findings, we believe that the suggested policies for device sharing and
access control may be useful to create better interfaces and help promote device sharing
going forward while mitigating the risks that come with it. We contribute our work as an
extension of the discussion on the pros and cons of device sharing and the case for remote

device sharing and enhanced privacy controls.
1.7 Limitations

We recognize several limitations in the study such as the limited number of only
about 35 participants due to resource and cost issues. Given that two distinct cultures were
surveyed, we only had a handful of respondents from the cultures to examine, and only
eight were chosen to advance forward for the interview stage of the study. In addition to
this, the sample chosen was a convenience sample, and is not necessarily the best
reflection of either culture as a whole. A large part of the the American audience was
recruited from smart home forums and as a result were more tech-savvy and had a greater
number of smart home devices compared to the Indians. The survey was also opened to

students at the University of Cincinnati, who were generally in their mid 20s, which
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significantly brought down the average age of the American sample. Of the participants
interviewed, two were related to each other and shared similar ideologies for this reason.

In addition to this, there were limitations pertaining to the survey itself. To ensure
privacy of the respondent and an opt-in system, participants were allowed to answer
anonymously, which could have lead to a single participant echoing their opinion by using
multiple replies, however, thankfully this does not seem to be the case. Given that all data
was self reported and not observed, any biases a participant carried into an interview or
survey would also be reflected in their response. Some partial participant responses were
also collected by the survey and if the majority of the survey was filled out, then the

responses were used.
1.8 Future Work

Our research identifies what potential sharing features participants desire in their [oT
Smart Devices. Working on how to implement our findings into the interface design for
new [oT devices could be a potential field for future research. Remote device sharing is a
feature with infinite potential and working on making it accessible and appealing to all
users could help simplify IoT device management while reducing cloud traffic noise.

Given that this study only examines a small population across two countries, the
United States of America and India, future studies could aim to find similar data for a
broader range of cultures, better examining the correlation with Hofstede’s cultural
dimensions. In this study, the only dimension examined was individuality, as the other
dimensions between India and the US had similar scores, or were deemed to not directly
impact device sharing preferences, but a similar study carried out on different cultures
could certainly try and find a correlation between uncertainty avoidance or long term

orientation and the need for device sharing.
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Further similar studies with larger sample sizes could help eliminate this bias and add

external validity through reproducibility.
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APPENDIX: AN APPENDIX

A.1 Survey

The survey was administered through Qualtrics and can be accessed by using this link


https://uceducation.az1.qualtrics.com/jfe/form/SV_ahFFe3raa9YYhlr
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