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CHAPTER 1

INTRODUCTION

L I  Communicat ion P r o t o c o l s

Computer components  f o r  d a t a  p r o c e s s i n g  a r e  becoming 

much more p o w e r fu l  w h i le  s i m u l t a n e o u s ly  becoming l e s s  

e x p e n s i v e .  To t a k e  a d v an tag e  of  t h i s  advance  in hardware 

t e c h n o lo g y ,  t o d a y ' s  d a t a  p r o c e s s i n g  i s  o f t e n  d i s t r i b u t e d  

a c r o s s  a ne tw ork  o f  mini  and m ic ro  c o m p u te r s .  A 

w e l l - d e f i n e d  and  a g re ed -u p o n  s e t  o f  r u l e s  must be 

e s t a b l i s h e d  t o  r e g u l a t e  t h e  i n t e r a c t i o n s  between th e  

a t t a c h e d  e n t i t i e s  in a network  and to  e n s u r e  t h a t  th e s e  

i n t e r a c t i o n s  p r o c e e d  i n  an o r d e r l y  f a s h i o n .  T h is  s e t  o f  

r u l e s  i s  c a l l e d  t h e  communication p r o t o c o l  and i s  o f t e n  a 

m ajor  f a c t o r  i n  p r o v i d i n g  c o r r e c t  and r e l i a b l e  o p e r a t i o n  for  

t h e  n e tw o rk .  The d e s i g n  and im p le m e n ta t io n  o f  p r o t o c o l s  i s
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r e a l l y  a key to  t h e  e f f e c t i v e  e x p l o i t a t i o n  o f  computer  

n e tw orks  on a l a r g e  s c a l e .  In t h i s  d i s s e r t a t i o n ,  we p r e s e n t  

a  fo rm a l  model f o r  c o n s t r u c t i n g  c o r r e c t  p r o t o c o l s  fo r  

computer  n e tw o rk s .

I . I . E  F u n c t io n s  o f  P r o t o c o l s

In a computer  n e tw o rk ,  a message i s  t r a n s m i t t e d  o v e r  a 

"raw" communica t ion  medium t h a t  may be n o i s y  and u n r e l i a b l e .  

D ur ing  i t s  p a s s a g e ,  t h e  message may be  damayed, l o s t ,  

d u p l i c a t e d ,  . o r  a r r i v e  a t  t h e  d e s t i n a t i o n  o u t  o f  o r d e r .  

C a r e f u l l y  d e s ig n e d  p r o t o c o l s  can overcome th o s e  p rob lem s and 

c r e a t e  a " v i r t u a l "  communication channe l  t h a t  i s  more 

r e l i a b l e  t h a n  t h e  raw communication medium. I n  o r d e r  to  

p r o v id e  r e l i a b l e  communication between communicating 

e n t i t i e s  o v e r  an u n r e l i a b l e  medium, p r o t o c o l s  i n  g e n e r a l  

have t h e  f o l lo w in g  f u n c t i o n s *

(1) Message t r a n s p o r t  c o n t r o l  —  The d e t e c t i o n  o f  and 

r e c o v e r y  from e r r o r s  caused  by damage, l o s s ,  d u p l i c a t i o n ,  

and  an o u t - o i —o r d e r  s e q u e n c e .

(2) b y n c h r o n i z a t i o n  — The c o n t r o l  o f  t h e  i n t e r a c t i o n s  

between com m unica t ion  e n t i t i e s  to  a v o id  d e a d lo c k ,  

i n c o m p a t i o i l i t y ,  i n f i n i t e  i d l e  l o o p in g ,  improper 

t e r m i n a t i o n ,  and  unbounded demand for  r e s o u r c e s .

(3) Flow c o n t r o l  — The management o f  message f lo w  from th e  

so u rc e  t o  th e  d e s t i n a t i o n .
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(4 )  F a i l u r e  r e c o v e r y  — The r e c o v e r y  from ne tw ork  component 

f a i l u r e s .

B e s id es  t n e s e  f u n c t i o n s ,  some p r o t o c o l s  may have 

a d d i t i o n a l  f e a t u r e s  such  a s  a d d r e s s i n g ,  c o n n e c t io n  

management, sequence  c o n t r o l ,  message f r a g m e n t a t i o n  and 

p r i o r i t y .  C o n s t r u c t i o n  of  a p r o t o c o l  f o r  a computer  network 

i s  t h e r e f o r e  a ve ry  c o m p l i c a te d  problem and a l a y e r e d  

a p p ro a cn  i s  u s u a l l y  a d op ted  fo r  p r o t o c o l  d e s i g n .

1 . 1 . 2  Layered Approach

The a d v an tag e  o f  h av in g  m u l t i p l e  l a y e r s  o f  p r o t o c o l s  i s  

t h a t  l a y e r i n g  p r o v i d e s  a s e p a r a t i o n  o f  f u n c t i o n s  which is  

a lways u s e f u l  in d e s i g n i n g  any complex sy s te m .  I t  a l lo w s  

im p lem en ta t io n  and v e r i f i c a t i o n  o f  p r o t o c o l s  t o  be c a r r i e d  

o u t  s e p a r a t e l y  f o r  e a c h  l a y e r .  A l so ,  f a i l u r e  r e c o v e r y  and 

e r r o r  d e t e c t i o n  can o p e r a t e  i n d e p e n d e n t l y  t o  hand le  e r r o r s  

a t  e ach  l a y e r .

For any g iv en  l a y e r  o f  th e  p r o t o c o l ,  t h e r e  a r e  t h r e e  

d e s i r a b l e  f e a t u r e s  [Davies73J*  (1) i t  s h o u ld  be t r a n s p a r e n t  

to  l a y e r s  above i t ,  so t h a t  n o t h in g  s e n t  o r  m o d i f ie d  by a 

h i g h e r  l a y e r  can be a f f e c t e d  o r  m o d i f ied  by i t s  lower 

l a y e r s ?  (2) i t  sh o u ld  be  s e l i - 1 i m i t i n g  so t h a t  i t  i s  

im p o s s ib l e  to  r e q u i r e  t h e  p r o v i s i o n  o f  p o t e n t i a l l y  i n f i n i t e  

s t o r a g e ,  o r  to  spend i n f i n i t e  t ime in  a program loop or
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w a i t i n g  s t a t e *  (3) i t  s h o u ld  be p o s s i b l e  t o  change one 

l a y e r  o f  th e  p r o t o c o l  w i th o u t  r e q u i r i n g  e x t e n s i v e  changes  a t  

o t h e r  l a y e r s .  These  f e a t u r e s  p r o v i d e  s u p p o r t  f o r  

e v o l u t i o n a r y  c h an ges  o f  th e  p r o t o c o l  s i n c e  eacn  l a y e r  o f  the  

p r o t o c o l  a c t s  a s  an in d e p e n d e n t  module .

A t y p i c a l  d i s t r i b u t e d  computer  ne tw ork  has s e v e r a l  

l a y e r s  o f  p r o t o c o l  [Ray76J* nardware  l e v e l  p r o t o c o l s  by 

which h a rdw are  d e v ic e s  exchange s i g n a l s *  communication 

su b -n e tw o rk  p r o t o c o l s  by which communication p r o c e s s o r s  

exchange messages* and ne twork  p r o t o c o l s  by which h o s t  

co m p u te rs  excnange m essag es .

For exam ple ,  a l a y e r e d  app roach  has been a d o p te d  in  

ARPANET fo r  t h e  s p e c i f i c a t i o n  of  network  p r o t o c o l s .  The

i n n e r  l a y e r s  i n c l u d e  t h e  IMP t o  IMP, HOST to  IMP, and HOST

t o  HOST p r o t o c o l s ,  and s e v e r a l  h i g h - l e v e l  f u n c t i o n - o r i e n t e d  

p r o t o c o l s  haye a l s o  been d e f i n e d .  F i g .  1 shows what the  

network p r o t o c o l s  i n  ARPANET look l ik e *  (1)  t h e  IMP to  IMP 

p r o t o c o l  which d e s c r i b e s  t h e  communication in  the  

communication subnetwork* (2) th e  HOST t o  HOST p r o t o c o l  

(NCP, TCP) [McKenzie72,  TCP79] which d e s c r i b e s  the

communication between h o s t s  c o n n ec ted  to  t h e  communication 

subsystem* and (3)  f u n c t i o n - o r i e n t e d ,  p r o t o c o l s  ( such  as 

ICP, TELNET, FTP, RJE, DCP, CP e t c . )  [ F e i n l e r 7 8 ]  which

d e s c r i b e  th e  communication  between p r o c e s s e s  o f  d i f f e r e n t
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h o s t  com puters  and  r e p r e s e n t  h i g h - l e v e l  v i r t u a l  c o n n e c t io n s  

o f  t h e  n e tw o rk .

ICP,TELNET,FTP,RJ£,DCP,GP

\  /
\  HOST/HOST /  PROCESSES'

\ ----------------------------------------------------- /  PRIMITIVES
\  /

\  IMP/IMP /  HOST/IMP
\  • /

\  /
\  COMMUNICATION /

\  SYSTEM /
\  /

\    /

F i g .  I ARPANET p r o t o c o l  h i e r a r c h y

For th e  c a s e  of  i n t e r c o n n e c t i n g  d i f f e r e n t  n e tw o rk s ,  we 

need  t o  add i n t e r n e t w o r k  p r o t o c o l  ITCP79I t o  th e  h i e r a r c h y .

1*1.3  P r o t o c o l  V e r i f i c a t i o n

Sunsh ine  [793 and ISO [783 have u se d  t h e  term " s e r v i c e  

s p e c i f i c a t i o n "  of th e  p r o t o c o l  to  c l a r i f y  th e  c o n c e p t s  of 

s p e c i f i c a t i o n  and v e r i f i c a t i o n  in th e  c o n t e x t  of a l a y e r e d  

p r o t o c o l  model .
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S e r v ic e  s p e c i f i c a t i o n  i s  s i m i l a r  to  t h e  c o n c e p t  o f  a 

s e t  o f  d e s i r a b l e  p r o p e r t i e s  o f  p r o t o c o l s .  A " s t r u c t u r e d  

v e r i f i c a t i o n "  c o n c e p t  [Teng78a] i s  u s e f u l  i n  d e a l i n g  with  

network  p r o t o c o l  v e r i f i c a t i o n .  V e r i f i c a t i o n  o f  th e  

p r o p e r t i e s  o f  one l a y e r  sh o u ld  be done by u t i l i z i n g  th e  

p ro v ed  p r o p e r t i e s  or  p r o v i d e d  s e r v i c e  o f  i t s  lower l a y e r s .

Those d e s i r a o l e  p r o p e r t i e s  have two a s p e c t s *  ( I )  th e  

ab sen ce  o f  p r o t o c o l  s y n t a x  e r r o r s ,  and (2) t h e  a b sence  o f  

p r o t o c o l  s e m a n t i c s  e r r o r s .  P r o t o c o l  s y n t a x  e r r o r s  in c lu d e  

d e a d lo c k ,  i n c o m p a t i b i l i t y ,  i n f i n i t e  i d l e  lo o p in g  and 

improper  t e r m i n a t i o n .  P r o t o c o l  s e m a n t i c s  e r r o r s  i n c l u d e  

t h o s e  v i o l a t i o n s  o f  t h e  a s s e r t i o n s  d e f i n e d  in  th e  s e r v i c e  

s p e c i f i c a t i o n .  The ch ec k in g  o f  p r o t o c o l  sy n ta x  e r r o r s  i s  

more amenable t o  a u to m a t ic  t e c h n iq u e s  s i n c e  i t  on ly  depends 

on t h e  p r o t o c o l ' s  sy n ta x  s p e c i f i c a t i o n  (we assume t h a t  t h o s e  

problems wnich may c a u se  sy n ta x  e r r o r s  can be d e t e c t e d  by 

e xam in a t io n  o f  t h e  s y n t a x  s p e c i f i c a t i o n ) .  The ch ec k in g  of 

p r o t o c o l  s e m a n t i c s  e r r o r s  i s  more d i f f i c u l t  s i n c e  i t  depends  

on th e  p r o t o c o l ' s  s e m a n t i c s  s p e c i f i c a t i o n  t o  form 

a s s e r t i o n s .

P r o t o c o l  v e r i f i c a t i o n  i s  a d e m o n s t r a t i o n  o f  th e  freedom 

o f  a p r o t o c o l  s p e c i f i c a t i o n  from sy n ta x  and se m a n t ic s  

e r r o r s .  S unsn ine  179] and  West [78a] have c a l l e d  the  

cneck ing  o f  p r o t o c o l  s y n t a x  e r r o r s  " p r o t o c o l  v a l i d a t i o n " .  A
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major  r e s e a r c n  o b j e c t i v e  o f  t h i s  d i s s e r t a t i o n  i s  t o  p r o v id e  

a s y s t e m a t i c  scheme f o r  s p e c i f y i n g ,  v e r i f y i n g  and 

im plem en t ing  p r o t o c o l s  which a r e  s y n t a x - e r r o r  f r e e .

1 .2  O b j e c t i v e s  o f  T h is  R esearch

A lthough  i n f o r m a l  d e s c r i p t i o n s  and t e s t i n g  p r o v i d e  

h e l p f u l  t o o l s  in  p r o t o c o l  d e s i g n  and v a l i d a t i o n ,  they  a re  

in a d e q u a t e  by th e m se lv e s  t o  hand le  th e  i n c r e a s i n g  v a r i e t y  

and c o m p le x i ty  o f  communication p r o t o c o l s .  Our p r e s e n t  

a n i l i t y  to  h a n d le  p r o t o c o l s  i s  s i m i l a r  to  t h e  a b i l i t y  we had 

w i th  programming lan g u ag es  in  th e  1 9 5 0 's ,  when no c o n v e n ie n t  

fo rm a l ism ,  l i k e  th e  Backus-Naur form [Naur63J used now, was 

a v a i l a b l e  t o  d e s c r i b e  s y n t a c t i c  c o n s t r u c t s  o f  languages  

i F r a s e r 7 6 J . Without  a formal  model a s  a c o n v e n i e n t  means o f  

r e p r e s e n t a t i o n ,  t h e r e  a r e  few c lu e s  t h a t  can lea d  us  to  a 

s y s t e m a t i c  scheme, f o r  a u to m a t i c  s o f t w a r e / h a r d w a r e  

im p le m e n ta t io n  o f  communication  p r o t o c o l s  and  l i t t l e  can be 

done f o r  th e  a u to m a t i c  v e r i f i c a t i o n  o f  t h e s e  p r o t o c o l s .

In  t h i s  d i s s e r t a t i o n ,  we w i l l  i n v e s t i g a t e  formal

t e c h n i q u e s  and m e th o d o lo g ie s  fo r  c o n s t r u c t i n g  c o r r e c t

p r o t o c o l s  in  a computer  ne twork e n v i ro n m e n t .  We a d d re s s

many p r o t o c o l  c o n s t r u c t i o n  p ro b le m s .  F iv e  major  r e s e a r c h  

o o j e c t i v e s  a d d r e s s e d  i n  t n i s  d i s s e r t a t i o n  a re  g iven  below*
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(1 )  Develop s o f tw a r e  e n g i n e e r i n g  t e c h n iq u e s  f o r  s p e c i f y i n g  

c o r r e c t  p r o t o c o l  p rogram s which a re  m o d i f i a b l e  and 

m a i n t a i n a b l e ,  and  deve lop  a u to m a t i c  (or  s e m ia u to m a t i c )  t o o l s  

f o r  v e r i f y i n g  and implementing  p r o t o c o l s  in  a 

s t r a i g h t f o r w a r d  manner .

(2)  P ro v id e  a s y s t e m a t i c  scheme to  i n v e s t i g a t e  the

fundam en ta l  c o r r e c t n e s s  problems o f  computer  network

p r o t o c o l s ,  and d e v e lo p  a p r o t o c o l  problem c h e c k l i s t  ( f o r  a 

g iv en  p r o t o c o l  l a y e r  and network  to p o lo g y )  as a g u i d e l i n e  

f o r  c o r r e c t n e s s  cnec k in g  d u r i n g  th e  p r o t o c o l  c o n s t r u c t i o n  

p r o c e s s .  The c h e c k l i s t  s e r v e s  as  t h e  b a s i s  f o r  th e  d e s ig n  

of v e r i f i a b l e  p r o t o c o l s .

( J )  Develop a fo rm al  sp e c i f  i c a t i o n  mode I which i s  

t h e o r e t i c a l l y  a p p l i c a b l e  t o  a broad  rang e  o f  p r o t o c o l s  and 

i s  c a p a b le  o l  p r o v i d i n g  a c l e a r  and c o n c i s e  d e s c r i p t i o n  o f  

p r o t o c o l  sy n ta x  s t r u c t u r e s .  The s p e c i f i c a t i o n  sh o u ld  p e rm i t  

a complex p r o t o c o l  t o  be d e s c r i b e d  w i th  a w e l l - s t r u c t u r e d  

n o t a t i o n  t n a t  i s  s u i t a b l e  f o r  human r e a d a b i l i t y  a n d  shou ld  

be u s e f u l  fo r  b o th  p r o t o c o l  v e r i f i c a t i o n  and im p le m e n ta t io n .  

The s p e c i f i c a t i o n  sh o u ld  a l s o  p r o v id e  c l e a r  and  c o n c i s e  

d o c u m en ta t io n  f o r  b o th  ne tw ork  u s e r s  and  p r o t o c o l  d e s i g n e r s .
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(4) P ro v id e  p r o t o c o l  d e s i g n e r s  an  e f f e c t i v e  s o l u t i o n  (w i th  

a c c e p t a b l e  c o m p le x i ty )  t o  e x i s t i n g  p r o t o c o l  c o r r e c t n e s s  

p rob lem s by u s i n g  a u to m a t i c  p r o t o c o l  v e r i f i c a t i o n  

t e c n n i q u e s .  The v e r i f i c a t i o n  t e c h n i q u e s  sh o u ld  be f l e x i b l e  

and po w erfu l  enough to  a n a ly z e  p r o t o c o l s  more c o m p l ic a te d  

th a n  a f i n i t e  s t a t e  l a n g u a g e ,  and shou ld  be  c o n v e n ie n t  f o r  

c h ec k in g  d e s ig n  and sy n ta x  e r r o r s .

(b) P ro v id e  p r o t o c o l  d e s i g n e r s  a d i r e c t  and s t r a i g h t - f o r w a r d  

imp le m e n t a t i o n  scheme from a v a l i d a t e d  p r o t o c o l  

s p e c i f i c a t i o n ,  t h u s  e l i m i n a t i n g  t h e  burden o f  program co d in g  

w i th  i t s  a t t e n d a n t  e r r o r s .

The above f i v e  r e s e a r c h  o b j e c t i v e s  r e p r e s e n t  t h e  b a s i s  

f o r  a fu n dam en ta l  s tu d y  i n t o  th e  d e s ig n  and a n a l y s i s  o f  

computer  ne twork p r o t o c o l s  i n  t h i s  d i s s e r t a t i o n .  To meet 

t h e s e  o b j e c t i v e s ,  a com prehens ive  t e c h n iq u e  f o r  c o r r e c t  

p r o t o c o l  c o n s t r u c t i o n  has  been  d e v e lo p e d  by a p p ly i n g  

s o f t w a r e  e n g i n e e r i n g  and fo rm al  language  t e c h n i q u e s .  A 

formal  model,  c a l l e d  th e  T r a n s m i s s io n  Grammar (TG) has been 

d e v e lo p e d  f o r  d e f i n i n g ,  v e r i f y i n g ,  im plem ent ing  and 

documenting  ne tw ork  p r o t o c o l s ,  i n  a d d i t i o n  to  a c o n c e p tu a l  

a n a l y s i s  o f  p r o t o c o l  p rob lem s  and t h e i r  s o l u t i o n s .
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1. 3  R e la t e d  Work

10

C o n s i d e r a b l e  p r o g r e s s  has  been made i n  u s i n g  formal 

t e c h n i q u e s  to  meet our  o b j e c t i v e s  o f  p r o t o c o l  s p e c i f i c a t i o n  

and v e r i f i c a t i o n  d u r i n g  t h e  p a s t  t h r e e  y e a r s .  However, many 

new t e c h n i q u e s  must  be a p p l i e d  and some t o t a l l y  new co n ce p ts  

d e v e lo p e d  in  o r d e r  t o  a c c o m p l i sh  a l l  o f  t h e  above r e s e a r c h  

o b j e c t i v e s .

A number of  i m p o r t a n t  fo rm al  p r o t o c o l  models have been 

p r o p o s e d ,  i n c l u d i n g  f i n i t e  s t a t e  a u to m a ta ,  P e t r i  n e t s ,  

programming la n g u a g e s  and fo rm a l  grammars. Sun sh ine f  78a3 

and M e r l in  £79] have p ro v id e d  s u rv e y s  o f  v a r i o u s  m od e ls .  We 

w i l l  a l s o  rev ie w  and compare v a r i o u s  models in  C h a p te r  3. 

The f o l lo w in g  d i s c u s s i o n  w i l l  summarize some o f  th e  

i m p o r t a n t  f e a t u r e s  o f  t h e s e  m ode ls .

F i n i t e  s t a t e  au tom ata  a r e  c o n v e n i e n t  f o r  r e p r e s e n t i n g  

complex c o n t r o l  s t r u c t u r e s  o f  p r o t o c o l s .  The schemes u s in g  

f i n i t e  s t a t e  au to m ata  have been  very  s u c c e s s f u l  f o r  

a u to m a t i c  a n a l y s i s  o f  sy n ta x  e r r o r s  by exJ iaus t i  ve ly  

g e n e r a t i n g  and c h e c k in g  t h e  g l o b a l  s t a t e s .  However, th e  

t h e o r e t i c a l  a p p l i c a t i o n  o f  f i n i t e  s t a t e  au tom ata  i s  l i m i t e d  

t o  v e r i f y i n g  p r o t o c o l s  w i th  a bounded number of  s t a t e s  

( i . e . ,  a f i n i t e  s t a t e  l a n g u a g e ) .  These schemes g e n e r a l l y  

have t h e  d i f f i c u l t y  o f  " s t a t e  e x p lo s io n "  and a re  no t  

d i r e c t l y  a p p l i c a b l e  to  a u to m a t ic  im p le m e n ta t io n .  They a re
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a l s o  h a rd  t o  be a p p l i e d  t o  p ro d u ce  " w e l l - s t r u c t u r e d "  

s p e c i f i c a t i o n  and d o c u m e n ta t io n .

P e t r i  n e t s  a r e  a l s o  c o n v e n i e n t  f o r  r e p r e s e n t i n g  complex 

c o n t r o l  s t r u c t u r e s  o f  p r o t o c o l s *  and a l lo w  fo r  a u to m a t ic  

r e a c h a b i l i t y  a n a l y s i s .  P e t r i  n e t s  a r e  t h e o r e t i c a l l y  

a p p l i c a b l e  t o  a b r o a d e r  r a n g e  o f  p r o t o c o l s  th a n  f i n i t e  s t a t e  

au tom ata  [M erl in79]  b u t  c an n o t  a n a ly z e  even a s im ple  

r e a d e r - w r i  t e r  problem [Chen753 . The p r o t o c o l  s p e c i f i c a t i o n  

o f  P e t r i  n e t s  i s  u s u a l l y  a d e s c r i p t i o n  of  t h e  g lo b a l  

i n t e r a c t i o n s  of communicating e n t i t i e s  fo r  th e  p u rp o se  of 

v e r i f i c a t i o n  and must be decomposed fo r  im p le m e n ta t io n .

Programming lan gu ag es  a r e  c o n v e n i e n t  fo r  r e p r e s e n t i n g  

v a r i a b l e s  and  c o u n t e r s ,  b u t  n o t  complex c o n t r o l  s t r u c t u r e s .  

The schemes u s i n g  programming lan g u a g es  p r o v i d e  a r e l a t i v e l y  

c o n c i s e  means of d e s c r i b i n g  p r o t o c o l s ,  and p r o o f  o f  p r o t o c o l  

p rogram  c o r r e c t n e s s  p r o v i d e s  a r ig o r o u s *  f o r m a l i z e d  

v e r i f i c a t i o n  p r o c e s s  t o  h a n d le  a wide range  of  a s s e r t i o n s  o f  

t h e  d e s i r e d  p r o p e r t i e s .  Program p r o v i n g  i s  an e x t rem e ly  

im p o r t a n t  l o n g - te rm  r e s e a r c h  p r o j e c t  t o  hand le  s e m a n t ic s  

e r r o r s  b u t  i s  c o n s i d e r e d  t o  be a t  l e a s t  10 y e a r s  away from 

b e in g  u s e f u l  t o  program s o f  any s i g n i f i c a n c e  [G las s79 1 .  

U s ing  program p ro v in g  schemes,  a p r o t o c o l  d e s i g n e r  o f t e n  

r e q u i r e s  s e v e r a l  t im e s  th e  amount o f  work t o  p rove  a 

p r o t o c o l  program th an  was r e q u i r e d  to  w r i t e  th e  program,
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s i n c e  programming lan g u ag es  o f t e n  d e a l  w i th  many

im p le m e n ta t io n  d e t a i l s  b e s i d e s  d e s i g n  i s s u e s .

H a ra n g o z o t78] h as  used a r e g u l a r  grammar model to

s p e c i f y  th e  HDLC l i n k  p r o t o c o l  by i n c o r p o r a t i n g  an in d ex ing  

t e c h n iq u e  to  accommodate seq uence  num ber ing .  However, h i s  

model seems t o  be i n t e n d e d  on ly  f o r  t h e  p u rp o se  o f  p r o t o c o l  

s p e c i f i c a t i o n  and canno t  d e f i n e  complex p r o t o c o l  l e a t u r e s

which a r e  c o n t e x t - f r e e  o r  c o n t e x t  s e n s i t i v e .

Most o f  t h e  p r e v i o u s  r e s e a r c h  e f f o r t s  t h a t  we have 

m en t ioned  above have c o n c e n t r a t e d  on p r o t o c o l  s p e c i l i c a t i o n  

a n d / o r  v e r i f i c a t i o n .  A g e n e r a l  and comprehensive  

methodology i s  j u s t  b e i n g  a p p l i e d  t o  t h e  d e s ig n  o f  

c o m p l i c a te d  p r o t o c o l s  [Teng78b,  S u nsh in e79 3 .  In o r d e r  to  

a c h ie v e  t n e  o b j e c t i v e s  o f  t h i s  r e s e a r c h ,  fundam enta l  

p r o t o c o l  c o r r e c t n e s s  p rob lem s s h o u l d  be i n v e s t i g a t e d  and 

c o n s i d e r e d  d u r i n g  p r o t o c o l  d e s i g n ,  s p e c i f i c a t i o n  and

im p le m e n ta t io n .  There  a r e  a l s o  s e v e r a l  n e g l e c t e d  problems 

in  t h e  p r o t o c o l  r e s e a r c h  f i e l d ,  such  a s  s t r u c t u r e d  and 

modular  d e s i g n ,  e n t i t y  c h a r a c t e r i s t i c  a n a l y s i s ,  au to m at ic  

(o r  s e m ia u to m a t ic )  im p le m e n ta t io n  and d ocum en ta t ion  

m a in te n a n c e .
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1 .4  Our Approach and C o n t r i b u t i o n s

T h is  r e s e a r c h  i s  a l s o  c o n ce rn e d  w i th  c o r r e c t  p r o t o c o l  

c o n s t r u c t i o n  t e c h n i q u e s .  We have d e v e lo p ed  a com prehens ive  

p r o t o c o l  c o n s t r u c t i o n  methodology by a p p ly in g  s o f tw a re  

e n g i n e e r i n g  and formal language  t e c h n i q u e s  t o  a c h i e v e  th e  

d e s i g n  o b j e c t i v e s  d i s c u s s e d  in  S e c t i o n  1 . 2 .  Our 

c o n s t r u c t i o n  t e c h n iq u e s  a r e  based  on a n o n g ra p h ic  fo rm al  

model u s in g  a c o n t e x t - f r e e  grammar, c a l l e d  t h e  T ra n sm is s io n  

Grammar (TG), f o r  d e f i n i n g ,  v e r i f y i n g  and implementing  

ne tw ork  p r o t o c o l s .

The t r a n s m i s s i o n  grammar model i s  s i m i l a r  to  th e  

Backus-Naur form t h a t  has been  u sed  to. d e f i n e  th e  s y n ta x  o f  

programming l a n g u a g e s ,  bu t  i t  i s  u se d  to  d e f i n e  th e  c o n t r o l  

and message s t r u c t u r e s  of communication  p r o t o c o l s .  The 

s t e p - w i s e  TG s p e c i f i c a t i o n  a l lo w s  t h e  p r o t o c o l  d e s i g n e r  n o t  

o n ly  t o  s p e c i f y  p r o t o c o l  program modules in a 

w e l l - s t r u c t u r e d  manner,  b u t  to  keep t h e  s p e c i f i e d  s t r u c t u r e  

( c o n t e x t - f r e e  grammar) so s im ple  t h a t  a u to m a t i c  v a l i d a t i o n  

and  im p le m e n ta t io n  can be e a s i l y  c a r r i e d  o u t .  The TG 

p r o t o c o l  model i s  more c o n c i s e  and pow erfu l  t h a n  t h e  f i n i t e  

s t a t e  au tom ata  (FSA) model ,  and i s  a l s o  more c o n v e n i e n t  to  

r e p r e s e n t  and a n a ly z e  complex c o n t r o l  s t r u c t u r e s  than  the  

programming language  model c a n .  The TG model i s  c a p a b le  o f  

s p e c i f y i n g  and v e r i f y i n y  p r o t o c o l s  ( l a n g u a g e s )  which a r e
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more c o m p l i c a te d  t h a n  th e  FSA model can  [T eng78a] .  A TG 

p r o t o c o l  s p e c i f i c a t i o n  can  c o n t a i n  n e c e s s a r y  r e d u n d a n c ie s  

f o r  b e t t e r  human r e a d a b i l i t y ,  a s  compared w i th  a f i n i t e  

au tom aton  model* S ince  t h e r e  does n o t  e x i s t  any g rap h ic  

d iag ram  i n t e r p r e t e r  f o r  t h e  d i r e c t  p r o c e s s i n g  o f  g r a p h ic  

models ( su ch  a s  FSA, P e t r i  n e t s  and UCLA g r a p h s ) ,  t h e  l i n e a r  

(n o n g ra p h ic )  p r o p e r t y  of  t h e  t r a n s m i s s i o n  grammars i s  a l so  

c r u c i a l  to  d i r e c t  a n a l y s i s  and im p le m e n ta t io n  o f  p r o t o c o l s .

Based on th e  TG model and s o f t w a r e  e n g i n e e r i n g  

t e c h n i q u e s ,  we deve lop  p r o t o c o l  c o n s t r u c t i o n  t e c h n iq u e s  f o r  

s y s t e m a t i c  and s t r u c t u r e d  d e s ig n  o f  c o r r e c t  p r o t o c o l s .  The 

f o l l o w i n g  d i s c u s s i o n  summarizes some o f  t h e  more im p o r ta n t  

c a p a b i l i t i e s  and  f e a t u r e s  o f  our  c o n s t r u c t i o n  t e c h n i q u e s .

(1)  V a l i d a t i o n  C h e c k l i s t  —  We i n v e s t i g a t e  th e  fundamenta l  

p r o t o c o l  c o r r e c t n e s s  p rob lem s t h a t  may c a u se  p r o t o c o l  sy n tax  

e r r o r s .  We summarize and e x p l a i n  t h e  n a t u r e  o f  t h r e e  

i m p o r t a n t  t y p e s  o f  c o r r e c t n e s s  problems* message t r a n s p o r t  

p ro b le m s ,  t r a n s m i t  i n t e r f e r e n c e  p rob lem s and r e l i a b i l i t y  

p r o b l e m s .  Wnile p r o t o c o l  c o r r e c t n e s s  p rob lem s  a r e  a major 

so u r c e  o f  p r o t o c o l  sy n ta x  e r r o r s ,  only a s u b s e t  o f  t h e s e  

p rob lem s  a c t u a l l y  e x i s t  in  a g iv en  p r o t o c o l  to po lo g y  and 

l a y e r .  Even an e x p e r t  may make v a l i d a t i o n  m is t a k e s  i f  he 

does  n o t  have a c l e a r  u n d e r s t a n d i n g  o f  t h e  p o t e n t i a l  

c o r r e c t n e s s  problems i n  h i s  p r o t o c o l  d e s i g n .
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A d e f i c i e n c y  o f  e x i s t i n g  v a l i d a t i o n  t e c h n iq u e s

[H a jek 7 8 ,  West78b] i s  th e  l a c k  o f  a s y s t e m a t i c  scheme for

exam in ing  p r o t o c o l  c o r r e c t n e s s  p ro b le m s .  We i n t r o d u c e  a 

v a l i d a t i o n  c n e c k l i s t ,  which c o n t a i n s  t h e  "minimum" and 

" s u f f i c i e n t "  s e t  o f  e x i s t i n g  c o r r e c t n e s s  p rob lem s  f o r  a 

g iv e n  t o p o lo g y  and l a y e r ,  to  be used d u r i n g  o u r  v a l i d a t i o n  

and  c o n s t r u c t i o n  p r o c e s s .  The c h e c k l i s t  can  p r e v e n t  us from 

w a s t in g  o u r  e f f o r t  in examining n o n - e x i s t e n t  problems and 

c a n  lea d  us  to  a s y s t e m a t i c  s tu d y  o f  p r o t o c o l  c o r r e c t n e s s  

p r o b le m s .  We w i l l  p r e s e n t  an example of  t h i s  v a l i d a t i o n  

c h e c k l i s t  ih  C h a p te r  2 and use t h e  c h e c k l i s t  to  s i m p l i f y  

g l o b a l  v a l i d a t i o n  p r o c e s s  in  C h ap te r  5 .

(2) S p e c i f i c a t i o n  and  Design  — To t h e  b e s t  of  our 

knowledge,  we a re  th e  f i r s t  t o  p r e s e n t *  (1) th e

c o n t e x t - f r e e  and c o n t e x t - s e n s i t i v e  c h a r a c t e r i s t i c s  o f  

v a r i o u s  p r o t o c o l s ,  (2)  h i e r a r c h i c a l l y  s t r u c t u r e d  

s p e c i f i c a t i o n  and do cu m e n ta t io n  fo r  p r o t o c o l  d e s i g n ,  and (3) 

t h e  TG s u b s t i t u t i o n  and s h u f f l e  o p e r a t i o n s  f o r  c o n s t r u c t i n g  

i n h e r e n t l y  c o r r e c t  p r o t o c o l s  from v e r i f i e d  p r o t o c o l  

components a n d / o r  v a l i d a t i o n  in dep en d en t  p a r t s  [Teng78a] .

Using th e  TG model,  a p r o t o c o l  program i s

h i e r a r c h i c a l l y  s t r u c t u r e d  by s t e p - w i s e  r e f i n e m e n t .  The TG 

s p e c i f i c a t i o n  o f  p r o t o c o l s  can p r e s e r v e  t h e  h i s t o r y  o f  the  

s t e p - w i s e  r e f i n e m e n t  fo r  h i e r a r c h i c a l l y  s t r u c t u r e d
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d o c u m e n ta t io n .  We a p p ly  tn e  TG model t o  s p e c i f y  th e  

p r o t o c o l  - f i r s t  a t  an a b s t r a c t  o r  d e s i g n  l e v e l  which i s  easy  

t o  u n d e r s t a n d  and use  d u r i n g  th e  d e s ig n  s t a g e .  The a b s t r a c t  

TG s p e c i f i c a t i o n  i s  r e l a t e d  to  th e  c o n c e p t  o f  a Program 

Design Language (PDL) CCaine75] in s o f t w a r e  e n g i n e e r i n g  and 

d e s i g n .  The a b s t r a c t  TG s p e c i f i c a t i o n  c o n t a i n s  a b s t r a c t  

communication a c t i o n s  a s  i t s  t e r m i n a l  sym bols .  E s s e n t i a l l y  

any s e t  o f  E n g l i s h  s t a t e m e n t s  co u ld  be used t o  d e s c r i b e  th e  

a b s t r a c t  a c t i o n s .  T h i s  a b s t r a c t  s p e c i f i c a t i o n  p r o v i d e s  an 

easy  way t o  r e a d  a p r o t o c o l  program in  t h e  d e s i g n  s t a y e ,  and 

a l s o  p r o v i d e s  d o c u m e n ta t io n  which can  be r e f i n e d  fo r  f u t u r e  

v a l i d a t i o n  and i m p l e m e n ta t i o n .  We a l s o  d e v e lo p  t h e o r i e s  and 

a l g o r i t h m s  t o  show t h e  im p o r tan ce  of TG d e c o m p o s i t io n  and 

i n t e g r a t i o n  i n  s t e p - w i s e  d e s ig n  f o r  b o t h  v a l i d a t i o n  and  

i m p le m e n ta t io n .  T h i s  ' ' d i v i d e  and conquer"  scheme a l l o w s  the  

c o n s t r u c t i o n  o f  i n h e r e n t l y  c o r r e c t  p r o t o c o l s  from 

"decomposed" and v e r i f i e d  p r o t o c o l  modules t o  e a se  th e  t a s k  

o f  s p e c i f i c a t i o n  and v e r i f i c a t i o n .

(3) V a l i d a t i o n  —  We p r e s e n t  an au tom ated  a p p ro a c h  t o  v e r i f y  

p r o t o c o l s  which a r e  more c o m p l i c a t e d  th an  f i n i t e  s t a t e  

l a n g u a g e s .  Our c o r r e c t n e s s  check ing  i n c l u d e s  TG s t r u c t u r e  

e r r o r s  and p r o t o c o l  s y n t a x  e r r o r s .  We f i r s t  check  th e  

program s t r u c t u r e  e r r o r s  s i n c e  t h e  check  o f  TG s t r u c t u r e  

e r r o r s  can r e v e a l  t h o s e  s im p le  e r r o r s  b e f o r e  c h e c k in g  more 

c o m p l i c a te d  p r o t o c o l  s y n t a x  e r r o r s .
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A l o c a l  v a l i d a t i o n  sys tem  i s  d e v e lo p e d  t o  a u t o m a t i c a l l y  

check  TG s - t r u c t u r e  e r r o r s  from t h e  e n t i t y ' s  TG 

s p e c i f i c a t i o n .  The l o c a l  v a l i d a t i o n  sy s te m  i s  b a se d  on th e  

a n a l y s i s  o f  t r a n s i t i v e  c lo s u r e ,  o f  grammar r e l a t i o n s  and  i s  

v e ry  e f f i c i e n t  i n  l o c a t i n g  s t r u c t u r e  e r r o r s .

A g l o b a l  v a l i d a t i o n  sys tem  b a se d  on  th e  v a l i d a t i o n  

au tom aton  (VA) model i s  a l s o  d e v e lo p e d  t o  check  t h e  t i m i n g  

and  i n t e r a c t i o n s  between comm unica t ing  e n t i t i e s  and to  

r e v e a l  p r o t o c o l  sy n ta x  e r r o r s .  Using t h i s  VA model ,  th e  

d e s i g n e r  can  c o n v e n i e n t l y  examine su ch  p r o t o c o l  c o r r e c t n e s s  

p rob lem s  a s  message t r a n s p o r t ,  t r a n s m i t  i n t e r f e r e n c e ,  and 

- r e l i a b i l i t y  p ro b le m s ,  by u s i n g  s e v e r a l  b a s i c  c o m p le x i ty  

r e d u c t i o n  r u l e s  which w i l l  be e x p l a i n e d  in  C h a p te r  5 .  The 

VA model can c o m p r e h e n s iv e ly  r e p r e s e n t  t h e  i n t e r - d e p e n d e n c y  

be tween  com m unica t ing  e n t i t i e s  and t h e  change o f  c o m p l i c a te d  

c n a n n e l  s t a t u s  by a  m a t r ix  of message -and acknowledgment 

q u e u e s .  We can  e a s i l y  d e r i v e  a VA s p e c i f i c a t i o n  of 

p r o t o c o l s  from a TG s p e c i f i c a t i o n .  The g lo b a l  v a l i d a t i o n  

sys tem  can  d i r e c t l y  r ea d  t h e  VA s p e c i f i c a t i o n  and 

a u t o m a t i c a l l y  g e n e r a t e  t h e  g l o b a l  t r a n s i t i o n s  ( in  a 

t r a c t a b l e  number o f  s t a t e s )  i o r  c h e c k in g  p r o t o c o l  sy n ta x  

e r r o r s .
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(4 )  Im p le m e n ta t io n  — Tne TG model can be g e n e r a l i z e d  to  

have two grammar s p e c i f i c a t i o n s *  (1) a c t i o n  grammar and (2) 

message grammar. The a c t i o n  grammar i s  used  t o  s p e c i f y  the  

a c t i o n  se q u en c es  o f  th e  p r o t o c o l .  The message grammar 

a l l o w s  us no t  o n ly  t o  r e p r e s e n t  th e  h i e r a r c h i c a l  s t r u c t u r e  

o f  message f o r m a t s ,  b u t  to  implement a u to m a t i c  sy n ta x  

p a r s i n g  and e r r o r  h a n d l in g  o f  t h e  message s t r u c t u r e .  From a 

v a l i d a t e d  TG, we can use  r e f in e m e n t  t e c h n i q u e s  to  s p e c i f y  a 

d e t a i l e d  p r o t o c o l  d e s c r i p t i o n  and to  p r e s e r v e  t h e  v a l i d a t e d  

p r o t o c o l  p r o p e r t i e s .  A p r o t o c o l  of  t h e  communication 

p r o c e s s o r  l a y e r  in t h e  ARPANET i s  s p e c i f i e d  by th e  

g e n e r a l i z e d  TG model to  d e s c r i b e  b o th  t h e  i n t e r a c t i o n s  

between com m unica t ing  e n t i t i e s  and th e  s t r u c t u r e  o f  

i n d i v i d u a l  m essa g e s .  T h i s  s p e c i f i c a t i o n  can c o n t a i n  p r o p e r  

s e m a n t i c s  which i s  s u i t a b l e  f o r  a u to m a t i c  s o f t w a r e / h a r d w a r e  

i m p l e m e n ta t io n s ,  and can be d i r e c t l y  u se d  to  d r i v e  a 

f o r  t h e  p r o t o c o l .  We o u t l i n e  t h e  s t r u c t u r e  o f  

sucn  a r e c o g n i z e r ,  c a l l e d  th e  G enera l  P r o t o c o l  System (GPS), 

f o r  a u to m a t i c  s o f t w a r e  i m p l e m e n ta t io n s .  O ther

s y n t a x - d i r e c t e d  im p le m e n ta t io n  t e c h n i q u e s  a r e  a l s o  s t u d i e d .

The above f e a t u r e s  and c a p a b i l i t i e s  make our 

c o n s t r u c t i o n  t e c h n i q u e s  f o r  c o r r e c t  p r o t o c o l s  very p o w e r f u l ,  

f l e x i b l e  and e f f i c i e n t .  Our c o n t r i b u t i o n  i s  b o th  

m e th o d o lo g ic a l  i n  d e v e lo p in g  a framework f o r  s y s t e m a t i c  

p r o t o c o l  c o n s t r u c t i o n ?  and s u b s t a n t i a l  i n  p r e s e n t i n g
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s o l u t i o n s  t o  tn e  p rob lem s  o f  p r o t o c o l  s p e c i f i c a t i o n ,  d e s ig n ,

v e r i f i c a t i o n  and d o c u m e n ta t io n .  In a d d i t i o n ,  t h e  o v e r a l l

r e s e a r c h  e f f o r t  has  p r o v i d e d  n o t  o n ly  some i n s i g h t s  i n to

p r o t o c o l  c o r r e c t n e s s  p ro b lem s  b u t  a l s o  p r a c t i c a l  s t r a t e g i e s  

f o r  h a n d l i n g  t h e s e  p rob lem s d u r i n g  a l l  p h a se s  o f  p r o t o c o l  

c o n s t r u c t i o n .

1 .6  O r g a n iz a t i o n  o f  D i s s e r t a t i o n

T h is  d i s s e r t a t i o n  i s  a r r a n g e d  so  t h a t  each  c h a p t e r  

a d d r e s s e s  a d i s t i n c t  t o p i c  o f  t h e  p r o t o c o l  r e s e a r c h  a r e a .  

T h is  f i r s t  c h a p t e r  s e r v e s  a s  a f o u n d a t io n  from which the  

r e s t  of th e  r e s e a r c h  may be p r e s e n t e d .  I t  c o n t a i n s  an 

ove rv iew  o f  t h e  f u n c t i o n s  of  computer  ne tw ork  p r o t o c o l  and 

o u t l i n e s  p r o t o c o l  c o n s t r u c t i o n  t e c h n i q u e s .  The m ajo r  d e s i g n  

o b j e c t i v e s  and  t h e  i m p o r t a n t  f e a t u r e s  o f  t h i s  r e s e a r c h  a r e  

a l s o  p r e s e n t e d  and d i s c u s s e d .

The o r g a n i z a t i o n  o f  t h e  r e m a in in g  c h a p t e r s  o f  t h i s  

d i s s e r t a t i o n  can be viewed in  th e  c o n t e x t  o f  a s o f tw a re  

e n g i n e e r i n g  l i f e - c y c l e  fo r  p r o t o c o l  c o n s t r u c t i o n  a s  shown in 

F i g .  2.
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In C h a p te r  2 we p r e s e n t  t h e  p r o t o c o l  c o r r e c t n e s s  and 

t h e  p r o t o c o l  a r c h i t e c t u r e  r e q u i r e m e n t s  fo r  g iven  

communication c h a n n e l  f e a t u r e s .  We i n v e s t i g a t e  t h e  b a s i c  

c o r r e c t n e s s  p r o p e r t i e s  fo r  p r o t o c o l  d e s ig n  and i n t r o d u c e  a 

s y s t e m a t i c  scheme t o  d e r i v e  a minimum y e t  " s u f f i c i e n t "  

v a l i d a t i o n  c h e c k l i s t  w i th  r e s p e c t  t o  th e  d e s i g n  re q u i r e m e n t  

f o r  any g iv e n  p r o t o c o l  l a y e r  and t o p o l o g y .  The 

i n v e s t i g a t i o n  o f  t h i s  c h e c k l i s t  p r o v i d e s  t h e  groundwork fo r  

f u t u r e  v a l i d a t i o n  of communica t ion  p r o t o c o l s  in  C h a p te r  5 .

In  C h a p te r  3 we m o t i v a t e  t h e  need f o r  a formal  model to  

d e s i g n  communication p r o t o c o l s  and i n t r o d u c e  the  

t r a n s m i s s i o n  grammar model to  s p e c i f y  p r o t o c o l s .  T h is  model 

c an  r e p r e s e n t  and i n t e r r e l a t e  t h e  h i e r a r c h i c a l  r e l a t i o n s h i p s  

o f  p r o t o c o l s .  Using t h i s  model,  We can f i r s t  decompose a 

p r o t o c o l  i n t o  s e v e r a l  components  f o r  v a l i d a t i n g  th e  d e s i r e d  

p r o p e r t i e s  and th e n  i n t e g r a t e  t h e  v a l i d a t e d  components fo r  

im p le m e n ta t io n .  The a r b i t r a r y  s h u f f l e  and s u b s t i t u t i o n  

o p e r a t i o n s  o f  fo rm al  l anguages  a r e  i n t r o d u c e d  t o  c o n s t r u c t  

i n h e r e n t l y  c o r r e c t  p r o t o c o l s  from t h o s e  v a l i d a t e d  

components .  T h is  model p r o v i d e s  for  s t e p - v / i s e  r e f i n e m e n t  o f  

t h e  d e s i g n  w h i le  p r e s e r v i n g  th e  h i s t o r y  o f  th e  r e f i n e m e n t .  

A l so ,  i t  a l l o w s  th e  a p p l i c a t i o n  o f  many e x i s t i n g  t e c h n iq u e s  

o f  fo rm a l  lan g u a g e s  and c o m p i l e r s  to  p r o t o c o l  v a l i d a t i o n  and 

im p le m e n ta t i o n .  S h u f f l e  and s u b s t i t u t i o n  o p e r a t i o n s  a re  

a p p l i e d  t o  m a n i p u l a t e  t h e  fGs in  a s t e p - w i s e  d e s i g n .  The
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c o n c i s e  TG d e s c r i p t i o n  o f  a p r o t o c o l  can p r o v id e  

d o c u m e n ta t io n  o f  t h e  p r o t o c o l  d e s i g n .  The model has th e  

f l e x i b i l i t y  o f  d e s c r i b i n g  a c o m p l i c a te d  p r o t o c o l  w i th  

d i f f e r e n t  d e g r e e s  o f  d e t a i l s  f o r  v a l i d a t i o n  and 

im p le m e n ta t io n .

P r o t o c o l  v a l i d a t i o n  o f  th e  TG model i s  ba sed  on the  

r e a c h a b i l i t y  a n a l y s i s  o f  p r o t o c o l  b e h a v i o r .  I t  i n c l u d e s  

bo th  l o c a l  v a l i d a t i o n  and g l o b a l  v a l i d a t i o n  o f  th e  p r o t o c o l .  

Tne l o c a l  v a l i d a t i o n  checks  whether  a TG h a s  th e  d e s i r e d  

p r o p e r t i e s  and e l i m i n a t e s  program s t r u c t u r e  e r r o r s .  The 

g l o b a l  v a l i d a t i o n  can a n a ly z e  th e  i n t e r a c t i o n s  between 

communicating  e n t i t i e s  and can r e v e a l  many complex sy n ta x  

e r r o r s .  We i n t r o d u c e  a v a l i d a t i o n  autom aton model and 

a u t o m a t i c a l l y  g e n e r a t e  t h e  g l o b a l  s t a t e s  r e p r e s e n t e d  by t h e  

VA m odel .  We p r o v i d e  t e n  b a s i c  r e d u c t i o n  r u l e s  which can be 

used to  reduce  t h e  number o f  s t a t e s  and t r a n s i t i o n s  i n  t h e  

g l o b a l  v a l i d a t i o n  a n a l y s i s .  A v a l i d a t i o n  system i s  a l s o  

implemented to  au to m ate  t h e  r e a c h a b i l i t y  a n a l y s i s .  These 

im p o r ta n t  t o p i c s  a r e  d i s c u s s e d  in  C h a p te r s  4 and 5 .

A f t e r  t h e  s p e c i f i e d  TG has been v a l i d a t e d ,  we can use 

r e f i n e m e n t  t e c h n i q u e s  to  d e f i n e  a more d e t a i l e d  p r o t o c o l  

d e s c r i p t i o n  w i th  p r o p e r  se m a n t ic s  f o r  a u to m a t i c  

s o f t w a r e / h a r d w a r e  im p le m e n ta t io n .  T h i s  d e t a i l e d  TG should  

s t i l l  p r e s e r v e  t h e  v a l i d a t e d  p r o p e r t i e s .  In C h a p te r  6 we
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p r e s e n t  s e v e r a l  a u to m a t i c  t e c h n i q u e s  f o r  p r o t o c o l  

i m p le m e n ta t io n .  The TG model can be used  to  d e s c r i b e  bo th  

tn e  i n t e r a c t i o n s  be tw een  communication e n t i t i e s  and th e  

d e t a i l e d  s t r u c t u r e  o f  i n d i v i d u a l  m essa g es .  T h is  

s p e c i f i c a t i o n  may be d i r e c t l y  used to  d r i v e  a “r e c o g n i z e r "  

f o r  th e  language  ( p r o t o c o l ) .  We c a l l  t h i s  r e c o g n i z e r  a 

G enera l  P r o t o c o l  System (GPS). The GPS i s  d e s ig n e d  a s  an 

i n t e r p r e t e r  a l t h o u g h  i t  may a l s o  be implemented a s  a 

" p r o t o c o l  c o m p i l e r " .  A d a t a  t r a n s f e r  p r o t o c o l  f o r  th e  

communication p r o c e s s o r  of ARPANET i s  s p e c i f i e d  u s i n g  t h e  TG 

model and GPS o p e r a t i o n s  t o  d e m o n s t r a t e  th e  o v e r a l l  d e s ig n  

m ethodology .

F i n a l l y ,  C h a p te r  7 i s  t h e  summary f o r  t h i s  

d i s s e r t a t i o n .  In  a d d i t i o n ,  f u r t h e r  r e s e a r c h  t o p i c s  in  t h i s  

a r e a  a re  a l s o  s u g g e s t e d .

In t h e  Appendix ,  a PASCAL program o f  t h e  v a l i d a t i o n  

sys tem i s  l i s t e d .  T h i s  sys tem  can a u t o m a t i c a l l y  pe r lo rm  th e  

l o c a l  v a l i d a t i o n  f o r  p r o t o c o l  s p e c i f i e d  by t h e  TG model.



CHAPTER 2

PROTOCOL CORRECTNESS

2.1 I n t r o d u c t i o n

In  t h i s  c h a p t e r  we s tu d y  t h e  p r o t o c o l  c o r r e c t n e s s  

p ro b lem .  As th e  number o f  computer  and communication 

ne tw orks  i n c r e a s e s ,  t h e  o r g a n i z a t i o n s  they  s e r v e  a re  

becoming i n c r e a s i n g l y  c o n c e rn e d  a bou t  p r o t o c o l  c o r r e c t n e s s .  

Compared w i th  c e n t r a l i z e d  s y s te m s ,  th e  rem ote  communication 

n a t u r e  o f  computer  ne tw orks  i n t r o d u c e s  p r o t o c o l  sy n ta x  

e r r o r s .  The p rob lem s  o f  d e t e c t i n g ,  d i a g n o s i n g ,  and 

r e c o v e r i n g  from t h e s e  e r r o r s  a re  more complex to  so lv e  

b ecause  of th e  complex i n t e r d e p e n d e n c i e s  between 

communicating e n t i t i e s  and t h e i r  c h a n n e l s .  A g lo b a l  

s o f t w a r e  e n g i n e e r i n g  t e c h n iq u e  i s  needed  t o  d e s i g n  and 

v e r i f y  p r o t o c o l s  in  t h e  n e tw o rk s .  U n t i l  r e c e n t l y ,  the



I n t r o d u c t i o n 25

prob lem s o f  p r o t o c o l  v a l i d a t i o n  and v e r i f i c a t i o n  were s t i l l  

n o t  s e r i o u s l y  c o n s i a e r e d  u n l e s s  t h e  p r o t o c o l  had been found 

n o t  to  work.

The im p o r ta n c e  o f  p r o t o c o l  v e r i f i c a t i o n  i s  o n ly  now 

becoming g e n e r a l l y  r e c o g n i z e d .  P r o t o c o l  v a l i d a t i o n  can be 

p e r fo rm ed  a t  ( I )  th e  d e s i g n  p h a s e ,  (2) t h e  deve lopm ent  and

t e s t  p h a s e ,  o r  (3) th e  o p e r a t i o n  p h a s e .  The r e l a t i v e  c o s t

of  c o r r e c t i n g  p r o t o c o l  e r r o r s  d u r in g  t h e  o p e r a t i o n  phase  i s  

a l o t  h i g h e r  t h a n  d u r in g  th e  d e s ig n  p h a s e .  C l e a r l y ,  i t  pays

o f f  t o  i n v e s t  e f f o r t  i n  r i n d i n g  d e s i g n  e r r o r s  e a r l y  and

c o r r e c t i n g  them r a t h e r  than  w a i t i n g  t o  f i n d  e r r o r s  d u r in g  

o p e r a t i o n s  and h a v in g  to  spend i n  th e  o r d e r  o f  10 t im es  more 

c o r r e c t i n g  tnein. We t h e r e f o r e  p ro p o se  t o  v e r i f y  p r o t o c o l  

c o r r e c t n e s s  d u r i n g  p r o t o c o l  d e s i g n  and s p e c i f i c a t i o n  in  t h i s  

d i s s e r t a t i o n .

The p r o t o c o l  c o r r e c t n e s s  problem i s  very  t r i c k y .  For 

exam ple ,  a d a t a  t r a n s p o r t  p r o t o c o l  i s  c o r r e c t  under  normal 

o p e r a t i o n  i f  i t  w i l l  comp l e t e l y  t r a n s p o r t  messages  ( d a t a )  

be tw een  e n t i t i e s  w i th o u t  e r r o r ,  lo s s  o r  im proper  o r d e r .  A 

c o r r e c t  t r a n s p o r t  p r o t o c o l  w i l l  d e f i n e  what a c t i o n s  a r e  to 

be t a k e n  t o  d e t e c t  and c o r r e c t  e r r o r ,  l o s s  and  d i s o r d e r .  

Tne co m p le te  t r a n s f e r  i s  an e s s e n t i a l  p a r t  o f  the  

c o r r e c t n e s s  a rg u m e n t .  Even i f  a l l  t h e  d e l i v e r e d  messages 

a r e  e r r o r - f r e e ,  we s t i l l  might  s u f f e r  from d e ad lo ck ,
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d e g r a d a t i o n ,  i n t e r f e r e n c e s ,  i n c o m p a t i b i l i t y ,  i n f i n i t e  i d l e  

l o o p in g ,  c o n s t a n t  t r a n s m i s s i o n  n o i s e  and  o t h e r  c a t a s t r o p h i c  

( f a i l u r e )  c o n d i t i o n s  which p r e v e n t  com ple te  d e l i v e r y  o f  the  

messages and p r o p e r  t e r m i n a t i o n .  To v e r i f y  t h a t  a l l  the  

messages w i l l  e v e n t u a l l y  be d e l i v e r e d  i s  an im p o r t a n t  

v e r i f i c a t i o n  p ro b le m .

In  t h i s  c h a p t e r  we f i r s t  s tu d y  th e  b a s i c  p r o p e r t y  of  

p r o t o c o l  c o r r e c t n e s s  and th en  i n v e s t i g a t e  in  d e t a i l

communication c h a n n e l  c h a r a c t e r i s t i c s  which have an

im p o r t a n t  im pac t  on p r o t o c o l  a r c h i t e c t u r e s  and c o r r e c t n e s s .  

I t  i s  d e r i v e d  from b o t n  th e  l e s s o n s  l e a r n e d  from p r a c t i c a l  

e x p e r i e n c e  and  t h e  r e s u l t  o f  t h e o r e t i c a l  r e a s o n i n g .  We then  

p r o v i d e  a v a l i d a t i o n  c h e c k l i s t  o f  p r o t o c o l  c o r r e c t n e s s  

p ro b le m s .  The c h e c k l i s t  c o n t a i n s  th e  "minimum" and 

" s u f f i c i e n t "  s e t  o f  e x i s t i n g  c o r r e c t n e s s  p rob lem s f o r  a 

g iv e n  to p o lo g y  and l a y e r .  The c h e c k l i s t  can p r e v e n t  th e  

d e s i g n e r  from w a s t i n g  e f f o r t  i n  exam in ing  n o n - e x i s t i n g

problem s and l e a d  us  t o  a s y s t e m a t i c  s tu d y  o f  p r o t o c o l

c o r r e c t n e s s  p r o b le m s .
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2 . 2  P r o t o c o l  C o r r e c t n e s s

Because p r o t o c o l s  a r e  a p a r t i c u l a r  typ e  o f  computer  

p rogram , we f i r s t  s tu d y  computer  program c o r r e c t n e s s  b e fo re  

we i n v e s t i g a t e  p r o t o c o l  c o r r e c t n e s s .  Conway[78] l i s t s  e i g h t  

d i f f e r e n t  l e v e l s  f o r  a c o r r e c t  program*

1 . A program c o n t a i n s  no s y n t a c t i c  e r r o r s .
2 .  A program c o n t a i n s  no c o m p i l a t i o n  e r r o r s  or l a i l u r e s

d u r in g  program e x e c u t i o n .
J .  T here  e x i s t  t e s t  d a t a  f o r  which t h e  program g iv e s

c o r r e c t  a n sw e r .
4 .  Fo r  t y p i c a l  s e t s  o f  t e s t  d a t a ,  th e  program g iv e s

c o r r e c t  a n s w e r s .
b .  For  d i f f i c u l t  s e t s  o f  t e s t  d a t a ,  t h e  program g iv e s

c o r r e c t  a n sw e rs .
6 .  For  a l l  p o s s i b l e  s e t s  o f  d a ta  which a r e  v a l i d  w ith

r e s p e c t  t o  t h e  problem s p e c i f i c a t i o n ,  th e  program
g iv e s  c o r r e c t  a n sw e rs .

7 .  Fo r  a l l  p o s s i b l e  s e t s  o f  v a l i d  t e s t  d a t a  and a l l
l i k e l y  c o n d i t i o n s  o f  e r r o n e o u s  i n p u t ,  th e  program 
g i v e s  c o r r e c t  a n sw e rs .

8 .  Fo r  a l l  p o s s i b l e  i n p u t ,  t h e  program g iv e s  c o r r e c t
an sw ers .

The a p p r o p r i a t e  l e v e l  o f  c o r r e c t n e s s  needed l o r  any 

a p p l i c a t i o n  s h o u l d  be d e te rm in e d  a t  t h e  r e q u i r e m e n t  s t a g e .  

V e r i f i c a t i o n  o f  t h e  b e h a v io r  o f  a p r o t o c o l  p r e s u p p o s e s  a 

d e f i n i t i o n  o f  what t h e  p r o t o c o l  i s  d e s ig n e d  t o  do and the  

p r o p e r t i e s  t o  be v e r i f i e d .  Because  o f  th e  c o m p lex i ty  of 

p r o t o c o l s ,  l e v e l  6 c o r r e c t n e s s  i s  c o n s i d e r e d  to  be 

s u f f i c i e n t  i n  t h i s  d i s s e r t a t i o n .  That  i s ,  a p r o t o c o l  i s  

v e r i l i e d  to  be c o r r e c t ,  i f  f o r  a l l  t h e  g l o b a l  i n t e r a c t i o n s  

wnich a r e  r e a l i z a b l e  a c c o r d i n g  to  th e  problem s p e c i f i c a t i o n ,  

t n e  p r o t o c o l  g iv e s  c o r r e c t  a n s w e r s .  The problem
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s p e c i f i c a t i o n  sh o u ld  s p e c i f y  t h e  "minimum" c o r r e c t n e s s  

r e q u i r e m e n t  as we w i l l  d i s c u s s  l a t e r .

C u r r e n t  tech n o lo g y  i s  in a d e q u a te  f o r  g e n e r a l  and 

a u to m a t i c  v e r i f i c a t i o n  o f  a computer  program to  l e v e l  6 

c o r r e c t n e s s .  For t h e  v e r i f i c a t i o n  o f  a complex p r o t o c o l  

program we have an even h a r d e r  problem of  g l o b a l  

i n t e r a c t i o n s  between communicating e n t i t i e s .  As ment ioned 

in  C h a p te r  I ,  we w i l l  r e s t r i c t  o u r s e l v e s  to  th e  

i n v e s t i g a t i o n  of  an  im p o r ta n t  s u b s e t  o f  p r o t o c o l  c o r r e c t n e s s  

( p r o t o c o l  v a l i d a t i o n )  in t h i s  d i s s e r t a t i o n .

P r o t o c o l  v a l i d a t i o n  i s  u s u a l l y  based  on a 

s t r a i g h t f o r w a r d  r e a c h a b i l i t y  e x p l o r a t i o n  o f  th e  p r o t o c o l ' s  

b e h a v i o r  to  r e v e a l  p r o t o c o l  sy n ta x  e r r o r s .  P r o to c o l  

v a l i d a t i o n  t e c h n iq u e s  based  on t h e  TG model w i l l  be 

d i s c u s s e d  in  C h a p te r s  4 and 5 to  a s s u r e  th e  a b se n c e  o f  

p r o t o c o l  s y n t a x  e r r o r s .

S in c e  d i f f e r e n t  p r o t o c o l s  have d i f f e r e n t  c o r r e c t n e s s  

p r o b le m s ,  a " p e r f e c t "  v a l i d a t i o n  t e c h n iq u e  f o r  one p r o t o c o l  

may work p o o r l y  f o r  o t h e r s .  To c l a r i f y  some c o n fu s io n  ove r  

t h e  v a l i d a t i o n  prob lem , we s tu d y  th e  fundamenta l  p r o p e r t i e s  

o f  message t r a n s p o r t  p r o b le m s ,  t r a n s m i t  i n t e r f e r e n c e  

p rob lem s  and p r o t o c o l  s y n ta x  e r r o r s  i n  th e  n e x t  t h r e e  

s e c t i o n s .  The d e t a i l e d  d i s c u s s i o n  o f  p r o t o c o l  r e l i a b i l i t y  

p rob lem s  i s  beyond th e  scope  o f  t h i s  d i s s e r t a t i o n .  However,
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o u r  v a l i d a t i o n  models can  a l s o  hand le  th e  r e l i a b i l i t y  

p r o b l e m s .

2 . 3  Message T r a n s p o r t  Problems

The message t r a n s p o r t  p ro b lem s  i n c l u d e  damaye, d e l a y ,  

l o s s  and im proper  s e q u en c e .

They a re  a p p l i c a b l e  o n ly  t o  p r o t o c o l s  below a p p l i c a t i o n  

l a y e r s  and can o f t e n  be nand led  by p r o p e r l y  s e l e c t e d  

a r c h i t e c t u r e s .  For example ,  a p o s i t i v e  acknowledgment and 

r e t r a n s m i s s i o n  (PAR) p r o t o c o l  can u s u a l l y  take  c a r e  o f  th e  

prob lem s o f  damage, l o s s ,  d u p l i c a t e  p a c k e t s ,  and improper 

sequence  by a s s i g n i n g  sequence  numbers (or  ID 's )  and 

cnecksums to  e ac h  p a c k e t  t r a n s m i t t e d ,  and r e t r a n s m i t t i n g  any 

p a c k e t  n o t  p o s i t i v e l y  acknowledged by t h e  o t h e r  s i d e .

C o r r e c t n e s s  H i e r a r c h y

In th e  p r o t o c o l  h i e r a r c n y ,  we know t h a t  p r o t o c o l

r e q u i r e m e n t s  f o r  a p r o t o c o l  l a y e r  do no t  i n c lu d e  any message 

t r a n s p o r t  prob lem  t h a t  does  n o t  e x i s t  or  has been f u l l y

c o r r e c t e d  by i t s  lower l a y e r s .  T h i s  p r o p e r t y  can a l l e v i a t e  

t h e  co m p lex i ty  of v a l i d a t i o n .  That  i s ,  no c o r r e c t n e s s

cn ec k in g  f o r  a message t r a n s p o r t  problem i s  needed in  any
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l a y e r  i f  th e  prob lem  has b een  f u l l y  c o r r e c t e d  by i t s  lower 

l a y e r s .

X c a n s u o r i  E r a i a t o l

T r a n s p o r t  p r o t o c o l s  s h o u ld  be a v a i l a b l e  in  a computer  

ne tw ork  to  g u a r a n t e e  t h a t  t h e  m essages  a r e  t r a n s p o r t e d  to  

t h e  a p p l i c a t i o n  l a y e r s  i n  seq uence  and w i th o u t  damage, l o s s  

o r  d u p l i c a t i o n  ( i . e . ,  no message t r a n s p o r t  e r r o r s ) .  

T r a n s p o r t  p r o t o c o l s  can p r o v i d e  f u l l y  r e l i a b l e  message 

communica t ion  be tween  n ig n e r  l a y e r  e n t i t i e s  which must 

communicate  o v e r  a l e s s  r e l i a b l e  medium as shown in F i g .  3 .  

In t h i s  way we can p r e v e n t  r e d u n d a n t  c h e c k in g  in  a p p l i c a t i o n  

l a y e r  p r o t o c o l s  and p r o v i d e  a c l e a n  and c o r r e c t  i n p u t  to  

them t o  s i m p l i f y  t h e i r  d e s i g n  and  v e r i f i c a t i o n .

A p p l i c a t i o n  l a y e r  p r o t o c o l s  can  t h e r e f o r e  be  assumed to  

have a p e r f e c t l y  r e l i a b l e  v i r t u a l  c h an n e l  p r o v id e d  by th e  

t r a n s p o r t  p r o t o c o l s .  The r e l a t i o n s h i p  i s  shown in  F i g .  4 .  

The d e s i g n  o f  t h e  a p p l i c a t i o n  l a y e r  p r o t o c o l  t h e r e f o r e  need 

n o t  c o n s i d e r  message t r a n s p o r t  p r o b le m s .



Message T r a n s p o r t  Problems 31
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Tne c h e c k in g  o f  message t r a n s p o r t  p rob lem s  can be p u t  

o f f  as  l o n g  a s  t h e  p rob lem s can be f u l l y  s o lv e d  by some 

c o m b in a t io n s  o f  p r o t o c o l  l a y e r s  which a re  low er  th an  the  

a p p l i c a t i o n  l a y e r s .

We can use  t h e  d i s o r d e r  c h e c k in g  of  m essages  i n  ARPANET 

as  an example .  The i n t e r f a c e  message p r o c e s s o r  (IMP) is  

r e s p o n s i b l e  f o r  chec k in g  p a c k e t  s e q u en ces  w i t h in  a message 

(or  segment)  whi le  t h e  t r a n s m i s s i o n  c o n t r o l  program (TCP) a t  

a h o s t  i s  r e s p o n s i b l e  f o r  ch ec k in g  message se q u e n c e s  w i th in  

t h e  c u r r e n t  s e s s i o n  and between s e s s i o n s .  These  checks  a r e  

f u l l y  im plem ented  by t h e  c o m b in a t ion  of  t h e  two p r o t o c o l  

l a y e r s ,  which a r e  lower th an  th e  a p p l i c a t i o n  p r o t o c o l  

l a y e r s .
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J E n t i t y A  ! ! E n t i ty B  !
A p p l i c a t i o n
Layer
P r o t o c o l s

! E n t i t y A l  ! i E n t i ty B I  !
Data
T r a n s p o r t  
P r o t o c o l s

J E n t i ty A n  !---------------- ! E n t i ty B n  !

u n r e l i a b l e
channe l

r e l i a b l e  ch an n e l

F i g .  3 T r a n s p o r t  P r o t o c o l s

J E n t i t y A i E n t i ty B
A p p l i c a t i o n
Layer
P r o t o c o l s

p e r f e c t l y  r e l i a b l e  
d i r e c t l y  c o n n e c te d  

v i r t u a l  ch an ne l

F i g .  4 V i r t u a l  ch anne l  f o r  a p p l i c a t i o n  p r o t o c o l s
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2 . 4  T ra n sm i t  I n t e r f e r e n c e

33

A t r a n s m i t  i n t e r f e r e n c e  o c c u r s  when th e  t im i n g  o f  th e  

d e l i v e r y  of  two (o r  more) t r a n s m i t t e d  messages i s  s u c h  t h a t  

t n e i r  r e l a t i v e  t i m i n g  r e s u l t s  in  i n t e r f e r e n c e ,  th e r e b y  

c a u s i n g  t h e  r e c e i v e r ( s )  o f  t h e  messages  t o  r e a c t  i n c o r r e c t l y  

and t o  o b t a i n  e r r o n e o u s  r e s u l t s .

The t r a n s m i t  i n t e r f e r e n c e  problem a s  m ent ioned  above i s  

very d i f f i c u l t  t o  r e s o l v e  b ecau se  th e  e r r o r  i s  n o t  

r e p r o d u c i o l e . I f  t h e  s p e c i f i c  t i m i n g  o f  two t r a n s m i t

a c t i o n s  which r e s u l t s  i n  i n t e r f e r e n c e  i s  ve ry  r a r e  in

p r a c t i c e ,  we would n o t  be a b l e  t o  e a s i l y  l o c a t e  th e  e r r o r ,  

b e c a u se  i t  i s  n o t  l i k e l y  to  a p p ea r  ag a in  w i t h in  a s h o r t  

p e r i o d  o f  t im e .  I t  i s  t h e r e f o r e  im p o r t a n t  t o  p r e v e n t  such  

e r r o r s  from happen ing  a t  t h e  d e s i g n  s t a g e  by some formal  

v e r i f i c a t i o n  and  d e s ig n in g  t e c h n i q u e s .

To s i m p l i f y  t h e  d i s c u s s i o n  we w i l l  r e s t r i c t  ou r

c o n s i d e r a t i o n  o f  i n t e r f e r e n c e  t o  t h a t  be tween two t r a n s m i t

m e s sa g e s .  We w i l l  examine fo u r  t y p e s  o f  t r a n s m i t  

i n t e r f e r e n c e *  d e l a y ,  r e p l y ,  c o l l i s i o n ,  and  r a c e .
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( I )  Delay I n t e r f e r e n c e

34

Delay i n t e r f e r e n c e  i s  t h e  i n t e r f e r e n c e  between two 

t r a n s m i t  messages  which have t h e  same s y n t a x  fo rm a t  and the 

same so u r c e  and d e s t i n a t i o n .  As shown in  F i g .  5 ,  t h i s  type 

o f  t r a n s m i t  i n t e r f e r e n c e  i s  caused  by th e  c r i t i c a l  t im in g  of 

d e l i v e r i e s  between a message ml and a su c c e e d in g  message m2, 

b o th  o f  which were s e n t  from send module A o f  e n t i t y  A to 

r e c e i v e  module B o f  e n t i t y  B. D u p l i c a t e  i n t e r f e r e n c e  o c cu rs  

wnen ml and m2 a r e  t h e  same message and  one o f  them i s  

d u p l i c a t e d .  D i s o r d e r  i n t e r f e r e n c e  o c c u r s  when ml and m2 a re  

d i f f e r e n t  m essages  and th e  a r r i v a l  sequence  o f  th e  two a t  

e n t i t y  B i s  d i f f e r e n t  from t h e  d e p a r t u r e  seq uence  a t  e n t i t y  

A.

1 s en d 1 
1moduleA!

I
• P -

sen d  ml

1 r e c e i v e !  
! moduleA!

send m2

•f-> { r e c e i v e ! 
+ - > !moduleB!
i

! send ! 
!moduleB!

E n t i t y  A E n t i t y  B

F i g .  5 .  T r a n s m i t s  t h a t  cau se  d e la y  i n t e r f e r e n c e
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A s i n g l e  message s u b m i t t e d  f o r  t r a n s m i s s i o n  may be 

d u p l i c a t e d  by th e  t im e o u t  r e t r a n s m i s s i o n  mechanism because  

o f  e i t h e r *  ( I )  a p re m a tu re  r e t r a n s m i s s i o n  by a s e n d e r  w hi le  

p o s i t i v e  acknowledgment from i t s  r e c e i v e r  i s  underway* or

(2) l o s s  o r  damage o f  p o s i t i v e  acknowledgment.

To a t t e m p t  r e s o l u t i o n  o f  t h e s e  d u p l i c a t e  m essages ,  the  

r e c e i v e r  can m a i n t a i n  a l i s t  o f  sequence  number(s)  of 

t r a n s m i s s i o n  ( s ) which i t  i s  c u r r e n t l y  e x p e c t i n g .  The 

d u p l i c a t e  message w i l l  n o t  be one o f  t h e  e x p e c te d  messages 

and can be d i s c a r d e d .  Sometimes message d e la y  may a l s o  

cau se  a d u p l i c a t e  from a p r e v i o u s  c l o s e d  c o n n e c t io n  to  

a r r i v e  d u r i n g  th e  c u r r e n t  open c o n n e c t i o n .  The d e la y  c o u ld  

cau se  t h e  f o l l o w in g  m i s i n t e r p r e t a t i o n s *  (1) a “c r o s s  l i n e "  

prob lem  i f  i n c o r r e c t  a c c e p ta n c e  of  t h e  “o l d  l i n e "  d u p l i c a t e  

by t h e  “c u r r e n t  l i n e " ,  (2) an i n c o r r e c t  o p en ing  o r  c l o s i n g  

problem i f  t h e  d u p l i c a t e  i s  an o ld  open o r  c l o s e  command, or

(3) a r e p l a y  problem [ F l e t c h e r 7 8 ]  i f  a s e r i e s  o f  o ld  

d u p l i c a t e s  c a u s e s  t h e  open ing  o f  a c o n n e c t i o n  and subseq uen t  

a c c e p ta n c e  o f  " d u p l i c a t e "  m essag es .  U n le ss  we can a f f o r d  to  

cneck  e x h a u s t i v e l y  a l l  p o s s i b l e  a m b i g u i t i e s  t o  v e r i f y  t h a t  

t n e  m i s i n t e r p r e t a t i o n s  w i l l  no t  l e a d  to  i n c o r r e c t  outcomes,  

a more e l a b o r a t e  sequence c o n t r o l  mechanism i s  r e q u i r e d  

CTCP79] t o  a l l o w  th e  r e c e i v e r  t o  d i s t i n g u i s h  a l l  the  

p o s s i b l e  d u p l i c a t e s  from new m essages .
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In g e n e r a l ,  d i s o r d e r  i n t e r f e r e n c e  can a l s o  be p r e v e n t e d  

i f  we have a seq u ence  c o n t r o l  mechanism. The scheme i s  wel l

co v e red  in  t h e  TCP p r o t o c o l  o f  ARPANET and w i l l  n o t  be

d i s c u s s e d  h e r e .

(2)  Reply  I n t e r f e r e n c e

The se co n d  ty p e  o f  t r a n s m i t  i n t e r f e r e n c e  i s  r e p l y  

i n t e r f e r e n c e .  Reply i n t e r f e r e n c e  can e i t h e r  be p iggyback  

i n t e r f e r e n c e  o r  m u l t i p l e  r e p l y  i n t e r f e r e n c e .

(A) P iggyback  i n t e r f e r e n c e  — T h i s  i n t e r f e r e n c e  a p p e a r s  

in  a f u l l - d u p l e x  c h an n e l  and i s  th e  i n t e r f e r e n c e  between a 

r e p l y  message and a send message a t  a communication e n t i t y .  

As we can se e  from F i g .  6, t h e  sen d  module A t r a n s m i t s  a 

message ml, and then  w a i t s  f o r  a r e p l y  o f  ml from r e c e i v e

module B. I f  a t  t h i s  t im e  se n d  module B wants t o  send

message m2 which  has p iggyback  c o n t r o l  i n f o r m a t i o n  and has 

tn e  same s y n t a x  c o n s t r u c t  as  t h e  r e p l y  o f  m l , then  a 

p igg y b ack  i n t e r f e r e n c e  might o c c u r .

Wnen th e  send  message m2 o f  e n t i t y  B a r r i v e s  a t  e n t i t y  A 

b e f o r e  t h e  r e p l y  message ml, e n t i t y  A w i l l  " b e l i e v e "  t h a t  

e n t i t y  B i s  s e n d in g  a r e p l y  m l . U n less  c a r e f u l  v e r i f i c a t i o n  

t e c h n i q u e s  a r e  used t o  v e r i f y  t h a t  t h e r e  i s  no am b ig u i ty  or  

c o n f u s i o n  be tween  m2 and th e  c o r r e c t  r e p l y  o f  ml, p iggyback  

i n t e r f e r e n c e  i s  l i k e l y  t o  happen ( e s p e c i a l l y  when combined 

w i th  t h e  p o s s i b i l i t y  o f  th e  damage and l o s s  of  m l ) .
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------------ ; send ml
{ send  ! - 1 ------------ ------
{moduleA! <-+----------------------
—----------  J r e p l y  o f  ml

II
II

 ________  iI
! r e c e i v e !  <H-----------------------
•moduleA! ! s e n d  m2

E n t i t y  A

F i g .  6 .  T r a n s m i t s  t h a t  cau se  p iggyback  i n t e r f e r e n c e

When m2 c o n t a i n s  p ig g y b ac k ed  acknowledgment 

i n f o r m a t i o n ,  t h e  r e s u l t i n g  i n t e r f e r e n c e  can l e a d  to  two 

k i n d s  o f  m i s l e a d i n g  r e s u l t s *

(a l  ) Loss unaw areness  — T h is  happens when e n t i t y  B 

u n i n t e n t i o n a l l y  c o n t a i n s  a p o s i t i v e  ACK in  m2 fo r  th e  

o u t s t a n d i n g  message ml w hi le  ml was a c t u a l l y  l o s t  because  of 

a n o i s e  b u r s t .  So, b e f o r e  e n t i t y  A ' s  t im e o u t  has e x p i r e d ,  

i t  w i l l  r e c e i v e  t h e  i n c o r r e c t  "acknowledgment” f o r  i t s  l o s t  

m essage .  T h i s  sequence  o f  a c t i o n s  of l o s s  unaw areness  t h u s  

c a u s e s  t h e  i r r e c o v e r a b l e  l o s s  o f  message ml.

( a2 )  R ece iv e  unaw areness  — T h is  happens when e n t i t y  B 

u n i n t e n t i o n a l l y  c o n t a i n s  a n e g a t i v e  ACK in  m2 fo r  the  

o u t s t a n d i n g  message ml w hi le  ml was a c t u a l l y  c o r r e c t l y  

r e c e i v e d .  C o n s ta n t  r e c e i v e  unaw areness  can cau se  c o n s t a n t  

e r r o r s  ( c a l l e d  t e m p o -b lo c k in g  [H a je k 7 8 3 ) .  F o r  example ,  i f

! - > I r e c e i v e !  
i— ImoduleB!

f — ! send  ! 
! SmoduleB!

E n t i t y  B
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e n t i t y  B a lw ay s  se n d s  a n e g a t i v e  acknowledgment w i th  a 

r e t r a n s m i t  m2 when a t im e o u t  has  e x p i r e d ,  t h e n  a s i t u a t i o n  

may a r i s e  such  t h a t  e n t i t y  A c a n n o t  d e c id e  w he ther  th e

. t r a n s m i t  o f  m2 i s  due to  a n e g a t i v e  r e p l y  o f  ml o r  j u s t  a 

p re m a tu re  r e t r a n s m i s s i o n  o f  e n t i t y  B.

(B) M u l t i p l e  r e p l y  i n t e r f e r e n c e  — T h is  i n t e r f e r e n c e

may o c c u r  be tw een  two r e p l i e s  as  shown i n  F i g .  7 .  I f  two

o u t s t a n d i n g  c o n t r o l  messages  ml and m2 have been s e n t  by

e n t i t y  A and t h e  r e p l y  o f  ml and th e  r e p l y  of  m2 have th e

same sy n ta x  f o r m a t ,  e n t i t y  A would “ b e l i e v e "  r e p l y  ml to  be 

r e p l y  m2 and c o u ld  t h u s  be l e d  t o  an e r r o n e o u s  r e s u l t .

9
e

send
send m1,m2 !

r e c e i v e

<—
r e p l y  o i  ml J

moduleA
<-i

r e p l y  o i  m2 ! moduleB

E n t i t y  A E n t i t y  B

F i g .  7 T r a n s m i t s  t h a t  c a u se  m u l t i p l e  r e p l y  i n t e r f e r e n c e

To avo id  m u l t i p l e  r e p l y  i n t e r f e r e n c e ,  we can a s s ig n  

sequence  numoers t o  r e p l i e s  and r e s t r i c t  t h e  r e c e i v e r  to  

a c c e p t  th e  r e p l i e s  i n  o r d e r .  We can a l s o  check  t o  f o r m a l ly
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v e r i f y  t b e  outcome i s  c o r r e c t  even w ith  t h e  a m b i g u i ty .  For 

example , in  ARPANET'S h o s t / h o s t  p r o t o c o l ,  t h e  CLS command is  

used e i t h e r  t o  i n i t i a t e  c l o s i n g ,  a b o r t i n g  and r e f u s i n g  a 

c o n n e c t i o n ,  o r  t o  acknowledge c l o s i n g .  Suppose t h a t  h o s t  A 

sen ds  n o s t  B a r e q u e s t  fo r  c o n n e c t i o n ,  and th en  A sen d s  a 

CLS to  h o s t  B b e c a u s e  i t  i s  t i r e d  of  w a i t i n g  f o r  a r e p l y .  

However, j u s t  when A sen ds  i t s  CLS to  B, B sen d s  a CLS to  A 

to  r e f u s e  t h e  c o n n e c t i o n .  A w i l l  " b e l i e v e "  t h a t  B is  

acknowledging  t h e  a b o r t ,  and B w i l l  " b e l i e v e "  t h a t  A i s  

acknowledging  i t s  r e f u s a l  [ F e i n l e r 7 8 ] . T h e r e f o r e ,  even 

tnough  a communica t ion  e n t i t y  can t a k e  a wrong message as  

i t s  r e p l y  b e c a u s e  o f  ambiguous i n t e r p r e t a t i o n ,  th e  outcome 

cou ld  s t i l l  be c o r r e c t .

(3)  C o l l i s i o n  I n t e r f e r e n c e

Tne t h i r d  t y p e  of t r a n s m i t  i n t e r f e r e n c e  i s  c o l l i s i o n  

i n t e r f e r e n c e .  T h is  i n t e r f e r e n c e  o c c u r s  when two 

communicating e n t i t i e s  A and B t r y  t o  a c c e s s  a c h an n e l  and 

t r a n s m i t  m essages  ml and in2 r e s p e c t i v e l y  a t  t h e  same t ime as 

snown in  F i g .  8 .  T h i s  cou ld  cause  c a l l  c o l l i s i o n  i f  the  

channe l  be tween  t h e  e n t i t i e s  a r e  h a l f  d u p lex  and th e y  c a l l  

one a n o th e r  a t  th e  same t im e  and, due t o  t r a n s m i s s i o n  

d e l a y s ,  each  f i n d s  th e  o t h e r  one b u sy .  I f  th e  c h an n e l  i s  a 

common b r o a d c a s t  t y p e  in th e  a r e a s  o f  s a t e l l i t e  b r o a d c a s t i n g  

o r  r a d i o  s w i t c h i n g ,  mutual  i n t e r f e r e n c e  w i l l  p roduce  

i n c o r r e c t  r e c e p t i o n  f o r  b o th  t r a n s m i s s i o n s .
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• send  ! 
1 moduleA!

! r e c e i v e !
! moduleA!<-f

send ml ! ! r e c e i v e !  
—h-> !moduleB!

send m2 ! ! send !
-+— SmoduleB!

E n t i t y  A E n t i t y  B

F i g .  8 T r a n s m i t s  t h a t  c a u se  c o l l i s i o n  i n t e r f e r e n c e

C o n s t a n t  c o l l i s i o n  i s  a d e a d lo c k  and  sh o u ld  be 

r e c o v e r e d  o r  p r e v e n t e d .  To r e c o v e r  from c o l l i s i o n  u s u a l l y  

r e q u i r e s  random d e l a y s  and r e t r a n s m i t s .  To p r e v e n t  i t  two 

t y p e s  o f  c o n t r o l  schemes can be used  t K l e i n r o c k 7 8 ] . (1)

F ix e d  A l l o c a t i o n *  T h is  i s  a s t a t i c  r e s e r v a t i o n  a c c e s s  

method wnich p r e a s s i g n s  c h an n e l  c a p a c i t y  t o  u s e r s ,  t h e r e b y  

c r e a t i n g  " d e d i c a t e d "  c h a n n e l s .  (2) Dynamic R ese rv a t io n*  

T h is  a s s i g n s  c h a n n e l  c a p a c i t y  t o  an e n t i t y  when t h e  e n t i t y  

h as  d a t a  t o  s e n d .  Such schemes as P o l l i n g  (where one w a i t s  

to  be a sk e d  i f  he  has  d a t a  t o  s e n d ) ,  A c t iv e  R e s e r v a t io n  

(where one a s k s  f o r  c a p a c i t y  when he needs  i t ) ,  and 

M i n i - S l o t t e d  A l t e r n a t i n g  P r i o r i t y  (where a to k en  i s  p a s s e d  

among numbered u s e r s  in  a p r e a r r a n g e d  s e q u e n c e ,  g i v i n g  each  

p e r m i s s i o n  to  t r a n s m i t  a s  he r e c e i v e s  a token)  a l l  f a l l  in 

t h i s  c a t e g o r y .  Another  scheme u s i n g  d e l a y  b u f f e r s  tL iu78]  

can a l s o  be used  to  p r e v e n t  c o l l i s i o n  in  a loop n e tw o rk .
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( 4 ) .  Race I n t e r f e r e n c e

41

T h i s  ty p e  o f  t r a n s m i s s i o n  i n t e r f e r e n c e  happens when two 

communication e n t i t i e s  A and C t r y  to  t r a n s m i t  m essages  ml 

and m2 r e s p e c t i v e l y  to  e n t i t y  B and to  p r o c e s s  common d a t a  

b a s e s  i n  e n t i t y  B c o n c u r r e n t l y  and a s y n c h ro n o u s ly  as shown 

in  F i g .  9 .  I t  i s  s i m i l a r  t o  th e  c o n s i s t e n c y  prob lem  i n  a 

c e n t r a l i z e d  sys tem  where many u s e r s  upda te  a common d a t a  

b a s e .  The s i t u a t i o n  i s  more c o m p l i c a te d  in  a computer  

ne tw ork  when t h e  c o n s i s t e n c y  o l  d i s t r i b u t e d  d a ta  b a s e s  has 

t o  oe c o n t r o l l e d .  The i n t e r f e r e n c e  c o u ld  cause  a r a c e  o r  

i n c o n s i s t e n c y  c o n d i t i o n .  In a c e n t r a l i z e d  sy s tem ,  we can  

use  s y n c h r o n i z a t i o n  mechanisms t o  s y n c h r o n iz e  th e  a c c e s s  of 

t n e s e  common d a t a  b a s e s ,  b u t  th e  app roach  i s  more d i f f i c u l t  

i n  a d i s t r i b u t e d  sys tem  I £ l l i s 7 7 a ] .

11 «1 11
— — — — — — •1 2 —f  — I1 — — —

! s e n d  1 { s e n d m l ! {r e c e i v e ! s e n d  m2{ ! s e n d  {
1 1 1 1 - 1 ----------— + - > !  ! < ~ i
S m o d u l e A • I

9 { i m o d u l e B ! ! Smodule C!
1
911

J —— _______
•1

! — — — 
i •

E n t i t y  A E n t i t y  B E n t i t y  C

F i g .  9 .  T r a n s m i t s  t h a t  cau se  r a c e  i n t e r f e r e n c e
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2 .5  P r o t o c o l  S yn tax  E r r o r s

Mes sage  t r a n s p o r t  p r o b le m s ,  t r a n s m i t  i n t e r f e r e n c e  

p rob lem s and r e l i a b i l i t y  p rob lem s  may cause  p r o t o c o l  sy n ta x  

e r r o r s .  P r o t o c o l  s y n t a x  e r r o r s  occu r  when communication 

e n t i t i e s  l o s e  s y n c h r o n i z a t i o n ,  and t h e y  c o n s i s t  of 

i n c o m p a t i b i l i t y ,  i n f i n i t e  i d l e  l o o p in g  and d e a d lo c k  and 

im proper  t e r m i n a t i o n .  These e r r o r s  a r e  u s u a l l y  a p p l i c a b l e  

to  a l l  p r o t o c o l s .  They have t o  be f u l l y  checked w i t h i n  each 

i n d i v i d u a l  l a y e r  by v a l i d a t i o n  t e c h n i q u e s .

( I )  I n c o m p a t i b i l i t y

Two comm unica t ing  modules ( send  and r e c e i v e )  a re  

c o m p a t ib le  o r  d u a l l y - c o m p l e t e  i f  they  c o n t a i n  n e i t h e r  

u n s p e c i f i e d  message r e c e p t i o n s  ( r e c e i v e  i n c o m p le t e n e s s )  nor  

u n s p e c i f i e d  message t r a n s m i s s i o n s  ( t r a n s m i t  i n c o m p l e t e n e s s ) .

The r e c e i v e  c o m p le t e n e s s  o f  a p r o t o c o l  means t h a t  i t  

s p e c i f i e s  a l l  t h e  p o s s i b l e  message r e c e p t i o n s  und e r  normal 

o p e r a t i n g  c o n d i t i o n s  (same a s  t h e  l o g i c a l  c o m p le te n e s s  in 

( Z a f i r o p u l o 7 8 ] ) .  One of  two t h i n g s  can happen i f ,  in the  

d e s i g n  o f  a p r o t o c o l ,  a message r e c e p t i o n  i s  i n a d v e r t e n t l y  

o m i t t e d ,  r e s u l t i n g  in  l o s s  o f  t h e  message.  The p r o t o c o l  can 

e i t h e r  i n i t i a t e  an e r r o r  r e c o v e r y  p ro ce d u re  o r  i t  may lo se  

s y n c h r o n i z a t i o n  and become u n p r e d i c t a b l e  w i th  r e s p e c t  t o  the  

d e s i g n .  Receive  c o m p le t e n e s s  i s  t h e r e f o r e  i m p o r t a n t  in  a 

p r o t o c o l  d e s i g n  [West78a3.
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Another  d e s i g n  r e q u i r e m e n t ,  c a l l e d  t r a n s m i t

c o m p le t e n e s s ,  r e q u i r e s  t h a t  th e  d e s i g n  c o n t a i n  no 

u n s p e c i f i e d  message t r a n s m i s s i o n .  A n a t u r a l  way o f  t h i n k i n g  

a b o u t  u n s p e c i f i e d  t r a n s m i s s i o n  i s  to  c o n s i d e r  a message 

which can n e v e r  be r e c e i v e d  due to  th e  f a c t  t h a t  th e  

c o r r e s p o n d i n g  message h as  n e v e r  been c o n c e iv e d  by th e

s e n d e r .  T r a n s m i t  i n c o m p le t e n e s s  can a l s o  c a u se  a d v e r se  

b e h a v i o r  and s h o u ld  be a v o id e d .

In g e n e r a l ,  r e c e i v e  i n c o m p le t e n e s s  i s  more l i k e l y  t o  be 

o v e r lo o k e d  by d e s i g n e r s  t h a n  t r a n s m i t  i n c o m p le t e n e s s  d u r i n g  

th e  d e s i g n  p h a s e .  For  a h a rd w i r e d  p r o t o c o l  l i k e  X.21 t h e r e

i s  no i n p u t  queue between t h e  e n t i t i e s  o f  b o th  s i d e s  of a 

c h a n n e l ,  and a message r e c e p t i o n  has t o  be p r o c e s s e d  

im m edia te ly ;  o t h e r w i s e ,  i t  i s  l i k e l y  to  be l o s t .  To a s s u r e  

t h e  r e c e i v e  c o m p le te n e s s  f o r  a r e c e i v i n g  e n t i t y  w i th  no 

i n p u t  queue ,  th e  e n t i t y  u s u a l l y  has t o  rem ain  i d l e  when 

w a i t i n g  fo r  a r e c e i v e  message to  come, because  i t  d oes  no t  

"know" when t h e  message w i l l  a r r i v e .  The t im e  p e r i o d  of 

i d l e  w a i t i n g  i s  a waste  o f  r e s o u r c e s  f o r  a p r o c e s s o r  e n t i t y . .  

In  th e  c a s e  t h a t  a p r o t o c o l  has an in p u t  queue and in p u t  

i n t e r r u p t  h a n d l i n g ,  i t  can a v o id  w a i t i n g  i d l y  by queueing  

i n p u t  messages b e f o r e  p r o c e s s i n g  them. T h i s  i s  c a l l e d  

queued i n p u t  c o m p l e t e n e s s .
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(2) I n f i n i t e  I d l e  Looping ( O s c i l l a t i o n )

Looping i s  r e p e a t e d  e x e c u t i o n  o f  a c y c l e  o f  s t a t e s  and 

can  c a u se  by d e f i n i t i o n  unboundness and i n f i n i t e  i d l e  

l o o p i n g .  An unboundness e r r o r  o c c u r s  when an e n t i t y  

r e q u e s t s  an u n l i m i t e d  o r  unbounded amount o f  s t o r a g e  o r  CPU 

t i m e .  I d l e  lo o p in g  i s  r e p e a t e d  e x e c u t i o n  o f  a c y c l e  of 

s t a t e s  ( a c t i o n s )  by one o f  t h e  two communicating e n t i t i e s  

and  no e f f e c t ! v e  p r o g r e s s  can be made by t h e  e x e c u t io n  o f  

any a c t i o n s  in  t h e  c y c l e .  E f f e c t i v e  p r o g r e s s  i s  made d u r i n g  

communica t ion  whenever a message i s  f e t c h e d  o r  a c c e p te d  by 

one o f  t h e  communicating e n t i t i e s .  I n f i n i t e  i d l e  lo o p in g  i s
s

of  c o u r s e  an e r r o r  s i t u a t i o n .  An example of i n f i n i t e  i d l e  

l o o p in g  i s  th e  c o n t in u o u s  r e t r a n s m i s s i o n  o f  an o u t s t a n d i n g  

message ove r  a f a i l i n g  c h a n n e l .

For exam ple ,  a c o r r e c t  d a t a  t r a n s f e r  p r o t o c o l  has to  

c o r r e c t l y  and c o m p le te ly  t r a n s f e r  a l l  t h e  m essag es .  

I n f i n i t e  i d l e  l o o p in g  i s  one o f  th e  common s i t u a t i o n s  t h a t  a 

com ple te  t r a n s f e r  might  s u f f e r .  When we v e r i f y  a d a ta  

t r a n s f e r  p r o t o c o l  to  be c o r r e c t ,  we have t o  p ro v e  t h a t  the

p r o t o c o l  i s  f r e e  of i n f i n i t e  i d l e  lo o p in g  and i t  w i l l

t e r m i n a t e  p r o p e r l y .  We w i l l  d i s c u s s  t e c h n i q u e s  to  i d e n t i f y

lo o p in g s  in  C h a p te r s  4 and 5 ,  and show t h a t  t h e  p o t e n t i a l

unboundness can  be h a n d le d  by i n d u c t i v e  r e a s o n i n g  on th e  

l o o p i n g s .
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(3) Deadlock

Deadlock  i s  one o f  th e  most s e r i o u s  sys tem m a l f u n c t io n s  

p o s s i b l e ,  and one must t a k e  g r e a t  c a r e  t o  a v o id  i t  o r  to  

r e c o v e r  from i t .  The c o n c e p t  of  d e a d lo c k  i s  no t  as w el l

u n d e r s t o o d  f o r  computer  ne tw o rk s  as f o r  computer  sy s te m s .  

F iv e  t y p e s  o f  dead lock  can be  c l a s s i f i e d  i n  a communication 

sy s te m .

(A) R esource  d ead lo ck  —  T h is  ty p e  o f  d e a d lo c k  may 

o c c u r  when a u s e r ' s  p r o c e s s e s  r e q u e s t  r e s o u r c e s  a t  d i s t a n t  

h o s t s .  A r e s o u r c e  ( u s u a l l y  b u f l e r  s p a c e )  d e ad lo ck  in  a 

communica t ion  sys tem  i s  t h e  s i t u a t i o n  in  which two o r  more 

c om pe t ing  demands a r e  unknowingly w a i t i n g  f o r  u n a v a i l a b l e  

r e s o u r c e s  h e ld  by each o t h e r .

Flow c o n t r o l  p r o c e d u r e s  c o o r d i n a t e  t h e  se n d in g  e n t i t y  

a t  one end of  a ch an n e l  w i th  th e  r e c e i v i n g  e n t i t y  a t  th e

o t h e r  end to  p r e v e n t  o v e r r u n  o f  t h e  i n p u t  b u f f e r  space  a t

t h e  r e c e i v i n g  e n t i t y .  I t  p r e s e n t s  c o n s t r a i n t s  on t h e  flow 

o f  d a t a  and i f  t h e  s i t u a t i o n  ev e r  a r i s e s  whereby the

c o n s t r a i n t  c a n n o t  be met ,  t h e n  t h e  flow w i l l  s t o p ,  r e s u l t i n g  

in  a b u f f e r  space  d e a d l o c k .

For  exam ple ,  i n  ARPANET a d i r e c t  s t o r e - a n d - f o r w a r d  

d e a d lo c k  happens  when n e i g h b o r i n g  s w i t c h e s  (IMPs) c anno t  

s u c c e s s f u l l y  t r a n s m i t  p a c k e t s  to  e a c h  o t h e r  because  a l l  the
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s t o r e - a n d - f o r w a r d  b u f f e r s  a r e  f i l l e d  and c a n n o t  be r e l e a s e d .  

An i n d i r e c t  s t o r e - a n d - f o r w a r d  d e a d lo c k  o c c u r s  when a l l  

s t o r e - a n d - f o r w a r d  b u f f e r s  in  a loop o f  IMPs become f i l l e d  

w i th  m essages ,  a l l  o f  which t r a v e l  i n  t h e  same d i r e c t i o n  and 

none o f  which a re  w i t h i n  one hop o f  t h e i r  d e s t i n a t i o n .  

O the r  t y p e s  o f  r e s o u r c e  d e a d lo c k  w i l l  be d i s c u s s e d  l a t e r  in 

t h i s  c h a p t e r .

(B) S y n c h r o n i z a t i o n  d e a d lo c k  — T h i s  ty p e  o f  d e ad lo ck  

o c c u r s  i f  t h e  p r o t o c o l  i s  im p ro p e r ly  d e s i g n e d  o r  a component 

f a i l u r e  o c c u r s  in  tn e  communication s y s te m .  The s e n d e r  and 

r e c e i v e r  may l o s e  t h e i r  s y n c h r o n i z a t i o n  and th u s  no 

e f f e c t i v e  p r o g r e s s  can e v e r  be made.

CC) Receive  d e a d lo c k  — A r e c e i v e  d e a d lo c k  o c c u r s  when 

t n e  s e n d e r  o r  r e c e i v e r  i s  w a i t i n g  i d ly  f o r  th e  o t h e r  t o  send  

a message w h i le  t h e r e  i s  no su c h  message coming th ro u g h  th e  

c h a n n e l  between them. The d e a d lo c k  may be caused  by an

i n c o m p a t i b i l i t y  o r  a message l o s t  p rob lem .  The

i n c o m p a t i b i l i t y  problem can  be a v o id e d  i f  we have a

c a r e r u l l y  v a l i d a t e d  d e s i g n .  A t im e o u t  and r e t r a n s m i s s i o n  

mechanism can be u sed  t o  r e c o v e r  from a message l o s t .
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(D) S t a t i c  d e a d lo c k  —  A s t a t i c  d e a d lo c k  i s  a s t a t e  

t h a t  c an no t  r e a c h  a p r o p e r  t e r m i n a t e  s t a t e  as we w i l l  

f o r m a l ly  d e f i n e  in  C h a p te r  4 .

(E) Dynamic d e a d lo c k  —  I n f i n i t e  i d l e  lo o p in g  i s  an 

extreme form o f  l o o p in g  and i s  a l s o  a dynamic d e a d l o c k .  A 

t im e o u t  mechanism can u s u a l l y  e l i m i n a t e  th e  s t a t i c  dead lock  

by t im in g  o u t  t o  a r e c o v e r y  s t a t e  when i t  h a p p en s .  However 

we may s t i l l  have t h e  u n p l e a s a n t  dynamic d e a d lo c k  s i t u a t i o n  

in  which a c y c l e  o f  a c t i o n s  i s  e x e c u te d  b u t  no e f f e c t i v e  

p r o g r e s s  can e ve r  be made.

We can se e  some c o m b in a t io n s  o f  t h e  f i v e  t y p e s  of 

d e a d l o c k .  A s t o r e - a n d - f o r w a r d  d e ad lo ck  i s  a dynamic 

r e s o u r c e  d e a d l o c k .  A c o n s t a n t  c o l l i s i o n  in  a h a l i - d u p l e x  

c h a n n e l  i s  a dynamic s y n c h r o n i z a t i o n  d e a d l o c k .  For a 

h a rd w i r e d  c o n n e c t io n  p r o t o c o l  l i k e  X.21,  we may e x p e r i e n c e  a 

s t a t i c  s y n c h r o n i z a t i o n  d e a d l o c k .

f  The c l a s s i f i c a t i o n  i s  u s e f u l  when we d i s c u s s  p r o t o c o l  

v a l i d a t i o n s  u s i n g  a f o r m a l  model .  To check  th e  r e s o u r c e  

( b u f f e r )  d e a d lo c k ,  we s h o u ld  in c lu d e  c h an n e l  a n d  b u f f e r  

s t o r a g e  in  t h e  model .  To check s t a t i c  d e a d lo c k ,  we on ly  

need to  i d e n t i f y  a g l o b a l  s t a t e  with  no e x i t ,  b u t  t o  check 

dynamic d e a d l o c k ,  we must  a l s o  check l o o p i n g .
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2 . 6  C hanne l ,  P r o t o c o l  and C o r r e c t n e s s

Many communication  and c h an n e l  c h a r a c t e r i s t i c s  have a 

p ro found  impact  on p r o t o c o l  a r c h i t e c t u r e  and c o r r e c t n e s s .  

In t h i s  s e c t i o n  we p r e s e n t  a l i s t  o f  channe l  and 

communication c h a r a c t e r i s t i c s  and d i s c u s s  t h e i r  r e s p e c t i v e  

im pact  on p r o t o c o l  a r c h i t e c t u r e  and  c o r r e c t n e s s .  The s tudy  

i s  aimed a t  i n v e s t i g a t i n g  th e  c o r r e c t n e s s  problem c h e c k l i s t  

i n  a s y s t e m a t i c  way f o r  p r o t o c o l s  o f  v a r i o u s  l a y e r s  and 

t o p o l o g i e s .  A p p r o p r i a t e  p r o t o c o l  a r c h i t e c t u r e s  sh o u ld  be 

used in t h e  p r o t o c o l  d e s ig n  to  s o l v e  t h e s e  p ro b lem s .  

V a l i d a t i o n  models sh o u ld  a l s o  be d e v e lo p e d  to  v e r i f y  t h a t  

t n e s e  a r c h i t e c t u r e s  do indeed  so lv e  t h e s e  p rob lem .

In t n e  f o l lo w in g ,  we e x p l a i n  each  ch an n e l  

c n a r a c t e r i s t i c  and th e n  d i s c u s s  i t s  r e s p e c t i v e  impact on 

p r o t o c o l  a r c h i t e c t u r e  and c o r r e c t n e s s .

(1) P n y s i c a l  P ro x im i ty

Computers and o t h e r  d i g i t a l  s y s te m s ,  whenever th ey  a re  
in  c l o s e  p h y s i c a l  p r o x i m i t y ,  u s u a l l y  o p e r a t e  on p a r a l l e l  
d a t a ,  so d a t a  i s  t r a n s f e r r e d  i n  p a r a l l e l  by a computer  bus 
w i th  s e p a r a t e  c o n t r o l ,  d a t a  and a d d re s s  l i n e s .  However, as 
th e  d i s t a n c e  between t h e s e  d e v ic e s  i n c r e a s e s ,  not  on ly  do 
th e  m u l t i p l e  w i re s  become more c o s t l y ,  b u t  t h e  c o m p le x i ty  o f  
th e  l i n e  d r i v e r s  and r e c e i v e r s  becomes g r e a t e r  owing to  the  
i n c r e a s e d  d i f f i c u l t y  o f  p r o p e r l y  d r i v i n g  and r e c e i v i n g  
s i g n a l s  on a long  w i r e .  In most d a t a  communication and 
n e tw o rk s ,  s e r i a l  t r a n s m i s s i o n  o v e r  a s i n g l e  s e t  o f  l i n e s  i s  
t h e r e f o r e  p r e f e r a b l e  to  p a r a l l e l  t r a n s m i s s i o n  to  reduce  
communication c o s t .



Channel, P ro to c o l  and C orrectn ess 49

ica&asLi

For p r o t o c o l s  o f  remote comm unica t ion ,  th e  bandw id th  
becomes more l i m i t e d ,  n o i s e  on t h e  c h an n e l  i n c r e a s e s  and the  
t r a n s m i s s i o n  e r r o r  and d e l a y  p r o b a b i l i t y  i n c r e a s e s .  We need 
t e c h n iq u e s  t o  c o n t r o l  t h e  d a t a  exchange and c o r r e c t  th e  
e r r o r s .  Fo r  a f a i r  a l l o c a t i o n  o f  t h e  l i m i t e d  bandw id th ,  we 
o f t e n  need  p i p e l i n i n g  to  b re a k  a l o n g  message i n t o  s h o r t  
o n e s .  we a l s o  need d a ta  t r a n s p a r e n c y  and fo r m a t t  ing
t e c h n iq u e s  to  t e l l  where a d a ta  b lo c k  b e g in s  and s t i l l  be 
a b l e  t o  send  any d a t a  p a t t e r n .  Data t r a n s p a r e n c y  i s  u s u a l l y  
done by b y t e  s t u f f i n g  and b i t  s t u f f i n g  ( l i k e  SDLC p r o t o c o l )  
where t h e  s e n d e r  adds s p e c i a l  b y t e s  o r  b i t s  which the  
r e c e i v e r  rem oves ,  t h e r e b y  p r e s e r v i n g  t h e  o r i g i n a l  p a t t e r n .  
C la rk  [78J i n d i c a t e s  t n a t  communication l i n e s  in  a computer 
ne twork  d i f f e r  from a " b i g  bus" in  b o t h  d e f e n s i v e n e s s  and 
gener a l i t v . We t e n d  t o  f e e l  a need  f o r  more f a u l t - t o l e r a n t  
and g e n e r a l l y  a p p l i c a b l e  l i n k s  p r o c e d u r e s  and  p r o t o c o l s  to  
c o n t r o l  d a ta  communication l i n k s  i n  a ne twork  e n v iro nm en t .

c o r r e c t n e s s  i m p a c t

Communication between two remote  e n t i t i e s  w i l l  
i n t r o d u c e  t r a n s m i s s i o n  d e l a y  and p r o p a g a t i o n  d e l a y .  Delay 
can  be d e f i n e d  a s  th e  t ime between t r a n s m i s s i o n  and d e l i v e r y  
o f  t h e  f i r s t  b i t  o f  th e  m essage .  There  a re  f o u r  components 
o f  d e la y  f o r  rem ote  communication* ( I )  t r a n s m i s s i o n  d e l a y ,  
which i s  p r o p o r t i o n a l  t o  t h e  s i z e  o f  t h e  message and 
i n v e r s e l y  p r o p o r t i o n a l  to  th e  t r a n s m i s s i o n  bandw id th ;  (2) 
p r o p a g a t i o n  d e l a y ,  which i s  a f u n c t i o n  o f  t h e  d i s t a n c e  of 
t h e  t r a n s m i s s i o n  c i r c u i t  ( s a t e l l i t e  l i n k s  have a l a r g e  
p r o p a g a t i o n  d e la y  o f  about  250 m sec) ;  (3) p r o c e s s i n g  d e la y  
i n c u r r e d  a t  any s w i t c h in g  node o r  s t o r e - a n d - f o r w a r d  
f a c i l i t y ;  and (4) q u eue ing  d e l a y ,  which i s  a f u n c t i o n  o f  
sys tem  l o a d .  Delay can cause  problems f o r  many c o n v e n t io n a l  
a p p ro a c h e s .  C e r t a i n  ty p e s  of a p p l i c a t i o n s  may n o t  become 
e co n o m ic a l ly  f e a s i b l e  b ecause  t h i s  d e la y  c au ses  
u n s a t i s f a c t o r y  r e s p o n s e  t i m e .  V a r i a b l e  d e l a y  f o r  d i f f e r e n t  
messages  in  a p a c k e t  s w i t c h in g  ne tw ork  can a l s o  c r e a t e  
p rob lem s su c h  as  o u t  o f  o r d e r ,  c r o s s  t a l k  and r e p l a y .
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(2) Asynchronous /Synchronous

T here  a r e  two p r im a ry  modes o f  d a t a  communication* 
asynch ro no u s  and s y n c h ro n o u s .  In a sy n ch ro n o u s  mode th e  t ime 
i n t e r v a l s  between t r a n s m i t t e d  d a t a  u n i t s  (which a re  
c h a r a c t e r s )  may be o f  unequa l  l e n g t h .  T h i s  mode i s  e a s i l y  
g e n e r a t e d  by e l e c t r o m e c h a n i c a l  equipment  ( e . g . .  T e le ty p e  
k e y b o a r d ) .  Synchronous t r a n s m i s s i o n ,  on t h e  o t h e r  hand,  
t r a n s m i t s  d a t a  u n i t s  (which can be c h a r a c t e r s  or b i t s )  a t  a 
f i x e d  r a t e  w i th  e q u a l  l e n g t h  o f  t im e  i n t e r v a l s .

acoiiiiss.frur.e -uacasii

Asynchronous t r a n s m i s s i o n  i s  c o n t r o l l e d  by s t a r t  and 
s t o p  b i t s  a t  th e  b e g in n i n g  and end o f  .each c h a r a c t e r  u n i t .  
A s t a r t  b i t  i s  u sed  to  i n d i c a t e  t h e  b e g in n i n g  o f  a c h a r a c t e r  
and th e  r e c e i v e  s i d e  w i l l  be a b le  to  c o r r e c t l y  r e c e i v e  th e  
c h a r a c t e r  when p r o t o c o l  r u l e s  a r e  fo l low ed  by b o t h  s i d e s .  
In t h e  synch ron o us  mode th e  e n t i r e  b lock  o f  d a ta  s t r i n g  can 
be s e n t  w i th o u t  s t a r t / s t o p  b i t s  and a c h i e v e  h ig h e r  
e f f i c i e n c y .  However, a s y n c h r o n i z i n g  s i g n a l  must be 
p r o v id e d  t o  t r a n s m i t  and t o  sy n c h ro n o u s ly  r e c e i v e .

c o r r e c t n e s s  imp a c t

The a sy n ch ro n o u s  mode i s  d i s t o r t i o n - s e n s i t i v e  because  
t h e  r e c e i v e r  depends upon t h e  incoming s i g n a l  t o  become 
s y n c h r o n i z e d .  Any d i s t o r t i o n  w i l l  a f f e c t  th e  c o r r e c t n e s s  
w i th  which t h e  c h a r a c t e r  i s  a s s e m b le d .  T h is  impact  
r e s t r i c t s  i t s  speed  b e ca u se  a r e a s o n a b l e  amount o f  margin  
must be b u i l d  i n  to  accommodate d i s t o r t i o n .  In synchronous  
mode, c h a r a c t e r s  o r  m essages  must be s e n t  s y n c h ro n o u s ly  
which means b u f f e r i n g  i s  r e q u i r e d .  A l s o ,  even a s l i g h t  
t im i n g  e r r o r  from th e  d a ta  b i t  s t r i n g  can cause  t h e  e n t i r e  
message to  be f a u l t y .

(3) In p u t  Queue ( B u f f e r i n g )

For  t h e  ty p e  o f  p r o t o c o l s  w i th  i n p u t  q u e u e s ,  an 
i n t e r r u p t  h a n d l e r  can be  used t o  hand le  th e  q u e u e in g  of 
in p u t  i n t e r r u p t s .  This  w i l l  a l l e v i a t e  t h e  e n t i t y  from 
h a v in g  to  w ai t  i n d e f i n i t e ly f o r  an i n p u t  and th e n  waste 
r e s o u r c e s .  Tne h a n d le r  w i l l  h a n d le  i n p u t  p r o c e s s i n g  when
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t h e  e n t i t y  i s  do ing  so m e th ing  e l s e .  The queued i n p u t  a l s o  
r e l a x e s  t h e  r e q u i r e m e n t  of  i n p u t  c o m p le te n e s s  to  a lo osened  
r e q u i r e m e n t  o f  queued i n p u t  c o m p le t e n e s s ,  and  we o n ly  need 
to  make su re  t h a t  an i n p u t  i s  p r o c e s s e d  sometime b e f o r e  th e  
b u f f e r  o v e r f l o w s .
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B u f f e r  sp a c e  u s u a l l y  i s  l i m i t e d  and a f low  c o n t r o l  
p r o c e d u r e  u s u a l l y  i s  needed  to  p r e v e n t  b u f f e r  o v e r f lo w  and 
t o  match t h e  s e n d e r ' s  r a t e  w i th  th e  r e c e i v e r ' s  r a t e .  
S e v e r a l  schemes f o r  flow c o n t r o l  w i l l  be  d i s c u s s e d  in l a t e r  
s e c t i o n s .

c o r r e c t n e s s  imp a c t

(A) I n c o m p a t i b i l i t y  — For b u f f e r e d  t y p e  p r o t o c o l ,  
queued c o m p a t i b i l i t y  w i l l  need t o  be v e r i f i e d .

(B) R esource  ( B u f f e r )  d e a d lo c k  — T h is  s y n c h r o n i z a t i o n  
e r r o r  has a l r e a d y  been d i s c u s s e d  in  S e c t i o n  2 . 5 .

(4) T ra n sm is s io n  E r r o r s  and Loss

Noise  and  d i s t o r t i o n  a re  some u n d e s i r a b l e  
c h a r a c t e r i s t i c s  and d i s t u r b a n c e s  in  most long  d i s t a n c e
c n a n n e l s .  They can g e n e r a t e  e r r o r s  in t r a n s m i s s i o n .  On a 
hardware  l i n e ,  u n l e s s  t h e  l i n e  i s  c o m p le t e ly  o p e n ,  i t  i s  
l i k e l y  t h a t  a t r a n s m i t t e d  message w i l l  a r r i v e  damaged b u t  i t  
i s  n o t  l i k e l y  to  be l o s t .  In ne tw orks  w i th  m u l t i p l e  l i n e s  
and nodes in th e  t r a n s m i s s i o n  p a t h ,  th e  message i s  more 
l i k e l y  t o  be l o s t .  Excep t  fo r  v o ice  and speech  p r o t o c o l s ,  a 
damaged message u s u a l l y  has t o  be d i s c a r d e d  i f  i t  c an no t  be 
c o r r e c t e d .  In  th e  case  o f  n e tw o rk in g ,  i f  th e  a d d r e s s i n g
f i e l d  i s  damaged th e n  th e  so u rc e  ( s e n d e r )  can no lo n g e r  be
i d e n t i f i e d  and th e  message has  to  be t r e a t e d  a s  l o s t ,  rte
w i l l  t h e r e f o r e  d i s c u s s  t n e s e  two c h a r a c t e r i s t i c s  t o g e t h e r .
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a r c h i t e c t u r e  imp a c t

To p e r fo rm  e r r o r  r e c o v e r y  . ( e r r o r  c o n t r o l )  o f  
t r a n s m i s s i o n  e r r o r s ,  e r r o r  d e t e c t i o n  mechanisms u s in g  p a r i t y  
and c y c l i c  r ed u nd an cy  checksums a r e  o f t e n  used to  i d e n t i f y  
t h e  e r r o r .  In  a d a t a  communication system d a t a  i n t e g r i t y  i s  
e s s e n t i a l .  R e f inem en ts  a r e  u s u a l l y  added to  c o r r e c t  th e  
d e t e c t e d  e r r o r s ,  e i t h e r  by o p e r a t i o n s  on t h e  r e c e i v e d  d a ta  
o r  by a c t i v a t i n g  r e t r a n s m i s s i o n  from t h e  s o u r c e .  B e t t e r  
d e t e c t i o n / c o r r e c t i o n  r e q u i r e s  l o n g e r  r e d u n d a n t  c o d es ,  
i n c r e a s e s  o v e rh e a d  and r e d u c e s  e f f i c i e n c y .

For l o s t  message r e c o v e r y ,  the  d e s i r a b l e  approach  i s  to  
a l l o w  f o r  a t im e o u t  a t  th e  so u rce  t o  e i t h e r  ( I )  t im e o u t  and 
r e t r a n s m i t  o u t s t a n d i n g  m essages ,  such  as  P o s i t i v e  
Acknowledgment R e t r a n s m is s i o n  P r o t o c o l s  (PAR) o r  (2) t im e o u t  
and sen d  o u t  e n q u i r y  su ch  as  B inary  S y n c h r o n i z a t i o n  
Communicat ion (BSC) p r o t o c o l s .  G e n e r a l l y ,  a p o s i t i v e  
acknowledgment i s  s e n t  to  acknowledge c o r r e c t l y  r e c e i v e d  
m e s s a g e ( s ) .

.F o r  th e  r e t r a n s m i t t i n g  ty p e  o f  p r o t o c o l  (PAR), the
d e s t i n a t i o n  h as  t h e  p o s s i b i l i t y  o f  r e c e i v i n g  a d u p l i c a t e
when a p r e m a tu r e  t im e o u t  o r  l o s t  acknowledgment happ en s .  
T h e r e f o r e  t h e  so u rc e  has  t o  i d e n t i f y  i t s  t r a n s m i t t i n g  
message ( u s u a l l y  u s i n g  a sequence number) f o r  th e  
d e s t i n a t i o n  t o  be  a b l e  t o  d e t e c t  d u p l i c a t i o n .  For  th e
e n q u i r y  ty pe  o f  p r o t o c o l ,  t h e  so u rc e  n e v e r  r e t r a n s m i t s  a
c o r r e c t l y  r e c e i v e d  message and t h u s  has  no d u p l i c a t i o n  
p rob lem .  However, a message d e l i v e r y  o f  t h e  e n q u i r y  type  
p r o t o c o l  r e q u i r e s  more t u r n a r o u n d  o v e rh e a d .

c o r r e c t n e s s  imp a c t

The f o l l o w i n g  a r e  some p r o t o c o l  e r r o r  c o n d i t i o n s  t h a t  
can  r e s u l t  from e r r o r / l o s s  c h a r a c t e r i s t i c s .

(A) U n d e te c te d  e r r o r  — D e t e c t i n g  a damaged message i s  
a well  d e v e lo p ed  t e c h n i q u e  in  coding  t h e o r y .  However, i t  i s  
n o t  p o s s i b l e  i n  r e a l i t y  to  have a scheme d e t e c t i n g  a l l  of 
t h e  t r a n s m i s s i o n  e r r o r s ,  and o c c a s i o n a l  a c c e p ta n c e  o f  a 
f a u l t y  c o n t r o l / d a t a  message cou ld  be r e s u l t e d .  An extreme 
example which shows why an u n d e te c t e d  e r r o r  i s  d i f f i c u l t  to  
e l i m i n a t e  i s  t h i s *  In t h e o r y ,  g iv en  any e l a b o r a t e  e r r o r  
d e t e c t i n g  scheme, t h e r e  a lw ays  e x i s t s  a s e t  o f  b i t s  in  a 
message and a method o f  changing  t h e s e  b i t s  d u r i n g  
t r a n s m i s s i o n  t o  r e s u l t  in an u n d e te c t e d  e r r o r .  However r a r e  
t h i s  c o in c id e n c e  m igh t  seem to  be,  i t  i s  s t i l l  p o s s i b l e  f o r
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i t  t o  happen i n  a r e a l - w o r l d  communication c h a n n e l .

An u n d e t e c t e d  e r r o r  co u ld  r e s u l t  in i n p r o p e r  a c c e p ta n c e  
o i  a damaged message and c o u ld  cau se  p r o t o c o l  m a l f u n c t i o n s .  
One o f  t h e  m ost  s e r i o u s  u n d e t e c t e d  e r r o r s ,  c a l l e d  ACK e r r o r ,  
o c c u r s  when a n e g a t i v e  acknowledgment s i g n a l  changes  to  a 
p o s i t i v e  acknowledgment  s i g n a l  due t o  damage and th u s  
r e s u l t s  i n  u n r e c o v e r a b l e  l o s s  o l  t h a t  m essage .  In th e  case  
o f  an u n d e t e c t e d  a d d r e s s i n g  e r r o r ,  a message co u ld  c i r c u l a t e  
f o r e v e r  i n  a ne tw o rk  o r  c o u ld  be a c c e p t e d  by a wrong 
d e s t i n a t  i o n .

From c od ing  t h e o r y ,  we know t h a t  a p r o t o c o l  d e s i g n e r  
h as  v a r i o u s  t e c h n i q u e s  a v a i l a b l e  t o  d e t e c t  e r r o r s  in  
messages  t o  any d e s i r e d  d e g re e  o f  r e l i a b i l i t y  w i th  some 
redundancy  and c h e c k in g  o v e rh e a d .  Some p r o t o c o l s  (as  in  
ARPANET) even have l a y e r s  of  e r r o r  d e t e c t i o n  t o  r edu ce  th e  
p o s s i b i l i t y  o f  an  u n d e t e c t e d  e r r o r .  In g e n e r a l ,  i t  i s  
r e a s o n a b l e  t o  assume p e r f e c t  e r r o r  d e t e c t i o n  ( i . e .  no 
u n d e t e c t e d  e r r o r s )  when d e a l i n g  w i th  r e l i a b i l i t y .

(B) I d l e  Looping — R e t r a n s m i t t i n g  an o u t s t a n d i n g  
message - fo r  t h e  l o s s  r e c o v e r y  p r o t o c o l  c o u ld  cau se  i n f i n i t e  
i d l e  l o o p i n g .

(C) Dynamic D ead lock  — T h i s  p r o t o c o l  s y n t a x  e r r o r  has 
a l r e a d y  been  d i s c u s s e d  i n  S e c t i o n  2 . 5 .

(D) D u p l i c a t e  I n t e r f e r e n c e  — In a t r a n s m i s s i o n  ch an ne l  
wnere e r r o r  and  l o s s  a r e  p r e s e n t e d ,  a d u p l i c a t e  d e t e c t i o n  
mechanism i s  n e c e s s a r y  a t  th e  r e c e i v i n g  s i t e .

(E) E r r o r  Delay — B e s id e s  t r a n s m i s s i o n  and p r o p a g a t i o n  
d e l a y s ,  t r a n s m i s s i o n  e r r o r s  and l o s s  can a l s o  i n t r o d u c e  
e r r o r  d e la y  when a t r a n s m i t t e d  message i s  damaged o r  l o s t .

(5)  H a l f -D u p lex

A n a i f - d u p l e x  l i n k  i s  a p h y s i c a l  l i n k  c o n n e c t in g  two 
communication e n t i t i e s  and a l l o w i n g  d a ta  t o  be t r a n s m i t t e d  
by e i t h e r  e n t i t y .  However, d a t a  may n o t  be t r a n s m i t t e d  by 
b o th  nodes a t  t h e  same t im e .
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L ine  c o n t r o l  schemes a r e  needed to  d e te r m in e  which 
e n t i t y  i s  go in g  t o  t r a n s m i t  and  which e n t i t y  i s  go in g  to  
r e c e i v e  in  t h e  h a l t - d u p l e x  l i n e .

carxacinass imoaai

A c o l l i s i o n  i n t e r f e r e n c e  c o u ld  happen on a h a l f  d u p le x  
c n a n n e l  when two or more e n t i t i e s  t r y  to  t r a n s m i t  a t  t h e  
same t i m e .

(6)  F u l l - D u p l e x

A f u l l  dup lex  l i n k  i s  a l i n k  c o n n e c t i n g  two
communicat ion  e n t i t i e s  and a l l o w in g  b o th  e n t i t i e s  to  
t r a n s m i t  d a t a  s i m u l t a n e o u s l y .

a r c h i t e c t u r e  imp a c t

To maximize th e  e f f e c t i v e  use  o f  bandw id th  and to  t a k e  
a d v an tag e  o f  a f u l l - d u p l e x  l i n k ,  c o n t r o l  i n f o r m a t i o n  s u c h  as 
acknowledgments  i s  u s u a l l y  p iggyb acked  in  d a ta  messages by 
t h e  acknow ledg ing  e n t i t y .  To a v o id  p iggyback  i n t e r f e r e n c e ,  
an echo mechanism can be used to  a lw ays  r e t r a n s m i t  
acknowledgments  r e p r e s e n t i n g  t h e  c u r r e n t  s t a t u s  o f  c o r r e c t l y  
r e c e i v e d  m essa g es .

c o r r e c t n e s s  impact

(A) P iggyback  i n t e r f e r e n c e  — Rece ive  unaw areness  and 
l o s s  unaw areness  can happen when p iggyback  acknowledgment i s  
used in  a f u l l - d u p l e x  l i n e .  Receive  unaw areness  can r e s u l t  
i n  a t e m p o - b lo c k in g  p ro b lem .  Tem po-b lock ing  i s  somewhat 
s i m i l a r  t o  t h e  c o l l i s i o n  problem which happened in  a 
h a l f —d u p lex  l i n e .  I t  i s  a sp eed  dep en den t  lockup  d u r i n g  
which no e f f e c t i v e  p r o g r e s s  can be made by e i t h e r  o f  th e  
communicat ing  e n t i t i e s  b u t  might  d i s a p p e a r  a f t e r  a s u i t a b l e  
change o f  r e l a t i v e  speed  r a t i o  o f  b o th  e n t i t i e s .  
T em po-b lock ing  i s  d i f f e r e n t  from i d l e  lo o p in g  and i s  
a c t u a l l y  a g l o b a l  i d l e  lo o p in g  ( i . e . ,  l o o p in g  o c c u r r i n g  a t
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b o th  communica t ing  e n t i t i e s ) ,  when t h e  u s e f u l  How o f  
i n f o r m a t i o n  in  b o t h  d i r e c t i o n s  o f  t h e  c han n e l  s t o p s  because  
o f  tw o - s i d e d  r e c e i v e  u n a w a re n e s se s .

(B) C o l l i s i o n  i n t e r f e r e n c e  — T h is  i n t e r f e r e n c e  problem 
has  a l r e a d y  been d i s c u s s e d  in  S e c t i o n  2 . 4 .

(C) Race c o n d i t i o n  — When th e  send module and r e c e i v e  
module o f  an e n t i t y  can a c c e s s  c h an n e l  and b u f f e r  
c o n c u r r e n t l y  i n  a f u l l - d u p l e x  l i n e ,  we sh o u ld  a v o i d  r a c e  
c o n d i t i o n s  between t h e  two m odules .

(7) M u l t ip l e  ( o u t s t a n d i n g )  sends

S i n g l e  o u t s t a n d i n g  sen d in g  r e q u i r e s  a s e n d e r  to  w a i t  
f o r  th e  acknowledgment o f  th e  p r e v i o u s  o u t s t a n d i n g  s e n d in g  
b e f o r e  i t  can  send t h e  n e x t  message.  The tu r n a r o u n d  t im e  
between s e n d in g  a message and r e c e i v i n g  i t s  acknowledgment 
i s  wasted  as  f a r  a s  t h e  chan n e l  bandw id th  i s  c o n c e rn e d .  
T h is  waste co u ld  be s u b s t a n t i a l  in  th e  c a s e  of  s a t e l l i t e  
l i n k s  w i tn  very  l a r g e  p r o p a g a t i o n  d e l a y s .  To i n c r e a s e  
ch an n e l  u t i l i z a t i o n  and t r a n s m i s s i o n  e f f i c i e n c y ,  some o f  th e  
p ow erfu l  p r o t o c o l s  ( l i k e  BDLC, TCP and NCP) have a f e a t u r e  
t o  a l lo w  s e v e r a l  s e n d in g  messages to  be o u t s t a n d i n g .

a r c h i t e c t u r e  i mpact

To keep th e  m u l t i p l e  send in g  messages i n  o r d e r  a t  t h e  
r e c e i v i n g  e n t i t y ,  a message  ID w i l l  not  be enough f o r  
sequence  c o n t r o l .  We need  t o  a s s i g n  a sequence  number 
( u s u a l l y  i n  an a s c e n d i n g  o r d e r )  f o r  each  message t o  d e t e c t  
m is s in g  and d u p l i c a t e  messages and to  m a in t a in  s t a t e  
i n f o r m a t i o n  a t  t h e  s e n d e r  and r e c e i v e r .  T h i s  w i l l  a l lo w  a 
s e n d e r  t o  i d e n t i f y  t h e  messages  which need  t o  be 
r e t r a n s m i t t e d  and a r e c e i v e r  to  d e t e c t  d u p l i c a t e  and 
o u t - o f —o r d e r  m essa g es .

D i f f e r e n t  acknowledgment  schemes can be in t r o d u c e d  to  
h and le  m u l t i p l e  o u t s t a n d i n g  s e n d s .  For p r o t o c o l s  with  
" e x p e c t  r e c e i v e  number" schemes such as  SDLC, we can have a 
m u l t i p l e  acknowledgment ( s e q u e n t i a l )  scheme which can 
a ck n o w led ge . more t h a n  one o u t s t a n d i n g  message a t  a t im e .  
The acknowledgment can be p ig g yb ack ed  i f  n e c e s s a r y .  For  
p r o t o c o l s  w i tn  " r e a s s e m b ly  b u f f e r "  schemes su c h  a s  th e  
i n t e r f a c e  message p r o c e s s o r  o f  ARPANET, we can  have queued 
acknowledgment and acknowledge any a c c e p t a b l e  p a c k e t  upon 
r e c e p t i o n  w i th o u t  r e s t r i c t i n g  p a c k e t s  to  a r r i v e  in  o r d e r .
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To send a h i g h  p r i o r i t y  m essage ,  we need t o  have th e  
c a p a b i l i t y  to  i n t e r r u p t  th e  sequence  c o n t r o l  mechanism to  
p r o c e s s  th e  p r i o r i t y  message b e f o r e  t h o s e  r e g u l a r  messages 
which have a r r i v e d  e a r l i e r .

c o r r e c t n e s s  imp a c t

(A).  D i s o r d e r  i n t e r f e r e n c e —  I f  c o n t r o l  mechanisms 
a r e  n o t  w e l l  d e f i n e d  in t h e  p r o t o c o l ,  t h e  m essages  cou ld  be 
r e c e i v e d  o u t  o f  o r d e r  o r  be d u p l i c a t e d  a n d  cause
i n t e r f e r e n c e .

(B) Sequence number o v e r f lo w  —  I t  i s  e s s e n t i a l  t o  
remember t h a t  t h e  a c t u a l  seq u en c e  number sp a c e  i s  f i n i t e  and 
i s  l i m i t e d  by t h e  number o f  b i t s  a s s i g n e d  f o r  th e  sequence 
number f i e l d  in  a m essa g e .  Sequence number o v e r f lo w  can be 
h an d led  by r e c y c l i n g  t h e  number u s i n g  th e  MOD f u n c t i o n .

(C) Gaps d e g r a d a t i o n  lK le in rock783  — A d e g r a d a t i o n  i s  
d e f i n e d  t o  oe a r e d u c t i o n  in  t h e  n e t w o r k ' s  l e v e l  of 
p e r f o r m a n c e .  For m u l t i p l e  o u t s t a n d i n g  s e n d s ,  we u s u a l l y  p u t  
a l i m i t  (n)  on t h e  number o f  messages  t h a t  a r e  a l l o w e d  t o  be 
o u t s t a n d i n g  a t  a t im e .  I f  n messages  a r e  i n  f l i g h t ,  th en  
t h e  n e x t  one may n o t  p r o c e e d  u n t i l  an acknowledgment  i s  
r e t u r n e d  to  th e  so u rc e  f o r  some o f  th e  n o u t s t a n d i n g  
m essa g e s .  Gaps d e g r a d a t i o n  comes when th e  round t r i p  d e la y
i s  g r e a t e r  t h a n  t h e  t ime an e n t i t y  t a k e s  to  f e e d  th e  n
messages i n t o  t h e  n e tw o rk .  T h is  w i l l  r e s u l t  in  t h e  sou rce
b e in g  b lo c k e d  a w a i t i n g  ACK's t o  r e l e a s e  f u r t h e r  m essa g es .  
T n is  w i l l  c l e a r l y  i n t r o d u c e  u n n e c e s s a r y  gaps in t h e  message 
flow r e s u l t i n g  in  r e d u c e d  th r o u g h p u t  and sh o u ld  be avo ided  
wnen we d e s ig n  t h e  m u l t i p l e  o u t s t a n d i n g  send p r o t o c o l .

(D) M u l t i p l e  r e p l y  i n t e r f e r e n c e  — T h is  i n t e r f e r e n c e  
prob lem  has a l r e a d y  been d i s c u s s e d  in  S e c t i o n  2 . 4 .

(d )  M u l t ip l e  S w i tc h e s

A s w i t c h  e n t i t y  i s  an e n t i t y  whose p r im a ry  f u n c t i o n  i s  
s w i t c h i n g  d a t a  i n  a n e tw o rk .  For computer  n e tw o rk s  w ith  
m u l t i p l e  s w i t c h e s  f o r  e n d - t o - e n d  com m unica t ion ,  t h r e e  
s w i t c h i n g  t e c h n o l o g i e s  can  be used — c i r c u i t  s w i t c h i n g ,  
message s w i t c h i n g ,  and  p a c k e t  s w i t c h i n g .  Comparisons o f  th e  
s w i t c h i n g  t e c h n i q u e s  a r e  w e l l  c o v e red  i n  t h e  l i t e r a t u r e  and 
w i l l  n o t  be r e p e a t e d  h e r e .
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a r c h i t e c t u r e  impact

To a l l o w  s w i t c h e s  in  a computer  ne tw ork  t o  r o u t e  o r  
f e t c h  an incom ing  message,  a d e s t i n a t i o n  ID i s  needed  in  the  
m u l t i p l e  s w i t c h  end-to-rend com m u n ica t io n s .  T h is  ID i s  
d e f i n e d  t o  be t h e  a d d r e s s a b l e  e n t i t y  and i s  th e  end p o i n t ( s )  
o f  l o g i c a l  c o n n e c t i o n ( s ) . To acknowledge a message,  we a l s o  
s h o u l d  c o n s i d e r  e n d - t o - e n d  o r  l o g i c a l  l a y e r  acknowledgment. 
We t h e r e f o r e  i n t r o d u c e  a p r o t o c o l  h i e r a r c h y  c o n s i s t i n g  of 
two p r o t o c o l s  which a r e  a s w i t c h - t o - s w i t c h  p r o t o c o l  fo r  the  
b a s i c  t r a n s m i s s i o n  f u n c t i o n  ( d e s t i n a t i o n  ID c h ec k in g  and 
r o u t i n g )  and an e n d - t o - e n d  p r o t o c o l  t o  d e a l  w i th  o v e r a l l  
t r a n s m i s s i o n  i n t e g r i t y .

In  a p a c k e t  s w i t c h i n g  ne tw o rk ,  s t o r e - a n d - f o r w a r d  
d e a d lo c k  can  o c c u r  i f  p r o p e r  p r e c a u t i o n s  a r e  no t  tak e n  
£ K l e in r o c k 7 6 ] . A d e a d lo c k  p r e v e n t i o n  p r o t o c o l  t h e r e f o r e  
must be c o n s i d e r e d .  For  example ,  a. " b u f f e r  c l a s s "  scheme as 
i n  [Raubold763 t o  p a r t i t i o n  th e  b u f f e r s  i n  a s w i t c h  i n t o  
c l a s s e s  can p r e v e n t  t h e  d e a d lo c k .

(A) P r o c e s s i n g  d e la y  — In a computer  ne twork  w i th  many 
s w i t c h e s ,  t h e  m essages  e x p e r i e n c e  c o m b in a t io n s  o f  
t r a n s m i s s i o n ,  p r o p a g a t i o n ,  p r o c e s s i n g  and qu eue ing  d e l a y s  a t  
each s w i t c h  a lo n g  a communication p a t h .  The i n c r e a s e d  
d e l a y s  need to  be p r o p e r l y  h a n d le d  when d e a l i n g  with  
p r o t o c o l  c o r r e c t n e s s .

(B) S w i tc h  a d d r e s s i n g  e r r o r  — If  a s w i t c h  in  th e  
ne tw ork  does  n o t  d e t e c t  a d d r e s s i n g  damage o f  a m essage ,  i t  
c o u ld  e i t h e r  i n c o r r e c t l y  a c c e p t  t h e  message which i s  not
d e s t i n e d  f o r  i t  ( a c c e p t a n c e  e r r o r ) ,  o r  i t  c o u ld  i n c o r r e c t l y  
r e j e c t  t h e  message which i s  d e s t i n e d  fo r  i t  ( r e j e c t i o n
e r r o r ) .  An a c c e p ta n c e  e r r o r  c o u ld  damage th e  i n t e g r i t y  o f  
d a ta  t r a n s f e r  o r  c o n t r o l  s y n c h r o n i z a t i o n .  A r e j e c t i o n  e r r o r
c o u ld  r e s u l t  i n  t h e  message c i r c u l a t i n g  around in  the
ne tw ork  and  cau se  d e g r a d a t i o n .

(C) S t o r e - a n d - f o r w a r d  d e a d lo c k  — T h i s  p r o t o c o l  sy n tax  
e r r o r  has a l r e a d y  been d i s c u s s e d  i n  S e c t i o n  2 . 5 .
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(9 )  M u l t ip l e  P a th s

In  a m u l t i p l e  s w i t c h e d  n e tw o r k ,  we sometimes have 
m u l t i p l e  p a t n s  be tween end comm unica t ion  e n t i t i e s .  T h is  i s  
u s u a l l y  t r u e  f o r  a g e n e r a l  d i s t r i b u t e d  to p o lo g y  and i s  
e s p e c i a l l y  t r u e  f o r  t h e  i n t e r n e t w o r k  sy s te m .  The m u l t i p l e  
p a t h s  may p r o v i d e  th e  o p p o r t u n i t y  t o  make th e  l i n k  
f a u l t —t o l e r a n t . However, i t  may a l s o  i n t r o d u c e  some complex 
p rob lem s  su c h  as  r o u t i n g  and v a r i a b l e  d e la y s  t o  the  p r o t o c o l  
d e s i g n .

ar£frils£tur„e impac_t

I f  m u l t i p l e  p a t h s  e x i s t  i n  a n e tw o rk ,  t h e  sw i tc h  then
has  t o  choose  a p ro p e r  r o u t e  ( p a t h )  f o r  i t s  o u tg o in g
m essage .  - T n is  i s  t n e  so c a l l e d  t h e  r o u t i n g  problem and a 
r o u t i n g  t a b l e / a l g o r i t h m  i s  r e q u i r e d  t o  c a l c u l a t e  a s u i t a b l e  
r o u t e  f o r  a complex n e tw o rk .

A l t e r n a t e  p a t h s  between two e n t i t i e s  a l s o  in t r o d u c e
v a r i a b l e  d e l a y s  when d i f f e r e n t  p a t h s  a r e  tak e n  by th e
p a c k e t s .  D u p l i c a t e  messages lrom a p r e v i o u s l y  c l o s e d  
c o n n e c t i o n  co u ld  a r r i v e  and  be a c c e p t e d  by the  c u r r e n t  
c o n n e c t i o n  when t h e  d e l a y s  vary in  a l a r g e  r a n g e .  T h is  i s  
t h e  “c r o s s  l i n e "  problem a s  we d i s c u s s e d  in  S e c t i o n  2 . 4 .  
C ro ss  l i n e  d e t e c t i o n  schemes I F l e t c h e r 7 8 ]  such  as sequence  
number s e l e c t i o n ,  and th re e -w a y  handshake  o f  open o r  c l o s e  
a r e  needed t o  s o l v e  th e  c r o s s  l i n e  p ro b le m .

iiUPjcLSl

(A) P a t h - f a u l t  t o l e r a n t  — An im p o r t a n t  o p p o r t u n i t y  f o r  
i n c r e a s i n g  th e  r e l i a b i l i t y  o f  a ne tw ork  of  computers  r e s u l t s  
from th e  m u l t i p l e  p a t h s  be tween e n t i t i e s .  When a s w i t c h  or  
l i n e  f a i l u r e  d o e s  o c c u r  in  a s i n g l e  p a th  ty p e  o f  network 
( su c h  a s  a s i n g l e  loop ne tw ork  o r  a p o i n t  t o  p o i n t  
c o n n e c t i o n ) ,  i t  means a t e r m i n a t i o n  o f  communication f o r  
t h o s e  e n t i t i e s  which need to  use t h e  node or  l i n e .  
A l t e r n a t e  p a t h s ,  on t h e  o t h e r  hand ,  can be more f a u l t  
t o l e r a n t  by a l l o w in g  a n o t h e r  p a t h  f o r  message d e l i v e r y .

(B) V a r i a b l e  d e la y  —  T h is  can be i n t r o d u c e d  when 
m u l t i p l e  p a t h s  e x i s t .
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(C) D i s o r d e r  i n t e r f e r e n c e  —  V a r i a b l e  d e l a y  can  cau se  
p rob lem s  su c h  as o u t  o f  s e q u e n c e ,  c r o s s  l i n e  and  r e p l a y .

(D) Looping  d e g r a d a t i o n  — Looping d e g r a d a t i o n  o c c u r s  
due t o  in d e p e n d e n t  r o u t i n g  d e c i s i o n s  made by s e p a r a t e  
s w i t c h e s  which cau se  t r a f f i c  t o  r e t u r n  t o  a p r e v i o u s l y  
v i s i t e d  s w i t c h  o r  cau se  t r a f f i c  t o  make u n n e c e s s a r i l y  long  
e x c u r s i o n s  on th e  way to  i t s  d e s t i n a t i o n .  The o c c u r r e n c e  of 
lo o p s  c a u s e s  o c c a s i o n a l  l a r g e  d e l a y s  in  message d e l i v e r y .  
Some l o o p - f r e e  r o u t i n g  a l g o r i t h m s  have been p u b l i s h e d  
[N ayer75 ,  S e g a l l 7 8 ] .

(£)  D i r e c t  s t o r e - a n d - f o r w a r d  d e a d lo c k  — T h is  p r o t o c o l  
sy n t a x  e r r o r  has a l r e a d y  been d i s c u s s e d  in  S e c t i o n  2 . 5 .

(10) Advance Receive

In  some s e q u e n t i a l  acknowledgment p r o t o c o l s  l i k e  SDLC, 
t h e  message segm ents  have t o  a r r i v e  in  sequence?  o t h e r w i s e  
th e y  w i l l  be d i s c a r d e d .  For a p a c k e t  s w i t c h i n g  network when 
v a r i a b l e  d e l a y s  have a r e l a t i v e l y  l a r g e  ran g e  of  v a l u e s ,  
t n i s  w i l l  r e s u l t  i n  an u n a c c e p ta b ly  l a r g e  amount of 
r e t r a n s m i s s i o n .  The advance r e c e i v e  f e a t u r e  i n  a p r o t o c o l  
w i l l  s o l v e  t h i s  problem by a c c e p t i n g  d i s o r d e r e d  segments and 
r e a s s e m b l i n g  them in o r d e r .

a r c h i t e c t u r e  imp a c t

For advance r e c e i v e  o f  seg m en ts ,  a window mechanism or  
a l l o c a t i o n  mechanism can be  used  f o r  f lo w  c o n t r o l .  A window 
mechanism has  been u sed  in  th e  d e s i g n  o f  TCP of ARPANET. 
W ith in  each message,  c a l l e d  segm ent ,  an i n d i c a t i o n  o f  th e  
amount o f  d a ta  t h a t  th e  s e n d e r  o i  t h i s  segment i s  w i l l i n g  to  
r e c e i v e  i s  p r e s e n t e d .  The segment do es  n o t  have t o  a r r i v e  
in  sequence  t o  be a c c e p t e d .  I t  w i l l  be a c c e p t a b l e  as long 
a s  i t  i s  w i th in  th e  a c c e p t a b l e  window (a ran g e  o f  b u f f e r  
s p a c e ) .  An a l l o c a t i o n  mechanism on th e  o t h e r  hand a l l o c a t e s  
s t o r a g e  and changes  th e  s t o r a g e  v i a  s p e c i a l  a l l o c a t i o n  
c o n t r o l  m es sa g e s .  Both schemes r e q u i r e  f e a t u r e s  in th e  
p r o t o c o l  t o  do th e  s e g m e n t a t i o n / r e a s s e m b l y  and t o  m a in ta in  
an e x p e c te d  r e c e i v e  l i s t  a t  t h e  r e c e i v e r  and a 
r e t r a n s m i s s i o n  l i s t  a t  t h e  s e n d e r .
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££IX££.£Q£SS illlftaci

The advance  r e c e i v e  scheme can c a u se  more complex 
c o r r e c t n e s s  p ro b lem s  o f  dynamic r e s o u r c e  d e ad lo ck  su ch  as  
r e a s s e m b ly  lo c k u p ,  p ig g yb ack  lockup and  C h r i s tm a s  lockup 
l K l e i n r o c k 7 8 J • A l l  t h e s e  lockups  have been  e x p e r i e n c e d  a s  
bugs  in  p r e v i o u s  ARPANET d e s i g n s .  T h is  scheme can a l s o  
c a u s e  s e v e re  p e r lo rm an c e  d e g r a d a t i o n .  S i n g l e  p a c k e t  
t u r b u l e n c e  and p h a s in g  a r e  two phenomena t h a t  were 
e x p e r i e n c e d  i n  p r e v i o u s  ARPANET d e s i g n s .  We sh o u ld  make an 
e f f o r t  t o  p r e v e n t  them when we d e s i g n  t h i s  t y p e  o f  p r o t o c o l .

( I I )  I n t e r n e t w o r k i n g

The i n t e r n e t w o r k  env ironm en t  c o n s i s t s  of  h o s t s  
c o n n e c te d  t o  ne tw o rk s  which a r e  in  t u r n  i n t e r c o n n e c t e d  v ia  
g a t e w a y s .

ar£L bile£ .tiir^

B e s id e s  ga tew ays ,  a i n t e r n e t  p r o t o c o l  needs  to  have 
i n t e r n e t  h e ad e r  ITCP79] to  f ragm en t  and r e a s s e m b l e  i n t e r n e t  
p a c k e t s  f o r  t n e  t r a n s m i s s i o n  between " l a r g e  p a c k e t "  and 
" s m a l l  p a c k e t "  n e tw o rk s .  T h i s  type  o f  p r o t o c o l  a l s o  need 
a d d r e s s i n g  schemes t o  t r a n s m i t  t h e  i n t e r n e t  p a c k e t s  toward 
t n e i r  d e s t i n a t i o n s .

£LQixe.c.tne ŝ im&aci

B e s id e s  t h e  prob lem  o f  message i n c o m p a t i b i l i t y  between 
i n t e r n e t  p a c k e t s ,  i n t e r n e t w o r k  communication has  a lo n g e r  
d e l a y  th a n  s i n g l e  network  communication and t h e  d e la y  i s  
u s u a l l y  s i g n i f i c a n t  enough t o  make c r o s s  l i n e  d e t e c t i o n  
schemes a n e c e s s i t y .

The r e s u l t  of  t h e s e  communication  c h a r a c t e r i s t i c s  and 

t h e i r  c o r r e s p o n d i n g  impact  on p r o t o c o l  a r c h i t e c t u r e s  and 

c o r r e c t n e s s  p rob lem s i s  summarized i n  T a b le  I .



T a b le  1 Channel c h a r a c t e r i s t i c s  and t h e i r  im pac t on p r o t o c o l
a r c h i t e c t u r e  and c o r r e c t n e s s .

CHANNEL/COMMUNICATION 
CHARACTERISTICS

1. long  d i s t a n c e  
ch an n e l

2 . a syn ch ro n o u s  

synchronous

3 . in p u t  queues 
( b u f f e r i n g )

4 .  e r ro r (d a m a g e )  
l o s s

5. HDX

6. FDX

A r c h i t e c t u r e  im pact

d e f e n s i v e n e s s ,  g e n e r a l i t y ,  
p i p e l i n i n g ,  f o r m a t t i n g ,  
d a t a  t r a n s p a r e n c y .

s t a r t / s t o p  s i g n a l  ( c o d e ) .

t im in g  s i g n a l .

i n t e r r u p t  h a n d l e r ,  
f lo w /c o n g e s t i o n  c o n t r o l .

P a r ity /C R C  e r r o r  d e t e c t i o n  
(ACK,Timeout, R e t r a n s m i t ,  
d u p l i c a t e  d e t e c t i o n ,  I D ) ; 
(ACK/NACK, T im eout, e n q u i r e  
f o r  s i n g l e  o u t s t a n d i n g ) .

l i n e  c o n t r o l  schem es.

p iggybacked  ACK,
Echo mechanism.

C o r r e c tn e s s  im pact

i n c o m p a t i b i l i t y ,  c h a n n e l  
c a p a c i t y  l i m i t a t i o n ,  
t r a n s m i s s i o n / p r o p a g a t i o n  d e l a y .

d i s t o r t i o n  s e n s i t i v e .

t im in g  e r r o r .

U n d e te c te d  e r r o r ,  i d l e  l o o p in g ,  
(no t e r m i n a t i o n ) ,  ACK e r r o r ;  
dynamic d e a d lo c k ,  
d u p l i c a t e  i n t e r f e r e n c e ,  
e r r o r  d e la y .

c o l l i s i o n  i n t e r f e r e n c e .

r e c e i v e  u n a w a ren e ss ,
l o s s  u n a w a ren e ss ,
c o l l i s i o n  i n t e r f e r e n c e ,
r a c e  c o n d i t i o n  ( c h a n n e l / b u f f e r )

i n c o m p a t i b i l i t y ,  r e s o u r c e  
d e a d lo c k .



T a b le  1 ( c o n t in u e )  Channel c h a r a c t e r i s t i c s  and t h e i r  im pact on p r o t o c o l
a r c h i t e c t u r e  and c o r r e c t n e s s .

CHANNEL/COMMUNICATION
CHARACTERISTICS

7. m u l t i p l e  
o u t s t a n d in g  
sends

8. m u l t i p l e  s w i tc h e s  
( s t o r e / f o r w a r d )

9. m u l t i p l e  p a th s

10. advance  r e c e i v e

1*. I n t  e rn e  two rk in g

A r c h i t e c t u r e  im pac t

seq  c o n t r o l ,  i n t e r r u p t ,  
m u l t i p l e  ACK,echo mechanism 
d u p l i c a t e / m i s s i n g  d e t e c t i o n  
r e t r a n s m i s s i o n  l i s t .

d e s t  ID c h e c k in g ,  
e n d - to - e n d  ACK, a d d r e s s i n g ,  
b u f f e r  c l a s s  a l l o c a t i o n .

R o u t in g  t a b l e ,  s w i tc h in g ,  
c r o s s  l i n e  d e t e c t i o n  
scheme ( c o n n e c t io n  SN 
s e l e c t i o n  scheme, 3-way 
handshake  o p e n / c l o s e ) .

w in d o w /a l lo c a t io n  mechanism 
s e g m e n ta t io n / r e a s s e m b ly ,  
e x p e c te d  r e c e i v e  l i s t .

f r a g m e n t a t i o n ,  ga tew ay .

C o r r e c tn e s s  im pact

d i s o r d e r  i n t e r f e r e n c e ,  
sequence  n o .  o v e r f lo w ,  
gaps  d e g r a d a t i o n ,  
m u l t i p l e  r e p l y  i n t e r f e r e n c e .

a c c e p ta n c e  e r r o r ,  r e j e c t i o n  
e r r o r ,  p r o c e s s in g  
d e l a y ,  S/F d e a d lo c k s .

v a r i a b l e  d e la y ,  can  be 
l i n k - f a u l t  t o l e r a n t ,  
d e la y  i n t e r f e r e n c e ,  
l o o p in g s  d e g r a d a t i o n ,  
d i r e c t  S/F d e a d lo c k .

b o u n d n e ss ,  p ig g y b ac k  lo ck u p ,  
r e a s s e m b ly  lo c k u p ,  C h r is tm as  
lo ck u p ,  p h a s in g  d e g r a d a t i o n ,  
s i n g l e  p a c k e t  t u r b u l a n c e .

incompa t  ib  i 1i  t y , 
d e la y  i n t e r f e r e n c e .
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2 .7  V a l id a t io n  C h e c k l is t

63

P r o t o c o l  c o r r e c t n e s s  p rob lem s a re  t h e  major  so u rc e  of 

p r o t o c o l  s y n ta x  e r r o r s .  As we can see  i n  t h e  d i s c u s s i o n  o f  

t h e  p r e v i o u s  s e c t i o n ,  d i f f e r e n t  p r o t o c o l s  have d i f f e r e n t  

c o r r e c t n e s s  p r o b le m s .  Only a s u b s e t  o f  c o r r e c t n e s s  p rob lem s 

a c t u a l l y  e x i s t  i n  a g iv en  p r o t o c o l  to p o lo g y  and  l a y e r .  Even 

an e x p e r t  may make v a l i d a t i o n  m is ta k e s  i f  he do es  n o t  have a 

c l e a r  u n d e r s t a n d i n g  of p o t e n t i a l  c o r r e c t n e s s  p rob lem s  in  h i s  

p r o t o c o l  d e s i g n .

A d e f i c i e n c y  o f  e x i s t i n g  v a l i d a t i o n  t e c h n iq u e s  i s  th e  

l a c k  o f  a s y s t e m a t i c  scheme f o r  examining  p r o t o c o l  

c o r r e c t n e s s  p r o b le m s .  We i n t r o d u c e  t h e  use  o f  a v a l i d a t i o n  

c n e c k l i s t ,  wnich c o n t a i n s  a s e t  o f  e x i s t i n g  c o r r e c t n e s s  

p rob lem s ( h o p e r u l l y  i s  th e  ''minimum" and " s u f f i c i e n t "  s e t )  

f o r  a g iv en  to p o lo g y  and l a y e r ,  d u r i n g  our  v a l i d a t i o n  and 

c o n s t r u c t i o n  p r o c e s s .  The c h e c k l i s t  can p r e v e n t  th e  

d e s i g n e r  from w a s t in g  e f f o r t  in  exam ining  n o n - e x i s t e n t  

p rob lem s and can  l e a d  us t o  a s y s t e m a t i c  s tu d y  o f  p r o t o c o l  

c o r r e c t n e s s  p r o b le m s .

The p r o t o c o l  v a l i d a t i o n  c h e c k l i s t  can be e a s i l y  

o b t a i n e d  i n  t h e  f o l lo w in g  way. We f i r s t  e s t a b l i s h  a l i s t  o f  

c h an n e l  and communication  c h a r a c t e r i s t i c s  fo r  th e  topo logy  

and l a y e r  we a r e  working on .

T ab le  2 shows some p r o t o c o l  l a y e r s / t o p o l o g i e s  and t h e i r  

p o s s i b l e  c h a n n e l  c h a r a c t e r i s t i c s .



T a b le  2 D e s i g n e r 's  c h e c k l i s t  o f  p r o t o c o l  c h a r a c t e r i s t i c s

to p o lo g y  and LAYERS

CHANNEL/COMMUNICATION
CHARACTERISTICS

p o i n t  
X. 21

t o  p o i n t  
BSC HDLC

s t a r
: im p

loop
LIU IMP

a r p a n e t  in te rn *  
NCP PROCESS TCP

in p u t  queues N - Y Y Y Y Y Y Y
e r r o r , l o s s Y Y Y Y Y Y Y N Y
HDX - Y - - N - - - -

FDX - N Y - N Y Y Y Y
m u l t i p l e  sw i tc h e s N N N - Y Y N N N
m u l t i p l e  sends N N Y - N Y N Y
m u l t i p l e  p a th s N N N N N Y N N N
advance  r e c e i v e N N N - N Y N - Y
c o n c u r r e n t  u p d a te N N N N N N N Y N

Y: Yes, N :Nc «. • Depend on th e d e s ig n  c h o ic e
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From t h e s e  c h a r a c t e r i s t i c s  and  th e  r e s u l t  in  T ab le  1 we 

can o b t a i n  th e  v a l i d a t i o n  prob lem  c h e c k l i s t .  In C h ap te r  5 

we w i l l  show now t h i s  c h e c k l i s t  can he lp  us c o n s t r u c t  a 

v a l i d a t i o n  model t o  r e v e a l  p r o t o c o l  s y n t a x  e r r o r s  in a 

s y s t e m a t i c  way.



CHAPTER 3

FORMAL APPROACHES TO PROTOCOL DESIGN

3.1 I n t r o d u c t i o n

Because p r o t o c o l s  f o r  communicating e n t i t i e s  r e q u i r e  

complex g lo b a l  s o f t w a r e  developmemt,  i t  i s  g e n e r a l l y  

d i f f i c u l t  to  v e r i f y  t h e  c o r r e c t n e s s  o f  a p r o t o c o l  d i r e c t l y  

from i t s  i n f o r m a l  d e s c r i p t i o n .  Formal models a r e  u s u a l l y  

r e q u i r e d  t o  a l lo w  some o f  th e  s i g n i f i c a n t  f e a t u r e s  o f  th e  

o p e r a t i o n  o f  t h e  p r o t o c o l  t o  be fo r m a l ly  s p e c i f i e d  and th e n  

v e r i f i e d .  A fo rm a l  model w i l l  a l s o  be u s e f u l  in  p r o t o c o l  

im p le m e n ta t io n  and d o c u m e n ta t io n .

In t h i s  c h a p t e r  we r ev ie w  formal  a p p ro a ch e s  and 

i n t r o d u c e  a fo rm al  model, c a l l e d  th e  t r a n s m i s s i o n  grammar 

(TG), u s i n g  a c o n t e x t - f r e e  grammar (CFG) f o r  th e  d e s i g n  and 

s p e c i f i c a t i o n  o f  communication  p r o t o c o l s .  I t  i s  s i m i l a r  to

66
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t h e  Backus-Naur  form t h a t  has  been used  t o  d e f i n e  t h e  sy n ta x  

o f  an a l g o r i t h m i c  language  l i k e  ALGOL60 [N a u r6 3 I .

To s e t  up th e  background  o f  a fo rm a l  a p p ro a ch  to  

p r o t o c o l  d e s i g n ,  we f i r s t  i n t r o d u c e  d e s i g n  p rob lem s  o f  

communication  p r o t o c o l s .  We t h e n  summarize and compare some 

o t h e r  fo rm al  a p p ro a c h e s  to  s p e c i f i c a t i o n  and v e r i f i c a t i o n  of 

communica t ion  p r o t o c o l s .  The t r a n s m i s s i o n  grammar (TG) i s  

used to  d e f i n e  th e  p r o t o c o l  f o r  th e  communication e n t i t i e s  

o f  a com puter  n e tw o rk .  For  t h e  l a y e r e d  p r o t o c o l  d e s i g n ,  th e  

communica t ion  e n t i t y  o f  each l a y e r  i s  decomposed i n t o  more 

d e t a i l e d  i n n e r - l a y e r e d  components a n d /o r  v a l i d a t i o n  

in d e p e n d en t  p a r t s .  The l o c a l  app roach  i s  f i r s t  used  to  

d e f i n e  t h e  TG f o r  each o f  th e  decomposed components and 

l o g i c a l  p a r t s .  The s h u f f l e  and  s u b s t i t u t i o n  o p e r a t i o n s  a re  

th e n  a p p l i e d  t o  i n t e g r a t e  th e  TGs o f  t h e  l o g i c a l  p a r t s  and 

t h e  TGs o f  t h e  components ,  r e s p e c t i v e l y .  Examples a r e  g iv e n  

t o  i l l u s t r a t e  t h e  g ram m at ica l  p r o p e r t i e s  of p r o t o c o l s  and 

some s p e c i f i c a t i o n  t e c h n i q u e s  o f  TGs.

3 , 2  Communicat ion E n t i t y

A communication  e n t i t y  i n  a ne tw ork  sys tem  i s  a 

p r o t o c o l  module t h a t  can communicate w i th  o t h e r  e n t i t i e s  in 

a d i s t r i b u t e d  f a s h i o n .  I t  cou ld  be a l o g i c a l  ( s o f tw a r e )  

e n t i t y  or  a p h y s i c a l  (hardware)  e n t i t y .  The network  system
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i s  u s u a l l y  l o g i c a l l y  s t r u c t u r e d  i n to  l a y e r s  i n  a l a y e r e d  

a p p r o a c h . The p r i n c i p l e  of  l a y e r i n g  can  be found in the  

R e fe re n c e  Model of  Open System A r c h i t e c t u r e  by ISO I IS 0 7 8 I .  

Each l a y e r  p r o v i d e s  communication e n t i t i e s  in  th e  nex t  

h ig h e r  l a y e r  w i th  s e t s  o f  s e r v i c e s .  E n t i t i e s  w i th in  a l a y e r  

c an  communicate  d i r e c t l y  on ly  by u s i n g  s e r v i c e s  o f  th e  next  

lower  l a y e r .

Each e n t i t y  i n  a l a y e r  may have i t s  own i n n e r - l a y e r e d  

components a n d /o r  s e v e r a l  v a l i d a t i o n  in d e p e n d e n t  p a r t s  

(VIPs) t o  s i m p l i f y  i t s  d e s i g n .  (For exam ple ,  an IMP e n t i t y  

may have s e n d e r  and r e c e i v e r  p a r t s . )  The d e c o m p o s i t io n  and 

i n t e g r a t i o n  t e c h n i q u e s  o f  communication  e n t i t i e s  w i l l  be 

d i s c u s s e d  in C h a p te r  4 .

For th e  TG model, we use a l o c a l  a pp roach  in  th e  

f o l l o w i n g  sense*  i n s t e a d  o f  hav ing  a s i n g l e  s e t  o f  r u l e s  

g o v e rn in g  t h e  i n t e r a c t i o n s  between s e v e r a l  communicating 

e n t i t i e s ,  we d e f i n e  a s e t  o f  grammar r u l e s  w i t h in  each 

communica t ion  e n t i t y  to  r e g u l a t e  t h e  i n t e r a c t i o n s  between 

them. Each e n t i t y ,  t h e r e f o r e ,  c o r r e s p o n d s  t o  a t r a n s m i s s i o n  

grammar (TG) which d e f i n e s  i t s  p r o t o c o l  program. The 

e n t i t y ' s  TG may be f u r t h e r  decomposed i n t o  more d e t a i l e d  

i n n e r - l a y e r e d  component TGs o r  VIP TGs.
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The e n t i t i e s  of each  l a y e r  a r e  d e s ig n e d  t o  be as 

in d e p e n d e n t  a s  p o s s i b l e  so t h a t  t h e y  can be changed  w i th o u t  

r e q u i r i n g  e x t e n s i v e  changes  a t  o t h e r  l a y e r s .  T h is  r e q u i r e s  

t h a t  t h e  p r o t o c o l  d e s i g n e r  must  have a c l e a r  u n d e r s t a n d i n g  

o f  s t r u c t u r e d  d e s i g n .  T h i s  s t r u c t u r e d  d e s ig n  of 

communica t ion  p r o t o c o l s  w i l l  a l s o  *( ) )  r e d u c e  th e  c o m plex i ty  

o f  v e r i f i c a t i o n  by way o f  s t r u c t u r e d  v e r i f i c a t i o n  (That i s ,  

p ro ve  t h e  p r o p e r t i e s  of  one l a y e r  by u t i l i z i n g  th e  known 

(proved)  p r o p e r t i e s  o f  i t s  lower l a y e r s ) ?  (2) r ed uce  the  

s o f t w a r e  im p le m e n ta t io n  c o m p le x i ty  and  c o s t ?  and (3) 

i n c r e a s e  t h e  r e l i a b i l i t y  o f  th e  sys tem  by re d u n d a n t  e r r o r  

c h ec k in g  and r e c o v e r y  a t  d i f f e r e n t  l a y e r s .

3 . 3  Form alism  of  P r o t o c o l s

For a ne tw ork  t o  p r o v id e  t h e  r e l i a b l e  and f l e x i b l e  

s e r v i c e  r e q u i r e d  by i t s  u s e r s ,  i t  must  be based  on a sound, 

e x t e n d a b l e  and  w e l l - d e f i n e d  d e s i g n .  A w e l l - d e f i n e d  p r o t o c o l  

d e s i g n  s h o u ld  p r o v i d e  a p r e c i s e  and unambiguous d e s c r i p t i o n  

of  p r o t o c o l  r u l e s  to  e n a b le  i t s  v e r i f i c a t i o n ,  im p le m e n ta t io n  

and l u t u r e  e x t e n s i o n .
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M o t i v a t i o n  o f  Formal  ism

A lth o ug h  t h e  p r o t o c o l  s e r v e s  an  e s s e n t i a l  r o l e  in

com m unica t ion ,  p r o t o c o l  d e s ig n  fo r  computer  ne tw orks  rem ains  

a r e l a t i v e l y  d i f f i c u l t  t a s k  and an " a rc a n e  a r t " .  Our 

p r e s e n t  a o i l i t y  t o  h a n d le  p r o t o c o l s  i s  j u s t  l i k e  t h e  a b i l i t y  

we had w i th  programming lan g uages  in  t h e  1 9 5 0 ' s ,  when no 

c o n v e n ie n t  fo rm a l ism  ( l i k e  t h e  Backus-Naur form used  now) 

was a v a i l a b l e  t o  d e s c r i b e  s y n t a c t i c  c o n s t r u c t s  o f  l anguages  

[F ra se r7 6 3  . Without sucn  a means o f  e x p r e s s i o n ,  i t  was very 

d i f f i c u l t  to  make p r o o f s  abou t  t h e  lan g u a g es  we i n v e n t e d  or  

t o  have a s y s t e m a t i c  way o f  im plem ent ing  a c o m p i le r  f o r  the  

l a n g u a g e .  W ithout  such  a means o f  e x p r e s s i o n ,  i t  was

im p o s s ib l e  t o  l e a d  us  to  t h e  c o n c e p t  o f  a c o m p i le r  c o m p i l e r ,  

a c o m p i le r  g e n e r a t o r  o r  a g e n e r a l  grammar p a r s e r  ( l i k e  the  

LK(K) grammar p a r s e r s ) .

The b r e a k t h r o u g h  came i n  a round  1956 when Noam Chomsky 

gave a m a th m a t ic a l  model o f  a grammar in c o n n e c t i o n  w i th  h i s  

s t u d y  of n a t u r a l  l a n g u a g e s .  In 1958, t h e  grammar c o n ce p t

was found to  oe o f  g r e a t  im p o r ta n c e  with  th e  o f f i c i a l  sy n ta x  

d e s c r i p t i o n  o f  ALGOL60 u s i n g  t h e  Backus-Naur Form (BNF).

For th e  d e s i g n  o f  a communication  p r o t o c o l ,  we would 

a l s o  l i k e  to  have a c l e a r ,  c o n c i s e  and p r e c i s e  model to  

d e s c r i b e  v a r i o u s  p r o t o c o l  f e a t u r e s  and  to  a c h ie v e  the

f o l lo w in g  g o a l s .
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QaaLs o l Eoi:malism

A formal  model c a n n o t  be used  b l i n d l y  w i th o u t  

c o n s i d e r i n g  th e  n a t u r e  o f  p r o t o c o l s  in  a complex computer  

n e tw o rk .  For  a ne tw ork  as complex such  a s  ARPANET, th e  

p r o t o c o l  may in v o lv e  c o n s i d e r a t i o n s  such  a s  c o n n e c t io n  

s e t u p ,  sequence  num bering ,  b u f f e r  a l l o c a t i o n ,  flow c o n t r o l ,  

e r r o r  r e c o v e r y  and message format c o n v e r s i o n .  Tne p r o t o c o l  

d e s ig n  i s  o i t e n  so  c o m p l i c a te d  t h a t  t h e  h i e r a r c h i c a l  

approach  ( l a y e r e d  a p p ro a c h )  becomes a n e c e s s i t y .  In o r d e r  

to  p r o v i d e  a t o o l  f o r  t h e  s t r u c t u r e d  d e s ig n  of th e  

communication p r o t o c o l ,  any formal s p e c i f i c a t i o n  f i r s t  has 

to  p r o v i d e  a c o n v e n i e n t  way to  r e p r e s e n t  and i n t e r - r e l a t e  

v a r i o u s  l a y e r s  o f  p r o t o c o l s  in the  h i e r a r c h i c a l  s t r u c t u r e .

S eco nd ly ,  i t  s h o u ld  p e r m i t  a r i c h  (complex) p r o t o c o l  t o  

be d e s c r i b e d  w i th  n o t a t i o n s  t h a t  a r e  t r a c t a b l e ,  a n d  sh o u ld  

a l s o  p r o v i d e  a r e l a t i v e l y  s t r a i g h t f o r w a r d  a n a l y s i s  fo r  

c o r r e c t n e s s .  The c o r r e c t n e s s  p r o o f  fo r  a c o m p l i c a te d  

p r o t o c o l  might  be i n t r a c t a b l y  d i f f i c u l t ,  b u t  th e  fo rm al  

model shou ld  e n a b l e  t h e  d e s i g n e r  to  v a l i d a t e  some 

" i m p o r t a n t "  p r o p e r t i e s  o f  t h e  p r o t o c o l  ( su c h  as d e ad lo ck  

f r e e n e s s ,  p r o p e r  t e r m i n a t i o n  e t c . ) .  T h i r d l y ,  i t  s h o u ld  

p r o v i d e  a s y s t e m a t i c  way o f  implementing  p r o t o c o l s  and 

shou ld  e a se  t h e  debugg ing ,  m o d i f i c a t i o n  and l u t u r e  e x t e n s i o n  

o f  p r o t o c o l s .
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The l a s t *  and p e rh a p s  most i m p o r t a n t ,  goa l  f o r  th e  

fo rm al  model i s  to  p r o v i d e  c l e a r  and c o n c i s e  docum en ta t ion  

o f  t h e  p r o t o c o l  f o r  b o th  t h e  ne tw ork  u s e r s  and th e  p r o t o c o l  

d e s i g n e r s .  C o n s i d e r in g  t h e  amount o f  e f f o r t  t h a t  has gone 

i n t o  p r o t o c o l  d e s i g n ,  t h e r e  has been r e l a t i v e l y  l i t t l e  

d o c u m e n ta t io n  p u b l i s h e d .  Good modeling do cu m e n ta t io n  can 

p r o v i d e  a c o n c i s e  and p r e c i s e  way o f  con v ey ing  the  

d e s i g n e r ' s  i d e a s  and t h e  f e a t u r e s  o f  p r o t o c o l s  to  o t h e r  

p e o p l e .

3 . 4  Choice o f  Models

D ur ing  t h e  p a s t  s e v e r a l  y e a r s ,  fo rm al  models such as 

UCLA g ra p h s  [ P o s t e l 7 4 ] ,  f i n i t e  s t a t e  au to m ata  (FSA) 

[Bochmann77b, 78 ,  D a n th in e 7 8 ,  Gouda76a„ 76b, Sundstrom77, 

SNA78], t y p e - 3  grammars [H a ra n g o z o 7 7 ,7 8 ] , P e t r i  n e t s  

[Merl in7 6 ,7 9  ] and h ig h  l e v e l  programming lan g u ag es  

[Bochmann75f Hajek78,  S ten n in g 7 6 ]  have been used  f o r  the  

s p e c i f i c a t i o n  o f  communication  p r o t o c o l s .  However, a 

g e n e r a l  and s t r o n g  t h e o r e t i c a l  b a s i s  f o r  p r o t o c o l  d e s i g n  in 

th e  c o n t e x t  o f  s o f t w a r e  e n g i n e e r i n g  has  n o t  y e t  been 

e s t a b l i s h e d .
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3 .4 . 1  Types of  Models

There  a r e  t h r e e  b a s i c  t y p e s  o f  models t h a t  can be used  

f o r  t h e  d e s c r i p t i o n  o f  p r o t o c o l s *  t h e  l o c a l  a p p ro a c h ,  th e  

g l o b a l  a p p ro a ch  and t h e  combined a p p ro a c h .

In  t h e  l o c a l  a p p ro a c h ,  each  communication  e n t i t y  i s  

d e s c r i b e d  by one au tom aton  o r  one p ro g ram .  In t h i s  

a p p ro a c n ,  we do n o t  worry about  g l o b a l  s y n c h r o n i z a t i o n  and 

i n t e r a c t i o n s  be tween  comm unica t ing  e n t i t i e s .  S in ce  th e  

l o c a l  v e r i f i c a t i o n  d o e s  n o t  t a k e  t h e  g l o b a l  i n t e r a c t i o n s  o f  

t h e  comm unica t ing  e n t i t i e s  i n t o  c o n s i d e r a t i o n  (as  we can see 

from t h e  d e t a i l e d  d i s c u s s i o n  o f  th e  l o c a l  a nd  g l o b a l  

v a l i d a t i o n s  in  C h a p te r  4 and  5 ) ,  i t  i s  u n a b le  t o  check  

t i m i n g  p ro b lem s  d u r in g  com m unica t ion .  However, t h e  model i s  

e a s i e r  t o  c o n s t r u c t  and d i r e c t l y  r e l a t e d  to  im p le m e n ta t io n ,  

s i n c e  i t  d e s c r i b e s  t h e  a c t i o n  o f  t h e  e n t i t y  under  

cons  i d e r a t  i o n .

The g l o b a l  a p p ro a ch  u se s  o n ly  one au tom aton  t o  d e s c r i b e  

t h e  g l o b a l  i n t e r a c t i o n s  o f  two communicating e n t i t i e s  and 

t n e i r  c h a n n e l .  I t  i s  d e s ig n e d  t o  show t h e  p r e c i s e  g lo b a l  

i n t e r a c t i o n s  between th e  e n t i t i e s  and i s  t h u s  more 

c o m p l i c a te d  tn an  th e  l o c a l  a p p ro a c h .  We can check  th e  

i n t e r a c t i o n s  f o r  p o s s i b l e  e x i s t e n c e  o f  d e a d lo c k ,  i n f i n i t e  

i d l e  l o o p i n g ,  improper t e r m i n a t i o n  and o t h e r  e r r o r  

c o n d i t i o n s .  Howjver ,  g l o b a l  m odel ing  is  h a r d e r  to  c o n s t r u c t
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and i s  l e s s  r e l a t e d  t o  t h e  a c t u a l  im p le m e n ta t io n  t h a n  l o c a l  

m o d e l in g .

The model o f  th e  combined app ro a ch  u se s  b o t h  t h e  l o c a l  

and  g l o b a l  a p p r o a c h e s .  The l o c a l  a p p ro a c h  i s  f i r s t  used  to  

d e s c r i b e  each  communication  e n t i t y  and t h e  c h an n e l  between 

tnem. Globa l  v a l i d a t i o n  t e c h n iq u e s  a r e  t h e n  a p p l i e d  to  

combine th e  i n d i v i d u a l  automaton o f  two communicat ing  

e n t i t i e s  and t h e  c h a n n e l  to  form a g l o b a l  au to m a to n .  The 

com pos i te  au tom aton  o f  b o th  e n t i t i e s  and t h e  c h a n n e l  

t o g e t h e r  i s  an au tom aton  whose t r a n s i t i o n s  can be a n a ly z e d  

to  check  fo r  g l o b a l  e r r o r  c o n d i t i o n s .

j . 4 . 2  F e a t u r e s  o f  D i f f e r e n t  Models

The formal  t e c n n i q u e s  may be c l a s s i f i e d  a s  e i t h e r  s t a t e  

t r a n s i t i o n  t e c h n i q u e s  or  programming lang u ag e  t e c h n i q u e s .

S t a t e  t r a n s i t i o n  t e c h n iq u e s  a re  n a t u r a l  to  model th e  

a c t i o n  se q u ences  d u r i n g  communication and a l l o w  f o r  more 

s t r a i g h t f o r w a r d  r e a c h a b i l i t y  a n a l y s i s  t o  e x p lo r e  p r o t o c o l  

s y n ta x  e r r o r s .  Programming language  t e c h n i q u e s  make i t  

e a s i e r  t o  model v a r i a b l e s  and a l low  f o r  more s t r a i g h t f o r w a r d  

im p le m e n ta t io n  o f  t h e  m o d e ls .
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S t a t e  t r a n s i t i o n  t e c h n i q u e s  show p r o m is in g  r e s u l t s  when 

a p p l i e d  t o  p r o t o c o l  v e r i f i c a t i o n .  Many e r r o r s  in  p u b l i s h e d  

p r o t o c o l s  have been  un co vered  by t h i s  a n a l y s i s .  The 

d i f f i c u l t i e s  a r e  s t a t e  e x p l o s i o n  fo r  complex p r o t o c o l s  and  a 

more r e s t r i c t i v e  view o f  v e r i f i c a t i o n  ( i . e . ,  t h e y  on ly  

pe r fo rm  r e a c h a b i l i t y  a n a l y s i s ) .  Programming language  

t e c h n iq u e s  p r o v i d e  t h e  a b i l i t y  t o  d e a l  w i th  t h e  f u l l  ran g e  

o f  c o r r e c t n e s s  p r o b le m s .  The d i f f i c u l t y  i s  t h a t  program 

p ro v in g  i s  very ha rd  to  a p p l y .  G enera l  program p r o o f  

t e c h n iq u e s  do n o t  i n c l u d e  th e  c o n s i d e r a t i o n  o f  message 

t r a n s p o r t  p r o b le m s ,  c o n c u r r e n c y  and s y n c h r o n i z a t i o n .

Hybrid  t e c h n i q u e s  have been a t t e m p te d  t o  combine th e  

a d v a n ta g e s  of  b o t h  t e c h n i q u e s  [Bochmann77a, 77b,

D an th in e7 8 3 .  M er l in  [79] and Sunshinet791 have o u t l i n e d  the  

formal  t e c h n i q u e s  and  r e s u l t s  t o  da te *  S u n s h in e  has  a l s o  

p r o v id e d  a wider s u r v e y  o f  v a r i o u s  models in  [ S u n s h in e 7 8 a ] .

As we m ent ioned  in  C h a p te r  t ,  t h e  TG model use the

l o c a l  v a l i d a t i o n  t e c h n i q u e  t o  r e v e a l  program s t r u c t u r e  

e r r o r s  by a n a l y z i n g  t h e  TG grammar r u l e s ,  and use  t h e  g lo b a l

v a l i d a t i o n  t e c h n iq u e s  t o  r e v e a l  p r o t o c o l  s y n t a x  e r r o r s  by

s t a t e  t r a n s i t i o n  t e c h n i q u e s .
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3 . 4 . 3  F e a t u r e s  o f  T r a n s m is s io n  Grammar Model

T h i s  d i s s e r t a t i o n  u s e s  t h e  combined a p p ro a c h  to  

p r o t o c o l  m o de l ing  and u se s  s t a t e  t r a n s i t i o n  t e c h n iq u e s  f o r  

p r o t o c o l  v a l i d a t i o n .  The t r a n s m i s s i o n  grammar model may be 

used f o r  b o tn  l o c a l  im p le m e n ta t io n  and g l o b a l  v a l i d a t i o n  of 

p r o t o c o l s .  Tne s im p le  grammar s t r u c t u r e  a l l o w s  s t a t e  

t r a n s i t i o n  t e c h n i q u e s  to  be used  f o r  r e a c h a b i l i t y  a n a l y s i s .

S ince  t h e r e  i s  no g r a p h i c a l  h i g h - l e v e l  language  f o r  th e  

g r a p h i c a l  m odels  (FSA, P e t r i  n e t s ,  and UCLA g r a p h s ) ,  t h e  

l i n e a r  p r o p e r t y  o f  t h e  t r a n s m i s s i o n  grammar model i s  c r u c i a l  

t o  f a c i l i t a t e  t h e  s o f t w a r e  a u t o - i m p l e m e n t a t i o n  d i r e c t l y  from 

a v a l i d a t i o n  TG. From form al  language t h e o r y ,  we u n d e r s t a n d  

t h a t  a t y p e - 3  grammar (FSA ty p e )  i s  a s p e c i a l  c a s e  o f  a 

t y p e - 2  grammar (CFG). The r e a s o n  f o r  c h o os ing  a 

c o n t e x t - f r e e  grammar (BNF-type) in  t h e  TG model t o  d e s c r i b e  

a c t i o n  se q u e n c e s  i s  t h a t  i t  i s  much more c o n c i s e  and 

p o w e rfu l  th a n  a t y p e - 3  grammar model.  The p r o p e r t y  of 

c o n c i s e n e s s  w i l l  r e s u l t  i n  a t remendous r e d u c t i o n  of 

d i m e n s i o n a l i t y  a s  compared t o  t h e  FSA-type m odel .  The power 

o f  t h e  CFG model w i l l  e n a b le  t h e  R e a d e r -W r i t e r  ty p e  problems 

lChen7SJ (which a r e  h a rd  t o  d e s c r i b e  by a t y p e - 3  grammar 

model o r  the  P e t r i  n e t  model)  to  be e a s i l y  r e p r e s e n t e d  by 

a p p ly in g  t h e  r e c u r s i v e  (push-down s t o r e )  method. We can
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i n t e g r a t e  d i f f e r e n t  l a y e r s  o f  p r o t o c o l s  t o g e t h e r  by mapping 

th e  t e r m i n a l s  of. a h i g h e r - l e v e l  TG to  n o n - t e r m i n a l s  o f  i t s  

l o w e r - l e v e l  TG (by t h e  s u b s t i t u t i o n  o p e r a t i o n ) .  This  

i n t e g r a t i o n  would give  th e  d e s i g n e r  th e  f l e x i b i l i t y  o f  u s in g  

d i f f e r e n t  d e g r e e s  of c o m p le x i ty  in  h i s  d e s i g n .  For s e v e r a l  

c o n c u r r e n t l y  o p e r a t e d  TGs in  an e n t i t y ,  t h e  a r b i t r a r y  

s n u f f l e  o p e r a t i o n  can n o t  o n ly  be u se d  t o  e a se  th e  TG 

c o n s t r u c t i o n  c o m p le x i ty ,  b u t  a l s o  g e t  an e x a c t  and ad equa te  

d e s c r i p t i o n  of  a l l  th e  p o s s i b l e ,  v a l i d  a c t i o n  s e q u e n c e s .  If 

we w r i t e  t h e  model in a v a l i d a t i o n  form, th e  TG becomes th e  

v a l i d a t i o n  au to m a to n .  The v a l i d a t i o n  au tom aton  can automate  

t h e  g l o o a l  v a l i d a t i o n  p r o c e s s  and w i l l  be  c o v ered  in  C hap te r  

5 .

3 .5  The T ra n s m is s io n  Grammar Model

T h i s  d i s s e r t a t i o n  p r e s e n t s  a co m p le te  p r o t o c o l  

c o n s t r u c t i o n  t e c h n iq u e  based  on a grammar model. We use  the  

combined a p p ro a c h  which a l lo w s  f o r  complex r e a c h a b i l i t y  

a n a l y s i s .  In  t h i s  s e c t i o n ,  we m o t i v a t e  t h e  need f o r  th e  

t r a n s m i s s i o n  grammar model and p r e s e n t  s e v e r a l  p r o t o c o l  

s p e c i f i c a t i o n  exam ples .
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3 . 5 .1  M o t iv a t io n

lauard £ Syntaciis. Dascri&tiaa o l  E lq L q jzq Is.

In t h i s  s e c t i o n ,  we w i l l  i l l u s t r a t e  th e  c o r r e sp o n d e n c e  

between programming l a n g u a g e s  and  p r o t o c o l s .  From each 

communication e n t i t y ' s  p o i n t  o f  v iew ,  t h e  p r o t o c o l  s imply  

c o n s i s t s  o f  a s e t  o f  r u l e s  t h a t  can be used t o  d e f i n e  th e  

a c t i o n  se q u en c es  d u r i n g  t h e  p ha se  of comm unica t ion .  We w i l l  

i n v e s t i g a t e  how to  r e p r e s e n t  th e  a c t i o n s  o f  each 

communication  e n t i t y  when we o u t l i n e  th e  g e n e r a l i z e d  TG 

model.  Some examples o f  a c t i o n s  in  an  a c t i o n  sequence  are*

( I )  p u t  an ASCII c h a r a c t e r  ( o r  p a c k e t ,  message,  f i l e ,  e t c . ,  

d e p en d in g  on t h e  l a y e r s  o f  p r o t o c o l  d e s c r i p t i o n )  i n t o  an 

o u t p u t  b u f f e r *  (2)  ge t  an EBCDIC c h a r a c t e r  from an  i n p u t  

b u f f e r ;  (3) s e t  th e  t im e ;  (4)  t ime o u t ;  (5) e r a s e  th e  

b u f f e r ;  o r  (6) send t h e  c o n t e n t s  o f  an o u t p u t  b u f f e r  t o  a 

lower l a y e r .

T h e r e . a r e  s u r p r i s i n g l y  many s i m i l a r i t i e s  between 

programming language  c o m p i l e r s  [G r ies71]  and communication 

p r o t o c o l  s o f t w a r e  (see  T a b le  3 ) .  Here ,  th e  communication 

sys tem i s  r a t h e r  l i k e  computer  h a rd w are .  On to p  o f  the  

computer ha rdw are ,  we can  d e s i g n  t h e  machine lan g u a g e ,  

i n t e r n a l  forms and h ig h  l e v e l  l a n g u a g e s .  In  a s i m i l a r  way,
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we d e s ig n  h a rd w ire d  l a y e r  p r o t o c o l s  from t h e  p r i m i t i v e  

a c t i o n s  o f  communication e q u ip m en t .  On to p  o f  th e  

communication sy s te m ,  we can d e s i g n  o t h e r  l a y e r s  of 

p r o t o c o l s  which a r e  more c o n v e n ie n t  and a l r e a d y  have 

s a f e g u a r d s  a g a i n s t  v a r i o u s  k in d s  o f  f a i l u r e  by t h e i r  lower 

l a y e r  p r o t o c o l s .

T ab le  3 Comparisons between programming language  c o m p i l e r s  
and communication ne tw ork  p r o t o c o l s

PROGRAMMING LANGUAGE 
COMPILERS

COMMUNICATION NETWORK 
PROTOCOLS

BNF
d e f i n e s  lan g uages

T r a n s m i s s io n  Grammar 
d e f i n e s  p r o t o c o l s

each  s y n t a c t i c a l l y  ! e ac h  v a l i d  and r e c o v e r a b l e  comm- 
c o r r e c t  program ! u n i c a t i o n  a c t i v i t y  sequence

t h e  end o f  a program! th e  end o f  a t r a n s m i s s i o n
! seq uen ce  ( a s  d e f i n e d  by th e  
! t r a n s m i s s i o n  grammar)

each  tok en  (word) 
i n p u t  t o  t n e  
c o m p i le r

e a c h  a c t i o n  ( s e n d , r e c e i v e ,  
t im e o u t  e t c . )  t h a t  o c c u r r e d  
d u r i n g  communication

program sy n ta x  e r r o r !  u n r e c o v e r a b l e  e r r o r  f o r
! message t r a n s f e r

program s in  t h e  form 
of*
1 ) h ig h  l e v e l  
languages
2) i n t e r n a l  forms
3) machine language

a c t i o n  se q u en c es  in  th e  form
of*
1) h i g h e r  l a y e r  TG

t e r m i n a l s
2) lower l a y e r  TG t e r m i n a l s
3) h a rd w ire d  l a y e r  TG

t e r m i n a l s
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I f  we t a k e  a l l  t h e s e  d e f i n e d  a c t i o n s  as t e r m i n a l s  (or 

words i n  a s e n t e n c e  o f  a l a n g u a g e ) ,  th e n  each  p r o t o c o l  

s i m p l y - d e f i n e s  a l an g u a g e  which has  a l l  th e  v a l i d  a c t i o n  

s e q u e n c e s  as  i t s  s e n t e n c e s .  J u s t  as  t h e  Backus-Naur Form (a 

c o n t e x t - f r e e  grammar) i s  u se d  t o  d e s c r i b e  th e  s y n ta x  o f  a 

programming l a n g u a g e ,  a t r a n s m i s s i o n  grammar can be used  to  

d e s c r i b e  t h e  communication  p r o t o c o l  between communicating 

e n t i t i e s .  Each communication e n t i t y  i s  r e g u l a t e d  by a s e t  

o f  l o c a l  p r o t o c o l  r u l e s  and t h e  r u l e s  a r e  r e p r e s e n t e d  by a 

t r a n s m i s s i o n  grammar.

We can th e n  see  a p r o t o c o l  as a s e t  o f  grammar r u l e s ,  

each  of  which e n a b le s  a communication e n t i t y  t o  p roduce  or  

g e n e r a t e  communication a c t i o n  se q u en c es  ( s e n t e n c e s  d e f i n e d  

by t h e  grammar) t o  communicate w i th  o t h e r  e n t i t i e s .  A 

communication  e n t i t y  may know how to  do th e  communication 

a c t i o n s  w el l  b u t  s t i l l  may n o t  be a b l e  t o  communicate with  

o t h e r  e n t i t i e s .  I t  must a l s o  know how t o  assem ble  a c t i o n s  

(words) i n t o  v a l i d  a c t i o n  se q u e n c e s  ( s e n t e n c e s )  by th e  

p r o t o c o l  grammar r u l e s  in  o r d e r  t o  communicate .  The r u l e s  

a l s o  e n a b le  t h e  communica t ion  e n t i t y  to  u n d e r s t a n d  the  

r e c e i v i n g  a c t i o n  se q u e n c e s  o f  o t h e r  e n t i t i e s  r e g u l a t e d  by 

c o m p a t ib le  p r o t o c o l s .  We say t h e  p r o t o c o l s  f o r  a s e t  of 

communication  e n t i t i e s  a r e  c o r r e c t  i f  t h e y  f o l lo w  th e
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d e s i g n e r ' s  o r i g i n a l  s p e c i f i c a t i o n  and i f  they  w i l l  r e s u l t  in 

a  p r o p e r  d i a l o g u e  among t n e  communicating e n t i t i e s .  One 

p u rp o se  o f  g ra m m a t ic a l  d e s c r i p t i o n  o f  t h i s  s e t  o f  r u l e s  i s  

t o  p r e s e n t  i n  a p r e c i s e  and e x p l i c i t  way th o se  f a c e t s  of  t h e  

p r o t o c o l  t h a t  each comm unica t ing  e n t i t y  must f o l l o w .

L e t  us  now ta k e  i n t o  c o n s i d e r a t i o n  th e  h i e r a r c h i c a l  

p r o p e r t y  o f  p r o t o c o l s  and r e g a r d  t h e  TG f o r  each  e n t i t y  in  a 

l a y e r  a s  a b l a c k  b ox .  (We w i l l  i n v e s t i g a t e  how to  

i n t e r r e l a t e  ( i n t e g r a t e )  t h e  TGs o f  th e  d i f f e r e n t  l a y e r s  in  

C h a p te r  4 . )  I f  a p a r t i c u l a r  a c t i o n  sequence  S can a c h i e v e  a 

c o r r e c t  communica t ion  a c t i v i t y  in one l a y e r ,  t h e n  t h e  

s y n t a c t i c  d e s c r i p t i o n  o f  p r o t o c o l  L f o r  t h a t  l a y e r  must be 

su c n  t h a t  i t  can g e n e r a t e  S as a s e n t e n c e .  S i m i l a r i t y ,  i f  S 

i s  n o t  c o n s i d e r e d  a s  a  p r o p e r  a c t i o n  sequence  f o r  

com m unica t ion ,  then  t h e  d e s c r i p t i o n  must f a i l  t o  g e n e r a t e  S 

and must a l s o  in form  t h e  h i g h e r  l a y e r  p r o t o c o l  e n t i t y  a s  to  

t h e  r e a so n  f o r  t h e  f a i l u r e .  To summarize t h e s e  

r e q u i r e m e n t s ,  i t  i s  c o n v e n ie n t  t o  t h i n k  o f  t h e  s y n t a c t i c  

d e s c r i p t i o n  o f  L as  a b l a c k  box t h a t  can r e c e i v e  any  a c t i o n  

sequence  S as  i n p u t  and o u t p u t  i t s  v a l i d i t y ,  a s  shown in 

F i g .  10.
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grammat i c a l

S i s  a s y n t a c t i c a l l y  
v a l i d  a c t i o n  sequence

s y n t a c t i c
 >; d e s c r i p t i o n

o f  p r o t o c o l  L

T r a n s .  Grammar r e p o r t  u n g r a m m a t i c a l i t y  to  
h ig h e r  l a y e r ,  o r  go to  
e r r o r  h a n d l i n g  r o u t i n e s

S ungram m at ica l

F i g .  10 T r a n s m is s io n  Grammar a s  a b l a c k  box

One t h i n g  worth  n o t i n g  i s  t h a t  j u s t  a s  th e  same meaning 

can  be conveyed by a number of  d i f f e r e n t  s e n t e n c e s  when we 

speak  Eng l ish , -  o r  t h e  same a lg o r i th m  can  be coded  i n  a

number o f  d i f f e r e n t  ways when we w r i t e  a p rogram , c o r r e c t  

communication  can be a c h i e v e d  by a number o f  d i f f e r e n t  

communication . a c t i o n  se q u ences  when two e n t i t i e s

communicate . T h is  i s  b e c a u se  we can go t h r o u g h  v a r i o u s

c h a n n e l s  and v a r i o u s  e r r o r  r e c o v e ry  p r o c e d u r e s  a t  v a r i o u s  

l a y e r s  f o r  th e  same communication p u r p o s e .  We say a

g ram m at ica l  d e s c r i p t i o n  o f  a p a r t i c u l a r  p r o t o c o l  i s  a d e q u a te  

i f  t h e  lan gu ag e  i t  d e f i n e s  i n c l u d e s  a l l  t h e  s e n t e n c e s  of 

a c t i o n  seq u en c es  t h a t  a c h ie v e  c o r r e c t  comm unica t ion .
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IS MqsLslL Osssm ifition itolatiQ oa and C apsaaiiaaa

The c o n t e x t - f r e e  grammar (BNF ty p e )  i s  chosen  a s  th e  TG 

model ing  t o o l  t o  d e s c r i b e  an e n t i t y ' s  a c t i o n  s e q u e n c e s .  The 

modeling o f  grammars ,  FSA and push-down automata  in  t h i s  

d i s s e r t a t i o n  w i l l  m os t ly  fo l lo w  t h e  n o t a t i o n a l  c o n v e n t io n s  

in  [ H o p c r o f t 6 9 ] .

A t r a n s m i s s i o n  grammar G i s  d e n o te d  by G = ( Vn,Vt,P ,<S> ) ,  

where

(a) Vn i s  a s e t  o f  n o n - t e r m i n a l  a c t i o n  symbols a lways 
e n c lo se d  by < >*
(b) Vt i s  a s e t  o f  t e r m i n a l  a c t i o n  symbols*
(c)  Every e lem en t  in  P, t h e  s e t  of p r o d u c t i o n  r u l e s ,  i s  o f  
th e  form <A> **= x,  where <A> e Vn and x e  (Vn U V t )* ,  
and i t  r e p r e s e n t s  a s y n t a c t i c a l  r u l e  f o r  G; and
(d) <S> (e Vn) i s  t h e  s t a r t i n g  symbol.

In t h e  grammar which s p e c i f i e s  t h e  s y n t a x ,  th e  

f o l l o w in g  n o t a t i o n a l  c o n v e n t io n s  a r e  u s e d .  N on te rm in a l s  

(names o f  s y n t a c t i c  c l a s s e s )  a r e  w r i t t e n  i n  lo w ercase  

l e t t e r s  and e n c lo s e d  by t h e  b r a c k e t s  "< > " .  The b r a c k e t s  " t 

]" a r e  used  to  e n c l o s e  a sequence  o f  one o r  more i t e m s ,  a l l  

o f  which must  o c c u r  e x a c t l y  o n c e .  The b r a c k e t s  " (  )" a re  

used t o  e n c lo s e  a sequence  o f  one or more o p t i o n a l  i te m s ,  

t h a t  i s ,  t n e y  a l l  o c c u r  e x a c t l y  once o r  n o t  a t  a l l .  The 

b r a c k e t s  " " "  a r e  o f t e n  used to  e n c lo s e  a t e r m i n a l  a c t i o n  

w r i t t e n  in  u p p e rc a s e  l e t t e r s .  The symbol i s  used to
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i n d i c a t e  t h a t  t h e  p r e c e d i n g  item o r  b r a c k e t e d  sequence  o f  

i te m s  may be r e p e a t e d  an i n d e f i n i t e  number o f  t im e s  in 

s u c c e s s i o n .

The p r o d u c t i o n  r u l e s  can a l s o  be w r i t t e n  in th e  form*

n o n te r m in a l  **= a l t e r n a t e - 1  J a l t e r n a t e - 2  ! . . . .  !

a l t e r n a t e - n  (n>0)

An a l t e r n a t e  may be any sequence  o f  t e r m i n a l s ,  

n o n t e r m in a l s  and b r a c k e t e d  s e t s  of  a l t e r n a t e s .  A 

c o n t e x t - f r e e  grammar can r e p r e s e n t  a l l  t h e  d i s t i n c t  bu t  

e q u a l l y  v a l i d  a c t i o n  sequ en ces  by t h e  p r o p e r t y  t h a t  every  

l e f t  p a r t  n o n - t e r m i n a l  o f  a p r o d u c t i o n  r u l e  can have s e v e r a l  

a l t e r n a t i v e  r i g h t  p a r t  s t r i n g s .  For e a c h  p r o d u c t i o n  r u l e  o f  

th e  a c t i o n  grammar, we may a r r a n g e  i t s  a l t e r n a t e s  in  th e  

d e s i r e d  o r d e r  of  p r o c e s s i n g .  T h is  a r ra n g em en t  e n a b le s  us  to  

r e p r e s e n t  a c t i o n  p r o c e s s i n g  in o r d e r  o f  i t s  p r i o r i t y .

3 . 5 . 2  Grammatical  P r o p e r t i e s  o f  P r o t o c o l

For th e  TG model,  we use t h e  lo ca  1 a p p ro a c h  in  th e  

f o l lo w in g  sense*  i n s t e a d  o f  hav ing  a s i n g l e  s e t  o f  r u l e s  

( l i k e  P e t r i  n e t  models)  g o v e rn in g  th e  i n t e r a c t i o n s  between 

s e v e r a l  communicating e n t i t i e s ,  we d e f i n e  a s e t  o f  TG r u l e s
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w i th in  each  e n t i t y  to  r e g u l a t e  th e  i n t e r a c t i o n s  between 

t h e s e  e n t i t i e s .  Each e n t i t y ,  t h e r e f o r e ,  c o r r e s p o n d s  to  a 

t r a n s m i s s i o n  grammar which d e f i n e s  i t s  p r o t o c o l  program. 

The e n t i t y ' s  TG may be decomposed i n t o  i n n e r - l a y e r e d  

component TGs o r  VIP TGs t o  s i m p l i f y  t h e  d e s i g n .  We can  use 

th e  t r a n s m i s s i o n  grammar to  d e f i n e  each  o f  th e  components 

and VIPs o f  th e  communication e n t i t y  i n  a l a y e r  in  a 

h i e r a r c h i c a l  way, and th en  i n t e g r a t e  t h e  TGs o f  the  

components and VIPs f o r  th e  e n t i t y .

F i g .  11 shows t y p i c a l  communica t ion  e n t i t i e s  in  an 

ARPANET h o s t  sys tem  [ F e i n l e r 7 8 I .  Each e n t i t y  in th e  b la c k  

box c o r r e s p o n d s  to  a TG and i n t e r a c t s  w i t h  n e ig h b o r in g  

e n t i t i e s  th r o u g h  i t s  e x t e r n a l  c h a n n e l s .
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USER1 USER2 USER3 USER4 USER
. . . .  ; s : : level
J — J j  T-TT-TFTT— 1 —  1 —  |  ■■■■ __t J —  J

I II I

: p i  i j P2i 

\  \  /  /  

: ncpi  i 

\  \

/  /

MODEM I

! P3! ! P4!

\  \  /  /

! NCP2 ! ,

/  /

IMP

\  \

! MODEM 2 !

PROCESS
LEVEL

HOST
LEVEL

IMP
LEVEL

HARDWIRED
LEVEL

/  /  \ \
TO NEIGHBORING HOST TO NEIGHBORING HOST

F i g .  11 Decomposed e n t i t i e s  o f  a h o s t  
sys tem  in ARPANET

w i th  t h e  l o c a l  app ro a ch ,  i t  i s  e a s i e r  t o  s p e c i f y  

p r o t o c o l  TG(s) f o r  each  communication e n t i t y ,  b u t  t h e  l o c a l  

p r o t o c o l  s p e c i f i c a t i o n s  f o r  a l l  t h e  e n t i t i e s  in  a ne twork  

system i s  n o t  com ple te  w i th o u t  c o n s i d e r i n g  th e  e n t i t y ' s  

i n t e r a c t i o n s  w i th  o t h e r  e n t i t i e s  i n  th e  sys tem  th ro u g h  th e  

iglaDaJ. a p p ro a c h .

13 OiLS-ion fiatD Q dalagi& s Q v s r i is jd

In  t h e  f o l l o w in g  example £Teng78aI,  we i l l u s t r a t e  the  

g ram m at ica l  p r o p e r t i e s  of p r o t o c o l s  by t h e  s t e p - w i s e  d e s i g n
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of  some t y p i c a l  TGs o f  th e  communication  p r o c e s s o r  l e v e l  in 

a p a c k e t  s w i t c h in g  n e tw o rk .  I /O i n t e r r u p t  h a n d l i n g ,  

p r i o r i t y  o f  a c t i o n ,  b u f f e r  r e q u e s t s / a l l o c a t i o n s ,  r e f in e m e n t  

( i n t e r n a l  d e t a i l )  o f  e ac h  a c t i o n ,  and message format 

s t r u c t u r e  a r e  e x c lu d e d  from c o n s i d e r a t i o n  fo r  t h e  p u rp o se  of 

s i m p l i c i t y  ( a l t h o u g h  t h e s e  c o n s i d e r a t i o n s  can be e a s i l y  

added to  th e  TG m o d e l ) .

In  g e n e r a l  each e n t i t y  a t  t h e  communication p r o c e s s o r  

l e v e l  ( f o r  example t h e  i n t e r f a c e  message p r o c e s s o r  XIMP) in 

t h e  ARPANET CHeart70])  m ain ly  c o n s i s t s  o f  two v a l i d a t i o n  

in d e p e n d e n t  p a r t s  (V IP s ) ,  i . e .  s e n d e r  r u l e s  and  r e c e i v e r  

r u l e s ,  which a r e  p r o c e s s e d  c o n c u r r e n t l y .  We f i r s t  d e f i n e  a 

s e t  o f  a c t i o n s  i n  bo th  p a r t s ,  and th en  d e s i g n  t h e  TG f o r  the  

s e n d e r  and r e c e i v e r  VIPs.  The TG i n t e g r a t i o n  t e c h n i q u e s  a r e  

d i s c u s s e d  l a t e r  in C h a p te r  4 .

A c t io n s  o f  t h e  p r o t o c o l  TG*

idansag&n and B uH scn*

ACK* acknowledgment p a c k e t
lii* p a c k e t  u n i t  i
Pb* P a ck e t  b u f f e r
ACKb* ACK b u f f e r
Rb* Reassembly b u f f e r

S e n d e r *

Gs* "G e n e ra te  Ui and p u t  in  Pb"
Sn* "Send Ui Never s e n t  b e f o r e "
As* " f i n d  ACK f o r  an  o u t s t a n d i n g  Ui 

in  ACKb"
Fs* "Free  Pb, ACKb space  f o r  Ui"
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i?£££i:££i:*

HI* "R ece iv e  Ui i n  Pb d e s t i n e d  h e re "
Cr* "Consume Ui in  Pb and p u t  i t  in  Rb" 
Fu* "F re e  Pb sp a ce  u n i t  fo r  Ui"
Ar* " t r a n s m i t  ACK o u t  t o  lower l e v e l  

c h a n n e l "
Sn: "Send a l l  U i ' s  in  Rb to  h o s t "
Fr* "F ree  Rece ive  b u f f e r  Rb"

Sender TG design*

L e t ' s  f i r s t  c o n s i d e r  t h e  f o l l o w i n g  lan gu ag e  L, where

L = { w ! w e  {Gs,Sn,As,Fs}-*? and  (# of G s ' s  in  w = # o f
S n ' s  in  w = # o f  As^s in  w = # o f  F s ' s  in  w) and ( fo r  a l l  
x ,y  such t h a t  w=xy th e n  # of  Gsy s in  x > # o f  S n ' s  in x > 
# of A s ' s  in  x > # o f  F s ' s  in  x) }

We can  see  t h a t  L c o n s i s t s  o f  a H th e  s e n t e n c e s  t h a t  

r e s u l t  i n  c o r r e c t  s e n d in g  a c t i v i t i e s  and e a c h  c o r r e c t  

s e n d in g  a c t i o n  seq u en ce  has  to  be a s e n t e n c e  d e f i n e d  by L. 

In o r d e r  to  i n v e s t i g a t e  t h e  l i n g u i s t i c  n a t u r e  o f  p r o t o c o l  

t r a n s m i s s i o n  grammar, we c o n s t r u c t  s e v e r a l  d i f f e r e n t  ty p e s  

of  grammars, g e n e r a t i n g  s e n t e n c e s  t h a t  be lo ng  to  L.

£as£ li. S im la auLtsiaQdlog s.en£

S i n g l e  o u t s t a n d i n g  send  r e q u i r e s  each  s e n d e r  to  wai t

u n t i l  tb e  p r e v i o u s  send i s  c o m p le te d .  This  i s  th e  s i m p le s t

ty p e  o f  p r o t o c o l  and we can d e f i n e  a FSA o r  a ty p e -3

grammar G1 fo r  i t .  We w r i t e  G1 in  BNF format  as*
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G1 = ( <<S>> , { G s ,S n ,A s ,F s ) , P,<S> ) ,  where P c o n s i s t s  of* 

<S> **= GsSnAsFs<S> ! £

O b v io u s ly ,  L(G1) i s  a p r o p e r  s u b s e t  o f  L, so TG G1

d e f i n e s  a s e t  of  c o r r e c t  send a c t i o n  seq u en c es  a s  i t s

s e n t e n c e s .

Zl  axulti&ls. 2ui.siaaaina sends

The TG G1 d e f i n e d  in  c a s e  I i s  n o t  e f f i c i e n t  because  

p a c k e t s  c anno t  be s e n t  o u t  u n t i l  t h e  p r e v i o u s  send i s

acknow ledged .  Some p o w e r fu l  p r o t o c o l s  have a f e a t u r e  which 

a l l o w s  s e v e r a l  s e n d in g  p a c k e t s  to  be o u t s t a n d i n g .  This

ty p e  o f  p r o t o c o l  canno t  be d e f i n e d  by a t y p e - 3  grammar bu t

by a t y p e - 2  grammar ( c o n t e x t - f r e e  grammar, o r  CFG) G2*

G2 = ( (<S>> , { G s ,S n ,A s ,F s ) ,P ,< S >  ) ,  where P c o n s i s t s  of* 

<S> **= GsSn<S>AsFs<S> ! 6

By i n d u c t i o n  on th e  l e n g t h  o f  any s e n t e n c e  w in  L(G2), we

can p ro v e  th a t*  ( th e  # o f  Gs7 s (or  S n ' s )  i n  w = th e  # o f  

A s ' s  (o r  F s ' s )  in w) and (V x ,y  su c h  t h a t  w=xy t h e  # of  

G s ' s  (o r  S n ' s )  i n  x > # o f  A s ' s  (o r  F s ' s )  i n  x ) .

T h e r e f o r e ,  L(G2) d e f i n e s  a s e t  o f  c o r r e c t  s e n d in g

s e q u e n c e s .  N o t ice  t h a t  L(GJ) i s  a p r o p e r  s u b s e t  o f  L(G2) 

■while L(G2) i s  a p r o p e r  s u b s e t  o f  L.
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£ass <31 1 2  tQ L  L

G1 and G2 o n ly  d e f i n e  two p r o p e r  s u b s e t s  o f  L. In 

o r d e r  t o  d e f i n e  a TG fo r  L t o  r e p r e s e n t  t h e  most 

g e n e r a l i z e d  ( f u l l y  m u l t i p l e x i n g )  p r o t o c o l , w e  need t o  use  a 

type-1  grammar ( c o n t e x t - s e n s i t i v e  grammar, o r  CSG) G3*

G3 = ( ( <S>,<Gs>,<Sn>,<As>,<Fs>), { G s ,S n ,A s ,F s ) , P ,<S>) ,
wnere P c o n s i s t s  of*

<S> **= <Gs><Sn><As><Fs><S> ! -6
<X><Gs> **= <Gs><X> M <X> e (<Sn>,<As>,<Fs>}
<V><Sn> **= <Sn><Y> V <Y> e {<As>,<Fs>}
<Z><As> **= <As><Z> V <Z> e (<Fs>)
<Gs> **= Gs 
<Sn> * * = Sn 
<As> **= As 
<Fs> **= Fs

G3 f i r s t  g e n e r a t e s  a s e n t e n c e  o f  L(G1),  and th en  

a p p l i e s  t h e  p r o d u c t i o n  r u l e s  t o  do c e r t a i n  t y p e s  of 

in te rc in a n g es  f o r  th e  s e n t e n c e  o f  L(G1 ) t o  g e t  a v a l i d  

p e r m u t a t i o n  t h a t  s a t i s f i e s  t h e  d e s i r e d  p r o p e r t y  o f  L? 

i . e . ,  V w e  L(G3),  and V x , y  such  t h a t  w = xy, (# of 

G s ' s  i n  x > # o f  S n ' s  i n  x > # of A s ' s  i n  x > # o f  Fs-'s 

in  x ) .  T h e r e f o r e ,  th e  type-1  grammar G3 d e f i n e d  above 

s a t i s f i e s  t h e  c o n d i t i o n  t h a t  L(G3) = L.
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A lthough  t h e  CSG i s  p e rh a p s  t h e  b e s t  and  s i m p l e s t  way 

o f  r e p r e s e n t i n g  t h i s  g e n e r a l i z e d  s e n d e r  p r o t o c o l ,  th e  

c o m p le x i ty  o f  r e l a t i n g  a CSG to  p r o t o c o l  s o f tw a r e  

im p le m e n ta t io n  i s  i n c r e a s e d  as  compared w i th  CFG. T h is  i s  

why we have d e c id e d  t o  choose  c o n t e x t - f r e e  grammar as  th e  

model and l ea v e  some c o n t e x t  s e n s i t i v e  f e a t u r e s  in  the  

s e m a n t ic s  p a r t .

Cass Ermasaus abnnoal sad m uting

Grammars G1,G2 and G3 m ent ioned  above work 

s a t i s f a c t o r i l y  fo r  a p e r f e c t l y  e r r o r - f r e e  c h a n n e l .  

E x te n s io n  to  th e  u n r e l i a b l e  ( e r ro n e o u s )  ch an ne l  and 

a d d i t i o n  o f  flow c o n t r o l  a c t i o n s  a r e  a l s o  s t r a i g h t f o r w a r d ,  

file f i r s t  i n t r o d u c e  t h e  fo l lo w in g  a c t io n s *

To* "Time Out f o r  Ui"
5s* "Send Ui o u t  a lower l e v e l  c h a n n e l"
Rt* " R ese t  th e  t ime f o r  Ui"
St* "S e t  t h e  t ime fo r  Ui"

Re can modify G1 to g e t

G I !  = ( ( <S>), < G s , S n , A s , F s , T o , S s , R t , S t ) , P , < S >  ) ,  where P 

c o n s i s t s  of*

<S> **= G s S n S s S td o S s R tS t  )*AsRtFs<S> ! 6



The T r a n s m is s io n  Grammar Model 

We can a l s o  modify  G2 t o  g e t

92

GI2 = ( ( < S > , < R e t > ) , ( G s , S n ,A s , F s ,T o , S s ,R t ,S t ) , P ,< S >  ) ,  

where P c o n s i s t s  of*

<S> **= GsSnSsSt<S>[<Ret><S>AsRtFs<Ret>3<S> ! G 

<Ret> **= (T oSsR tS t)*

The m o d i f i c a t i o n  of G3 i s  a l s o  s t r a i g h t f o r w a r d  and n o t  

shown h e r e .

R e c e iv e r  TG d es ign*

The p r o t o c o l  fo r  t h e  r e c e i v e r  p a r t  i s  i n  g e n e r a l  l e s s  

c o m p l i c a te d  t h a n  th e  se n d er  p a r t  and we w i l l  o n l y  l i s t  a 

t y p e - 3  grammar Gr ( i n  BNF form at)  f o r  t h e  c a se  o f  s i n g l e  

o u t s t a n d i n g  send*

Gr = ( { < R > ) , ( H l ,A r ,C r ,F u ,S h ,F r ) ,P ,< R >  ) ,  where P c o n s i s t s  
of  *

<R> **= [RIArCrFu]*ShFr<R> ! G

3 . S . 3 TG S p e c i f i c a t i o n  o f  TCP

We have d e m o n s t r a te d  th e  g ram m at ica l  p r o p e r t i e s  of 

s im p le  p r o t o c o l s  in th e  p r e v i o u s  s e c t i o n .  In t h i s  s e c t i o n ,  

we d e m o n s t r a t e  a TG s p e c i f i c a t i o n  of a more c o m p l ica te d
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p r o t o c o l  used in  t h e  c o n n e c t i o n  management p a r t  o f  th e  

ARPANET T r a n s m is s io n  C o n t r o l  Program (TCP).

F i g .  12 i s  a TG s p e c i f i c a t i o n  o f  t h e  c o n n e c t io n  

management p r o t o c o l s  o f  TCP. The s p e c i f i c a t i o n  has been 

d e r i v e d  by fo l lo w in g  th e  s t e p - w i s e  method p r e s e n t e d  in  th e  

p r e v i o u s  s e c t i o n .  The d e t a i l e d  d e s c r i p t i o n  o f  t h e  p r o t o c o l  

program can be found in  [TCP791. RSND r e p r e s e n t s  a send 

a c t i o n  w i th  r e t r a n s m i s s i o n .  RCV r e p r e s e n t s  a r e c e i v e  

a c t i o n .  The s p e c i f i c a t i o n  shows p r o t o c o l  s t r u c t u r e s  and 

s t a t e  t r a n s i t i o n s  in a c o n c i s e  and c l e a r  fo rm .
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<closed>  *:= < c o n nec t in g >  <exchange> <c losed>
{ "RCV. < no n rs t - s eg m en t> "  "RSND. < r s t> "  <c losed>
! "R C V .c rs t^"  <c losed>

«connecting> * * = < a c t i  ve .open> <wait  ,synack>
! < p a s s iv e .o p e n >  < l i s t e n >  

k a c t iv e .o p e n >  «* = "RCV.<a.open>" " c r e a t e  tcb-"
"RSND.<syn>" 

c w a i t . sy n ack >  **= "RCV.<synack>" "RSND.<ack>"
J "RCV.<syn>" " c l e a r "  4'RSND.<rst>"
! < b r e a k . c o n n e c t s  ! < re fused>  <connec t ing>  

jcb reak .connec t>  **= "RCV. « : l o s e > "  " d e l e t e  t c b "
<connec t ing>

<re fused >  «t = -"RCV.<rst>"
< p ass iv e ,o pen>  ** = "RCV.<p.open>" " c r e a t  t c b "
< l i s t e n >  ** = < b r e a k .c o n n e c t>  ! "RCV.<syn>"

" RSND,<synack>" < l i s t e n  3-way>
! "RCV.<send>" "RSND.<syn>" < w ai t . sy n ac k >

<1 i s t e n .3 - w a y >  **= "RCV.<ac:k>" ! < re fused>  < l i s t e n >
i "RCV.. <syn>" "RSND.<rst>"

" c l e a r "  < l i s t e n >
<exchange> :*= " s e n d . r e c e i v e "  <exchange> ! < d isc o n n ec t>  

< d isc o n nec t>  **= <end send> ! <end r e c e i v e >
Kend.send> **= "RCV.<close>" [ <sen d .seg m en t> l*

"RSND.<fin>" < w a i t . f inack>  
k e n d . r e c e i v e >  **= "RCV.<fin>" "RSND.<ack>"

< w a i t . c l o s e >  ! "RCV. <f inack>" "RSND.<ack>" 
K w a i t . f inack>  **= < re ce iv e>  <ivai t  . f i n a c k >

! "RCV.<fin>" "RSND.<ack>" < f in .3 -w a y >  
k w a i t . c l o s e >  :*= <exchange> < w a i t . c l o s e >

! "RCV.<close>" "RSND.<fin>" < f in .3 -w a y >  
< f in .3 -w ay >  **= "RCV.<ack>" " d e l e t e . t c b "

! " t im e o u t "  " a b o r t "

F i g .  12 C o n n e c t io n  management p r o t o c o l s  o f  TCP

3 .0  The G e n e r a l i z e d  TG Model

The a c t i o n  o f  a t r a n s m i s s i o n  grammar o f t e n  has 

t r a n s m i s s i o n  message u n i t s  a s  i t s  o p e r a n d s ,  and  each 

t r a n s m i s s i o n  message u n i t  o f t e n  c o n s i s t s  of  s e v e r a l  

v a r i a b l e s  o r  c o n s t a n t s .  For example ,  th e  a c t i o n  o f  " s e n d in g
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a p a c k e t  ou t  th rough  t h e  sen d  p o r t  c h a n n e l  3" h a s  t h e  p a c k e t  

as i t s  o p e ra n d ,  and t h e  p a c k e t  has  th e  p a c k e t  number, 

s o u r c e ,  d e s t i n a t i o n ,  e t c . ,  a s  i t s  v a r i a b l e s  o r  c o n s t a n t s .  

For  many h i g h e r - l e v e l  p r o t o c o l s ,  t h e  message s y n ta x  c o u ld  be 

so c o m p l i c a te d  as  to make t h e  BNF-type sy n ta x  d e s c r i p t i o n  a 

n e c e s s i t y  (see  th e  BNF message s y n ta x  s p e c i f i c a t i o n s  f o r  th e  

F i l e  T r a n s f e r  P r o t o c o l  and Mail  P r o t o c o l  in  [ F e i n l e r 7 8 ] ) .

The TG model,  o u t l i n e d  in  CTeng78a], on ly  s p e c i f i e s  t h e  

a c t i o n  sequ en ces  o f  p r o t o c o l s .  To r e p r e s e n t  th e  

i n t e r r e l a t i o n s h i p  o f  h i e r a r c h i c a l  message s t r u c t u r e s  in  t h e  

model,  t h e  ge n e r a l i z e d  IQ model sh o u ld  have two grammar 

s p e c i f i c a t i o n s *  1) message grammar, and 2) a c t i o n  grammar. 

Tne a d d i t i o n  o f  a message grammar t o  th e  TG model i s  very 

n a t u r a l  b ecause  bo th  a c t i o n  and message grammars have th e  

same BNF fo r m a t .

The a d d i t i o n  of th e  message  grammar to  t h e  TG model 

e n a b l e s  us to* ( I )  r e p r e s e n t  t h e  h i e r a r c h i c a l  s t r u c t u r e  of 

message fo rm a t ;  (2) r e p r e s e n t  a c t i o n s  i n  th e  a c t i o n  grammar 

w i th  message grammar n o n - t e r m i n a l s  as  t h e i r  o p e ra n d s ,  

t h e r e b y  e l i m i n a t i n g  the  o ve rh ead  o f  r e p r e s e n t i n g  a c t i o n s  in  

t n e  a c t i o n  grammar a t  t h e  b i t  o r  c h a r a c t e r  l e v e l ;  and (3) 

implement th e  a u to m a t ic  s y n t a x  p a r s i n g  and e r r o r  h a n d l i n g .  

An example o f  a message grammar is  shown in  F ig .  13. I t  i s
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t h e  message fo rm at  r u l e s  f o r  th e  ne twork  c o n t r o l  program 

(NCP) in  ARPANET.

< t ra n s >  **= [<message>]*
<message> «* = < r e g u la r  msg> ! < c o n t r o l  msg> ! RFNM 

< r e g u la r  msg> **= <source  messaye> I < d e s t  message> 
i<source message> **= <send heade r>  < tex t>  
k d e s t  message> ** = < r e c e i v e  header>  < tex t>  

i<send header> »* = <send l e a d e r >  <byte s i z e >
<byte count>

k r e c e i v e  header>  **= < r e c e iv e  l ea d e r>  <byte  s i z e >
<byte  count>  

i<send l e a d e r > :*= " d e s t JI "msg t y p e '1 < l i n k  no> 
k r e c e i v e  l ea d e r>  **= " s o u r c e "  "msg ty p e "

< l in k  no>
< c o n t ro l  msg> **= < leade r>  "b y te  s i z e "  "b y te  c o u n t"

[ < c o n t r o l  command>]*
Kleader>  ** = <send l e a d e r >  ! < r e c e i v e r  l e a d e r>  
k c o n t r o l  comiiiand> :* = < r t s >  J < s t r >  ! <c ls>

! < a l l>  ! <gvb>. ! < re t>
< r ts> t  : = RTS <socket> <sock e t>  " l i n k  no"
<str> 11 = STR <socke t>  < so ck e t>  " l i n k  no"
<cls> 1 1 = CLS <socket>  <socke t>
<al l> t : - ALL < l i n k  no> "msg space"  " b i t sp ace"
cgvb> i  : = GVB < l in k  no> "msg f r a c t i o n "

" b i t f r a c t i o n "
<ret> t : - RET < l i n k  no> "rnsg space"  " b i t space"

<socket> i : = <user  no> <hos t  no>
u s e r  no> :*= "24-BIT UNIQUELY IDENTIFY EACH

USER"
n o s t  no> 1 1 = "8-BIT OF HOST IDENTIFY NO"

F i g .  13 Message grammar o f  NCP in  ARPANET
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3 .7  P r o p e r t i e s  o f  TG Model

The TG model has th e  f o l l o w i n g  p r o p e r t i e s *

(I ) I t  p r o v i d e s  f o r  a p r e c i s e  and c o n c i s e  d e s c r i p t i o n  and 

d ocum e n ta t io n  fo r  b o th  message and a c t i o n  r u l e s  o f  

p r o t o c o l s .  I t  i s  t h e  b a s i c  r e f e r e n c e  and g u ide  fo r  p r o t o c o l  

program d e s i g n e r s  and communication p r o t o c o l  u s e r s .

(2)  I t  p e r m i t s  complex p r o t o c o l s  t o  be d e s c r i b e d  w i th  

d e s c r i p t i v e  n o t a t i o n s  wnich a r e  t r a c t a b l e .  I t s  l i n e a r  

r e p r e s e n t a t i o n  (grammar r u l e s )  has t h e  f l e x i b i l i t y  to  

d e s c r i b e  some c o n t e x t - f r e e  and c o n t e x t - s e n s i t i v e  p r o p e r t i e s  

o f  p r o t o c o l s  which a r e  n o t  p o s s i b l e  in  models u s i n g  f i n i t e  

s t a t e  a u to m a ta .

The model u se s  t e r m i n a l s  and n o n - t e r m i n a l s  i n  th e  

grammar, and t h e  t e r m i n a l s  a t  a h ig h e r  l e v e l  can be e a s i l y  

mapped t o  t h e  c o r r e s p o n d i n g  n o n - t e r m i n a l  a t  a lower  l e v e l .  

The model has th e  f l e x i b i l i t y  o f  d e s c r i b i n g  a c o m p l i c a te d  

p r o t o c o l  w i th  d i f f e r e n t  d e g re e s  o f  d e t a i l s  f o r  v a l i d a t i o n  

and i m p l e m e n ta t i o n .
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(3) I t  a l l o w s  t h e  p r o t o c o l  d e s i g n e r  no t  on ly  t o  s p e c i f y  

p r o t o c o l  program modules  i n  a w e l l - s t r u c t u r e d  manner ,  bu t  to  

keep t h e  s p e c i f i e d  d e s i g n  s t r u c t u r e  ( con t ex t  f r e e  grammar) 

so s imple  t h a t  a u t o m a t i c  v a l i d a t i o n  and imp lemen ta t ion  can 

be e a s i l y  c a r r i e d  o u t  (wnich w i l l  be covered  in Ch ap t e r s  4,  

5 and 6 ) .  S ince  t h e r e  does  no t  e x i s t  any g r ap h i c  d iagram 

i n t e r p r e t e r  l o r  t h e  d i r e c t  p r o c e s s i n g  o f  g r ap h i c  models 

( such a s  FSA, P e t r i  n e t s  and UCLA g r a p h s ) ,  t h e  l i n e a r  and 

nongraph ic  p r o p e r t y  o f  t h e  t r a n s m i s s i o n  grammar model i s  

a l s o  c r u c i a l  t o  d j . ceg i  a n a l y s i s  and a u t om a t i c  imp lemen ta t i on  

o f  p r o t o c o l s  (which a l s o  w i l l  be cove red  i n  C h a p t e r s  4 ,  5

and 6) .



CHAPTER 4

PROTOCOL DECOMPOS IT ION AND VERIFICATION TECHNIQUES

4.1 I n t r o d u c t i o n

Because o f  t h e  co m p le x i t y  o f  p r o t o c o l  v e r i f i c a t i o n ,  we 

s h a l l  cove r  t n e  t o p i c  in two c h a p t e r s .  Th is  c h a p t e r  d e f i n e s  

g e n e r a l  v a l i d a t i o n  t e r m s ,  o u t l i n e s  t h e  o v e r a l l  app roach  and 

d i s c u s s e s  l o c a l  v a l i d a t i o n  t e c h n i q u e s .  The g l o b a l  

v a l i d a t i o n  t e c h n i q u e s  w i l l  be cove red  in t he  n e x t  c h a p t e r .

A d i f f i c u l t  s t e p  in  p r o t o c o l  d e s i g n  i s  t o  w r i t e  down 

t n e  TG s p e c i f i c a t i o n  fo r  a g iven  communicat ion e n t i t y  o f  a 

p r o t o c o l  l a y e r .  The h i e r a r c h i c a l  deco mp os i t i o n  o f  t he  

e n t i t y  i n to  s e v e r a l  components  i s  one way t o  r educe  t he  

c o m p l e x i t y .  The l a t e r a l  d e c o m p o s i t i o n  o f  t h e  e n t i t y  i n t o  

i n de p e n d e n t  p a r t s  i s  a l s o  f e a s i b l e  i f  t h e  p a r t s  a r e  mos t ly  

v a l i d a t i o n  i n d e p e n d e n t .  These  d e co m p os i t i o ns  a l l o w  us to

99
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r ed uc e  t h e  c om p l ex i t y  o f  p r o t o c o l  v a l i d a t i o n  and d e s i g n .  

The decomposed components  and  p a r t s  can be  i n t e g r a t e d  fo r  

e i t h e r  i m p l e m e n ta t i o n ,  o r  f i n a l  m o d i f i c a t i o n s  of  t he  

v a l i d a t i o n  mo de l i n g .  Three  i n t e g r a t i o n  o p e r a t i o n s  f o r  TGs 

a r e  i n t r o d u c e d  and i n v e s t i g a t e d  in  t h i s  c h a p t e r .

TG l o c a l  v a l i d a t i o n  t e c h n i q u e s  a r e  a l s o  i n t r o d u c e d  to  

d e t e c t  t h e  s y n t a c t i c  e r r o r  o f  p r o t o c o l s .  A v a l i d a t i o n  

sy s t em has  oeen c o n s t r u c t e d  t o  a u t o m a t i c a l l y  format  a TG and 

v a l i d a t e  t h e  “s y n t a x "  o f  t h e  i n p u t  TG. I t  d e m o n s t r a t e s  t h e  

f e a s i b i l i t y  o f  b u i l d i n g  a more power fu l  and g e n e r a l  

v a l i d a t i o n  sy s t e m .

4 . 2  D e f i n i t i o n  o f  Terms

In t n i s  s e c t i o n ,  we fo r m a l ly  d e f i n e  t e rms  and  n o t a t i o n s  

f o r  f u t u r e  d i s c u s s i o n  o f  p r o t o c o l s .  The n o t a t i o n  b a s i c a l l y  

f o l l o w s  t n e  c o n v e n t i o n  u sed  f o r  programming l anguages  i n  

[ G r i e s 7 l I .

D e f . I A symbol can be e i t h e r  a me s s a g e symbol o r  an a c t i o n  

sym bo l . A t r a n s m i t  s ymbol i s  an a c t i o n  symbol ,  which 

c o n s i s t s  o f  a c t i o n s  o f  s e n d i n g  and r e c e i v i n g  messages ,  and 

may have message symbols a s  i t s  o p e r a n d s .
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D e f .2  A message s t r i ng i s  a f i n i t e  sequence  o f  message 

symbo l s .  An a c t i o n  s t r i n g  i s  a f i n i t e  sequence  o f  a c t i o n  

symbol s .  An i d l e  s i t i n g  i s  a f i n i t e  sequence  o f  a c t i o n  

symbols  such t h a t  t h e  s t r i n g  c o n t a i n s  no e f f e c t i v e  

communicat ion symbol .

D e f . 3 An a c t  ion n j i a  i s  an o r d e r e d  p a i r  (<u>,x)  where <u> i s  

an a c t i o n  symbol and x i s  an a c t i o n  s t r i n g .  I t  i s  w r i t t e n  

as <u> **= x .

A message format  r u l e  i s  an o r d e r e d  p a i r  (<m>,n) where <m> 

i s  a message symbol and n i s  a message s t r i n g .

We s h a l l  co n ce rn  o u r s e l v e s  p r i n c i p a l l y  w i th  a c t i o n  

r u l e s  and w i l l  f ocus  on d i s c u s s i n g  them th ro u g h o u t  t h i s  

c h a p t e r .

D e f . 4  A t r a n s m i s s i o n  grammar (TG) i s  a f i n i t e  non-empty s e t  

o f  a c t i o n  and message r u l e s  which i s  used  t o  d e f i n e  a 

p r o t o c o l .  A p r o t oc o  1 i s  a s e t  o f  ag r e eme n t s  by which 

e n t i t i e s  exchange i n f o r m a t i o n .

A s t e p - w i s e  r e f i n e m e n t  a pp roa ch  i s  n e c e s s a r y  f o r  t he  

d e s i g n  of  a s o p h i s t i c a t e d  ne twork  p r o t o c o l .  We i n t r o d u c e  

t h e  i dea  o f  n o n - t e r m i n a l  and t e r m i n a l  symbols t o  f o r m a l i z e  

t h i s  app roa ch .
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D e f .5 The n o n - t e r m i n a l  a c t i o n  symbols  o f  a TG a r e  t h e  s e t  o f  

symbols  o c c u r r i n g  as  l e f t  p a r t s  o f  t h e  TG r u l e s .  Each 

n o n - t e r m i n a l  i s  e n c l o se d  w i th  t h e  n o t a t i o n  < >.

D e f . 6  The t e r m i n a l  a c t i o n  symbols  a r e  t h e  s e t  o f  symbols  in 

a TG which a r e  no t  n o n - t e r m i n a l s .

In t h e  s t e p - w i s e  r e f i n e m e n t  d e f i n i t i o n  o f  a TGt we can 

s u b s t i t u t e  a n o n - t e r m i n a l  f o r  t e r m i n a l s  and  make d e t a i l e d  

s p e c i f i c a t i o n s  f o r  t h e  new n o n - t e r m i n a l .

D e f .7 The s t a r t i n g  a c t i o n  symbol o f  a TG i s  one o f  t he  

n o n - t e r m i n a l s  and t h e  s t a r t i n g  symbol i s  u s u a l l y  obv io us  

from t h e  TG.

D e f .8  Le t  G be a grammar! we say  t h a t  t h e  s t r i n g  w i s  a 

d i r e c t  d e r i v a t i o n  of  t h e  s t r i n g  v t w r i t t e n  v => w, i f  we can 

w r i t e

v = x<u>yt w = xuy 

f o r  some s t r i n g s  x and  y t where <u> **= u i s  a r u l e  of  G.

We say t h a t  w i s  a d e r i v a t i o n  o f  t he  s t r i n g  v f w r i t t e n  

v =>+ w, i f  t h e r e  e x i s t s  a sequence  of  d i r e c t  d e r i v a t i o n s

v => ul => u2 = > .......... => un = w ( n>0 ) .  F i n a l l y  we

w r i t e  v =>* w i f  v =>+ w o r  v = w.
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D e f .9  Le t  G be a t r a n s m i s s i o n  grammar f o r  an e n t i t y .  A 

s t r i n g  x i s  c a l l e d  a s e n t e n t i a l  form i f  x i s  d e r i v a b l e  from 

t h e  s t a r t i n g  symbol <s t> ( i . e . ,  i f  <s t> ->*  x ) .  We use t he  

s u b s t r i n g  y of  x t o  r e p r e s e n t  t h e  s t a t e  o f  t h e  e n t i t y ,  where 

<st> => x = wy, w c o n s i s t s  o n l y  of  t e r m i n a l s  and t h e  head 

symbol o f  y i s  a n o n - t e r m i n a l .  I f  y i s  G t h e n  we say t he  

s t a t e  i s  a t e r m i n a t i n g  s t a t e  o f  t h e  e n t i t y  and we say t h e  

t a i l  symbol o f  w i s  a t e r m i n a t i n g  symbol .

From t h e  d e f i n i t i o n  o f  t h e  s t a t e  o f  an e n t i t y  we know 

t n a t  t n e  s u b s t r i n g  y w i l l  de t e rmi ne  a l l  t h e  p o s s i b l e  

d e r i v a t i o n s  from t h e  s e n t e n t i a l  form x.  T h e r e f o r e ,  a l l  

f u t u r e  s t a t e  t r a n s i t i o n s  a r e  i ndependen t  o f  t h e  p a s t  s t a t e  

. t r a n s i t i o n s .

D e f .10 A s e n t e n c e i s  a s t r i n g  x d e r i v a b l e  from th e  s t a r t i n g  

symbol c o n s i s t i n g  on ly  o f  t e r m i n a l  symbol s .  A p r o p e r  

SSQi£ii££ sh o u l d  a lways  have a p r o p e r  t e r m i n a t i n g  symbol as  

t a i l  symbol .

T h i s  s t r i n g  may c o n s i s t  o f  a sequence  o f  a c t i o n s  o f  one 

t r a n s m i s s i o n  t r a n s a c t i o n  ( s end  o r  r e c e i v e ) ,  o r  a sequence  of 

a c t i o n s  o f  one c o n n e c t i o n  open ing  t r a n s a c t i o n .

Qa£*l_L A TG i s  we l l  s t r u c t u r e d  i f  and on ly  i f  i t  i s  r educed  

and g e n e r a t e s  on ly  p r o p e r  s e n t e n c e s .  A TG i s  r ed u ced  i f  and
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on ly  i f  every  n o n - t e r m i n a l  <u> o f  t h e  TG i s  su c h  t h a t  (1) 

<u> i s  r e a c h a b l e  from the  s t a r t i n g  symbol and (2) we can 

d e r i v e  a t e r m i n a l  s t r i n g  from <u>.

A we l l  s t r u c t u r e d  TG p r e s e r v e s  s e v e r a l  n i c e  p r o p e r t i e s ,  

such a s  f reedom from d e ad lo ck ,  a s  we w i l l  d i s c u s s  in S e c t i o n  

4 . 5 . 2 .

We know a ( b i n a r y )  r e l a t i o n  on a s e t  i s  any p r o p e r t y  

t n a t  e i t h e r  h o l d s  o r  does  n o t  ho ld  f o r  any two o r d e r e d  

symbols o f  t h e  s e t .  We u s u a l l y  r e p r e s e n t  r e l a t i o n s  over  the  

s e t  i n  a computer  by a Boolean m a t r i x .  The f o l l o w in g  

r e l a t i o n s  and t h e i r  t r a n s i t i v e  c l o s u r e s  a r e  u s e f u l  when we 

d i s c u s s  t h e  a l g o r i t h m s  f o r  p r o t o c o l  v a l i d a t i o n .

D e f . 12 For  a r e l a t i o n  R, t h e  t r a n s i t i v e  c l o s u r e  R+ o f  R can 

be d e f i n e d  a s  a R+ b ,  i f  and  on ly  i f  a R!n b f o r  some n>0.  

(We use  R!n t o  r e p r e s e n t  t h e  r e p e t i t i o n  of  r e l a t i o n  R n 

t im es  •)

For  a n o n - t e r m i n a l  <u> and a symbol S o f  a TG, we can 

d e f i n e  t h e  r e l a t i o n  FIRST, LAST and WITHIN ov e r  t h e  f i n i t e  

v o c ab u l a r y  Vn U Vt o f  t he  t r a n s m i s s i o n  grammar.

Ds£*.Li <u> FIRST S i f  and on ly  i f  t h e r e  i s  a r u l e  

<u> **= S . . .



D e f i n i t i o n  o f  Terms 105

Note t h a t  t h e  t h r e e  d o t s  r e p r e s e n t  a ( pe rhaps

empty) s t r i n g  which a t  t h i s  p o i n t  does n o t  i n t e r e s t  u s .  We 

then  have by t h e  d e f i n i t i o n  o f  t r a n s i t i v e  c lo su re *

D e f . 14 <u> FIHST+ S i f  and o n l y  i f  <u> ->+ S . . .

D e f . 15 <u> LAST S i f  and o n l y  i f  <u> **= . . . S

De f . 16 <u> LA5T+ S i f  and on l y  i f  <u> =>+ . . . S  

Qef . 17 <u> WITHIN S i f  and o n l y  i f  <u> **= . . . S . . .

D e f . 18 <u> WITHIN+ S i f  and on ly  i f  <u> =>+ . . . S . . .

These r e l a t i o n s  w i l l  be used f o r  p r o t o c o l  v a l i d a t i o n  

when we d i s c u s s  TG v a l i d a t i o n  t e c h n i q u e s  i n  S e c t i o n  4 . 5 .

EXAMPLE 4 . 1 . To i l l u s t r a t e  t h e  above r e l a t i o n s ,  we l i s t  
some r u l e s .

<TG> **= < re ce iv e>  <TG> ! <send> <TG>

<rece ive>  **= “r e c e i v e  p a c k e t "  1 " r e c e i v e  message"
<send> **= < rece ive>  <send> ! " send p a c k e t "  <wai t  ACK>

! "send  message t o  h o s t "  ! G

<wai t  ACK> **= < rece ive>  <wait  ACK> ! "acknowledgment"
1 " r e t r a n s m i t "  <wai t  ACK> ! <send> <wai t  ACK>
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rte t h e n  have <TG> FIRST < r e ce iv e> ,  <TG> LAST <TG>, 

<TG> FIRST+ " se nd  p a c k e t " ,  <send> WITHIN+ " r e t r a n s m i t "  and 

<send> LAST+ "acknowledgment" .

4 . 3  TG Decompos i t ion  Tech n iqu es

A d i f f i c u l t  t a s k  fo r  t h e  d e s i g n  and  v e r i f i c a t i o n  o f  a 

complex p r o t o c o l  i s  t o  w r i t e  down the  formal  s p e c i f i c a t i o n .  

A g e n e r a l  s t r a t e g y  to  r ed u c e  d e s i g n  co m pl ex i t y  i s  t o  

decompose t h e  p r o t o c o l  i n t o  s m a l l e r  l a y e r e d  components 

a n d /o r  v a l i d a t i o n  i n d e p e n d e n t  p a r t s .  T h i s  s t r a t e g y  has been 

d i s c u s s e d  f o r  t h e  d e co m p os i t i on  o f  communicat ion e n t i t i e s  in 

S e c t i o n  3 . 2 .

The TG d e c o m p o s i t i o n s  can be e i t h e r  h i e r a r c h i c a l  o r  

l a t e r a l .  The l a y e r e d  a p p r o a c h  t o  p r o t o c o l  d e s i g n  i s  an 

example of  h i e r a r c h i c a l  d e c o m p o s i t i o n  t o  decompose a h o s t  

computer  sys tem i n to  s e v e r a l  h i e r a r c h i c a l l y  r e l a t e d  

su b - s y s t e m s .  F u r t h e r  de c o m p o s i t i o n s  w i t h i n  a sub - sys t em 

( l a y e r )  -  e i t h e r  h i e r a r c h i c a l  or  l a t e r a l  -  may a l s o  be 

p o s s i b l e .  The h i e r a r c h i c a l  d e co m po s i t i o n  o f  a p r o t o c o l  

decomposes i t s  TG i n t o  h i e r a r c h i c a l l y  r e l a t e d  components .  

I t  c o r r e sp o n d s  c l o s e l y  t o  t h e  s t e p - w i s e  r e f i n e m e n t  co ncep t  

i n  s t r u c t u r e d  programming.  An example o f  h i e r a r c h i c a l



TG Decomposit ion Techniques 107

de co m p o s i t i o n  i s  a p r o t o c o l  component  f o r  c n a r a c t e r  h a n d l i n g  

( such  as  b y t e  s t u f f i n y  i n  SDLC) w i th in  a n o t h e r  component  f o r  

message h a n d l i n g .  The l a t e r a l  d eco m p o s i t i o n  o f  p r o t o c o l s  

decomposes a TG i n t o  v a l i d a t i o n  i n dependen t  p a r t s  (VIP) .  

(Tnese a r e  a l s o  c a l l e d  l o g i c a l l y  i n d epe nde n t  p a r t s  in 

l f e n g 7 8 a , 7 8 b ] . )  Each VIP of  a s u b - s ys t em  can be v a l i d a t e d  

i n d e p e n d e n t l y  o f  o t h e r  VIPs o f  t h e  sub - s ys t e m even t hough 

t n e  VIPs may be dependen t  on e ach  o t h e r  i n  t he  a c t u a l  

i m p l e m e n t a t i o n .  An example of l a t e r a l  de co m p os i t i on  i s  t he  

s e nd in g  and r e c e i v i n g  p a r t  o f  a p r o t o c o l .  L a t e r a l  

de com pos i t i on  may a l s o  c o r r e sp o n d  to  a l t e r n a t e  p a r t s  o f  a TG 

r u l e .

A f t e r  d e s i g n i n g  t h e  TGs components  and VIPs,  we can 

i n t e g r a t e  tnem t o g e t h e r  by s u b s t i t u t i o n  and s h u f f l e  

o p e r a t i o n s .  The s h u f f l e  o p e r a t i o n  i s  u sed  f o r  t he  

i n t e g r a t i o n  o f  VIPs.  The s u b s t i t u t i o n  o p e r a t i o n  i s  used fo r  

t h e  i n t e g r a t i o n  of  h i e r a r c h i c a l l y  r e l a t e d  components ;  t ne  

r e l a t i o n s n i p s  o f  TG o e co m po s i t i o n  and i n t e g r a t i o n  a r e  shown 

in  F i g .  14. No t i ce  t h a t  l o c a l  VIPs w i t h i n  an e n t i t y  can be 

viewed as  c o n c u r r e n t  p r o c e s s e s  in  t h e  f i e l d  o f  c o n c u r r e n t  

p rogramming.  VIP p r o c e s s e s  o f t e n  s h a r e  common v a r i a b l e s  

such  as  I /O c h a n n e l s  and b u l f e r  a r e a s ,  and need some 

s y n c h r o n i z a t i o n  mechanisms t o  p r e v e n t  r a c e  c o n d i t i o n s .  

However,  VIPs i n  TG n o t a t i o n s  o i t e n  d e s c r i b e  a de s i g n  l e v e l  

a c t i o n  a s  an i n d i v i s i b l e  u n i t ,  and r a c e  c o n d i t i o n s  can
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g e n e r a l l y  be  p r e v e n t e d  by v i ew in g  d e s i g n  a c t i o n  a s  a 

c r i t i c a l  s e c . l i o n .

S u b s t i t u t i o n

Op e ra t i on

F i g .  14 Decompos i t ion  and  i n t e g r a t i o n  r e l a t i o n s h i p s

4 . 4  TG I n t e g r a t i o n  Techn iques

Three  o p e r a t i o n s  a r e  a v a i l a b l e  to i n t e g r a t e  TGs* t ne  

a r b i t r a r y  s n u f f l e ,  t h e  r e s t r i c t e d  s h u f f l e  and t ne  

s u b s t i t u t i o n  o p e r a t i o n .

4 . 4 . 1  A r b i t r a r y  S h u f f l e  ( / / )  O p e ra t i o n

The a r b i t r a r y  s n u f f l e  o p e r a t i o n  ( s i m i l a r  t o  t h e  s h u f f l e  

p r o d u c t i o n  o f  [ E i l e n b e r g 7 4 l ) c an  be used f o r  t he  i n t e g r a t i o n  

o f  s e v e r a l  v a l i d a t i o n  i n dependen t  TGs. In t h i s  s e c t i o n ,  i t  

i s  used t o  i n t e g r a t e  l o c a l  VIPs w i t h i n  an e n t i t y .  I t  w i l l  

be u s e d  t o  i n t e g r a t e  g l o b a l  v a l i d a t i o n  au tomata  i n  t h e  ne x t

S h u f f l e
Ope ra t i o n

{COMMUNICATION i ENTITY
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c h a p t e r .  The i n t e g r a t i o n  a l l o w s  u s  t o  check  r a c e  c o n d i t i o n s  

between VIPs and  t o  en su re  t h e  i n t e g r i t y  o f  t h e  channe l s  and 

b u f f e r s  sh a r e d  by t h e  VIPs f o r  a c t u a l  i m p l e m e n ta t i o n s .

D e f .19 Le t  VI and V2 be two s e t s  o f  t e r m i n a l s .  Given A, a 

s u o s e t  o f  V U j  B, a s u b s e t  o f  V2*I and VI f \  V2 = t hen  

t n e  a r b i t r a r y  s h u f f l e  p r o d u c t  o f  A and B (A / /  B) i s  a 

s u b s e t  o f  (VI U V2)» and c o n s i s t s  of  a l l  s e n t e n c e s  w e  (VI 

U V2)x such  t h a t  wl e  A, w2 € B, and wl i s  d e r i v e d  by 

e r a s i n g  a l l  t n e  symbols  o f  V2 in w, w2 i s  d e r i v e d  by e r a s i n g  

a l l  t n e  symDols o f  VI in w. The / /  o p e r a t i o n  i s  c a l l e d  t h e  

a r b i t r a r y  s h u f f l e  o p e r a t i o n  or  l o c a l  s h u f f l e  o p e r a t i o n .

The / /  o p e r a t i o n  o f  two l anguages  can be imagined as 

t h e  s h u f f l i n g  o f  t h e i r  r e s p e c t i v e  s e n t e n c e s .  The s h u f f l i n g  

o f  two s e n t e n c e s  i s  s i m i l a r  to  an a r b i t r a r y  s h u f f l i n g  of  two 

decks  of  c a r d s  ( e a ch  deck o f  c a r d s  c o r r e s p o n d s  t o  a s e n t en c e  

of  a d i s t i n c t  l a n g u a g e ) .  The o r i g i n a l  o r d e r  o f  t he  

i n d i v i d u a l  decks  i s  m a i n t a i n e d  i n  t h e  combined de ck .  That  

i s ,  i f  t h e  o r i g i n a l  sequence  o f  t h e  f i r s t  deck i s  1 , 2 ,  and 

t n a t  o f  t h e  second deck  i s  A,B,  t hen  t h e  sequence  o f  t he  

combined deck co u ld  be* I , 2 , A , B ;  l , A , B , 2 ;  l , A ,2 ,B ;

A « B , I , 2 |  A , l , B , 2 l  or  A , I , 2 , B .  T h i s  a r b i t r a r y  s h u f f l e  

o p e r a t i o n  i s  ve ry  u s e f u l  when we d e s i g n  t h e  TGs of  s e v e r a l  

c o n c u r r e n t l y  o p e r a t i n g  p a r t s  and wish t o  i n t e g r a t e  t h e  TGs.
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For  example,  ( L(GI2)  / /  L(Gr) ) c o n t a i n s  t h e  combined 

a c t i o n  s equences  o f  t he  s e n d e r  and r e c e i v e r  p a r t s ,  and s t i l l  

keeps  t he  o r i g i n a l  s equence  o f  t h e  i n d i v i d u a l  p a r t s .  We can 

t h u s  use  t h e  i n t e g r a t e d  grammar to r e p r e s e n t  t he  

c o m m u n i ca t i on - p r oc e s s o r  l e v e l  p r o t o c o l .

The f o l l o w i n g  a l g o r i t h m s  can be used  t o  d e r i v e  t he  

a r b i t r a r y  s n u f f l e  p r o d u c t  o f  v a r i o u s  t y p e s  o f  l an gua ges .

Tneorem 1 I f  VI and V2 a r e  two s e t s  of  t e r m i n a l s  such t h a t  
V1AV2 = t h e n  any r e g u l a r  s e t  R1 of  VI* i s  c l o s e d  under  
t n e  a r b i t r a r y  s h u f f l e  o p e r a t i o n  wi th  a n o t h e r  r e g u l a r  s e t  R2 
o f  V2*.

The s t e p s  r e q u i r e d  t o  c o n s t r u c t  t h e  s h u f f l e  p r o d u c t  of 
R1 and R2 a r e  g iven  in  A lgo r i thm 1 .

1

Let  Ml = ( K l , V I , f 1, p 0 ,F l  ) ,  and 
M2 = ( K2, V2, f2 ,  q0,F2 )

be t h e  f i n i t e  s t a t e  au tomata  t h a t  r e c o g n i z e  R1 and R2 
r e s p e c t i v e l y ,  and l e t  VI A V2 = 4 .  Then t h e  f i n i t e  s t a t e  
au tomaton

M3 = ( Kl x K2, V1 U V 2 , f 3 , I p 0 , q 0 ] , F 1  x F2 ) r e c o g n i z e s  

R1 / /R 2 ,  where f3 i s  d e f i n e d  as  f o l lows*

Vqi e  K l , f 3 ( [ p , q i l , a )  = [ p ' , q i ]  

whenever f l ( p , a )  = p '  in Ml and

Vpi e K2, f 3 ( [ p i , q l , b )  = [ p i , q ' ]  

whenever  f 2 ( q , b )  = q '  in M2.

I t  i s  c l e a r  lrom the  c o n s t r u c t i o n  t h a t  M3 r e c o g n i z e s  R1/ /R2.
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Tneorem 2 I f  VI and V2 a r e  two s e t s  of  t e r m i n a l s  su ch  t h a t  
VI AV2 = <£, t h e n  t h e  c l a s s  o f  CFLs of  VI* i s  c l o s e d  under  
t h e  a r b i t r a r y  s h u f f l e  o p e r a t i o n  w i th  a r e g u l a r  s e t  o f  V2*.

The s t e p s  r e q u i r e d  to c o n s t r u c t  t h e  s h u f f l e  p r o d u c t  o f

a CFL and a r e g u l a r  s e t  a r e  g iv en  in  Algo r i thm 2 .

ill uo Li Hull 2
Let  L be a CFL and R e r e g u l a r  s e t .  Let  

PI = ( Kp,V| ,T,  f] , p 0 , Z 0 , Fp  )

be a n o n - d e t e r m i n i s t i c  push-down automaton  t h a t  r e c o g n i z e s  
L; and

A = ( K a ,V 2 , f 2 , q0 ,Fa  )

be a d e t e r m i n i s t i c  f i n i t e  s t a t e  automaton t h a t  r e c o g n i z e s  R. 
Then t he  n o n - d e t e r m i n i s t i c  pda

P2 = ( Kp x Ka, VI U V2,T,  f3 ,  [ p0 ,q0]  ,Z0,  Fp x Fa ) 
r e c o g n i z e s  L / /  R, where f3 i s  d e f i n e d  a s  fo l lows*

V q i  e Ka, f 3 ( Cp, q i ] , a , Z )  = ( t p ' , q i ] , x )  
whenever  f l ( p , a , Z )  = ( p ' , x )  in P i ;  and

V p i  e Kp, Z e  T, f3(  [ p i , q ]  , b ,Z )  = ( t p i , q / ] , Z )  
wnenever f 2 ( q , b )  = q '  in A.

Cor o l l a r y  The a r b i t r a r y  s h u f f l e  o p e r a t i o n  i s  r e f l e x i v e  and 
a s s o c i a t i v e .

The c o r o l l a r y  i s  c l e a r  from Algor i thm 2.

EXAMPLE 4.^2 To show an example o f  t h e  s h u f f l e ,  we 
c o n s t r u c t  a push-down au tomaton  P2 t o  r e c o g n i z e  L(GI2) / /  
L(Gr) by t he  f o l l o w i n g  t h r e e  s t ep s*

(1) F i r s t ,  we c o n s t r u c t  a push-down automaton  PI t h a t
r e c o g n i z e s  L(GI2)

PI = ( K p , V I , T , f I , P0,Z0,Fp )

wnere Kp = < p 0 , p 1, p 2 , p 3 , p 4 , p 5  }
VI = { G s , S n , T s , R s , A s , F s , R t , S t  )
T = ( Z0,X >
Fp = ( p9 )
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fl i s  d e f i n e d  as  f o l l ows*

fl p 0 , e , Z 0  ) — p 9 »6 )
fl p 9 , e , e  ) — p0,Z0 )
fl p 5 , e , Z 0  ) — p0,Z0 )
f 1 p0 ,Gs ,Z0  ) — p 1 , XZ0 )
f 1 p0 ,Gs ,X ) = pi ,XX )
f 1 p i , S n , X  ) = p2,X )
f 1 p 2 , S s , X  ) = p3,X )
f 1 p 3 , 8 t , X  ) = p0,X3)
fl p0,As ,X ) = p 4 , €  )
f 1 p 4 , Rt ,X ) = p5,X )
fl p 4 , R t , Z 0  ) = p5,Z0 )
f 1 p 5 ,F s ,X  ) = p0,X )
f 1 p b , F s , Z 0  ) = p0,Z0 )
fl p0 fT0,X ) = p6,  X )
f 1 p 6 , R t , X  ) - P ? , X )
f 1 p 7 , Ss,X ) = p8,  X )
f 1 p 8 , S t , X  ) = p0,X )

Tne automaton i s  a l s o  shown in F i g .  15.
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6G/Z0

FsX/X,FsZ0/Z0 StX/X

p5) ♦— p0 ------------ y  |
GsZ0/XZ0'

GsX/XX
AsX/GRtX/X

RtZ0/Z0

ToX/X

! RtX/X

StX.

: S s x /x

F i g .  15. Rush-down automaton t h a t  r e c o g n i z e s  L(GII2)
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(2)  Secondly ,  we can  c o n s t r u c t  a d e t e r m i n i s t i c  s t a t e
automaton  A to  r e c o g n i z e  L(Gr)

A = ( K a ,V 2 , f2 ,q 0 , F a  )

wnere Ka = { q 0 , q l , q 2 , q 3 , q 4 , q b  >
V2 = { R 1 , A r , C r , F u , S h , F r  }
Fa = { q0 }

and 12 i s  d e f i n e d  as f o l lows*

f 2 ( q 0 , R l  ) = ql
f2 ( ql ,Ar ) = q2
f 2 ( q2 , Cr  ) = q3
f2  ( q3 ,Fu  ) = q4
f2  ( q4 ,R l  ) = ql
f2 ( q4 ,S h  ) = q5
f2  ( q 5 , F r  ) = q0

Tiie au tomaton i s  a l s o  shown in F i g .  16.

F i g .  16 F i n i t e  s t a t e  automaton  t h a t  r e c o g n i z e s  L(Gr)

( j )  ne can t h e n  c o n s t r u c t  a push-down automaton P2 t h a t  
r e c o y n i z e s  L(GI)  / /  L(Gr)  by f o l l o w in g  A lgo r i thm 1.
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P2 = ( Kp x Ka.VI U V 2 , T , f 3 , [ p 9 , q 0 ] , Z0,Fp x Fa )

where Kp x Ka { I p 0 , q 0 ] , [ p 0 , q l ] , ................ , [ p 0 , q 5 ] ,
[pi  ,q0] , [pi  , q U , .............. , [ p I , q 5 ] ,

[ P9 , q 0 ] , [ p 9 , q l ] .................. , t p 9 ,q 5 1  >
VI U V2 =

{ G s , S n , T s , R s , A s , F s , R t , S t » R 1 , A r , C r , F u , S h , F r  > 
Fp x Fa = { [ p9 ,q0]  >

f3 i s  d e f i n e d  a s  f o l lows*

and

f 3 [p0 q i l ,G,Z0 ) = [p9,  q i  ] , €  )
f  3 [p9 q i ] , € , €  ) = [ p 0 , q i ] ,Z0 )
f 3 [p5 q i ] ,G,Z0 ) = [ p 0 , q i ] ,Z0 )
f3 [p0 qi ] ,Gs,Z0 ) = [ p i , q i ] ,XZ0 )
f 3 [p0 q i ] ,Gs,X ) = [ p i , q i ] ,XX )
f  3 tpl q i ] ,Sn,X ) = [ p 2 , q i ] ,X )
f3 [ p2 q i ] ,Ss ,X ) = [ p 3 , q i ] ,X )
f 3 [p3 q i ] , s t , x ) = [ p 0 , q i ] ,X3)
f 3 [p0 q i ] , As, X ) = [ p 4 , q i ] , e  )
f'3 [p4 q i ] , Rt ,X ) = [ p 5 , q i 1,X )
f3 [p4 q i ] , Rt ,Z0 ) = [ p 5 , q i ] ,Z0 )
f 3 [p5 q i ] ,Fs ,X ) = [ p 0 , q i ] ,X )
f 3 Cp5 q i ] ,Fs ,Z0 ) = [ p 0 , q i ] ,Z0 )
f3 [p0 q i ] ,T0,X ) = [ p 6 , q i ] ,X )
f 3 [p6 q i ] , R t , X ) = [p7,  q i  ] ,X )
f 3 [p7 q i ] ,Ss ,X ) = [p8,  q i  ] ,X )
f3 [p8 q i ] , s t , x ) — [ p 0 , q i ] ,X )

f 3 [pi q0] . R i . y ) tp i ,  ql I ♦ y )
f  3 [pi ql ] .Ar ,y ) = [p i»q2 ] . y  >
f 3 [ p i q 2] ,C r , y ) = [ p i , q3] . y  )
f3 [p i q3] »Fr ,y ) — [ p i , q 4 ] t y  )
f  3 [p i q4] ,Ri»y ) = [ p i , q l  ] . y  )
f  3 [ p i q4] , 3 h , y ) = [ p i , q 5 ] »y )
f3 [ p i qb] »Fr ,y ) = [ p i , q 0 ] »y >

¥ q i  e Ka

¥ y
¥ p i  e Kp 

€ <X,Z0>

Lemma Le t  C be a c l a s s  o f  l an gua ges  c l o s e d  under  
i n t e r s e c t i o n ,  6 - f r e e  s u b s t i t u t i o n ,  and union  and 
i n t e r s e c t i o n  w i th  r e g u l a r  s e t s .  Then C i s  c l o s e d  under  t he  
a r b i t r a r y  s h u r f l e  o p e r a t i o n .

EtqqI*

Let  LI ana L2 be two l anguages  i n  C which a r e  s u b s e t s  o f  VIx
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and V2* r e s p e c t i v e l y .  We assume wi th ou t  l o s s  o f  g e n e r a l i t y  
t n a t  t he  s e t s  VI and V2 a r e  d i s j o i n t .

De f ine  two s u o s t i t u t i o n  f u n c t i o n s  fl and f2 by

f I ( a )  = V2*a f o r  each a in VI , and 
f 2 ( b )  = V|*b for  each b in V2.

The c l o s u r e  unde r  union and i n t e r s e c t i o n  w i th  r e g u l a r  s e t s  
g u a r a n t e e s  t h a t  a l l  r e g u l a r  s e t s  a r e  i n  C and  nence V2*a and 
VI -A-b a r e  i n  C.

Le t  L I '  = f l ( L I )  U V2* and L2 '  = f2 (L2 )  U VI* i f  6 i s  in 
LI and L2, and L I '  = f l ( L I )  and L 2 '  = f2(L2)  o t h e r w i s e .  
Then L I '  i s  t h e  s e t  o f  a l l  s t r i n g s  o f  t h e  form
yI ol y2b2 . . . . y n b n , n>] , where t h e  b ' s  a r e  i n  VI,  b | b 2 . . . . b n
i s  i n  LI and t h e  y ' s  a r e  i n  V2*, p l u s  V2* i f  6 i s  in LI .

L2 '  i s  t n e  s e t  of  a 11 s t r i n g s  o f  t h e  form
x la !  x2a2 . . . . xmam, m>l , where t h e  a ' s  a r e  i n  V2, a l a 2 . . . . a m
i s  i n  L12 and t n e  x ' s  a r e  in VI «,  p lu s  VI* i f  € i s  i n  L2.

The G - f r e e  s u b s t i t u t i o n  g u a r a n t e e s  t h a t  L I '  and L2 '  
a r e  in C, and we can e a s i l y  see t h a t  t h e  i n t e r s e c t i o n  of  L I '  
and L2 '  i s  t h e  same as  LI / /  L2. S inc e  LI '  and L2 '  a r e  
c l o s e d  under  i n t e r s e c t i o n ,  we know C i s  c l o s e d  under  t he  
s n u f f l e  o p e r a t i o n .

From t h e  c l o s u r e  p r o p e r t i e s  o f  r e g u l a r ,  d e t e r m i n i s t i c  

c o n t e x t - f r e e ,  c o n t e x t - s e n s i t i v e ,  and t ype  0 l a n g u a g e s ,  we 

know tney  a r e  a l l  c l o s e d  under  i n t e r s e c t i o n ,  G- f r ee  

s u b s t i t u t i o n ,  and union  and i n t e r s e c t i o n  wi th  r e g u l a r  s e t s .  

We t h e r e f o r e  nave t n e  f o l l o w i n g  r e s u l t  from t h e  above lemma.

Theorem 2  The c l a s s e s  o f  r e g u l a r ,  d e t e r m i n i s t i c
c o n t e x t - f r e e ,  c o n t e x t - s e n s i t i v e  and t ype  0 l anguages  a r e  
c l o s e d  under  t he  a r b i t r a r y  s h u f f l e  o p e r a t i o n .
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4 . 4 . 2  R e s t r i c t e d  S h u f f l e  ( \ \ )  O p e r a t i o n

An im p o r t an t  p r o t o c o l  v e r i f i c a t i o n  s t e p  i s  t o  v a l i d a t e  

t n a t  t he  g l o b a l  i n t e r a c t i o n s  o f  t h e  TGs we d e s i g n  a r e  f r e e  

of  p r o t o c o l  syn t ax  e r r o r s  such  a s  communicat ion 

i n c o m p a t i b i l i t y ,  communicat ion l o o p i n g  and communicat ion 

d e a d l o c k s .  Globa l  v a l i d a t i o n  t e c h n i q u e s  w i l l  be t h e  t o p i c  

of  Chap t e r  5 .  B a s i c a l l y ,  t h e  r e s t r i c t e d  ( g l o b a l )  s h u f f l e  

o p e r a t i o n  i s  used to  i n t e g r a t e  TGs of  two communicat ing 

e n t i t i e s .  I t  can v a l i d a t e  t he  g l o b a l  i n t e r a c t i o n s  between 

t n e  TGs and t a k e  i n t o  c o n s i d e r a t i o n  t he  communicat ion 

c nan ne l  s t a t e s .  T h i s  s h u f f l i n g  u s u a l l y  i n t e g r a t e s  a send 

module and a r emote  r e c e i v e  module as  shown in F i g .  17.

E n t i t y  1

send
TGI

■
+

<■----------------------------------------------------------------------------------------------------

Communicat ion Channel

E n t i t y  2

1 Rece ive  
! TG2

I

F i g .  17 G loba l  ( R e s t r i c t e d )  s n u f f l e  o p e r a t i o n
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Def .20  Let  VI and V2 be two s e t s  o f  t e r m i n a l s .  Given A, a 

s u b s e t  o f  VI*! B, a s u b s e t  o f  V2*; and VI A V2 = 4? t hen  

t he  r e s t r i c t e d  s h u f f l e  p r o d u c t  o f  A and B (A \ \  B) ,  i s  a 

s u b s e t  of  (A / /  B) and c o n s i s t s  o f  a l l  t h e  s e n t e n c e s  of 

(A / /  B) which a re  r e a l i z a b l e  a c t i o n  s e q u e n c e s .  A 

r e a l i z a b l e  a c t i o n  s e quence c an n o t  c o n t a i n  any s t r i n g  which 

has  a r e c e i v e  a c t i o n  o f  V2 ( o r  VI) b e f o r e  i t s  c o r r e s p o n d i n g  

send a c t i o n  of V I .

Tne a l g o r i t n m  t o  c o n s t r u c t  t he  r e s t r i c t e d  s h u f f l e  

p r o d u c t  i s  s i m i l a r  to  A lgo r i t hm I and Algor i thm 2 o f  t he  

a r b i t r a r y  s h u f f l e  p r o d u c t .  However,  f o r  r e s t r i c t e d  

s h u f f l i n g ,  we have t o  remove a l l  t h e  im p os s i b l e  s t a t e  

t r a n s i t i o n s  and u n r e a l i z a b l e  a c t i o n  s t r i n g s .

TG g l ob a l  v a l i d a t i o n  w i l l  be d i s c u s s e d  f u r t h e r  in 

S e c t i o n  4 . 7 .

4 . 4 . 3  S u b s t i t u t i o n  O pe r a t i o n

To i n t e g r a t e  TGs w i th  a h i e r a r c h i c a l  r e l a t i o n s h i p ,  we 

use t he  s u b s t i t u t i o n  o p e r a t i o n .
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The s u b s t i t u t i o n  o p e r a t i o n  [ H o p c r o f t 6 9 ] , which

c o r r e s p o n d s  c l o s e l y  t o  t h e  s t e p - w i s e  r e f i n e m e n t  c on cep t  

[W i r th7 I I  in s t r u c t u r e d  programming,  can  perform* (1) t he  

mapping o f  a t e r m i n a l  o f  an e n t i t y ' s  TG to  an a c t i o n  

sequence  fo r  more d e t a i l e d  p r o t o c o l  d e s c r i p t i o n ;  and (2) 

t h e  i n t e g r a t i o n  of  an e n t i t y - ' s  TG wi th  i t s  uppe r  a nd /o r  

lower l a y e r  TGs by p r o p e r l y  s u b s t i t u t i n g  l o w - l e v e l  

n o n - t e r m i n a l s  f o r  h i g h - l e v e l  t e r m i n a l s  to  form a new 

i n t e g r a t e d  TG. Th is  o p e r a t i o n  can be used fo r  top-down

d e s i g n  of  p r o t o c o l s  and  to  i n t e r - r e l a t e  upper  and  lower 

l a y e r s  o f  p r o t o c o l s  in a p r o t o c o l  h i e r a r c h y .

The t heorems  and a l g o r i t h m s  o f  t he  s u b s t i t u t i o n

o p e r a t i o n  a r e  d i s c u s s e d  i n  Theorem 9 .7  o f  I H o p c r o f t 6 9 ] . I t

i s  known t h a t  t h e  c l a s s e s  o f  r e g u l a r  s e t s  and  CFLs a r e  

c l o s e d  under  t h e  s u b s t i t u t i o n  o p e r a t i o n .  The c l a s s  o f  CFLs 

i s  c l o s e d  unde r  G- f r e e  s u b s t i t u t i o n .  The f o l l o w in g  i s  a 

s u o s t i t u t i o n  example o f  t h r e e  CFLs*

EXAMEJJE 4.̂ 3.

Let  L be g e n e r a t e d  by t h e  grammar
( {<S>},{ " s e n d " ,  "ack"  }, P,<S> ) ,  where P c o n s i s t s  of* 

<S> ** = " s end"  "ack"  <S> ! G

He can s u b s t i t u t e  t h e  t e r m i n a l s  "send"  and "ack"  t o  ge t  f(L) 
i n  t he  fo l lowing*



TG In t e g r a t io n  Techniques 120

Le t  f ( " s e n d " ) = { Gs Sn Ss S t (Rs  Rt Ts S t ) *  > and 
i ( " a c k " )  = < As Rt Fs } ;

l e t  f ( " s e n d " ) be g e n e r a t e d  by
( <<S1>, < r e t r a n s m i t > ) , { G s , S n , S s , S t , R s , R t , T s > , P I  ,<S1 > ) ,  

where PI co n t a in s *
<S1> ** = Gs Sn Ss S t  < r e t r a n s m i t > ,
< r e t r a n s m i t >  **= Rs Rt  Ts S t < r e t r a n s m i t >  ! G.

and l e t  f C ' a c k " )  oe g e n e r a t e d  by
( { <S2>),< A s , R t , F s ) , { <S2> * * =As Rt Fs ) ,<S2> ) .

Then f (L)  i s  g e n e r a t e d  by

( {<S>,<S1> , <52>} , { G s , S n , S s , S t , R s , R t , T s , A s , F s ) , P ' , <S> ) ,  
where P '  co n t a in s *

<S> :*= <SI><S2><S> ! G
<S1> **= Gs Sn Ss S t < r e t r a n s m i t > ,
< r e t r a n s m i t >  **= Rs Rt Ts S t < r e t r a n s m i t >  ! G,
<S2> **= As Rt F s .

The f i r s t  p r o d u c t i o n  comes lrom 

< S >  »i= " s e nd "" ac k"  <S> ! G

wi th  <S1> s u b s t i t u t e d  f o r  " send"  and <S2> f o r  " a c k " .  Note 

t h a t  f (L)  i s  a we l l - f o rmed  TG o f  t h e  l anguage  L(GI1) which 

i s  d e f i n e d  i n  Cha p t e r  3.

For t he  new grammar,  we may ag a in  use  t h e  s u b s t i t u t i o n  

o p e r a t i o n  t o  map t e r m i n a l  Ts ( " t r a n s m i t  a p a c k e t  ou t  t o  a 

lower  l e v e l " )  to a sequence  of  a c t i o n s  which a r e  d e s c r i b e d  

a t  t ne  c h a r a c t e r  (ASCII) l e v e l .  More complex s u b s t i t u t i o n  

of  p r o t o c o l  components ( such a s  SDLC b i t  s t u f f i n g )  i s  a l s o  

p o s s i b l e .
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4 . 5  TG Loca l  V a l i d a t i o n  Techniques
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He c o n c e n t r a t e  on l o c a l  TG v a l i d a t i o n  i n  t h i s  s e c t i o n  

and l e a v e  g l ob a l  v a l i d a t i o n  as  t h e  t o p i c  o l  Cha p t e r  5 .  TG 

v a l i d a t i o n  t e c h n i q u e s  f o r  v e r i l y i n g  l a r g e - s c a l e  so f twa re  

sy s t ems  can improve t h e i r  r e l i a b i l i t y .  The t e c h n i q u e s  a r e  

mechan i ca l  in n a t u r e  and have been implemented .  The c o s t  o f  

c o r r e c t  p r o t o c o l  development  can be g r e a t l y  r educed  u s ing  

t h e s e  v a l i d a t i o n  t e c h n i q u e s .

Automat ic  t e c h n i q u e s  fo r  TG s y n t a x  v a l i d a t i o n  can  be 

a p p l i e d  w i t ho u t  r e g a r d  t o  t h e i r  s eman t i c  meanings  and a c t u a l  

e x e c u t i o n .  They can be used t o  l o c a t e  p o s s i b l e  s t r u c t u r e  

f l aws  t o  a c h i e v e  a c o r r e c t  s t r u c t u r e  f o r  t h e  TG. P r o to c o l  

v a l i d a t i o n  can be c o n s i d e r e d  as  t h e  a n a l y s i s  of  t he  

fo l l owing*  (1) no-backup p a r s i n g ,  (2). we l l  s t r u c t u r e d  TG,

(3) r e c e i v e  d e a d l o c k ,  (4)  i n c o m p a t i b i l i t y  and (5) l oo ps ,  

eacn o f  whicn i s  d i s c u s s e d  be low.

4 . 5 . 1  No-backup P a r s i n g

Automat ic  imp lemen ta t i on  t e c h n i q u e s  d i s c u s s e d  in 

C h a p t e r  6 r e q u i r e  t h a t  t h e  TG o f  a p r o t o c o l  i s  a b l e  to  p a r s e  

w i t h o u t  ba ck up .  Tne TG grammar r u l e s  t h a t  enab l e  t he  

p a r s i n g  w i t h o u t  backup have t o  f o l l ow  two r e s t r i c t i o n s *  (a)
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d e t e r m i n i s t i c  TG, and (b)  no l e f t - r e c u r s i o n .  Note t h a t  

t h e s e  r e s t r i c t i o n s  a r e  no t  needed f o r  v a l i d a t i o n  and w i l l  

n o t  a f f e c t  t h e  power o f  mode l i ng .

a)  D e t e r m i n i s t i c  TG

Every p a i r  o f  i n i t i a l  symbols  x and  y o f  a l t e r n a t e s  in 

t h e  grammar p r o d u c t i o n  r u l e  o f  a d e t e r m i n i s t i c  TG must 

s a t i s f y  t h e  r e s t r i c t i o n  t h a t

I f  x =>* A u and y =>* B v,  t hen  A * B,

V A,B e Vt and u , v  e  (Vn U V t ) * .

b) No l e f t - r e c u r s i o n

T h i s  means t h a t  t h e r e  does  n o t  e x i s t  in  t h e  grammar a 

d e r i v a t i o n :

<u> =>+ <u> y,

¥<u> e Vn and V y e (Vn U V t ) * .

We can d e s i g n  a l g o r i t h m s  t o  l i s t  a l l  t h e  n o n - t e r m i n a l s  

and p r o d u c t i o n  r u l e s  t h a t  v i o l a t e  t h e s e  two r e s t r i c t i o n s .

Be fo re  i n t r o d u c i n g  t h e s e  a l g o r i t h m s ,  we f i r s t  i n t r o d u c e  a

t e c h n i q u e  fo r  c o n s t r u c t i n g  t h e  t r a n s i t i v e  c l o s u r e  o f  a 

r e  la t i o n .



TG Local V a l id a t io n  Techniques 123

For some r e l a t i o n  R on a s e t  ( a l p h a b e t ,  s e t  o f  symbols)  

A and some e l emen t  U we o f t e n  wish  t o  c o n s t r u c t  t he  s e t

K =  <S ! U R + S ,  S e A )  

f o r  v a l i d a t i o n  c h e c k i n g .  From th e  wel l -known th eo ry  o f  t he  

t r a n s i t i v e  c l o s u r e  o f  r e l a t i o n s  [ G r i e s 7 1 ] ,  we know t h a t  i f  

t he  s e t  A i s  f i n i t e ,  t h en  t h e  l e n g t h  o f  t h e  r e l a t i o n  cha in  

i s  bounded by t h e  number o f  e l emen t s  in  A.

An i m p o r t a n t  ana e f f i c i e n t  a l g o r i t h m  u s i n g  Boolean 

m a t r i x  a r i t n m e t i c  can a l s o  be used t o  c o n s t r u c t  t he

t r a n s i t i v e  c l o s u r e .  For  a r e l a t i o n  R d e f i n e d  on a s e t  S of

n symbols  S I ,  . . . . , S n  we can c o n s t r u c t  an n by n Boolean 

m a t r i x  B t o  r e p r e s e n t  t n i s  r e l a t i o n  by p u t t i n g  I in B t i , j ]

i f  and o n l y  i f  Si  R S j .  The m a t r i x  B+ d e f i n e d  by

B+ = B + BB + BBB + ..........+ Bin

can a l s o  Pe p roved  t o  r e p r e s e n t  t h e  t r a n s i t i v e  c l o s u r e  R+ of 

R. The f o l l o w i n g  a l g o r i t h m  tMar sha l  162] i s  o f t e n  used f o r  

d e r i v i n g  t he  m a t r i x  B+ from B

1 . Se t  a new m a t r i x  B+ = B.
2 .  Se t  i *= I .
3.  For  a l l  j ,  i i  B + [ j , i ]  = I t h en  f o r  k = ! , . . . , n ,  s e t  

B +[ j , k ]  *= B+[ j ,k3  + B + t i , k ] .
4 .  Add I t o  i .
5 .  I f  i  < n t hen  go t o  s t e p  3; o t h e r w i s e  s t o p .

Re tu r n i ng  t o  t he  p r e v i o u s  r e s t r i c t i o n s  t h a t  e n ab l e  t he  

TG p a r s i n g  w i th ou t  backup,  i t  i s  obv ious  t h a t  a n o n - t e r m i n a l
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<u> of  a TG s a t i s f i e s  t h e  l e f t - r e c u r s i o n  c o n d i t i o n  i f  and 

only  i f  <u> FIRBT+ <u> where t h e  r e l a t i o n  FIRST was d e f i n e d  

in D e f i n i t i o n  12. The f o l l o w i n g  s t e p s  can be used t o  t e s t  

l e f t  r e c u r s i o n .  We can  use an a l g o r i t h m  t o  c o n s t r u c t  B+ 

from a m a t r i x  B r e p r e s e n t i n g  t h e  r e l a t i o n  FIRST on Vn o f  t he  

TG. We th en  have B + I i , i l  = 1  i f  and o n l y  i f  t he  

n o n - t e r m i n a l  Si  e  Vn i s  l e f t  r e c u r s i v e .  The d e t e r m i n i s t i c  

r e s t r i c t i o n  can a l s o  be v a l i d a t e d  from t h e  r e l a t i o n  FIRST+ 

on Vn U Vt o f  a TG.

4 . 5 . 2  Well S t r u c t u r e d  TG

The t r a n s i t i v e - c l o s u r e  c o n s t r u c t i o n  t e c h n i q u e  can a l s o  

be used t o  check  a t r a n s m i s s i o n  grammar fo r  w e l l  s t r u c t u r e d  

form.  I f  t h e  TG i s  n o t  wel l  s t r u c t u r e d ,  i t  c o u ld  e i t h e r  

c ause  e r r o r s  o r  i n c r e a s e  c o m p l e x i t i e s .

A w e l l - s t r u c t u r e d  TG r e q u i r e s  t h a t  t h e r e  i s  no 

un d e f i n e d  n o n - t e r m i n a l  o r  s u p e r f l u o u s  r u l e s ,  and t h a t  each 

s e n t e n c e  ( a c t i o n  sequence)  o f  t he  TG t e r m i n a t e s  p r o p e r l y ,  

we say a TG i s  we l l  s t r u c t u r e d  i f  i t  f o l l o w s  t h e  f o l l o w in g  

two r e s t r i c t i o n s *  (A) t n e  TG i s  r ed uc ed ,  and (B) t h e  TG can 

g e n e r a t e  o n l y  p r o p e r  s e n t e n c e s .
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The r e d u c e d  TG d e f i n e d  in D e f i n i t i o n  II p r e v e n t s

s u p e r f l u o u s  r u l e s  and un d e f i n ed  n o n - t e r m i n a l s .  A TG is

c a l l e d  r educed  i f  and on ly  i f  every  n o n - t e r m i n a l  <u> e Vn

s a t i s f i e s  t h e  f o l l o w i n g  two c o n d i t i o n s*

(1) <u> must  be r e a c h a b l e  from t h e  s t a r t i n g  symbol ,  i . e .  
<u> must ap p ea r  i n  t h e  f o l l o w i n g  s e n t e n t i a l  form*

<st> =>* x <u> y, f o r  some x, y e  (Vn U Vt )* ,  and 
<st> i s  t h e  s t a r t i n g  symbol of  t h e  grammar.

A n o n - t e r m i n a l  i s  r e a c h a b l e  from th e  s t a r t i n g  s t a t e  i f  

i t  has t h i s  p r o p e r t y ,  in which c a se  we know t h a t  an 

u n r e a c h a b l e  n o n - t e r m i n a l  i s  e i t h e r  c aused  by d e s i g n  e r r o r s  

o r  r e p r e s e n t s  s u p e r f l u o u s  r edundancy .  A n o n - t e r m i n a l  <u> 

s a t i s f i e s  t h e  r e s t r i c t i o n  i f  and on ly  i f  <s t> WITHIN+ <u>. 

The a l g o r i t h m  f o r  ch eck ing  r e a c h a b i l i t y  i s  t h e r e f o r e  

s t r a i g h t f o r w a r d .  We f i r s t  c o n s t r u c t  an n by n Boolean 

m a t r i x  B r e p r e s e n t i n g  t h e  r e l a t i o n  WITHIN ove r  t h e  s e t  o f  

n o n - t e r m i n a l s  Vn. The m a t r i x  B+ i s  t hen  d e r i v e d  by 

N a r s h a l l ' s  a l g o r i t h m .  I t  i s  c l e a r  t h a t  a l l  t h e  

no n - t e r r n i n a l s  a r e  r e a c h a b l e  from <s t> i f  and on ly  i f  

B+ [ 1 , j  3 = I l o r  j  = 2,  . . . ,  n .

(2) I t  must oe p o s s i b l e  t o  d e r i v e  a s t r i n g  t  o f  t e r m in a l  
symbols from <u>*

<u> =>+ t ,  for  some t  e Vt+
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F i g u r e  2.11 o f  l G r i e s 7 1 ] c o n t a i n s  a f low c h a r t  o f  an 

a lg o r i t h m  which r e c u r s i v e l y  ch ec k s  each n o n - t e r m i n a l  of a 

grammar to  se e  i f  i t  can g e n e r a t e  a t e r m i n a l  s t r i n g .

The p r o p e r  s e n t e n c e  r e s t r i c t i o n  r e q u i r e s  t h e  p ro p e r  

t e r m i n a t i o n  o f  a l l  a c t i o n  sequences  o f  a TG. I t  i s  c l e a r  

t n a t  x i s  a t e r m i n a t i n g  symbol i f  and on ly  i f  <st> =>+ . . . x  

and x e  Vt .  Note t h a t  t h i s  r e l a t i o n  i s  t h e  same as

<st> LAST+ x .  A symbol x i s  a t e r m i n a t i n g  symbol i f  and

only i f  <st> LAST x o r  t h e r e  e x i s t s  a n o n - t e r m i n a l  <u> such 

t h a t  <s t>  LASf+ <u> and <u> LAST x .  A s im p le  r e c u r s i v e  

r o u t i n e  can oe used t o  l i s t  a l l  th e  t e r m i n a t i n g  symbols f o r  

a g iv en  TG.

For a w e l l - s t r u c t u r e d  TG, i t  i s  o b v io u s  t h a t  a l l  th e  

a c t i o n  se q u e n c e s  w i l l  end a t  a p r o p e r  e x i t ,  rte can  be su re  

t h a t  from any s t a t e  of  t h e  TG i t  w i l l  be p o s s i b l e  to  r e a c h  

an a p p r o p r i a t e  t e r m i n a t i n g  s t a t e .  T h i s  i s  an im p o r t a n t

p r o p e r t y  and i s  a l s o  c a l l e d  l i v e n e s s  of  a l l  t h e  s t a t e s  o f  a

p r o t o c o l .

A s t a t i c  d e a d lo c k  i s  a s t a t e  t h a t  c a n n o t  r e a c h  an 

a p p r o p r i a t e  t e r m i n a t i n g  s t a t e .  A w e l l - s t r u c t u r e d  TG has the  

n i c e  p r o p e r t y  t h a t  i t  w i l l  nev e r  r e a c h  a s t a t i c  d e a d l o c k .
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EXAMPLE 4 . 4  To show th e  c n e c k in g  o f  t h e  above sy n ta x  e r r o r s ,  

l e t  us c o n s i d e r  th e  f o l lo w in g  grammar*

<TG> ::  = <a> <b> <c>
<a> S  J  = <d> a
<b> 1 1  = b a ! b b
<d> t * = <a>
<e> : :  = <f>
<1> t x = <e> <e>

In t n i s  grammar, we can see  t h a t  <c> i s  an u n d e f in e d  

n o n - t e r r n i n a l , - <a> =>+ <a> a i s  l e f t  r e c u r s i v e ,  and b o th  <b> 

=>* b a and <o> = > > 4  b b nave t h e  same i n i t i a l  symbol.  S ince  

<TG> i s  t h e  s t a r t i n g  symbol,  b o th  <e> and <f> do n o t  s a t i s f y  

t n e  two c o n d i t i o n  t h a t  t h e r e  sh o u ld  n o t  be any s u p e r f l u o u s  

r u l e s .  T h is  example w i l l  be a l s o  shown as  th e  t e s t  example 

2 in S e c t io n  4 . 6  when we d i s c u s s  a u to m a t i c  TG v a l i d a t i o n s .

4 . 5 . j  Receive  Deadlock

A r e c e i v e  d e a d lo c k  happens when an e n t i t y  i s  i d l e  

w a i t i n g  f o r  a n o t h e r  e n t i t y  to  send a message b u t  t h e r e  i s  no 

such  message coming th ro u g h  th e  c h an ne l  be tween them. Even 

in  a w e l l - s t r u c t u r e a  TG, we may s t i l l  have th e  prob lem  o f  

r e c e i v e  d e a d l o c k .  I t  can be c a u s e d  by e i t h e r  message l o s s  

o r  i n c o m p a t i o i l i t y .  The g e n e r a l  t e c h n iq u e  o f  p r e v e n t i n g  a 

r e c e i v e  d ead lo ck  caused  by message l o s s  i s  t o  have a t im e o u t  

scheme to  r e c o v e r  from i t .  T h e r e f o r e ,  f o r  each a c t i o n  o f
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r e c e i v e  w a i t i n g ,  we s h o u ld  have a t im e o u t  and r e t r a n s m i t  

a c t i o n  as  an a l t e r n a t e  p a r t  o f  t h e  t r a n s i t i o n .  The 

t e c h n i q u e  f o r  overcoming t h e  problem o f  i n c o m p a t i b i l i t y  i s  

t h e  t o p i c  o f  th e  n e x t  s e c t i o n .

4 . 5 . 4  I n c o m p a t i b i l i t y

A s im p le  b u t  u s e f u l  t e c h n iq u e  i s  to  l i s t  a l l  th e  

s e n d in g  and r e c e i v i n g  messages  ( i n  n o n - t e r m in a l  form) fo r  

two communicating e n t i t i e s .  The two s e t s  s h o u ld  have a 

o n e - t o - o n e  c o r r e sp o n d e n c e  i f  th e y  a r e  c o m p a t i b l e .  However, 

t h i s  t e c h n iq u e  i s  i n a d e q u a t e  t o  f u l l y  check f o r  

i n c o m p a t i b i l i t y .  A g l o b a l  r e a c h a b i l i t y  a n a l y s i s  i s  

n e c e s s a r y  f o r  com ple te  c h e c k in g .  G loba l  v a l i d a t i o n  

t e c h n i q u e s  w i l l  be c o v e re d  i n  C h a p te r  5 .

4 . 5 . 5  Loops ( O s c i l l a t i o n s )

A c t io n  loops  in  th e  a c t i o n  s e q u en c es  o f  a p r o t o c o l  TG 

s h o u ld  a l s o  be i d e n t i f i e d  by t h e  v a l i d a t i o n  sy s te m .  There  

a r e  two ty p e s  o f  loops* (1) loops  w i th  no e x i t  and (2) 

lo o p s  w i th  a p ro p e r  e x i t .  We say  a loo p  i s  lo o p in g  w i t h  no 

e x i t  i f  t h e r e  e x i s t s  a n o n - t e r m i n a l  in th e  loop  which i s  n o t  

one o f  the  l i v e n e s s  s t a t e s .  In a w e l l - s t r u c t u r e d  TG, i t  i s  

c l e a r  t h a t  a l l  th e  loops  nave p r o p e r  e x i t s .  For  a loop w ith
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a p r o p e r  e x i t ,  we a r e  i n t e r e s t e d  in  s e l f - l i m i t i n g  and 

dynamic d e ad lo ck  c h e c k in g .

The t e c h n iq u e  we use  t o  d e t e c t  lo o p s  i s  t o  i d e n t i f y  th e  

n o n - t e r m i n a l s  t h a t  c o u ld  g e n e r a t e  t h e  f o l lo w in g  s e n t e n t i a l  

form*

<u> =>+ x <u> y f o r  some x , y  e  (Vn U V t )* .

Note t h a t  a n o n - t e r m i n a l  <u> can d e r i v e  lo o p s  i f  and 

on ly  i f  <u> WITHIN+ <u>. Thus we can c o n s t r u c t  an m by m 

Boolean m a t r ix  A r e p r e s e n t i n g  t h e  r e l a t i o n  WITHIN o v e r  Vn o f  

m n o n - t e r m i n a l s *  5 1 , S2, . . . S m .  We can th en  d e r i v e  A+ 

r e p r e s e n t i n g  th e  WITHIN+ r e l a t i o n .  I t  i s  c l e a r  t h a t  a 

n o n - t e r m in a l  Si e Vn can  d e r i v e  a loop l e a d i n g  to  i t s e l f  i f  

and on ly  i f  A + t i , i I  = 1.

In o r d e r  to  p r e v e n t  t h e  p o s s i b l e  i n f i n i t e  lo o p in g  of 

a c t i o n  s e q u e n c e s ,  one o f  t h e  a c t i o n  t e r m i n a l s  in  each  loop 

has  to  l i m i t  t h e  number o f  e x e c u t i o n s  of t h e  l o o p .  For 

example , a loop i n  t h e  TG o f  F i g .  20 (shown in  t h e  nex t  

s e c t i o n )  is*

<wait> **= < r e t r a n s m i t >  < w ai t .ack >
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Since  t h e  number o f  r e t r a n s m i s s i o n s  has t o  be l i m i t e d ,  

we shou ld  i n c l u d e  th e  l i m i t a t i o n  in  t h e  TG. By a s i m i l a r

argument we sn o u ld  l i m i t  t h e  number o f  o u t s t a n d i n g  p a c k e t s

i n  tbe  TG. Some lo o p s  a r e  i n h e r e n t l y  l i m i t e d  by a 

h i g h e r - l a y e r  p r o t o c o l  and  do n o t  need  to  be l i m i t e d  in  th e  

TG.

Dynamic d e a d lo c k  i s  a s p e c i a l  ty p e  o f  l o o p in g ,  c a l l e d  

i n f i n i t e  i d l e  l o o p in g .  I d l e  l o o p ing  happens  d u r i n g  a time 

p e r i o d  T3-TI when t ime T3>T2>T1 e x i s t s  s u c h  t h a t  

S t a t e  ( Tl )  = S t a t e  (T3) * S t a t e  (T 2) ,  

and  no e f f e c t i v e  communication  a c t i o n  has  been made d u r i n g  

t h e  t im e  p e r i o d .  I d l e  l o o p in g  cou ld  be a send a c t i o n  which 

r e p e a t s  a number o f  t im e s  w i th o u t  a p o s i t i v e  ACK o r  a 

r e c e i v e  a c t i o n  which w a i t s  f o r  a message ,  b u t  no such 

message i s  underway.  In d e s i g n in g  a TG, we sh o u ld  d e t e c t  

a l l  sucn  lo op s  and have a scheme t o  r e c o v e r  from them.

The t e c h n iq u e  fo r  d e t e c t i n g  i d l e  l o o p in g  i s  t o  i d e n t i f y  

t h e  n o n - t e r m i n a l s  t h a t  co u ld  g e n e r a t e  t h e  fo l lo w in g  

s e n t e n t i a l  form*

<u> =>+ x <u> y fo r  some x , y  « (Vn U V t)*  such  t h a t

x can g e n e r a t e  o n ly  i d l e  s t r i n g s .
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As d e f i n e d  in D e f i n i t i o n  2 ,  an  i d l e  s t r i n g  c o n t a i n s  no 

e f f e c t i v e  communication  symbol and t h e r e f o r e  no e f f e c t i v e  

communication  p r o g r e s s  can be made d u r i n g  i d l e  l o o p i n g .  We 

can check  and i d e n t i f y  p o t e n t i a l  i n f i n i t e  i d l e  lo o p in g  when 

we g e n e r a t e  lo o p s  u s in g  th e  above t e c h n i q u e s .

4 .6  The V a l i d a t i o n  System

A v a l i d a t i o n  system has been  c o n s t r u c t e d  t o  check  f o r

t h e  p r o p e r t i e s  d i s c u s s e d  in t h e  p r e v i o u s  s e c t i o n .  The

com ple te  program i s  l i s t e d  i n  Appendix A. The r e a c h a b i l i t y  

a n a l y s i s  o f  a TG sh o u ld  be p e r f o r m e d  f o r  b o th  l o c a l  and 

g l o b a l  t r a n s i t i o n s .

The sys tem  r e a d s  a TG t h a t  need s  t o  be v a l i d a t e d  and

s t o r e s  i t  i n  a c a r e f u l l y  d e s ig n e d  d a t a  s t r u c t u r e  so t h a t

e f f i c i e n t  t e s t i n g  and c h e c k in g  can be made. A f t e r  i n fo rm in g  

th e  sys tem  o f  th e  s t a r t i n g  symbol,  i t  can p a r s e  any t e s t  

a c t i o n  seq u en c e  and t e l l  w he ther  i t  i s  a v a l i d  s e n t e n c e  of 

tn e  TG. I t  can  check  f o r  t h e  t e r m i n a t i n g  sym bols ,  l e f t  

r e c u r s i o n ,  u n r e a c h a b l e  n o n t e r m in a l s  and p r o p e r  t e r m i n a t i o n s .  

I t  w i l l  a l s o  i n d e n t  and l i s t  a l l  t h e  loo p s  ( c y c l e s )  f o r  

boundedness  c n e c k in g .
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Three  t e s t  examples a r e  shown i n  F i g .  18, 19 and 20. 

F i g .  18 i s  a t e s t  of a v a l i d  TG w i th  f o u r  t e s t i n g  a c t i o n  

s e q u e n c e s .  Two o f  them a r e  i n c o r r e c t .  F i g .  19 i s  a t e s t  

of  an i n v a l i d  TG which i s  t h e  same TG as  Example 4 . 4 .  The 

sys tem  p r i n t s  o u t  u n d e f in e d  sym bo ls ,  t e r m i n a t i n g  symbols ,  

l e f t  r e c u r s i o n  n o n t e r m in a l s  and u n r e a c h a b le  n o n t e r m in a l s  

more c o m p le te ly  than  o u r  hand c h e c k in g  r e s u l t  of  th e  

p r e v i o u s  s e c t i o n .  F i g .  20 i s  a n o t h e r  t e s t  o f  a v a l i d  TG 

which s p e c i f i e s  t h e  s e n d in g  p a r t  o f  a communication 

p r o c e s s o r  p r o t o c o l .
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<A> ** = X , ( <B> ) .
<B> ** = <A> <C> .
<C> ** = + <A> .

<A>
( X + ( ( X  + X ) + X ) ) .
( X + X > .
( A + X).

1 <a > n =  x ! ( <b> ) .
2 <b> **= <a> <c> .
3 <c> i * = + <a> .
4 ------ --------- ------------------------------------------------------

PROPER TERMINATION ANALYSIS
* * * * * * * * * * * * * * * * * * * *  * * * * * * x

** WARNING ** MORE THAN ONE EXITS 
THE TERMINATE SYMBOL IS* X )

NO LEFT RECURSION 
REACHABILITY ANALYSIS
* *  * * X x  * X  * * * x  X X  * X  X X  x * x
NO UNREACHABLE NONTERMINAL
ALL NONTERMINALS CAN TERMINATE PROPERLY.
ACTION SEQUENCE TESTING

X X * X X x * x  * * * * * * * * * * * * * * *

5  < a >
6 ( x + ( ( x  + x ) + x ) ) .

THE SYNTAX OF THE ABOVE ACTION
SEQUENCE IS* CORRECT

7 ( x + x ) .
THE SYNTAX OF THE ABOVE ACTION

SEQUENCE IS* CORRECT 
THE SYNTAX OF THE ABOVE ACTION

SEQUENCE IS* INCORRECT
8 ( a + x ) .

THE SYNTAX OF THE ABOVE ACTION
SEQUENCE IS* INCORRECT 

INDENTED CYCLES LISTING
x x X X x * * * * * * * * * * * * * * * * * *

9
10 <a> **= ( <t» )
JI <o> * * = <a> <c>
12
13 <b> **= <a> <c>
14 < c > * * = + < a >

F i g .  18 T e s t  1 o f  a v a l i d  TG
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<TG> *»= <A> <B> <C> # , B A B
<A> ** = <D> A .
<B> n= B A , B B ,
<D> ** = <A> .
<E> «:= <F> .
<F> n =  < e > <£> .

<TG>
A B A # .

1 <tg> ** = <a> <b> <c> # ! b a b
<a> ** = <d> a .
<b> ** = b a J b b .
<d> ** = <a> .
<e> * * = <f> .
<f> : : =  <e> <e> .

UNDEFINED SYMBOL — > <C>
PROPER TERMINATION ANALYSIS 
**** ****************** *****
** EARNING ** MORE THAN ONE EXITS 
THE TERMINATE SYMBOL IS* # B 
LEFT RECURSION — > <A>
LEFT RECURSION — > <D>
LEFT RECURSION — > <E>
LEFT RECURSION — > <F> 
REACHABILITY ANALYSIS
* * * *  * *  * *  * * * *  * *  * * * *  * * x

UNREACHABLE NONTERMINAL -----> <E>
UNREACHABLE NONTERMINAL -----> <F>
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<S.VIP> ** = <S> <S.VIP> , # .
<S> ** = <S.PACKET> <WAIT.ACK> .
<S.PACKET> ** = <5.R0UTING> t <S.HOST> .
<S.ROUTING> ** = SS RO SN ST SS .
<S.HOST> ** = SS GS SN ST SS .
<rfAIT.ACK> **= <ACK> , <RETRANSMIT> <WAIT.ACK> t 

<S> <WAIT.ACK> .
<ACK> ** = AS RT FS .
<HETRANSMIT> ** = TO RT ST SS .

<S.VIP>
SS RU SN ST SS AS RT FS # •

1 < s .v ip >  ** = <s> < s .v ip >  J # .
2 <s> ** = < s .p a c k e t>  < w ai t .ac k >  .
3 < s .p a c k e t>  ** = < s . r o u t i n g >  ! < s .h o s t>  .
4 < s . r o u t i n g >  ** = s s  ro  sn s t  s s  .
5 < s .h o s t >  ** = ss  g s  sn s t  s s  .
6 < w a i t . a c k >  **= <ack> 1 < r e t r a n s m i t>

< w a i t . a c k >  1 <s> < w ai t .ack >  .
7 <ack> ** = a s  r t  f s  .
8 < r e t r a n s m i t >  ** = to  r t  s t  s s  .
9 ------------------------------------------------------------------------

PROPER TERMINATION ANALYSIS
* * * * * * * * * * * *  -irk irk  * *  * * * * * * * * * r

THE TERMINATE SYMBOL IS* #
NO LEFT RECURSION 
REACHABILITY ANALYSIS
*5*3R»X*X X *  * X * X * X  X X x

NO UNREACHABLE NONTERMINAL
ALL NONTERMINALS CAN TERMINATE PROPERLY.
ACTION SEQUENCE TESTING
X X X X X X x * * *  * * * * * * * * * * * * *

10 < s .v ip >
11 ss  ro  sn s t  s s  a s  r t  f s  # .

THE SYNTAX OF THE ABOVE ACTION
SEQUENCE IS* CORRECT 

INDENTED CYCLES LISTING
* * * * * * * * * * * * * * * * * * * *  * * x

13
13 < s .v ip >  **= <s> < s .v ip >
14
15 <s> **= < s .p a c k e t >  <w ai t .ack>
16 < w ai t .ac k >  **= <s> < w ai t .ack >
17
13 < w a i t . a c k >  **= <r .e t ransm it>  < w ai t .ack >
19
20 < w a i t . a c k >  **= <s> <w ai t .ack>

F i g .  20 T e s t  3 o f  a v a l i d  TG
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4 .7  TG G loba l  V a l i d a t i o n

136

As we d i s c u s s e d  i n  C hap te r  2, p r o t o c o l  sy h ta x  e r r o r s

such a s  t r a n s m i t  i n t e r f e r e n c e s ,  l o o p in g ,  d e a d lo c k s  and

i n c o m p a t i b i l i t y  may a r i s e  when two ( o r  more) e n t i t i e s

communicate w i th  e a c h  o t h e r .  We may d e r i v e  a s h u f f l e d  TG to

r e p r e s e n t  t h e  i n t e r a c t i o n s  o f  th e  e n t i t i e s  by t h e  r e s t r i c t e d  

s h u f f l i n g  o f  t h e i r  r e s p e c t i v e  TGs. The same s y n t a x  c h e c k in g  

t e c h n i q u e s  can th e n  be a p p l i e d  t o  th e  i n t e g r a t e d  TG to  

e n su re  t h a t  i t  i s  well  s t r u c t u r e d ,  n o n - d e t e r m i n i s t i c  and 

f r e e  o f  d e a d l o c k s .

De f .23 A g lo  ba1 si&ifi. o f  two communicating TGs i s  a

com pos i te  s t a t e  t o ] , S 2 ] ,  where SI and S2 a r e  t h e  s t a t e s  of

t h e  communica t ing  e n t i t i e s .  The g l o b a l  s t a t e  may a l s o

in c lu d e  th e  s t a t e  o f  th e  c h ann e l  be tween  t h e  TGs f o r  th e  

p u rp o se  of  v a l i d a t i o n .

D e f .24 A r e a l i z a b l e  s t a t e  o f  two com m unica t ing  TGs i s  a

g l o b a l  s t a t e  which can be rea ch e d  from £ S0 ,S 0 / 3 where S0 and 

S 0 '  a r e  th e  s t a r t i n g  s t a t e s  o f  t h e  TGs. A r e c e i v e  a c t i o n  o f  

a TG c an no t  o c c u r  u n l e s s  a c o r r e s p o n d i n g  send a c t i o n  a t  th e  

o t h e r  communicating TG has a l r e a d y  o c c u r r e d .
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S t a t i c  s t r u c t u r e  v a l i d a t i o n  t e c h n i q u e s  f o r  a l o c a l  

env ironm en t  of t h e  p r e v i o u s  s e c t i o n  can be a p p l i e d  t o  g l o b a l  

v a l i d a t i o n .  I n c o m p a t i b i l i t y  can a l s o  be checked  from the  

r e s t r i c t e d  s h u f f l i n g  o p e r a t i o n .  A lg o r i th m s  can be used to  

l i s t  a l l  t h e  l o o p i n g s ,  s t a t i c  d e a d lo c k s  and 

i n c o m p a t i b i l i t i e s  by e x h a u s t i v e  c h e c k in g  o f  a l l  t h e  p o s s i b l e  

t r a n s i t i o n s  be tw een  y l o b a l  s t a t e s .

However, TG g l o b a l  v a l i d a t i o n  t e c h n i q u e s  do s u f l e r  from 

th e  s t a t e  e x p lo s io n  prob lem  when t h e  number o f  s t a t e s  

i n v o lv e d  i s  r e l a t i v e l y  l a r g e .  For two communica t ing  

e n t i t i e s  w i th  s t a t e s  numbering nl and n2 r e s p e c t i v e l y ,  th e  

number o f  g l o b a l  i n t e r a c t i n g  s t a t e s  a f t e r  r e s t r i c t e d  

s n u f f l i n g  i s  bounded by th e  C a r t e s i a n  p r o d u c t  o f  nl and n2 .  

Tne s t a t e  e x p lo s io n  prob lem  i s  even more s e r i o u s  when we 

have t o  model complex c h an n e l  s t a t e s  su c h  as l o s s  and o u t  of 

o r d e r .  A v a l i d a t i o n  au tom aton  model i s  i n t r o d u c e d  in  

C h a p te r  5 to  pe r fo rm  a u to m a t i c  g l o b a l  v a l i d a t i o n s  in  a c l e a r  

and c o n c i s e  manner .

4 .8  S t r u c t u r e d  V e r i f i c a t i o n

The f o l lo w in g  s t e p - w i s e  v a l i d a t i o n  t e c h n i q u e s  can  be 

used to  v e r i f y  the  p r o t o c o l  c o r r e c t n e s s  of th e  TG p r o t o c o l
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m odel .  . F i r s t ,  i n d u c t i o n  r u l e s  can be c o n v e n i e n t l y  used to  

p ro v e  p r o t o c o l  p r o p e r t i e s  o f  v a l i d a t i o n  in d e p e n d e n t  p a r t s  

d i r e c t l y  from t h e  t r a n s m i s s i o n  grammar.

Loca l  v a l i d a t i o n  can be a p p l i e d  t o  check  t h e  sy n ta x  o f  

t h e  TG t o  se e  i f  i t  i s  w e l l  s t r u c t u r e d  and g l o b a l  v a l i d a t i o n  

can  be a p p l i e d  t o  r e v e a l  s o p h i s t i c a t e d  p r o t o c o l  sy n ta x  

e r r o r s .

By th e  a r b i t r a r y  s h u f f l e  o p e r a t i o n ,  t h e  v a l i d a t i o n  

in d ep e n d en t  p a r t  TGs can then  be i n t e g r a t e d  i n t o  a new TG 

w h i le  s t i l l  k eep in g  th e  a c t i o n  se q u en ces  and t h e  v e r i f i e d  

p r o t o c o l  p r o p e r t i e s  o f  t h e  i n d i v i d u a l  v a l i d a t i o n  in d e p e n d e n t  

p a r t  TGs. Irte may add some se m a n t i c s  t o  th e  i n t e g r a t e d  TG 

and ap p ly  t h e  TG f o r  th e  pu rp o se  o f  a u to m a t i c  

i m p l e m e n t a t i o n .

From t h e  r e q u i r e d  h i e r a r c h i c a l  d e s i g n  o f  p r o t o c o l  TGs, 

t h e  c o m p le x i ty  o f  v e r i f i c a t i o n  can be f u r t h e r  a l l e v i a t e d  by 

way o f  s t r u c t u r e d  v e r i f i c a t i o n ;  t h a t  i s ,  p r o v i n g  th e  

p r o p e r t i e s  of  one l a y e r  by u t i l i z i n g  t h e  known (p roved)  TG 

p r o p e r t i e s  o f  i t s  lower l a y e r s .
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IndU^LiOD ELEQ&f

We w i l l  d e m o n s t r a te  a p r o t o c o l  p r o o f  example from TG 

s p e c i f i c a t i o n .  The example i s  s i m i l a r  t o  t h e  s e n d in g  p a r t  

o f  G2 in  C h a p te r  3 .  The p u rp o s e  o f  t h i s  example i s  to  

d e m o n s t r a t e  t h a t  t h e  TG s p e c i f i c a t i o n  can c o n t a i n  c e r t a i n  

p r o t o c o l  " s e m a n t i c s "  p r o p e r t i e s .  We can p ro v e  t t e t  i t  w i l l  

g e n e r a t e  tn e  f o l l o w in g  l ang u a g e  L. (GsSn and AsFs a r e  two 

a tomic sym b o ls . )  We u se  t h e  symbol as  th e  meaning o f

" th e  number of  o c c u r r e n c e s " .

L=(wlwe{GsSn,AsFs>* and  ( t h e  # o l  GsSn 's  i n  w = t h e  # of 
A s F s ' s  in  w) and ( f o r  a l l  x ,y  such  t h a t  w=xy w i t h  x*6, th e  
# o f  G sS n 's  in  x > the  # o f  A s F s ' s  in  x)

P r o p e r t i e s  o f  L*

(1)  L i s  t h e  language  o f  a l l  s e n t e n c e s  w in  (G sSn ,AsFs)*  

such t h a t  i f  one s c a n s  w from l e f t  to  r i g h t ,  he w i l l  a lways 

have e n c o u n te r e d  a t  l e a s t  t h e  same number ( i f  n o t  more) of 

o c c u r r e n c e s  o f  G s S n 's  as A s F s ' s  and a t  t h e  end o f  th e  scan  

tn e  # o f  G sS n 's  must eq u a l  t o  t h e  # of  A s F s ' s .

(2) I f  GsSn = ( and AsFs = ) t h e n  L i s  e q u i v a l e n t  t o  th e  s e t  

of  b a la n ce d  p a r e n t h e s i s  s t r i n g s ,  i . e . ,  t h e  s e t  

( ( ) , ( ) ( ) , ( ( ) ) , ( ( ( ) ) ) , . . . . ) .  T h e r e fo r e  we c a l l  t h e  s t r i n g  

g e n e r a t e d  by L a b a la n c e d  s t r i n g .
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£XAM£L£ ±*5 .

Claim I f  0 2  i s  a CFG2 f o r  L, where

G2= (V n ,V t ,P ,< s t> )
Vn=<<st>,<s>)
Vt=(GsSn,AsFs >
P«

<s t>  ** = <s> 5 -6
<s> ** = GsSn <st> AsFs <st>

th e n  L(G2)=L

Pr oof

fie w i l l  p ro v e  by i n d u c t i o n  on n t th e  l e n g t h  o f  s e n t e n c e  
w, t h a t  f o r  a l l  n i l ,  <s t> => w i f  and on ly  i f  w i s  a 
s e n t e n c e  i n  L; i . e . ,  ( t h e  # o f  G sSn 's  in  w = t h e  # of
A s F s ' s  in w) and ( f o r  a l l  x ,y  such  t h a t  w=xy w i th  x*G, th e
# o f  G sS n 's  in  x > t h e  # o f  A s F s ' s  i n  x)

(a )  (<=) p rove  i f  w i s  b a l a n c e d  th en  w i s  a s t r i n g  i n  L(G2).

For  n=0, i . e . ,  w=6 and wGL(G2) i s  t r i v i a l l y  t r u e .

For  n>0, l e t  t h e  h y p o t h e s i s  ho ld  f o r  a l l  k<n where k i s  th e  
l e n g t h  o f  t h e  s t r i n g .

I f  w i s  a s t r i n g  whose l e n g t h  i s  n ,  th e n  w i s  t h e  form

w = GsSn wl AsFs w2

where wl and w2 a re  b a la n c e d  s t r i n g s  and may be n u l l .  S ince  
w i s  o f  l e n g t h  n, wl and w2 must have l e n g t h  l e s s  th a n  n, 
t h e r e f o r e  wl and w2 can be g e n e r a t e d  by G (by a s s u m p t io n ) ,  
i . e .

<s t>  => wl, <st> => w2 

But from th e  p r o d u c t i o n  r u l e s ,  we o b se rv e d  t h a t*

<st> **= <s>
<s> **= GsSn <s t>  AsFs <st> 

so we have <st> => w 

From th e  i n d u c t i o n  r u l e  we know (a )  h o ld s  fo r  a l l  n e  N.

(b)  (=>) p rove  i f  w i s  a s t r i n g  in  L(G2) th e n  w i s  b a l a n c e d .
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For  n=0, <s t>  **= €  and €  i s  a b a la n c e d  s t r i n g ,  t h e r e f o r e  
th e  h y p o t h e s i s  h o l d s .

For  n>0, l e t  t h e  s t i n g s  d e r i v e d  irom <st>  be b a la n c e d  i f  
th ey  a re  o f  l e n g t h  l e s s  t h a n  n.  Now, c o n s i d e r  a d e r i v a t i o n  
of a s t r i n g  w o f  l e n g t h  n and w = GsSn wl AsFs w2

wnere wl and w2 a re  s t r i n g s  in L(G2) .  S ince  wl and w2 must 
have l e n g t h  l e s s  than  n ,  t h e r e f o r e  wl,  w2 a r e  b a la n c e d  
s t r i n g s ( b y  a s s u m p t i o n ) .  Now, w = GsSn wl AsFs w2 i s
b a la n c e d  i f  wl and w2 a re  b o th  b a l a n c e d .

From th e  i n d u c t i o n  r u l e ,  h y p o t h e s i s  (b) h o ld s  f o r  a l l  n e 
N.



CHAPTER 5

GLOBAL VALIDATION TECHNIQUES

5.1  Globa l  V a l i d a t i o n  Overview

T e c n n iq u e s  f o r  g l o b a l  v a l i d a t i o n  o f  computer  network 

p r o t o c o l s  have  p r o g r e s s e d  s i g n i f i c a n t l y  in  t h e  p a s t  two 

y e a r s  [ S u n s h i n e 7 8 a , b ] . P a r t  o f  t h e  i n c r e a s e d  s u c c e s s  of 

r e c e n t  e f f o r t s  has  i n v o lv e d  t h e  a b i l i t y  t o  a u to m a te  some 

s t e p s  o f  t h e  p r o t o c o l  a n a l y s i s ,  p a r t i c u l a r l y  t h e  c h e c k in g  o f  

t h e  g l o b a l  s t a t e  s p a c e .  A g l o b a l  s t a t e  i s  t h e  s t a t e  o f  two 

communicating  e n t i t i e s  p l u s  messages  f lo w in g  in  t h e  

t r a n s m i s s i o n  c h a n n e l  be tween  them. T r a n s i t i o n s  irom one 

g l o b a l  s t a t e  t o  a n o t h e r  a r e  d e r i v e d  from th e  s t a t e  

t r a n s i t i o n s  o f  th e  i n d i v i d u a l  e n t i t i e s ,  by i n c l u d i n g  a l l  

r e a l i z a b l e  t r a n s i t i o n s  o f  e i t h e r  e n t i t y ,  g iv e n  th e  s t a t e  o f  

t h e  t r a n s m i s s i o n  medium.

142
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Hajek [ 7 8 ,  79] and West [78b] have deve lop ed  programs 

which i n t e r a c t i v e l y  g e n e r a t e  a l l  the  r e a c h a b l e  g l o b a l  s t a t e s  

from an i n i t i a l  s t a r t  s t a t e  o f  t h e  sys tem and have 

i d e n t i f i e d  t h e  o c c u r r e n c e s  o f  a number o f  e r r o r s  su ch  as 

d e a d l o c k s  and i n c o m p a t i b i l i t y  ( r e c e i v e  i n c o m p l e t e n e s s ) .  The 

a l g o r i t n m  i s  e s s e n t i a l l y  a t r e e  g e n e r a t i o n  scheme which 

works a s  fo l lo w s*  (1) - f i r s t  g e n e r a t e  a l l  p o s s i b l e  

t r a n s i t i o n s  g iv en  th e  i n i t i a l  s t a t e  t o  d e r i v e  a number o f  

new g l o b a l  s t a t e s ,  ana  (2)  r e p e a t  t h e  p r o c e s s  f o r  each  of

t n e  newly g e n e r a t e d  s t a t e s  u n t i l  no new s t a t e s  can be

g e n e r a t e d .  (d top  t h e  e x p l o r a t i o n  f o r  t r a n s i t i o n s  t h a t  lead

to  a l r e a d y  g e n e r a t e d  s t a t e s . )  West has  v a l i d a t e d  th e  c a l l

e s t a b l i s h m e n t  p a r t  o f  th e  CCITT X.21 p r o t o c o l  and  uncovered  

a number o f  i n c o m p le te n e s s  ( i n c o m p a t i b i l i t y )  e r r o r s .  Hajek 

has  d e s i g n e d  a p r o t o c o l  v e r i f i c a t i o n  program (APPROVER) 

which has  r e v e a l e d  a number o f  e r r o r s  i n  some p u b l i s h e d  

p r o t o c o l s .

In  C h a p te r  4 ,  we have snown t h a t  t h e  l o c a l  grammar 

d e s c r i p t i o n  o f  a communication e n t i t y  a l l o w s  us t o  au tom ate  

r e a c h a b i l i t y  a n a l y s i s  and to  d e r i v e  a p r o t o c o l  w i th  c o r r e c t  

program (TG) s t r u c t u r e .  The r e a c h a b i l i t y  a n a l y s i s  i s  a l s o  

w e l l - s u i t e d  to  v a l i d a t e  t h e  s t r u c t u r e  f o r  g l o b a l  s t a t e  

t r a n s i t i o n s .  I t  can d e t e c t  p r o t o c o l  sy n ta x  e r r o r s  such  as  

d e a d l o c k s ,  i n c o m p a t i b i l i t y  and  i n f i n i t e  i d l e  l o o p i n g .
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A lthough  th e  g lo b a l  s t a t e  models a r e  a b l e  t o  model 

c o n t r o l  a s p e c t s  o f  p r o t o c o l s  w e l l  when t h e  numbers o l  g lo b a l  

s t a t e s  a r e  r e l a t i v e l y  s m a l l , t h e  major  d i f f i c u l t y  o f  t h i s  

t e c h n iq u e  i s  " s t a t e  e x p l o s i o n " .  The c a r d i n a l i t y  o f  th e  

c o m po s i te  s t a t e s  between two communicating  e n t i t i e s  i s  eq u a l  

t o  ( t h e  c a r d i n a l i t y  o f  s t a t e s  i n  one e n t i t y )  x ( the  

c a r d i n a l i t y  o f  s t a t e s  i n  t h e  o t h e r  e n t i t y )  x ( t h e  

c a r d i n a l i t y  o f  s t a t e s  in  th e  t r a n s m i s s i o n  medium). The 

g l o b a l  s t a t e  e x p lo s io n  prob lem  a r i s e s  when th e  number o f  

s t a t e s  i n v o lv e d  i s  r e l a t i v e l y  l a r g e .  The e x p lo s io n  problem 

i s  e s p e c i a l l y  s e r i o u s  when we have t o  model a l a r g e  number 

of  sequence  s p a c e s ,  m u l t i p l e  o u t s t a n d i n g  sends  and random 

d e l a y s .  The d i f f i c u l t y  i s  t h a t  t h e s e  c h a r a c t e r i s t i c s  

i n t r o d u c e  n o n -p o ly n o m ia l  c o m p l e x i t y .  For t h e  c a se  o f  10 

messages  o u t s t a n d i n g  w i th  random d e l a y ,  t h e  number o f  

p o s s i b l e  a r r i v a l s  a t  t h e  r e c e i v i n g  e n t i t y  i s  10 ! .  T h is  

e x p l o s i o n  i s  l a r g e  enough t o  make a program w i th  an 

e x e c u t i o n  t ime o f  seconds  become an e x e c u t io n  t ime o f  y e a r s .  

T h is  l e v e l  o f  co m p lex i ty  c e r t a i n l y  makes i t  i m p r a c t i c a l  t o  

g e n e r a t e  and check a l l  r e a c h a b l e  s t a t e s  in r e a s o n a b l e  t ime 

and  s t o r a g e .

rte w i l l  i n t r o d u c e  th e  v a l i d a t i o n  au tom aton  (VA) model 

u s i n g  a s p e c i a l  v a l i d a t i o n  language  t o  hand le  th e  s t a t e  

e x p lo s io n  p rob lem .  S e v e r a l  im p o r ta n t  t y p e s  o f  p r o t o c o l s  

have been s u c c e s s f u l l y  v a l i d a t e d  by th e  VA model i n  t h i s
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c n a p t e r .  R e d u c t io n  t e c h n iq u e s  can be used  i n  th e  VA model

to  s i m p l i f y  t h e  v a l i d a t i o n  p r o c e s s  f o r  t h e  p r o t o c o l s .

We s h a l l  use  t h e  a b b r e v i a t i o n s  “ VA" t o  r e p r e s e n t  

" v a l i d a t i o n  au tom aton"  and "VAs" to  r e p r e s e n t  " v a l i d a t i o n  

au tom ata"  th ro u g h o u t  t n e  r e s t  o f  t h e  d i s s e r t a t i o n .

5 . 2  V a l i d a t i o n  Automaton Model

The v a l i d a t i o n  automaton model i s  d e s ig n e d  to  d e s c r i b e  

tn e  i n t e r a c t i o n  and in t e r d e p e n d e n c y  o f  communicating 

e n t i t i e s .  Using th e  va model,  we f i r s t  s p e c i f y  a VA f o r  

eacn  of  the  comm unica t ing  e n t i t i e s  and th en  d e r i v e  a g l o b a l  

va from t h e  VAs o f  t h e  e n t i t i e s  to  r e p r e s e n t  t h e  g lo b a l  

s t a t e  t r a n s i t i o n s .  T h is  v a l i d a t i o n  model a l lo w s  g l o b a l

s t a t e  t r a n s i t i o n s  in  th e  g l o b a l  va t o  be r e p r e s e n t e d  i n  a

s im p le  and c l e a r  m anner .  I t  can c o n v e n i e n t l y  model complex 

ch an n e l  c h a r a c t e r i s t i c s  such  a s  l o s s ,  d i s o r d e r  and m u l t i p l e  

o u t s t a n d i n g  se n d s  t o  r e v e a l  p r o t o c o l  s y n ta x  e r r o r s .  The 

id ea  i s  t o  "v iew "  t h e  c h a n n e l s  between th e  communicating 

e n t i t i e s  as a s e t  o f  queues  and use  a c t i o n s  in  each VA to 

m a n ip u la t e  t h e  q u e u e s .  The a c t i o n s  a re  d e s ig n e d  to  have th e  

c a p a b i l i t y  o f  r e d u c i n g  th e  number o f  g l o b a l  s t a t e s .  We w i l l  

f i r s t  r e s t r i c t  o u r s e l v e s  t o  tn e  c a se  t h a t  o n ly  two e n t i t i e s
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a r e  comm unica t ing  and th en  expand tn e  model to  hand le  more 

th an  two e n t i t i e s .

As shown in  F i g .  21, a f u l l - d u p l e x  chan n e l  be tween two 

communicat ing  e n t i t i e s  A and 3 i s  r e p r e s e n t e d  by two s e t s  of 

acknowledgment and message q u e u e s ,  one f o r  e ac h  e n t i t y .  The 

c o n v e n t io n  we use f o r  naming a c h an n e l  queue i s  t o  put  the  

name o f  t h e  queue f i r s t ,  fo l lo w ed  by t h e  name o f  th e  e n t i t y  

for .  which th e  queued e lem en ts  a r e  d e s t i n e d .  (The two names 

a r e  s e p a r a t e d  by a For example ,  t h e  name ACK_B means

t h e  acknowledgment queue which c o n t a i n s  acknowledgment 

e lem en ts  f l o w i n g  toward  e n t i t y  B; MSG_A means the  message 

queue which c o n t a i n s  message e le m e n ts  f l o w i n g  toward  e n t i t y  

A. For  eacn  v a l i d a t i o n  a u to m ato n ,  we s p e c i f y  v a l i d a t i o n  

a c t i o n s  whicn m a n i p u l a t e  t h e  queues  o r  change some r e l e v a n t  

s t a t e  i n f o r m a t i o n .  The s e t  of v a l i d a t i o n  a c t i o n s  which can 

be used to  m a n ip u la t e  tn e  queues  w i l l  be p r e s e n t e d  in th e  

n e x t  s e c t i o n .



V a l id a t io n  Automaton .Model 147

E n t i t y  A E n t i t y  B

VA A J ! VA B !

MSG_B ACK_A
—  • « i i i

I  I  I  c »
• i i  i «
• i  i  i  i

ACK_B MSG_A

— I  1 1 1 1
• • i i  < ___
« i  •  i  i

F i g .  21 Cnannels  r e p r e s e n t e d  by a s e t  o f  queues
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A g l o b a l  v a l i d a t i o n  s t a t e  o t  two comm unica t ing  e n t i t i e s  

A and B can oe  r e p r e s e n t e d  as t h e  s t a t e  i n f o r m a t i o n  o f  bo th  

e n t i t i e s  p l u s  t h e  c h an n e l  r e p r e s e n t e d  by c h a n n e l  q u e u e s .  

For  t w o - e n t i t y  i n t e r a c t i o n ,  we can r e p r e s e n t  t h e  g l o b a l  

s t a t e  by t h e  f o l l o w i n g  m a t r ix  fo rm at  ( e x c l u d in g  the  

i n t e r f a c e s  w i t h  h i g h e r - l a y e r  e n t i t i e s ) .

Each e n t i t y  nas a column in th e  m a t r ix  which i n c l u d e s  

an acknowledgment queue and a message queue o f  e lem en ts  

f low ing  toward  t h e  o t h e r  e n t i t y .  S in c e  t h e  m a t r i x  a l r e a d y  

h as  queues o f  ch an ne l  i n f o r m a t i o n  to  r e p r e s e n t  th e  

i n t e r a c t i o n s ,  t h e  s t a t e  i n f o r m a t i o n  u s u a l l y  i s  n o t  r e q u i r e d  

in  t h e  r e p r e s e n t a t i o n .

in  o r d e r  to  i n c l u d e  th e  i n t e r a c t i o n s  w i th  h i g h e r - l a y e r  

e n t i t i e s  o f  e n t i t i e s  A and B, t h e  c h a n n e l  queues  can  be 

r e p r e s e n t e d  oy a two-row m a t r i x  w i th  m u l t i p l e  co lum ns.  The 

queues  in t n e  top  row c o n t a i n  messages f lo w in g  t o  th e  

immediate  r i g h t  e n t i t y  and acknowledgments  f lo w in g  t o  the  

immediate  l e f t  e n t i t y .  The queues  in  the  bot tom row have 

th e  o p p o s i t e  d i r e c t i o n  o f  f low t o  th e  to p  row. The channe l

E n t i t y  A 
S t a t e  

I n f o r m a t io n

CUSGJB ACK_Ai E n t i t y  B
! ! S t a t e
J>ACK_B MSG_Aj In f o r m a t io n
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queues  o f  t h e  communicating  e n t i t i e s  A and B a r e  shown in 

F i g .  22, i n c l u d i n g  t h e  i n t e r f a c e s  t o  h i g h e r - l a y e r  e n t i t i e s  

A1 and B l .  To p r e v e n t  c o n f u s i o n  a r i s i n g  from u s in g  th e  same 

queue and d e s t i n a t i o n  names a t  d i f f e r e n t  e n t i t i e s ,  we may 

in c l u d e  th e  so u rc e  e n t i t y  in  t h e  queue name. For  example ,  

ACK_A(B) means t h a t  t h e  acknowledgment queue has e lem en ts  

o r i g i n a t i n g  irom s o u r c e  e n t i t y  B and  d e s t i n e d  f o r  A.

E n t i t y  AI I E n t i t y  A 1 E n t i t y  BI •
• I

MSG_A ! ACK_A1 MSG_B ! ACK_A MSG_B1I •
ACK_A i MSG_A1 ACK_B { MSG_A ACK_B1

E n t i t y  Bl

ACK_B

MSG_B

F i g .  22 Channel  queues  i n c l u d i n g  h i g n e r - l a y e r  i n t e r f a c e s .

As we can s e e  in  F i g .  22, each  row in  a c h a n n e l  m a t r ix  

r e p r e s e n t s  t h e  message t r a n s f e r  one d i r e c t i o n  and the  

acknowledgment . t r a n s f e r  in  t h e  o t h e r  d i r e c t i o n .  We 

t h e r e f o r e  need o n ly  one row to  r e p r e s e n t  th e  g l o h a l  s t a t e  o f  

a h a l f - d u p l e x  c h a n n e l .
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5 . 3  V a l i d a t i o n  A c t io n s
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The f o l lo w in g  i s  a l i s t  o f  t h e  a c t i o n s  which a r e  u s e f u l  

t o  m a n ip u la t e  messages in  th e  c h a n n e l  q u eu e .  Each a c t i o n  i s  

u s u a l l y  fo l low ed  by a queue name and a message name a s  i t s  

o p e r a n d .  The c o n v e n t io n  i s  to  p u t  a H."  t o  s e p a r a t e  the  

names o f  t h e  a c t i o n ,  queue and m essage .

(1)  Queue (Q) — T h i s  a c t i o n  i n s e r t s  t h e  s p e c i f i e d  message 

i n t o  th e  s p e c i f i e d  queue i n  a f i r s t - i n - f i r s t - o u t  (FIFO)

manner ( i . e . ,  i t  p u t s  th e  message a t  t h e  end o f  tn e  q u e u e ) .

(2) P r i o r i t y  Queue (P) —  T h i s  a c t i o n  i n s e r t s  th e

s p e c i f i e d  message i n t o  t h e  s p e c i f i e d  queue i n  a

l a s t - i n - f i r s t - o u t  (LIFO) manner ( i . e . ,  i t  p u t s  th e  message 

a t  t h e  f r o n t  of  t h e  q u e u e ) .  I t  i s  th e  same a s  a PUSH 

o p e r a t i o n  in  a s t a c k  s t r u c t u r e .

(3)  F e t c h  (F) — T h i s  a c t i o n  d e l e t e s  t h e  s p e c i f i e d  message 

from th e  s p e c i f i e d  queue i n  a random manner.  The a c t i o n

c a n n o t  “o c cu r"  d u r i n g  t n e  g l o b a l  s t a t e  g e n e r a t i o n  i f  t h e r e

i s  no message in  th e  q u e u e .

(4)  Dequeue (D) — T h is  a c t i o n  d e l e t e s  a message from the

to p  o f  th e  s p e c i f i e d  queue ( i n  a FIFO m ann e r ) .
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(5) POp (0)  — T h i s  a c t i o n  d e l e t e s  a s p e c i f i e d  message 

from t n e  bo t tom  o f  t h e  s p e c i f i e d  queue ( in  a LIFO m anner) .

(6) C l e a r  (C) — T h is  a c t i o n  d e l e t e s  a l l  o l  th e  messages 

from th e  s p e c i f i e d  queue ( i . e . ,  c l e a r s  t h e  q u e u e ) .

(7) Empty (E) — T h is  a c t i o n  t e s t s  w he ther  t h e  s p e c i f i e d

queue i s  em pty .  The empty a c t i o n  s h o u ld  a p p ea r  a s  a head

a c t i o n  symbol in  an a l t e r n a t e  p a r t  o f  a grammar r u l e  in  th e  

VA. A l l  t h e  a c t i o n s  in  t h e  a l t e r n a t e  p a r t  c a n n o t  "occur"  

d u r i n g  g l o b a l  s t a t e  g e n e r a t i o n  i f  t h e  queue i s  n o t  empty 

( i . e . ,  t h e  empty c o n d i t i o n  i s  n o t  t r u e ) .

(8)  Non-empty (N) — T h is  a c t i o n  t e s t s  w he ther  th e  

s p e c i f i e d  queue i s  non-em pty .  The non-empty  a c t i o n  sh o u ld  

a p p ea r  a s  a head a c t i o n  symbol in  an a l t e r n a t e  p a r t  o f  a 

grammar r u l e  i n  t h e  VA. A l l  t h e  a c t i o n s  in  th e  a l t e r n a t e  

p a r t  c a n n o t  " o c c u r"  d u r in g  th e  g l o b a l  s t a t e  g e n e r a t i o n  i f  

t h e  queue i s  empty ( i . e . ,  t h e  non-empty  c o n d i t i o n  i s  no t  

t r u e ) .

>ve can  use  a s p e c i a l  symbol •"*" t o  r e p r e s e n t  a l l  the

queues  in  an e n t i t y .  For example C.*A means c l e a r i n g  a l l

t n e  queues  o f  e n t i t y  A.
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From a p r o t o c o l  s p e c i f i e d  i n  TG model ,  we can e a s i l y  

d e r i v e  i t s  c o r r e s p o n d i n g  VA by c h an g in g  a l l  th e  t e r m in a l  

a c t i o n s  o f  th e  TG to  t h e  c o r r e s p o n d i n g  v a l i d a t i o n  a c t i o n s .  

These  e i g h t  v a l i d a t i o n  a c t i o n s  a r e  a d e q u a te  t o  model a l l  th e  

g l o b a l  s t a t e  c h a n g e s .  In  g e n e r a l ,  a s e n d  a c t i o n  p u t s  a 

m essage  i n t o  a queue fo r  a p e r i o d  o f  t ime and a r e c e i v e  

a c t i o n  d e l e t e s  a message from a queue .  B u f f e r  s i z e  may be 

i n c l u d e d  i n  t h e  v a l i d a t i o n  au tom aton  and can be checked  

a u t o m a t i c a l l y  d u r i n g  t h e  g l o b a l  VA g e n e r a t i o n .

An example of  t h e  v a l i d a t i o n  autom aton model i s  shown 

below f o r  a s im p le  p o i n t - t o - p o i n t  p r o t o c o l  between e n t i t i e s  

A and B. The i n t e r f a c e s  w i th  h i g h e r - l a y e r  e n t i t i e s  have 

been  o m i t t e d  i n  th e  example .

/
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The TGs f o r  a s im p le  p r o t o c o l *

< id le >  **= " c r e a t e  .message"  "send.MSG" <pending> 
<pending> **= " r e c e i v e  .NACK" " r e t r a n s m i t "  <pena'ing>

I"rece ive .ACK" < id le>

SenderA

<wait> * *= "receive .MSG" <consume> <wait>
<consume> ** = "send.ACK" ! "busy" "send.NACK"

fiece i verB

Tne c o r r e s p o n d i n g  VAs f o r  A and B are*

< id le>  **= Q.MSG_B.MSG <pending>
<pending> **= F.ACK_A.NACK Q.MSGJB.MSG <pending>

! F.ACK_A.ACK < id le >

IA  qI  i^ n o s rA

<wait> **= F.MSG_B.MSG <consume> <wait>
<consume> **= Q.ACJC_A.ACK ! Q.ACK_A.NACK

1 A Q l

Tne g lo b a l  VA f o r  t h e  l o c a l  VAs i s  shown i n  F i g .  2 3 .  Note 

t h a t  we u s u a l l y  p u t  lower c a s e  l e t t e r s  t o  r e p r e s e n t  e le m e n ts  

i n  t h e  acknowldgment q u e u e s ,  and s t a t e  5 changes  t o  s t a t e  2 

by p e r f o r m i n g  i n d i v i s i b l e  a c t i o n s  F.ACK_A.NACK and 

Q.MSG_B.MSG.
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i f e g '  n I — < id le>
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F i g .  23 G loba l  VA o f  SenderA and  ReceiverB

As we have  d i s c u s s e d  e a r l i e r ,  th e  major  d i f f i c u l t y  of 

t h i s  g l o b a l  v a l i d a t i o n  model i s  " s t a t e  e x p l o s i o n " .  Befo re  

u s i n g  t h e  model t o  r e p r e s e n t  and v a l i d a t e  t h e  g lo b a l  

t r a n s i t i o n s  o f  more complex p r o t o c o l s ,  we must i n v e s t i g a t e  

b a s i c  t e c h n iq u e s  f o r  a l l e v i a t i n g  th e  g l o b a l  s t a t e  e x p l o s i o n  

p ro b lem .
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5 . 4  deduct ions o f  S t a t e s  and T r a n s i t io n s

In t h e  f o l l o w i n g ,  we p r e s e n t  u s e f u l  r u l e s  f o r  r e d u c in g  

t n e  number o f  s t a t e s  and t r a n s i t i o n s  l a r ro w s )  i n  a g lo b a l  

v a l i d a t i o n  a u to m a to n ,  which can a l l e v i a t e  th e  g l o b a l  s t a t e  

e x p lo s io n  p ro b le m .  Tne b a s i c  i d e a  o f  th e  r e d u c t i o n  i s  to  

remove a l l  t h e  s t a t e s  and t r a n s i t i o n s  which a r e  i r r e l e v a n t  

or  r edundant  f o r  t h e  .purpose  o f  v a l i d a t i o n .

5 .4 .1  G enera l  R ed u c t io n s

Ru le  1* I t  i s  n o t  needed  t o  model n o n - e x i s t e n t  

p r o b l e m s .

The v a l i d a t i o n  p rob lem  c n e c k l i s t  f o r  a p r o t o c o l  can be 

d e r i v e d  a c c o rd in g  to  th e  method d e s c r i b e d  in C h a p te r  2 .  The 

v a l i d a t i o n  p ro b lem s  have t o  be in c lu d e d  in  t h e  VAs f o r  th e  

g l o b a l  v a l i d a t i o n  b u t  i t  i s  n o t  needed  to  model th o se  

p rob lem s t h a t  do n o t  e x i s t  i n  our  d e s i g n .

sequence  o f  a c t i o n s  w i t h in  a communication 

e n t i t y  sh o u ld  be combined i n t o  an i n d i v i s i b l e  a c t i o n  

I r ia jek78I  o r  an a tom ic  a c t i o n  ISunsh ine78b]  as  lo n g  as i t  is  

known to  be i n d i v i s i b l e  from th e  d e s i g n e r ' s  p o i n t  o f  v iew.
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The v a l i d a t i o n  au tom aton  r e p r e s e n t e d  by t h e  v a l i d a t i o n  

a c t i o n s  i s  a l r e a d y  a s i m p l i f i e d  model b e c a u se  a c t i o n s  t h a t  

a r e  i r r e l e v a n t  t o  t h e  g l o b a l  i n t e r a c t i o n s  a r e  n o t  i n c l u d e d .  

The i d e a  o f  combining  a c t i o n s  t o g e t h e r  f u r t h e r  r e d u c e s  t h e  

number o f  l o c a l  s t a t e s  i n  t h e  VA, and  t h u s  r e d u c e s  t h e

number o f  g l o b a l  s t a t e s  in  t h e  g l o b a l  VA. In  o r d e r  to

v a l i d a t e  t h e  a c t u a l  d e s i g n ,  t n e  v a l i d a t i o n  r e s u l t  sh o u ld  be 

t h e  same even  we combine a c t i o n s  t o g e t h e r .  During th e  

p r o c e s s  o f  t h e  g l o b a l  s t a t e  g e n e r a t i o n ,  any a c t i o n  can be 

p e r fo rm ed  w i t h o u t  d e l a y  i f  i t  does n o t  depend on t h e  c u r r e n t  

c o n t e n t  of  c h a n n e l  q u e u e s .  Fo r  a v a l i d a t i o n  au tom aton  

s p e c i f i e d  in  a grammar form, t h e r e  i s  an a l g o r i t h m  a v a i l a b l e  

t o  combine t h e  grammar r u l e s  [W ir th 7 6 ] .  We can use  a

s i m i l a r  t e c h n i q u e  to  d e r i v e  t h e  i n d i v i s i b l e  a c t i o n s .

Rule 3* Any g lo b a l  t r a n s i t i o n  t h a t  c a u s e s  l o c a l  s t a t e  

changes  f o r  b o t h  o f  t h e  two communicating e n t i t i e s  c an no t  

o c c u r  in  t h e  g l o b a l  VA m odel .

T h i s  s i m p l e  r u l e  h e l p s  us r ed u c e  t r a n s i t i o n s  of

s i m u l t a n e o u s  s t a t e  changes  f o r  b o t h  o f  t h e  e n t i t i e s

£ S u n s h in e 7 8 b ] . A l though  t h e  com pos i te  t r a n s i t i o n  r e s u l t i n g  

from s i m u l t a n e o u s  t r a n s i t i o n s  i s  p e r f e c t l y  l e g a l ,  i t  can be 

r e p r e s e n t e d  by a sequence  o f  t h e  two i n d i v i d u a l  t r a n s i t i o n s  

a t  e i t h e r  e n d .

/
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5 . 4 . 2  Homogeneous R e d u c t io n s

The TGs o f  two comm unica t ing  e n t i t i e s  a r e  s a i d  t o  be 

homogeneous i f  one i s  a m i r r o r  image o f  t h e  o t h e r  (by m i r r o r  

image we mean t h a t  t h e  TGs o r  v a l i d a t i o n  au tom ata  o f  t h e s e  

two e n t i t i e s  a r e  i d e n t i c a l  e x c e p t  t h a t  th e  d i r e c t i o n s  o f  th e  

m essages  a r e  o p p o s i t e ) .  Two g l o b a l  s t a t e s  a r e  s a i d  t o  be 

sv rnmetri c £Hajek78J i f  t h e y  a r e  i d e n t i c a l  e x c e p t  f o r  

s w i t c n i n g  e n t i t y  s t a t e s  and message d i r e c t i o n s  i n  t h e  

c n a n n e l  q u e u e s .

Ru l e  4* I f  t h e  TGs o f  two comm unica t ing  e n t i t i e s  a re  

homogeneous, i t  i s  n o t  needed  to  t r a c e  t h e  e x t r a  sym m etr ic  

g l o b a l  s t a t e s  in  t h e  p r o c e s s  o f  g l o b a l  v a l i d a t i o n .

A l a r g e  number o f  r e a l - w o r l d  p r o t o c o l s  have homogeneous 

TGs among t h e  com m unica t ing  e n t i t i e s ,  irte can r e d u c e  up to  

h a l f  o f  t h e  g l o b a l . s t a t e s  in t h e  g l o b a l  v a l i d a t i o n  au tom aton  

by e x c l u d i n g  t h e  r e d u n d a n t  sym m etr ic  s t a t e s .  The r e a s o n  

t h a t  we need t o  model o n ly  one o f  t h e  symmetr ic  s t a t e s  i s  

t h a t  t h e  s t a t e s  have t h e  same " p a t t e r n "  o f  t r a n s i t i o n s  and  

t h e  i n v e s t i g a t i o n  o f  any one of  them w i l l  s e r v e  o u r  

v a l i d a t i o n  p u r p o s e  o f  f i n d i n g  s y n t a x  e r r o r s .

Two sym m etr ic  s t a t e s  a lways have o p p o s i t e  d i r e c t i o n s  o f  

message f lo w .  The f o l l o w in g  s t e p s  may be used  t o  d e r i v e  th e  

sym m etr ic  s t a t e  f o r  any g iv e n  g l o b a l  s t a t e *  (1) i n t e r c h a n g e
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t n e  two rows in  t h e  m a t r i x ;  (2) r e v e r s e  t h e  sequence  o f  

b o th  rows;  and (3) change t h e  names f o r  b o th  t h e  s t a t e  

i n f o r m a t i o n  and th e  e lem en ts  o f  one e n t i t y  t o  t h e  

c o r r e s p o n d i n g  names used by the  o t h e r  e n t i t y .

The c h e c k in g  of  symmetric  s t a t e s  can  be done by a 

computer  program i f  we use  h a s h in g  t e c h n i q u e s  to  check  th e  

e le m e n ts  o f  t h e  s t a t e  m a t r i x .

Ru l e  4 . 1 t i f  t h e  ch an n e l  between two homogeneous 

e n t i t i e s  i s  h a l f - d u p l e x ,  i t  need v a l i d a t e  th e  message flow 

f o r  one d i r e c t i o n  o n l y ;  t h a t  i s ,  th e  s e n d in g  p a r t  o f  one 

e n t i t y  and  t h e  r e c e i v i n g  p a r t  o f  t h e  o t h e r .

T h i s  r u l e  i s  ob v io u s  because  o f  t h e  symmetr ic  p r o p e r t y  

of  t h e  p r o t o c o l s  f o r  each  d i r e c t i o n  o f  message f lo w .

Ru 1 e 4 . 2 * I f  t h e  channe l  be tween  two homogeneous 

e n t i t i e s  i s  f u l l - d u p l e x  and th e  message flow in  one 

d i r e c t i o n  does n o t  i n t e r f e r e  w i th  th e  message f lo w  in  th e  

o t h e r  d i r e c t i o n ,  o n ly  one d i r e c t i o n  o f  message flow need be 

checked  in  t h e  g l o b a l  v a l i d a t i o n  p r o c e s s .

The g l o b a l  t r a n s i t i o n s  fo r  bo th  d i r e c t i o n s  o f  message 

flow in  t h e  p r e v i o u s  f u l l - d u p l e x  c h a n n e l s  a r e  s imply th e  

a r b i t r a r y  s h u f f l e  p r o d u c t  o f  the  g l o b a l  VAs l o r  b o th  of  th e  

h a l f - d u p l e x  c h a n n e l s .  T h i s  p r o p e r t y  w i l l  be shown in  the  

example o f  F i g .  31 l a t e r  in  t h i s  c h a p t e r .
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A message i s  s a i d  t o  be fu ] l y  r e t r a n s m i  t t a b l e  i f  i t  

s a t i s f i e s  t h e  f o l l o w i n g  two c o n d i t i o n s *  ( I )  t h e  message has 

a r e t r a n s m i s s i o n  mechanism o r  i s  a r e s p o n s e  to  a 

r e t r a n s m i t t a b l e  m essage ,  and  (2)  th e  r e t r a n s m i t  has  the  

o r i g i n a l  message a s  i t s  c o n t e n t  o r  p a r t  o f  i t s  c o n t e n t  so

t h a t  th e  s e m a n t i c s  o f  t h e  o r i g i n a l  message w i l l  be c o r r e c t l y

d e l i v e r e d .

Ru l e  s* I t  i s  n o t  n e c e s s a r y  to  model l o s s  o f  a messaye 

( i n c l u d i n g  acknowledgment message) and i t s  r e t r a n s m i s s i o n  in 

t h e  v a l i d a t i o n  au tom aton  i f  t h e  messaye i s  f u l l y

r e t r a n s m i t t a b l e .

Thus a f u l l y  r e t r a n s m i t t a b l e  message can s im ply  be 

modeled to  rem a in  in  i t s  c h a n n e l  queue in  th e  g l o b a l  VA 

u n t i l  i t  i s  f e t c h e d  by th e  r e c e i v e r .  The second r e s t r i c t i o n  

o f  a f u l l y  r e t r a n s m i t t a b l e  message i s  i m p o r t a n t  a nd  c a n n o t  

be t a k e n  f o r  g r a n t e d .  For  example ,  i f  a r e t r a n s m i t  i s  an 

acknowledgment in  a p igg y b ac k ed  m essage ,  i t  shou ld  have i t s  

o r i g i n a l  acknowledgment  a s  i t s  c o n t e n t  o r  p a r t  o f  i t s  

c o n t e n t .  (The echo p r o t o c o l ,  which echoes  t h e  c u r r e n t

s t a t u s  o f  t h e  number o f  messages r e c e i v e d ,  i s  an example o f  

h a v in g  t h e  o r i g i n a l  acknowledgment as p a r t  o f  i t s  c o n t e n t . )  

Without  t h i s  r e s t r i c t i o n ,  t h e  r e t r a n s m i t  c a n n o t  be assumed 

to  r e p r e s e n t  i t s  o r i g i n a l  c o n t e n t ,  and i n t e r f e r e n c e  e r r o r s
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m ig h t  happen i f  t h e  i n c o r r e c t  a ssu m p t io n  i s  made. I f  a 

message  i s  n o t  f u l l y  r e t r a n s m i t t a b l e ,  we have to  model a l l  

t h e  d i s t i n c t  r e t r a n s m i t s  and  t h e i r  l o s s e s  in th e  g l o b a l  VA.

5 . 4 . 4  M u l t i p l e  O u t s t a n d in g  Send and  D iso rd e r  R e d u c t io n s

6* I f»  a t  a g l o b a l  s t a t e ,  an e n t i t y  has t h e  s t a t e  

i n f o r m a t i o n  ■ a b o u t  a c c e p t a b l e  s e q u e n c e ( s )  o f  incoming 

m e s s a g e ( s )  from th e  o t h e r  e n t i t y ,  t h e  f o l lo w in g  

s i m p l i f i c a t i o n s  can be made f o r  th e  t r a n s i t i o n s  from th e  

g l o b a l  s t a t e *  ( I )  m u l t i p l e  o u t s t a n d i n g  sends  can then  be 

^modeled by a FIFO queue and r e c e i v e d  a t  th e  r e c e i v i n g  s i t e  

i n  t h e  c o r r e s p o n d i n g  FIFO sequence*  (2) no d e l a y  message 

(w i th  an  o l d  sequence  number) need be modeled? and (3) 

n o n - a c c e p t a b l e  m essages  in  t h e  queue can be d i r e c t l y  c l e a r e d  

and need n o t  oe  d e queued .

The f i r s t  s i m p l i f i c a t i o n  o f  Rule 6 i s  s i g n i f i c a n t  f o r  

p r o t o c o l s  t h a t  a l l o w  m u l t i p l e  o u t s t a n d i n g  s e n d s .  As we 

e x p l a i n e d  b e f o r e ,  t h e  number o f  p o s s i b l e  a r r i v a l s  a t  the  

r e c e i v i n g  e n t i t y  w i l l  be 10! f o r  10 o u t s t a n d i n g  message 

s e n d s .  In many c a s e s ,  we s im p ly  c an n o t  a f f o r d  t o  have such  

a n o n -p o ly n o m ia l  c o m p lex i ty  in  t h e  a lg o r i t h m  f o r  g e n e r a t i n g  

t h e  g l o b a l  s t a t e  t r a n s i t i o n s .  A c ce p t in g  th e  o u t s t a n d i n g  

s e n d s  i n  a FIFO se q u e n c e ,  on t h e  o t h e r  hand ,  means t h a t  

t h e r e  w i l l  be j u s t  one p o s s i b l e  a r r i v a l  sequence  t h a t  need
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be c hecked  from t h e  v a l i d a t i o n  p o i n t  o f  v iew.

The m o d e l in g  o f  d e la y e d  messages  from a p r e v io u s  o r  

c u r r e n t  c o n n e c t i o n  s e s s i o n  i s  very t e d i o u s  and complex.  The 

second s i m p l i f i c a t i o n  o f  Rule 6 i s  o f  c o u rs e  i m p o r t a n t  s i n c e  

i t  removes t h e  r e q u i r e m e n t  o f  c o n s i d e r i n g  them. The t h i r d  

s i m p l i f i c a t i o n  e l i m i n a t e s  th e  need f o r  m o d e l in g  t r a n s i t i o n s  

in  a g i o b a l  VA t o  dequeue n o n - a c c e p t a b l e  e le m e n ts  from 

message q u e u e s .

As we e x p l a i n e d  in C n ap te r  2 ,  a p p l i c a t i o n  l a y e r  

p r o t o c o l s  have t h e  g u a r a n t e e  o f  an i n p u t  sequence  which i s  

th e  o r i g i n a l  o u t p u t  sequence  from t h e  s e n d e r .  T h is  p r o p e r t y  

i s  e q u i v a l e n t  to  h a v in g  the  seq uence  i n f o r m a t i o n  abou t  

a c c e p t a b l e  m essages  a l l  t h e  t im e .  T h e r e f o r e ,  t h e  v a l i d a t i o n  

o f  a l l  t n e  a p p l i c a t i o n  l a y e r s  can be g r e a t l y  s i m p l i f i e d  and 

no d e la y e d  m essag es  need be m odeled .  The c o n n e c t io n  

management p r o t o c o l  o f  TCP can a l s o  use  t h i s  r u l e  as  we

s h a l l  e x p l a i n  in  Case 4 of  t h e  n e x t  s e c t i o n .

I f  e n t i t i e s  A and B a re  communicat ing  t h ro u g h  a ch anne l  

w i th  v a r i a b l e  d e la y  and e ac h  e n t i t y  d o e s  n o t  have knowledge 

a b o u t  t h e  e x p e c te d  seq u en c e  o f  t h e  incoming messages from

t h e  o t h e r  e n t i t y ,  t h e n  we must mooel th e  d e l a y  m essages .

The l o l l o w i n g  r u l e  can  h e lp  us r e d u c e  t h e  number o f  s t a t e s  

r e q u i r e d  f o r  m o d e l in g  d e l a y s  in  t h e  g l o b a l  VA IS u n s h in e 7 8 b ] .
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Ru l e  2* A l l  t n e  d e l a y  messages M o f  e n t i t y  A can  be 

r e p r e s e n t e d  a s  Mx i f  t h e y  have t h e  same v a l i d a t i o n  e f f e c t  

and  i t  i s  s u p e r f l u o u s  to  d i s t i n g u i s h  them. In g e n e r a l ,  a 

mesage M i s  l a b e l l e d  a c c o r d i n g  t o  t h e  f o l l o w i n g  n o t a t i o n s  

f o r  communica t ing  e n t i t i e s  A and  B*

Ma * s t a n d s  f o r  a c u r r e n t  message s e n t  o u t  from e n t i t y  A.
Mb * s t a n d s  f o r  a c u r r e n t  message s e n t  o u t  from e n t i t y  B.
Mx * s t a n d s  f o r  a d e l a y  message s e n t  o u t  from e n t i t y  A.
My * s t a n d s  f o r  a d e la y  message s e n t  o u t  from e n t i t y  B.

Ru l e  fix Delay messages  may a p p e a r  in  a c h a n n e l  queue 

one message a t  a t im e  and sh o u ld  be dequeued im m e d ia te ly .

Rula 2* I f  a c h a n n e l  queue has s e m a n t i c a l l y  

homogeneous e l e m e n t s ,  t h e  queue can be modeled by a s t a c k  

which c o n s i s t s  o f  i d e n t i c a l  e l e m e n t s .

I f  t h e  d a ta  o r  c o n t r o l  messages  in  any c h an n e l  queue 

a r e  homogeneous,  t h e i r  f e t c h i n g  seq u en c es  a t  th e  r e c e i v i n g  

s i t e  a r e  i r r e l e v a n t  t o  t h e  v a l i d a t i o n .

Rule 101 The e l e m e n t s  in an  acknowledgment  o r  message 

queue sn o u ld  be f e t c h e d  i n d i v i d u a l l y .

T h i s  r u l e  h e lp s  us  r e d u c e  t h e  number o f  t r a n s i t i o n s  in  

a g l o b a l  VA by e l i m i n a t i n g  t h e  t r a n s i t i o n  o f  t h e  f e t c h i n g  of 

m u l t i p l e  e l e m e n t s  in a q u e u e .  A l though  m u l t i p l e
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acknowledgment o r  message d e l i v e r y  i s  p e r f e c t l y  l e g a l  and 

p o s s i b l e  w i th  r e s p e c t  to  t h e  a c t u a l  im p le m e n ta t io n ,  i t  can 

be r e p r e s e n t e d  by a sequence  o f  s i n g l e  r e c e p t i o n s .

5 .5  G loba l  V a l i d a t i o n  Examples

In o r d e r  to  ap p ly  t h e  VA model and v a r i o u s  r e d u c t i o n  

r u l e s  d e s c r i o e d  in t h e  p r e v i o u s  s e c t i o n s ,  we c o n s i d e r  in 

t h i s  s e c t i o n  fo u r  v a l i d a t i o n  exam ples .  For  s i m p l i c i t y ,  we

assume t h e  p e r f e c t  e r r o r  d e t e c t i o n  o f  messages  ( i . e . ,  we can 

a lw ays  d e t e c t  t h e  message e r r o r  and damage).  We a l s o  assume 

t h a t  t h e  p r o t o c o l s  a r e  o p e r a t e d  unde r  normal c o n d i t i o n s  

w i t h o u t  hardware  f a i l u r e s .

(1) Case 1* r i a j e k ' s  e c h o in g  p r o t o c o l

T h i s  s im p le  and s p e c i a l  p r o t o c o l  i n t r o d u c e d  in

ILynch63, Hajek783 i s  homogeneous f o r  e n t i t i e s  A and B, and 

we o n l y  show th e  p r o t o c o l  program f o r  A in  F i g .  24.  I t

u se s  an  i m p l i c i t  t im e o u t  scheme and se n d s  o u t  a message when

tn e  t im e o u t  o c c u r s .  I t  u se s  a s im ple  h a l f - d u p l e x  channe l

f o r  a p o i n t - t o - p o i n t  c o n n e c t i o n  and  a l lo w s  s i n g l e

o u t s t a n d i n g  s e n d .  I t  i s  a l s o  assumed t o  a lways have a

r e a d y - t o - b e - s e n t  message a t  each  e n d .
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Enti tyA* *> Echoing p r o t o c o l
b e g in  * <msgBtoA>**= <ver ifyBtoA> <altBtoA>

% <datafatoA> <checkBtoA> 
a l td A  * = a l t s A  *= 0* gotackA *= t ru e*  
e v e r f e t c h e d A  *= f a l s e  I 
wh i le  t r u e  do % u n t i l  doomsday 
b e g in  % b e g in  r e c e i v e r

b u f f e r i n A  *= msgBtoA* % got  empty o r  i n v a l i d
% o r  v a l i d  i n p u t  

msgBtoA *= empty* % message "removed" from
*,B-to--A ch an ne l  head 

i f  checkBtoA i s  v a l i d  t h e n  
b e g in  gotackA *= veri fyBtoA* 

i i  a l tB to A  * a l t d a  th en
b e g in  queueinA *= da taBtoA; % a c c e p te d  

a l t d A  *= I -  a ltdA* 
end ;

end;  % end r e c e i v e r ;  b e g in  s e n d e r  
i f  gotackA = a l t s A  th e n
b e g in  i f  e v e r fe tc h e d A  t h e n  d e l e t e  (queueou tA ) ;  

a l t s A  *= I -  a l t s A ;
b u f f e r o u t A  «= a l t d A  & a l t s A  & queueoutA & 

checkAtoB; 
e v e r fe t c h e d A  *= t r u e *  

end*
msgAtoB *= buffe ro u tA *  %sent 
% end s e n d e r  

end  w h i le?  
end *

F i g .  24 H a j e k ' s  e ch o in g  p r o t o c o l  program

S in c e  an ech o in g  acknowledgment i s  u sed  in  th e  

p r o t o c o l ,  i t  d o e s  n o t  have t h e  p ig g yb ack  i n t e r f e r e n c e  

p ro b lem .  Both th e  message and  th e  acknowledgment a r e  f u l l y
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r e t r a n s m i t t a b l e .  A ccord ing  t o  r e d u c t i o n  r u l e  5 ,  i t  i s  not  

n e c e s s a r y  to  model t h e  message l o s s  and r e t r a n s m i s s i o n  in  

t h e  v a l i d a t i o n  autom aton fo r  th e  p r o t o c o l .  We d e r i v e  th e  

VAs and t h e  g l o b a l  VA in th e  f o l l o w in g  t o  r e v e a l  p o t e n t i a l  

sy n ta x  e r r o r s .

<A> ** = <F.MSG_A.B Q.ACK_B.b) Q.MSG_B.A <A'>

<A'> ** = (F.MSG_A.B Q.ACK_B.b)(F.ACK_A.a Q.MSGJ3.A) <A'>

By f o l l o w i n g  r u l e s  2 , 3  and 5 we can d e r i v e  th e  g lo b a l  

v a l i d a t i o n  au tom aton  a s  shown in  F i g .  25 .  By f o l lo w in g  

r u l e  4 ,  we can d e r i v e  th e  s i m p l i l i e d  g l o b a l  VA as shown in  

F i g .  2 6 .  The g lo b a l  VA d e m o n s t r a t e s  s e v e r a l  im p o r t a n t  

c o r r e c t n e s s  p r o p e r t i e s *  t h e r e  i s  no d e a d lo c k  s t a t e  and the  

e n t i t i e s  a r e  c o m p a t i b l e .

The o r i g i n a l  v a l i d a t i o n  scheme in  [Hajek78] d i d  n o t  

a p p ly  t h e  r e d u c t i o n  r u l e s  and t h e r e f o r e  has  more s t a t e s  and 

t r a n s i t i o n s  th a n  t h e  g l o b a l  VA. However, t h e  major  

s i m p l i f i c a t i o n  i s  p o s s i b l e  o n ly  i f  t h e  messages a r e  f u l l y  

r e t r a n s m i  t t a b l e .
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F i g .  25 Global  v a l i d a t i o n  au tom aton  f o r  case  1
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F i g .  26 S i m p l i f i e d  g l o b a l  VA o f  F i g .  25.
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(2)  Case 2* T h i s  p r o t o c o l  i s  s i m i l a r  t o  t h e  p r o t o c o l  o f  

c a se  ! v b u t  i t  h a s  an e x p l i c i t  t im e o u t  r e t r a n s m i s s i o n  

mechanism and t h e  messages a r e  n o t  a lways r e a d y - t o - b e - s e n t .  

Tne t r a n s m i s s i o n  grammar fo r  t h e  p r o t o c o l  is*

<st> **= " r e c e i v e  d a t a "  <st> i " se n d  d a t a "  <wait>

<wait> **= " r e c e i v e  d a t a "  <wait> 1 "acknowledged" <st>
1 " r e t r a n s m i t "  <wait>

Because o f  t h e  f u l l  r e t r a n s m i s s i o n  and echo 

acknowledgment,  we need  n o t  model t h e  r e t r a n s m i s s i o n  and 

l o s s  f o r  th e  p r o t o c o l .  Tne TG f o r  e n t i t y  A can be r e w r i t t e n  

as  t h e  f o l l o w in g  v a l i d a t i o n  automaton*

<st> **= F.M8G_A.B Q.ACK_B.b <s t>  ! Q.MSG_B.A <wait>

<wait> **= F.MSG_A.B Q.ACK_B.b <wait> 1 F.ACK_A.a <st>

By fo l lo w in g  r u l e s  2 , 3  and 5 we can d e r i v e  t h e  g lo b a l  

v a l i d a t i o n  au tom aton  a s  shown in F i g .  2 7 .  By f o l lo w in g  

r u l e  4 we can f u r t h e r  s i m p l i f y  t h e  g l o b a l  VA to  be t h e  one 

shown in F i g .  28 .
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F i g .  27 G lo b a l  v a l i d a t i o n  au tom aton  f o r  c a s e  2
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F i g .  28 S i m p l i f i e d  g l o b a l  VA o f  F i g .  27 .
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The g l o o a l  s t a t e  d iag ram  f o r  c a s e  2 p r o t o c o l  

d e m o n s t r a t e s  s e v e r a l  a s p e c t s  o f  p r o t o c o l  c o r r e c t n e s s .  The 

e n t i t i e s  a r e  c o m p a t ib l e  and t h e r e  i s  no d e a d lo c k  in  t h e

g l o b a l  s t a t e  d ia g ra m .

S ince  t h e  p r o t o c o l  in  c a s e  2 i s  homogeneous and th e

message flow i n  one d i r e c t i o n  does n o t  i n t e r f e r e  w i th  th e  

message f low  i n  t h e  o t h e r  d i r e c t i o n ,  we can a p p ly  r u l e  4 .2  

to  s i m p l i f y  t h e  model by chec k in g  o n ly  one d i r e c t i o n  o f  

message f lo w .  We th en  need  on ly  to  model th e  g lo b a l  

v a l i d a t i o n  au tom aton  f o r  sendA (send  VIP o f  e n t i t y  A) and 

r e c e iv B  ( r e c e i v e  VIP o f  e n t i t y  B ) .  The g l o b a l  VA f o r  sendB 

and  r e c e iv e A  i s  t o r  t h e  o t h e r  d i r e c t i o n  o f  message f low.  

Tne g l o b a l  VA has  t h e r e f o r e  been s e p a r a t e d  i n t o  two

v a l i d a t i o n  i n d e p e n d e n t  p a r t s  a s  shown in F i g .  29 and each  

p a r t  models one d i r e c t i o n  o f  message f lo w .

The VAs f o r  sendA and r e c e iv e B  a r e  shown below:

<sendA> : :=  Q.MSG_B.A <waitA>

<waitA> **= F.ACK_A.a <sendA>

<receiveB> : : =  F.MSG_B.A Q.ACK_A.a <receiveB>
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E n t i t y  A 

! sendA !

E n t i t y  B 

J r e c e iv e B  1

I r e c e iv e A  ! • s endB 2

F i g .  29 G loba l  v a l i d a t i o n  in d e p e n d e n t  p a r t s .

Irte can d e r i v e  t h e  g l o b a l  VA o f  sendA and r e c e i v e B ,  Al,

as shown in  th e  upper  l e f t  p a r t  o f  F i g .  30,  and t h e  g l o b a l

VA o f  sendB and r e c e iv e A ,  A2, i s  shown i n  t h e  upper  r i g h t

p a r t  o f  F i g .  30 .  The g l o b a l  VA of  e n t i t y  A and B i s  th e

a r b i t r a r y  s h u f f l e  p r o d u c t  o f  Al and A2, and i s  shown in  th e  

lower  p a r t  o f  F i g .  j 0 .  I t  i s  t h e  same a s  th e  g l o b a l  VA of 

F i g .  25 which r e p r e s e n t s  t h e  g l o b a l  i n t e r a c t i o n s  o f  th e  

f u l l - d u p l e x  c h a n n e l .
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F i g .  30 G lo b a l  a r b i t r a r y  s h u f f l e  o p e r a t i o n
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b p e c i f i c l y ,  we can  f o r m a l ly  w r i t e  t h e  g l o b a l  VA f o r  

sendA and r e c e i v e B  a s  au tom aton  Al *

Al = ( Kl ,  f l  ,£ 6  0] ,F1 )

wnere Kl = <  [0  0 3 , £ A 0 ] , 1 6  a]  >
Fl = { £6 63 }

and  f l  i s  d e f i n e d  as  fo l low s*

f l  ( [ 0  0] ) = ( [A 0 ]  ) 
f l  ( IA 01 ) = ( [0  a] )
f l  ( [0  a] ) = ( [0  0] ) ,

The g l o b a l  VA f o r  sendB and r ec e iv e A  i s  w r i t t e n  a s  au tom aton  
A2 <

A2 = ( K 2 , f 2 ,£ 6  0 ] ,Fa )

where K2 = { [0  0 ] , £ 6  B3 ,£ b  0]  )
F2 = { £0 0 ]  )

and 12 i s  d e f i n e d  as fo l lo w s*

f2  ( [0  0]  ) = ( [0  B] )
f2 ( [ 0  B3 ) = ( t b  0] )
f2 ( [b  0] ) = ( £0 0] ) ,

Tne g l o b a l  VA f o r  e n t i t y  A and B i s  t h e r e f o r e  A1//A2*

A1//A2 = ( Kl x K 2 , f3 ,  ££6 6 3 ,£ 6  6 3 3 , F3 )

where Kl x K2 = ( £10 63 £0 033 ,££6 63 £6 B3 3f ££6 03 £b 03 3 ,
£ £ A 03 £0 033 , ££A 03£6 B33,££A 03 £b 6 3 3 ,
££0 a3 £0 6 3 3, £ £6 a3£6 B3 3, £ £ © a3£b 6 3 3 )

F3 = ( ££6 03£0 03 3 )

and  f 3 i s  d e f i n e d  as fo l low s*

f3  ( l i e  63 ,q i3  ) = ( £ £ A 63 , q i ]  )
f3 ( £ £ A 6 3 ,q i3  ) = ( £ [ ©  a 3 ,q i3  )
f3 ( £ £6 a 3 , q i  3 ) = ( ££€ 6 3 ,q i3  ) V q i  6 K2

and f 3 ( £ p i , £ 6  63 3 ) = ( £ p i ,£ 6  B33 )
f 3 ( £ p i ,£6  B33 ) = ( [ p i , £ b  633 )
f 3 ( £ p i , £ b 63 3 ) = ( £ p i ,£ 0  633 ) V p i  6 Kl
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(3) Case 3* M u l t i p l e  o u t s t a n d i n g  sends

175

As we have d i s c u s s e d  i n  C h a p te r  3, some pow erfu l  

p r o t o c o l s  have a f e a t u r e  to  a l lo w  s e v e r a l  se n d in g  p a c k e t s  

o u t s t a n d i n g .  T h is  t y p e  o f  p r o t o c o l  can be modeled by a 

t y p e - 2  t r a n s m i s s i o n  grammar o r  a push-down au to m aton .  The 

p r o t o c o l  i n  t n i s  c a s e  i s  homogeneous and f u l l - d u p l e x .  I t  i s  

v a l i d a t i o n  in d e p e n d en t  fo r  each d i r e c t i o n  o f  message flow 

and th e  e le m e n t s  i n  each  queue a re  homogeneous.  From 

r e d u c t i o n  r u l e s  3, 4 ,  4 . 1 ,  5 and 9 ,  we can use  t h e  fo l lo w in g  

v a l i d a t i o n  au to m ata  f o r  sendA and r e c e i v e B .

<sendA> **= Q.MSG_B.A <sendA> F.ACK_A.a <sendA> J G 

<receiveB> s*= F.MSG_B.A Q.ACK_A.a <rece iveB> ! G

From t h e s e  VAs we can g e t  t h e  g l o b a l  VA l o r  the  

d i r e c t i o n  o f  message f lo w  from e n t i t y  A t o  e n t i t y  B as shown 

in  F i g .  30.  Because o f  t h e  boundness  o f  p r o t o c o l s ,  th e  

number o f  o u t s t a n d i n g  messages has  t o  be l i m i t e d  in th e  

p r o t o c o l .  The f igur.e  shows t h a t  e n t i t y  A can have a t  most n 

messages o u t s t a n d i n g  a t  any t im e .  (We have t o  use  a 

c o n t e x t - s e n s i t i v e  grammar to  s p e c i f y  th e  g l o b a l  VA i f  the  

number o f  o u t s t a n d i n g  messages i s  unbounded .)  The f i g u r e  

a l s o  shows t h a t  ( I )  when a message i s  s e n t  from e n t i t y  A, the  

s t a t e  moves downward one l e v e l ?  (2) when an  acknowledgment 

i s  r e c e i v e d  by e n t i t y  A, th e  s t a t e  moves upward one l e v e l?
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(0 )  when a message  i s  r e c e i v e d  by e n t i t y  B» t h e  s t a t e  moves

one s t e p  t o  t h e  r i g h t !  a nd  (4)  t h e  t o t a l  number o f  e l e m e n t s

in  b o t h  queues  i s  e q u a l  t o  t h e  number o f  o u t s t a n d i n g

messages^ and th e  c a r d i n a l i t y  i s  t h e  same f o r  a l l  t h e  s t a t e s

2tt t h e  same l e v e l .

F i g .  ol G lo b a l  VA f o r  one-way message  f lo w  o f  c a s e  3.
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The g l o b a l  VA i n  F i g .  31 a l s o  d e m o n s t r a t e s  s e v e r a l  

a s p e c t s  o f  p r o t o c o l  c o r r e c t n e s s  f o r  a h a l f - d u p l e x  c h a n n e l .  

T h e re  i s  no d e a d l o c k  s t a t e  and  t h e  e n t i t i e s  a r e  c o m p a t i b l e .  

The. p r o t o c o l  w i l l  e v e n t u a l l y  t e r m i n a t e  a t  t h e  s t a t e  on t h e  

to p  l e v e l  a f t e r  a l l  t h e  m essa g es  have  been  s e n t  and 

a c k n o w le d g e d .

The f o l l o w i n g  c o n t e x t - s e n s i t i v e  grammar can  be used  to  

s p e c i f y  t h e  g l o b a l  VA which  d e f i n e s  a l l  t h e  g loba  1 a c t i o n  

s e q u e n c e s  f o r  an unbound number o f  o u t s t a n d i n g  s e n d s *

<Exchange> * *= <QmxFm><Qa><Fa><Exchange> ! €
<X><Qm> **= <Qm><X> V <X> e {<Fm>,<Qa>,<Fa>)
<YxFm> **= <Fm><Y> V <Y> e  (<Qa>»<Fa>>
<Z><Qa> »*= <Qa><Z> V <Z> e (<Fa>)
<Qm> * * = Q.M3G_B.A 
<Fm> **= F.M3G_B.A 
<Qa> **= Q.ACK_A.a 
<Fa> ** = F.ACK__A.a

The g l o b a l  VA f o r  t h e  f u l l - d u p l e x  c h a n n e l  can a l s o  be 

d e r i v e d  by t h e  a r b i t r a r y  s h u f l l e  o p e r a t i o n  o f  t h e  g l o b a l  

V IP s .  The s h u f f l e d  g l o b a l  VA w i l l  be c o r r e c t  b e c a u s e  i t  

p r e s e r v e s  t h e  a c t i o n  s e q u e n c e s  a n d  t h e  v e r i f i e d  p r o p e r t i e s  

o f  t h e  i n d i v i d u a l  g l o b a l  VAs.
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(4)  Case 4 * C o n n e c t io n  s e t u p  f o r  v a r i a b l e  d e l a y  c h a n n e l s .

S in c e  a l o g i c a l  c o n n e c t i o n  be tw een  two e n t i t i e s  o f  t h e  

h o s t / h o s t  l a y e r  in  a com pute r  n e tw o rk  r e q u i r e s  s i g n i f i c a n t  

r e s o u r c e s ,  i t  i s  d e s i r a b l e  t o  m a i n t a i n  a c o n n e c t i o n  o n ly  i f  

th e  e n t i t i e s  a r e  c o m m u n ica t in g .  T h i s  r e q u i r e s  mechanisms 

f o r  o p en ing  a c o n n e c t i o n  when n e e d e d .

In  a p a c k e t  s w i t c h i n g  n e tw o rk ,  t h e  mechanisms sh o u ld  

a l s o  h a n d le  d e l a y  and  f a i l u r e .  When a c o n n e c t i o n  e x i s t s ,  a 

sequ en ce  c h e c k in g  mechanism can be u se d  to  r e j e c t  d u p l i c a t e  

messages  from a p r e v i o u s  c l o s e d  c o n n e c t i o n  o r  t h e  c u r r e n t  

c o n n e c t i o n .  I f  no c o n n e c t i o n  e x i s t s ,  t h en  no d u p l i c a t e  from 

a p r e v i o u s  c l o s e d  c o n n e c t i o n  s h o u l d  c a u se  a c o n n e c t i o n  t o  be 

opened  and d u p l i c a t e  d a t a  a c c e p t e d  by t h e  n e x t  l a y e r .  The 

seq uence  c h e c k in g  mechanism u s e d  when a c o n n e c t i o n  e x i s t s  

c a n n o t  be used  i f  no c o n n e c t i o n  e x i s t s ,  b e c a u s e  t h e  r e c e i v e r  

does n o t  have t h e  r e q u i r e d  s e q u e n c e  i n f o r m a t i o n  to  chec k  t h e  

incoming m essag e .  We can  use  a t h r e e - w a y - h a n d s h a k e  

p r o c e d u r e  t o  p r o t e c t  a g a i n s t  t h e  i n t e r f e r e n c e  o f  p a c k e t s  T-n 

an o l d  c o n n e c t i o n  by n o t  a l l o w i n g  d a ta  t o  be p a s s e d  t o  t h e  

n e x t  l a y e r  u n t i l  t h e  s u c c e s s f u l  exchange o f  t h r e e  m essages  

t C e r f 7 7 , F l e t c n e r 7 8 I . I t  works as  fo l low s*

Assume t h a t  an e n t i t y  A w ish e s  t o  communicate  w i th  an 

e n t i t y  B i n  a f u l l - d u p l e x  c h a n n e l  and  <SYN> i s  th e  c o n t r o l

p a c k e t  t o  open a c o n n e c t i o n .



Global  V a l i d a t i o n  Examples 179

(1) A se n d s  B a <SYN> p a c k e t  w i t h  an i n i t i a l  sequence  
number a .

(2)  B a ck no w ledg es  t h e  r e c e i p t  o f  t h e  s e q u en c e  number a in 
a <SYN-ACK> p a c k e t  which c o n t a i n s  i t s  own i n i t i a l  sequence  
number b .

(3)  A in  a t h i r d  p a c k e t  acknow ledges  r e c e i p t  o f  B ' s  
i n i t i a l  s e q u e n c e  number b.

The r e a s o n  f o r  t h e  t h r e e - w a y - h a n d s h a k e  can  be s e en  by 

assum ing  t n a t  t n e  i n i t i a l  message  from A i s  an  o l d  <SYN>x 

p a c k e t  w i th  s e q u en c e  number x .  B has no way o f  knowing 

t h i s ,  so i t  r e s p o n d s  <SYN-ACK>b w i th  s e q u e n c e  number b and 

acknow ledges  t h e  p a c k e t  x .  However, when A g e t s  B ' s  

acknowledgment  o f  t h e  o l d  o p e n in g  ( p a c k e t  x ) ,  i t  can  

r e c o g n i z e  t h a t  B i s  n o t  a c k n o w le d g in g  a v a l i d  sequence  

number .  I t  can t h e n  r e p l y  w i t h  a r e s e t  s i g n a l  <RST>x t o  

b r e a k  t n e  c o n n e c t i o n  r a t h e r  th an  an acknow ledgm ent  o f  B ' s  

i n i t i a l  s e q u e n c e  number,  b .

T h ere  a r e  many s u b t l e t i e s  w i t h  t h e  t h r e e - w a y - h a n d s h a k e  

p r o c e d u r e s ,  s u c h  a s  what  happens  i f  any  o f  t h e  t h r e e  

m essages  g e t s  l o s t ,  i f  b o th  s i d e s  r e c e i v e  o l d  o p e n in g  

p a c k e t s ,  o r  i f  b o th  A and  B t r y  t o  open s i m u l t a n e o u s l y .  We 

would a l s o  l i k e  t o  know i f  t h i s  p r o c e d u r e  w i l l  l e a d  to  

d e a d lo c k  o r  i n c o r r e c t  e s t a b l i s h m e n t .  In o r d e r  t o  l o r m a l ly  

s tu d y  th e  t h r e e - w a y - h a n d s n a k e  p r o t o c o l ,  we f i r s t  s p e c i f y  a 

TG f o r  t h e  TCP c o n n e c t i o n  p r o t o c o l  a s  shown in  F i g .  32.  We 

can th e n  d e r i v e  t h e  v a l i d a t i o n  a u to m a ta  f o r  b o t h  A and B 

from th e  TG, and check t h e  g l o b a l  VA o f  t h e  VAs.
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The VAs i n  F i g .  33 i l l u s t r a t e  l o c a l  s t a t e  c h ang es  of

e n t i t i e s  A and B, b u t  c o n t a i n  n e i t h e r  t h e  i n t e r f a c e s  w i th

h i g h e r - l a y e r  e n t i t i e s  nor  a c t i o n s  which a r e  i r r e l e v a n t  t o

t h e  s t a t e  c h a n g e s .  N o t i c e  t h a t  t h e  VAs a r e  homogeneous and  

a r e  ve ry  s i m i l a r  t o  t h e  c u r r e n t  v e r s i o n  o f  c o n n e c t i o n

management p r o t o c o l s  o f  t h e  TCP in ARPANET. The

t r a n s m i s s i o n  grammar d e s c r i b i n g  TCP h a s  been  shown in  

C n a p te r  3 .

To model A, we have  to  model o l d  m essages  3or t h e

c h a n n e l  where v a r i a b l e  message  d e l a y s  a r e  p o s s i b l e .  The

message  e l e m e n t s  a r e  <RST>, <SYN-ACK> and <SYN> which a r e  

r e p r e s e n t e d  a s  R, A and S r e s p e c t i v e l y  i n  F i g .  33 .  <SYN> 

i s  a c o n t r o l  message  u s e d  a t  t h e  i n i t i a t i o n  o f  a c o n n e c t i o n  

t o  i n d i c a t e  where t h e  s e q u e n c e  nu m b er in g  w i l l  s t a r t .  

<3fN-ACtC> i s  a c o n t r o l  message t o  acknow ledge  a r e c e i v e d  

<3YW>. <RST> i s  a r e s e t  c o n t r o l  m essage ,  i n d i c a t i n g  t h a t  

t h e  r e c e i v e r  s h o u l d  d e l e t e  t h e  c u r r e n t  c o n n e c t i o n  w i t h o u t  

f u r t h e r  i n t e r a c t i o n s .  The r e c e i v e r  can  d e t e r m i n e ,  b a se d  on 

t n e  seq uen ce  and acknowledgment  f i e l d s  o f  t h e  incoming 

m essage ,  w he ther  i t  s h o u l d  honor  t h e  r e s e t  command o r  i g n o r e  

i t .
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<closedA> s*= <rece iveA> J <sendA>
! "RCV.<rs t>"  <closedA>
1 < r e c e i v e . o l d . s y n a c k >  <closedA> 

c rece iveA > **= < r e c e i v e . s y n >  < w a i t . a c k >
K r e c e i v e . s y n >  ** = "RCV.<syn>" "RSND.<synack>" 
k w a i t . a c k >  ** = "RCV.<ack>" I "RCV.<rs t>"  " c l e a r "

<closedA>
<sendA> **= "RSrtD.<syn>" < w a i t . s y n a c k >

< w a i t . s y n a c k >  »* = < r e c e i v e . s y n a c k >  ! < c o l l i s i o n >
J < r e c e i v e . o l d . s y n a c k >  < w a i t . s y n a c k >
! < s y n . r e j e c t i o n >  <closedA>

^ r e c e i v e . s y n a c k >  **= "RCV. <synack>JI "RSND.<ack>" 
< c o l l i s i o n >  ** = "RCV.<syn>" " c l e a r "  ,,RSND.<rst>" 
k s y n . r e j e c t i o n >  ** = "RCV.<rst>" " c l e a r "  

c r e c e i v e . o l d  ,synack>  ** = " RCV .<old .synack>"  "RSND.<rst>

F i g .  32 TG f o r  TCP c o n n e c t i o n  p r o t o c o l s
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<closedA> **= <receiveA> I <sendA>
! F.MSG_A.R <closedA>
! < r e c e i v e . o l d . s y n a c k >  <closedA> 

c receiveA> ** = < re ce  i v e .  syn> < w a i t . a c k >
I Q.MSG_A.Sy < r e c e i v e . o l d . s y n >  < w a i t . r e j e c t i o n >  

K r e c e i  ve .syn> **= F.MSG_A.Sb Q.MSG_B.Aa Q.SN_A.a
Q.ACK_B.b Q.RN_A.b <F.MSG_A.R) 

< w ai t .ack>  ** = F.ACK_A.a
< r e c e i v e . o l d . s y n >  **= F.MSG_A.Sy Q.MSG_B.Aa Q.SN_A.a

Q.ACK_B.y Q.RN_A.y (F.MSG_A.R)
< w a i t . r e j e c t i o n >  ** = F.MSG_B«Ry C.*A <closedA> 

csendA> **= Q.M8G_B.Sa Q.SN_A.a < w a i t . synack>
< w a i t , s y n a c k >  **= < r e c e i  v e . sy n a c k >  ! < c o l l i s i o n >

! < r e c e i v e  , o l d . s y n a c k >  < w a i t . s y n a c k >
! < s y n . r e j e c t i o n >  <closedA>

K re c e i  ve .synack>  **= F.MSG_A.Ab F.ACK_A.a
Q.ACK_B.b Q.RN_A.b 

< c o l l i s i o n >  **= < c u r r e n t . c o l l i s i o n >  <closedA>
J Q.MSG_A.Sy c o l d , c o l l i s i o n >  <closedA> 

K c u r r e n t . c o l l i s i o n >  **= F.MSG_A.Sb C.xA Q.MSG_B.R 
< o l d . c o l l i s i o n >  :*= F.MSG_A.Sy C.*A

(F.ACK_A.a Q.ACK_A.x)
( F . RN_B. a Q.RN_B.x)
<N.MSG_A.a E.ACK_A Q.MSG_B.R) 

l < s y n . r e j e c t i o n >  **= F.MSG_A.R C.*A <closedA> 
< r e c e i v e . o l d . s y n a c k >  *s= F.MSG_A.Ab F.ACK_A.x Q.MSG_B.Rx

F i g .  33 L o ca l  VAs f o r  TCP c o n n e c t i o n  p r o t o c o l s  
(C o n t in u e d  on  t h e  n e x t  page)
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<closedB> **= < rece iveB > ! <sendB>
! F.MSG_B.R <closedB>
! < r e c e i v e . o l d . s y n a c k >  <closedB>

<rece iveB> ** = < r e c e i v e . s y n >  < w a i t . a c k >
! Q.MSG_B.Sx < r e c e i v e . o l c i . s y n >  < w a i t . r e j e c t i o n >  

K r e c e i v e . s y n >  **= F.MSG_B.Sa Q.MSG__A.Ab Q.SN__B.b
Q. ACK_A. a 0 . RNJ3 .a  (F.MSG_A.R) 

< w a i t . a c k >  **= F.ACK„J3.b
< r e c e i v e . o l d . s y n >  *1 = F.MSG_B.Sx Q.MSG_A.Ab Q.SN_B.b

Q.ACK_A.x Q. RN_B. x (F.MSG_E>.R)
< w a i t . r e j e c t i o n >  **= F.MSG_B.Rx C.*B <closedB>

<sendB> **= Q.MSG_A.Sb Q.SN_B.b < w a i t , s y n a c k >
< w a i t . s y n a c k >  ** = < r e c e i v e . s y n a c k >  J < c o l l i s i o n >

! < r e c e i v e  . o l d  , sy n a ck >  < w a i t . s y n a c k >
! < s y n . r e j e c t i o n >  <closedB>

< r e c e i v e . s y n a c k >  **= F.MSGJB.Aa F.ACKwB.b
Q.ACK_A.a Q.RN_B.a 

< c o l l i s i o n >  **= < c u r r e n t . c o l l i s i o n >  <closed3>
! Q.MSG__B.Sx < o l d . c o l l i s i o n >  <closedB> 

K c u r r e n t . c o l l i s i o n >  **= F.MSG_B.Sa C.*B Q.MSG_A.R 
l < o l d . c o l l i s i o n >  **= F.MSG_B.Sx C.*B

(F.ACK_B.b Q.ACfC_B.y)
(F.RN_A.b Q.RN„A.y)
(N.MSG_B E.ACK_B Q.MSG_A.R) 

< s y n . r e j e c t i o n >  **= F.MSG_B.R C.*B <closedB> 
< r e c e i v e . o l d . s y n a c k >  **= F.MSGJ3.Aa F.ACK_B.y Q.MSG_A.Ry

F i g .  33 L o c a l  VAs f o r  TCP c o n n e c t i o n  p r o t o c o l s

The VAs i n  F i g .  33 a r e  modeled t o  r e d u c e  t h e  number of  

s t a t e s  and t r a n s i t i o n s  ir. t h e i r  g l o b a l  VA. The seq u en c e  

numbers a r e  l a b e l e d  a c c o r d i n g  to  r e d u c t i o n  r u l e  7 ,  and 

a c t i o n s  a r e  combined i n t o  an i n d i v i s i b l e  a c t i o n .  

R e t r a n s m i s s i o n s  need n o t  b e  modeled a c c o r d i n g  to  r u l e  6 .
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The VAs i n  F i g .  33 a l s o  c o n t a i n  o t h e r  s p e c i a l i z e d  r e d u c t i o n  

t e c h n i q u e s  which a r e  s u i t a b l e  f o r  t h e  c o n n e c t i o n  p a r t  o f  

TCP. We model t h e  s t a t e  i n f o r m a t i o n  o f  t h e  send  seq uence  

number (SN) a n d  t h e  e x p e c t e d  r e c e i v e  s e q u e n c e  number (RN) a s  

q u e u e s  i n  t n e  VAs. We c a n  r e p r e s e n t  t h e  g l o b a l  s t a t e  o f  A 

a n d  B by t h e  f o l l o w i n g  f o r m a t .

SN_AfMSG_B ACK_A'lRN_B
j j

RM_A^ACK_B MSG_A;SN_B

SN_A i s  t h e  queue whicn  h as  t h e  s e n d  seq u en c e  number o f  

e n t i t y  A and RN_A i s  t h e  queue which h a s  t h e  e x p e c t e d  

r e c e i v e  s e q u en c e  n u m b e r  o t  e n t i t y  A. RN_B and  SN_B have 

s i m i l a r  m e a n in g s .  The s e q u e n c e  i n f o r m a t i o n  i s  an i m p o r t a n t  

f a c t o r  d u r i n g  g l o b a l  s t a t e  t r a n s i t i o n s .  From t h e  VAs we can

d e r i v e  t h e  g l o b a l  VA a s  shown in  F i g .  39 .  We e x p l a i n  t h e

g l o b a l  s t a t e  d iag ram  o f  F i g .  39 by tn e  f o l l o w i n g  c a s e s  o f  

t r a n s i t i o n  t r a c e s .

The norm al  c a se  o f  t h e  t h r e e - w a y - h a n d s h a k e  i s  shown in 

F i g .  3 4 .  T h i s  f i g u r e  sh o u ld  be i n t e r p r e t e d  i n  th e  

f o l l o w i n g  way. E n t i t y  A h as  fo u r  c h a n n e l  q u e u e s ,  MSG_B, 

ACK_B, RN_A and SN_A. E n t i t y  B has  f o u r  q u e u e s ,  MSG_A, 

ACK_A, RN_B a n d  Si\L_A. The empty s i g n  (6)  i n d i c a t e s  t h a t  th e  

queue  i s  em pty .  M essages  o f  t h e  f i r s t  row f lo w  from l e f t  t o
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r i g h t  w h i le  acknow ledgm ents  f lo w  from r i g h t  t o  l e f t .  

S t a r t i n g  from i n i t i a l  c l o s i n g  s t a t e s  a t  b o t h  VAs, A b e g in s  

by s e n d i n g  a <SYN>a (Sa a s  i t s  a b b r e v i a t i o n )  i n d i c a t i n g  t h a t  

i t  w i l l  use  s e q u e n c e  numbers  s t a r t i n g  w i th  s e q u e n c e  number

a .  B th e n  t a k e s  t h e  m essage  from queue DATA_B, s e n d s  a 

<5YN-ACK>b (Ab a s  i t s  a b b r e v i a t i o n )  and ack n o w le d g es  t h e  

<SYN> r e c e i v e d  from A by s e n d i n g  acknowledgment  a i n  ACK_A. 

In  t h e  n e x t  s t a t e ,  A f e t c h e s  acknowledgment  a and <SYN-ACK>b 

from t h e  queu es  and  r e s p o n d s  w i th  acknowledgment b i n  queue 

ACK_B. A f t e r  B f e t c h e s  acknowledgment  b from ACK_B, t h e  

c o r r e c t  c o n n e c t i o n  w i l l  be e s t a b l i s h e d .

fe e l a f s a g'I a iQ a'i a a 6^ a a f s a•i •i - »  : ii ->  ; ; ! •• ; II
e; L.6 e; 16 Ab;b b JJd e ; b b^€ € ; b

F i g .  34 B a s i c  3-way h a n d sh ak e  f o r  c o n n e c t i o n

S im u l t a n e o u s  o p e n in g  w i l l  c a u se  c o l l i s i o n .  When an

e n t i t y  d e t e c t s  c o l l i s i o n  i t  c l e a r s  s t a t e  i n f o r m a t i o n  and

s e n d s  a <RST> (R a s  i t s  a b b r e v i a t i o n )  t o  r e s e t  t h e  o t h e r

s i d e  a s  shown i n  F i g .  35.
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( e eN, a f s a G*! a f s a 0'S (r € \  r© 0'S
•
a

•
a ->  s ! - *  ! ; -*■ 1

1 • ->  ! 1•
ke e; e ; Sb^b S b jb

F i g .  35 A r e c o v e r y  from s i m u l t a n e o u s  o p e n in g s

Tne p r i n c i p l e  r e a s o n  f o r  t h e  t h r e e - w a y - h a n d s h a k e  i s  to  

p r e v e n t  o l d  d u p l i c a t e  c o n n e c t i o n  o p e n in g s  from c a u s i n g  an 

i n t e r f e r e n c e  e r r o r .  Two s i m p l e  c a s e s  o f  r e c o v e r y  from an

o l d ( d u p l i c a t e ) <3YN> message a r e  shown i n  F i g .  36 and  37

f© G'l J'ox e l  re x'J X Trx e 'lx  r© e'S•
1 ! -► ! • 1 * 1 ; -> ! ! - *  ! a

a

g;  i,9 €j 1.6 Ab;b JJS Gjb 1©

F i g . 36 A r e c o v e r y from an o l d  <SYN>x

fe e'S a  fo a e) a re a N. a a r© a l a r© a ' a•1 ia ->  ; ii ->  I ! -► ! ! - » •
a

l
a

v ? e; i s e; Abjb ^0 SyAbJb (Ab)b
a
i

re e'l (Rs

a

V
e'l a

* 1 a  a
I
a

a
a

e ; © ^ b

F i g .  37 A r e c o v e r y  from an  o l d  <SYN>y
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A c o m p l i c a t e d  c a s e  o f  r e c o v e r y  from two o l d  <SYN>

d u p l i c a t e s i s  shown in F i g . 3 8 .

(6  € ) fbx & (q x'l x fo x'l x a f k a  x'l x
1 1 "> t1 •1 J • ^ 9 9

Abjb {JS SyAbjb y i.y Abjb
!*<
V

16 6) 6j

fe fox g' i x fo x'l x a f€ x'l x
ii ii « -  ! i •«- ! ! <-  ! J
16 6j 6 j b  l€ Abjb y[G  RyAbJb

F i g .  38 A r e c o v e r y  from o l d  <SYN>x and <SYN>y

A u tom at ic  t e c h n i q u e s  can  be u se d  to  r e a d  t h e  VAs o f  A 

and  B and g e n e r a t e  t h e  g l o o a l  VA. F i g .  39 shows t h e  g l o b a l  

VA which c o n t a i n s  a l l  t h e  t r a n s i t i o n s  we want t o  v a l i d a t e  

f o l l o w in g  t h e  r e d u c t i o n  r u l e s  o f  t h i s  c h a p t e r .  The g l o b a l  

VA model d e m o n s t r a t e s  s e v e r a l  a s p e c t s  o f  p r o t o c o l  

c o r r e c t n e s s *  (1) t h e r e  i s  no d e a d l o c k ;  (2 )  a l l  t h e  s t a t e s  

e x c e p t  t h e  t e r m i n a t e  s t a t e  c an  r e a c h  t h e  i n i t i a l  s t a t e ;  and  

(3)  t h e  on ly  t e r m i n a t e  s t a t e  i s  t h e  s t a t e  where b o t h  A and B 

a r e  a t  t h e  c o r r e c t l y  s y n c h r o n i z e d  l o c a l  s t a t e s .  These  

r e s u l t s  show t h e  s u f f i c i e n c y  o f  t h e  t h r e e - w a y - h a n d s h a k e  

c o n n e c t i o n  t e c h n i q u e .  T h o s e  g l o b a l  s t a t e s  which  have queu es  

c o n t a i n i n g  more th a n  2 e l e m e n t s  a r e  o m i t t e d  i n  F i g .  39 t o  

c u t  down th e  s i z e  of  t h e  f i g u r e .



Three messages:

S—.jSYN»
R—«RST>
A—<SYN-ACK»

Sequence numbers:

Ma—Current msg from A 
Mb— Current msg from B 
Mx—Old msg from A
My—Old msg from B a [G "  al a a

xSa G

a ISxSa G

AbJb

SxSa G

G SyAb

G RAb

6 SyR

RxAa G

G RJ 6 R] 6 RAblb

a [G 6| a |G a'
\ 10 , b [G el b le Ab

x'l x |fex Gl x /  X

I l i Q
|kx el x a

L !6s y l r rG SyAbJb

Aa xlx a |G 

y ^AbJ b y (g lir l — f u V  f 6 1  f  *  1 ^ ( 7 )RyAbJb \ ^ /  |G SyR.J |g RAbJb \ ^ /

F ig .31 Global VA for TCP connection setup
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The v a l i d a t i o n  sy s te m  i n  Appendix  A can  a l s o  be u sed  to  

a u to m ate  t h e  r e a c h a b i l i t y  a n a l y s i s  o f  t h e  g l o b a l  VA i n  F i g .  

3 9 .  F i g .  40 i s  t h e  o u t p u t  o f  t h e  r e a c h a b i l i t y  a n a l y s i s  by 

t n e  s y s te m .  I t  shows t h a t  t h e  p r o p e r  t e r m i n a t i n g  s t a t e  o f  

t h e  g l o b a l  VA i s  s t a t e  10 a s  shown in  F i g .  3 9 .  I t  a l s o  

snows t h a t  t n e r e  i s  no d e a d l o c k ,  i n c o m p a t i b i l i t y  o r  lo o p in g  

i n  t h e  g l o b a l  VA. The fo rm a t  o f  t h e  o u t p u t  o f  F i g .  40 i s  

t h e  same as  t h e  o u t p u t  o f  l o c a l  v a l i d a t i o n s .
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1
2
3
4
5
6
7
8 
9

10
11
12

13
14
113

I o 
17

18
19
20 
21 
22
23
24
25 
20
27
28
29
30
31
32
33
34
35
36

<1> ! 2 7 <32>

J II < I3> 
15 < | | >  .

<l> ** = l <2> ! 1 <3> .
<2> * * = 2  <4> ! 2 <5> ! 2 6 

rc4> * * = 4 8  10 ! 4 9 < 11 > .
< 1 l> **= II 12 14 15 < !!>

<1 3> * *= 13 < 1 > ! 13 16 
|c5 > * * = 5 <17> ! 5 <18> .

(C1 7> **= 17 < I 9> .
<19> * *= I 9 <1> ! 19 20 < 1 1> !

19 21 <23> J .19 22 27 < l l>
<23> **= 23 <1> ! 23 24 <11> J

23 25 26 <11> .
 ̂18> **= 18 <1> ! 18 28 30 <11 >

I 18 29 31 <23> .
k32> **= 32 33 <2> ! 32 34 <11 > .

<3> * * = 3  < 1 1> .

PROPER TERMINATION ANALYSIS
*  x x  X x  i x  x x ^ x  x x  X x  x x  x x x x x * * * * *

THE TERMINATE SYMBOL IS* 10 
NO LEFT RECURSION 
REACHABILITY ANALYSIS
x X ' A * * * * * * * * * *  * * * * * * * *

NO UNREACHABLE NONTERMINAL
ALL NONTERMINALS CAN TERMINATE PROPERLY.
ACTION SEQUENCE TESTING
* * *  * * * x  * x * x  x x  * x  x x x x X * * x  

<1 >
I 2 4 8 10 .
THE SYNTAX OF THE ABOVE ACTION

SEQUENCE IS* CORRECT 
INDENTED CYCLES LISTING
* * * * * * * X x * x x x  X x x x - X X X X X x

< 1> * * =  1 < 2>
<2> **= 2 <4>

<4> * *= 4 9 <11 >
<11> **= 11 <13>

< !3> **= 13 <l>

<2> **= 2 <5>
<5> **= b <17>

<17> **= 17 <19>
< |9> s i=  19 < 1>

<19> **= 19 20 < 1 1>
< 1 1 > * *= 11 <1 3>

< 13> **= 13 <1>

<19> **= 19 21 <23> 
<23> **= 23 <l>
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37
38
39
40
41
42
43
44 
4b
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60 
61 
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80 
81 
82
83
84
85

<23> **= 23 24 < l l>
< 11 > **= II < 13>

<13> **= 13 <1>

<23> **= 23 25 26 < 1 1>
<11 > **= 11 < 1 3>

<13> **= 13 <l>

< 1 9> ** = 19 22 27 < 11 >
<1 1> u =  | |  <13>

< 13> ** = 13 < 1 >

<5> ** = 5 <18>
<| 8> * * = 18 <1 >

<18> ** = 18 28 30 <11>
< 11 > *i= It <| 3>

<1 3> * * = 13 <1 >

<18> ** = 18 29 31 <23> 
<23> ** = 23 <l>

<23> ** = 23 24 <11>
< 1  1 >  * * =  I I  < 1 3 >

< I3> * * = 13 <1>

<23> ** = 23 25 26 < 11> 
<1 I > * * =  11 < 1 3 >

< I3> ** = 13 <1>

< 2 > * * =  2 6  < 1>

<2> * * = 2  7 <32>
<32> **= 82 34 <11>

<11> * * = II <1 3>
<13> **= 13 <1>

<1> s :=  I <3>
<3> **= 3 < 1 1>

< 11 > »: = 11 < 13>
< I 3> * * = 13 < 1 >

<2> * * = 2 7  <32>
<32> **= o2 33 <2>

< II > **= 11 12 14 15 < I 1 >

< | | >  *:= | |  < 13>
< 1 3> **= 13 lo 15 < l l>

F i g .  40 V a l i d a t i o n  of  t n e  g l o b a l  VA in  F i g



CHAPTER 6

PR010C0L IMPLEMENTATIONS

we know t h a t  a t r a n s m i s s i o n  grammar i s  a c o n t r o l  

seq u en c e  s p e c i f i c a t i o n  o f  a p r o t o c o l  t o  r e g u l a t e  

com m unica t ion  be tw een  com m unica t ing  e n t i t i e s .  Tne p u rp o s e  

o f  t h i s  c h a p t e r  i s  t o  g e n e r a t e  an  a l g o r i t h m  t h a t  w i l l  encode 

t h e  t r a n s m i s s i o n  grammar d e s c r i p t i o n  o f  any p r o t o c o l  i n t o  a 

form t h a t  i s  s u i t a b l e  f o r  a u t o m a t i c  s o f t w a r e / h a r d w a r e  

i m p l e m e n t a t i o n s .  T hrough  t h e  grammar m odel ,  t h e  " s y n t a x "  

and " s e m a n t i c s "  o f  v a r i o u s  p r o t o c o l s  can  be s p e c i f i e d  and

tn e n  be e x e c u te d  by e i t h e r  s o f t w a r e  o r  h a rd w a r e .  T h is

c n a p t e r  s t a r t s  w i t h  t h e  d i s c u s s i o n  o f  a d e s i g n  and

im p l e m e n ta t i o n  ine thoaology f o r  a b a s i c  d a t a  t r a n s f e r  

p r o t o c o l .  The d i s c u s s i o n  t h e n  l e a d s  t o  an  id e a  of

s y n t a x - d i r e c t e d  p r o t o c o l  i m p l e m e n t a t i o n s .  A framework fo r

192
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a u t o m a t i c  so i t w a r e / h a r d w a r e  i m p l e m e n t a t i o n s  o f  p r o t o c o l s  has  

a l s o  been  c o n s t r u c t e d .

6 .1  A P r o t o c o l  D e s ig n  Methodology

In t n i s  s e c t i o n ,  we p r e s e n t  a s t e p - w i s e  m e tho d o log y  f o r  

p r o t o c o l  d e s i g n  and i m p l e m e n ta t io n  u s i n g  o u r  g e n e r a l i z e d  TG 

m odel .  A t y p i c a l  p r o t o c o l  a t  t h e  com m unica t ion  p r o c e s s o r  

l a y e r  i n  a p a c k e t  s w i t c h i n g  n e tw o rk  i s  u se d  a s  an 

i l l u s t r a t i v e  e x am p le .

In  g e n e r a l  t h e  e n t i t y  a t  t h e  com m unica t ion  p r o c e s s o r  

l a y e r  ( e . g . ,  t h e  i n t e r f a c e  message p r o c e s s o r  (IMP) in  t h e  

ARPANET [ H e a r t 7 0 1 ) m a in ly  c o n s i s t s  o f  two v a l i d a t i o n  

- in d ep e n d en t  p a r t s  ( V I P s ) ,  i . e .  t h e  s e n d e r  an d  t h e  r e c e i v e r .  

We w i l l  d e f i n e  s e v e r a l  s e t s  of  t e r m i n a l  a c t i o n s  a t  d i f f e r e n t  

l e v e l s  o f  a b s t r a c t i o n  f o r  b o t h  p a r t s  in  o r d e r  t o  d e s i g n  t h e  

TGs f o r  t h e  t n e  VIPs o f  t h e  s e n d e r  and r e c e i v e r .  The TG 

i n t e g r a t i o n  t e c h n i q u e s  a r e  t h e n  a p p l i e d  to  combine t h e  TGs.

( I )  S tep  I* D e f in e  t h e  message grammar.

S in c e  t r a n s m i s s i o n  a c t i o n s  have message u n i t s  a s  t h e i r  

o p e r a n d s ,  we need  t o  d e f i n e  t h e  message grammar in  o r d e r  to
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c o m p le te  th e  p r o t o c o l  s p e c i f i c a t i o n .  The message  grammar 

e n a b l e s  us  n o t  o n ly  t o  r e p r e s e n t  t h e  h i e r a r c h i c a l  s t r u c t u r e  

o f  t h e  m essage  f o r m a t ,  b u t  t o  implement  t h e  a u t o m a t i c  s y n ta x  

. p a r s i n g  and e r r o r  h a n d l i n g .  We f e e l  t h a t  t h e  g e n e r a l i z e d  TG 

s p e c i f i c a t i o n  i s  e s p e c i a l l y  s u i t a b l e  f o r  t h e  d e s i g n  of 

h i g h e r —l a y e r  p r o t o c o l s .  F i g .  41 shows t h e  m essage  grammar 

f o r  t h e  c o m m un ica t ion  p r o c e s s o r  e n t i t y .
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CONSTANTS*

l e t t e r . s i z e  = (MAXIMUM OF CHARACTERS IN < l e t t e r > )  
m e s s a g e . s i z e  = (MAXIMUM OF CHARACTERS IN <message>) 
t i m e o u t  -  100 msec
l o c a l . h o s t s  = (SET OF LOCAL HOST NUMBERS) 
ack « (CONSTANT REPRESENTING ACK)
c h a n n e l . i *  (CHANNEL NUMBER REPRESENTING RECEIVE PORT) 

VARIABLES*

u s e r .n o *  (24  BIT USER NO UNIQUELY IDENTIFY ING EACH USER) 
h o s t . n o *  (8  BIT HOST IDENTIFY NO FOR u s e r . n o )  
s i z e , s o u r c e , d e s t t l i n k . n o , m s g . n o *  INTEGER 
send . c h a n n e l*  (CHANNEL NUMBER REPRESENTING SEND PORT) 
c o m p l e t e . f l a g *  BOOLEAN

MESSAGE GRAMMAR*

<message(B)> **= <msg head e r>  <msg t e x t >
<msg h e ad e r>  **= <msg l e a d e r >  s i z e

<msg l e a d e r >  <*= s o u r c e  d e s t  l i n k . n o  msg.no 
<msg t e x t >  **= < te x t>

< t e x t>  **= ( c h a r a c t e r ) *

<packe t>  **= <ACK> ! < l o c a l  p a c k e t>  J < r o u t i n g  p a c k e t>  
<ACK> **= ack  < p a ck e t  h e a d e r >

< p a c k e t  h e a d e r>  **= msg.no  s o u r c e  d e s t  l i n k . n o
p a c k e t . n o

< l o c a l  p a c k e t>  **= < l o c a l  h o s t>  < p a c k e t  h e a d e r>  < l e t t e r >  
i< lo ca l  h o s t >  **= ANY LOCAL HOST 
k l e t t e r ( B ) >  **= ( c h a r a c t e r ) *

< r o u t i n g  p a c k e t>  **= d e s t  < p a c k e t  head e r>  < l e t t e r >

FIG. 41 Message grammar f o r  IMP

(2 )  s t e p  2* D e f in e  t h e  a b s t r a c t  a c t i o n  grammar.

F i g .  42 shows t h e  a c t i o n  grammar f o r  t h e  com m unica t ion  

p r o c e s s o r  e n t i t y  a t  an a b s t r a c t  l e v e l .  By t h e  i n d u c t i o n  

r u l e ,  we can  p r o v e  t h a t  in  t h e  s e n d e r  p a r t ,  <send> w i l l
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a lw a y s  g e n e r a t e  t h e  a c t i o n  s e q u e n c e s  t h a t  have an e q u a l  

number o f  <send p a c k e t>  and  “ack n o w le d g m e n t" .  Both  VIP 

p a r t s  c a n  be  e a s i l y  u n d e r s t o o d  due t o  t h e  s i m p l i c i t y  o f  t h e  

m od e l .

<send VIP> «*= <send> <send VIP>
<send> «*= <send p a c k e t>  <w ai t  ACK> ! 6 

<send p a c k e t > **= " s e n d  r o u t i n g  p a c k e t "
! " s e n d  h o s t  p a c k e t "

<w ait  ACK> *»= "acknow ledgm ent"
! " r e t r a n s m i t "  <w ai t  ACK>
! <send> <wait  ACK>

< r e c e i v e  VIP> **= < r e c e i v e >  < r e c e i v e  VIP>
! " se n d  message t o  h o s t "  < r e c e i v e  VIP> 

< r e c e iv e >  **= " r e c e i v e  p a c k e t "  ! " r e c e i v e  message"

F i g .  42 A c t io n  grammar f o r  IMP e n t i t y  a t  
an  a b s t r a c t  l e v e l

(3) S tep  3* V a l i d a t e  p r o t o c o l  p r o p e r t i e s

We can check  t h e  p r o t o c o l  c o r r e c t n e s s  r e q u i r e m e n t  f o r

t h i s  a r c h i t e c t u r e  and  u se  b o th  l o c a l  and g l o b a l  v a l i d a t i o n  

t e c h n i q u e s  t o  v a l i d a t e  t h e  r e q u i r e d  c o r r e c t n e s s  p r o p e r t i e s .  

The v a l i d a t i o n  a u to m a ta  f o r  t h e  p r o t o c o l  a r e  e a s i e r  to  

c o n s t r u c t  from t h e  a b s t r a c t  TG. The g l o b a l  VA o f  t h e  VAs

c an  a l s o  be c o n s t r u c t e d ,  which i s  s i m i l a r  t o  t h e  s t r u c t u r e

of  example  3 i n  C h a p te r  5 .
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(4 )  S te p  4* R e f in e m e n t  o f  t h e  a c t i o n  grammar

197

For  a  more d e t a i l e d  d e s c r i p t i o n  o f  t h e  p r o t o c o l ,  we can 

d e f i n e  t h e  f o l l o w i n g  l i s t  o f  a c t i o n s  ( s e e  T a b le  4 )  f o r  b o t h  

s e n d e r  and r e c e i v e r  p a r t s ,  a n d  t h e n  u se  t h e  s u b s t i t u t i o n  

o p e r a t i o n  t o  s u b s t i t u t e  n o n - t e r m i n a l s  f o r  t h e  t e r m i n a l s  of 

t h e  model  in  F i g .  42 w h i l e  d e s c r i b i n g  t h e s e  new 

n o n - t e r m i n a l s  by t h e  t e r m i n a l  a c t i o n s  o f  t h e  r e f i n e d  

( d e t a i l e d )  l e v e l .  The s u b s t i t u t e d  grammar i s  shown in  F i g .

4 3 .
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T a b l e  4 A c t io n s  o f  IMP p r o t o c o l  a t  a more d e t a i l e d  l e v e l

tessaa&s and Suffers*
Ui* p a c k e t  U n i t
Pb,ACKb,Rb* P a c k e t  b u f f e r ,  ACK b u f f e r  and 
Reassembly  b u f f e r

S e n d e r *
Ss« " a l l o c a t e  Space Pb f o r  s e n d e r "
Gs* " G e n e r a te  h o s t  m essage  U i ,  p u t  i n  Pb"
Sn* "Send h o s t  message Ui Never t r a n s m i t t e d  b e f o r e "
As* " f i n d  Acknowledgment f o r  an o u t s t a n d i n g  Ui i n  ACKb" 
Ro* " g e t  R o u t in g  Ui n o t  d e s t i n e d  h e r e "
To* "Time Out f o r  Ui"
Ss* "Send Ui o u t  lower  l e v e l  c h a n n e l "
Rt* " R e s e t  t h e  t im e  f o r  Ui"
St*  " S e t  t h e  t im e  l o r  Ui"
Fs* " F r e e  Pb,  ACKb sp a c e  f o r  Ui"

R&o&iJL&i:*
Rn* "R e c e iv e  H os t  message"
Ra* " R e ce iv e  Acknowledgment f o r  Ui"
Rl* "R ece iv e  Ui d e s t i n e d  h e r e "
Rr* " R e ce iv e  Ui n o t  d e s t i n e d  h e r e "
Ar* " t r a n s m i t  Acknowledgment o u t  t o  low er  l e v e l  c h a n n e l "  
Cr* "Consume Ui in  Pb and p u t  i t  i n  Rb"
Fu* " F r e e  Pb sp a c e  U n i t  f o r  Ui"
Sh* "Send a l l  U i ' s  i n  Rb t o  h o s t "
Fr* " F r e e  R e ce iv e  b u f f e r  Rb"
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i<send VIP> «*= <send> <send VIP>
<send> **= <send  p a c k e t>  <w ai t  ACK> ! G

(se n d  p a c k e t>  **= <send r o u t i n g  p a c k e t>
! <send  h o s t  p a c k e t>  

icsend r o u t i n g  p a c k e t>  **= Ss Ro bn S t  Ss  
<send h o s t  p a c k e t>  **= Ss Gs Sn S t  Ss

cw a i t  ACK> **= <acknowledgment>
i < r e t r a n s m i t >  <w ai t  ACK> 
i <send> <w ait  ACK>

E a c k n o w l e d g m e n t  *» = As Rt Fs 
r e t r a n s m i t >  «* = To Rt St  Ss

e r e c e i v e  VIP> «* = < r e c e iv e >  < r e c e i v e  VIP>
5 <send message to  h o s t>  < r e c e i v e  VIP> 

l<rece ive> **= < r e c e i v e  p a c k e t>  I < r e c e i v e  message> 
|c re c e iv e  p a c k e t>  ** = < r e c e i v e  ACK> ! < r e c e i v e  l o c a l >

J < r e c e i v e  r o u t i n g >

Er e c e i v e  ACK> *« = Ra 
r e c e i v e  l o c a l>  **= HI Ar Cr Fu 
r e c e i v e  r o u t i n g >  **= Rr Ar 

^ r e c e i v e  message> **= Rh 
^ send  message  t o  h o s t>  **= Sh F r

FIG. 43 A c t io n  grammar o f  IMP a t  a more d e t a i l e d  l e v e l

(5) S te p  5* I n t e g r a t e  VIP a c t i o n  gram m ars .

To i n t e g r a t e  t h e  VIP TGs, we can use  t h e  a r b i t r a r y  

s n u f f l e  o p e r a t i o n  £Teng78aI t o  combine t h e s e  two l o g i c a l l y  

i n d e p e n d e n t  p a r t s  t o g e t h e r .  The a r b i t r a r y  s h u f f l e  o p e r a t i o n  

o f  two l a n g u a g e s  i s  s i m i l a r  t o  an a r b i t r a r y  s h u f f l i n g  o f  two 

d e c k s  o f  c a r d s  ( e a c h  d e ck  o f  c a r d s  c o r r e s p o n d s  t o  a s e n t e n c e  

o f  a d i s t i n c t  l a n g u a g e ) .  In o r d e r  t o  e n s u r e  t h e  i n t e g r i t y  

o f  t h e  d a t a  and  v a r i a b l e s  o f  b o t h  p a r t s ,  we s h o u l d  keep a 

s e t  o f  v a r i a o l e s  f o r  each  p a r t  o r  s t o r e  t h e  p r e v i o u s  v a l u e s
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o f  v a r i a b l e s  i f  t h e  incom ing  a c t i o n  b e l o n g s  t o  a d i f f e r e n t

VIP, we may a l s o  combine a c l u s t e r  o f  a c t i o n s  i n  each  VIP

i n t o  an  i n d i v i s i b l e  a c t i o n ,  t h u s  p r e v e n t i n g  t h e  d ev e lo p m en t

o f  a  r a c e  c o n d i t i o n  be tw een  t h e  V IP s .

F or  t h e  p u rp o s e  o f  s i m p l i c i t y ,  we w i l l  s h u f f l e  t h e  VIP 

TGs o f  F i g .  4 2 .  In t h i s  c a s e ,  we. assum e t h a t  e a c h  t e r m i n a l  

i n  F i g .  42 i s  a c l u s t e r  o f  a c t i o n s  from F i g .  43 which  must  

e x e c u t e  t o g e t h e r .  F u r t h e r m o r e ,  we assume t h a t  t h e  a c t i o n s  

have t h e  f o l l o w i n g  p r i o r i t y  s e q u e n c e s *  " r e c e i v e  p a c k e t " ,  

" r e c e i v e  m e s s a g e " ,  " ackn o w led g m en t" ,  " r e t r a n s m i t " ,  " s e n d  

r o u t i n g  p a c k e t " ,  " se n d  h o s t  p a c k e t "  and " se n d  message  t o  

h o s t " .  We c an  t h u s  e a s i l y  combine t h e  two TGs i n  F i g .  42 

t o  g i v e  t h e  combined TG f o r  t h e  p r o t o c o l ,  a s  shown in  F i g .

4 4 .

<TG> **= < r e c e i v e >  <TG> ! <send> <TG>
|< rece iv e>  **= " r e c e i v e  p a c k e t "  ! " r e c e i v e  m essage"  
*<send> **= <recej .ve> <send> ! " s e n d  p a c k e t "  <w ai t  ACK>

! "sen d  message  to  h o s t "  ! G 
<w ai t  ACK> **= < r e c e iv e >  <w ai t  ACK>

I "acknowledgm ent"
5 " r e t r a n s m i t "  <w ai t  ACK>
J <send> <w ai t  ACK>

FIG. 44 I n t e g r a t e d  a c t i o n  grammar o f  F i g .  42
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The i n t e g r a t e d  a c t i o n  grammar o f  F i g .  44 i s  shown in

F i g .  45 a t  a more d e t a i l e d  l e v e l  by a p p l y i n g  t h e

s u b s t i t u t i o n  o p e r a t i o n  d i r e c t l y  t o  t h e  TG o f  F i g .  44 ( i . e .

S t e p  3 ) .  Tne same c o u l d  be a c h i e v e d  i f  we had d i r e c t l y  

a p p l i e d  t h e  s n u f f l e  o p e r a t i o n  t o  t h e  VIP TGs o f  F i g .  43

( i . e . ,  S tep  44)» how ever ,  t h e  r e s u l t i n g  combined TG would

be much more c o m p l i c a t e d  t h a n  t h a t  o f  F i g .  4 5 .

<TG> **= < r e c e iv e >  <TG> ! <send> <TG>
< r e c e iv e >  *«= < r e c e i v e  p a c k e t>  ! < r e c e i v e  message> 

< r e c e i v e  p a c k e t>  **= < r e c e i v e  ACK> S < rec e iv e  l o c a l >
! < r e c e i v e  r o u t i n g >

E r e c e i v e  ACK> **= Ra 
r e c e i v e  l o c a l >  **= Rl Ar Cr Fu 
r e c e i v e  r o u t i n g >  ** = Rr Ar 
^ r e c e i v e  message> **= Rh 

<send> *»= < r e c e iv e >  <send>
J <send p a c k e t>  < w ai t  ACK>
! <send m essage  t o  h o s t>  ! 6 

csend p a c k e t>  «*= < send  r o u t i n g  p a c k e t>
« <send h o s t  p a c k e t>  

f s e n d  r o u t i n g  p a c k e t>  **= Ss  Ro Sn S t  Ss 
<send h o s t  p a c k e t>  ** = Ss Gs Sn S t  Ss 

cwai t  ACK> **= < r e c e i v e >  < w ai t  ACK>
! <acknowledgment>
5 < r e t r a n s m i t >  <w ai t  ACK> 
i <send> <w ai t  ACK> 

i<acknowledgment> **= As Rt Fs 
< r e t r a n s m i t >  **= To Rt S t  Ss  

csend m essage  t o  host(GH)> **= Sh F r

F IG .  45 A c t i o n  grammar o f  F i g .  44 a t  a d e t a i l e d  l e v e l
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(6)  S te p  6* S y n t a x - d i r e c t e d  i m p l e m e n t a t i o n .

202

For some t i m e ,  i t  h a s  been r e c o g n i z e d  t h a t  a 

c o n t e x t - f r e e  grammar i s  a good  m e t a - l a n g u a g e  l o r  t h e  

s y n t a c t i c  d e s c r i p t i o n  and  s p e c i f i c a t i o n  o f  a programming 

l a n g u a g e .  V a r i o u s  top-dow n and b o t to m - u p  p a r s i n g  t e c h n i q u e s  

[ G r i e s 7 l l  have  been  u t i l i z e d  f o r  programming lang u ag e  

c o m p i l e r s .  D e t e r m i n i s t i c  top-down p a r s i n g  a p p e a r s  t o  have a 

v a r i e t y  of  a t t r a c t i v e  f e a t u r e s  f o r  t h e  r e c o g n i t i o n  o f  TG 

a c t i o n  s e q u e n c e s  ana  message s t r u c t u r e s ,  and  c o u ld  be 

a p p l i e d  t o  p a r s e  b o t h  t h e  m essage  grammar and t h e  a c t i o n  

grammar.

The t r a n s m i s s i o n  grammar d e s c r i p t i o n  o f  com m unica t ion  

p r o t o c o l s  t n e r e f o r e  l e a d s  n a t u r a l l y  t o  s y n t a x - d i r e c t e d  

p r o t o c o l  program i m p l e m e n t a t i o n s .  In t h e  n e x t  s e c t i o n ,  we 

p r e s e n t  t h e  g e n e r a l  i d e a  o f  p r o t o c o l  i m p l e m e n t a t i o n s .

6 . 2  S y n t a x - D i r e c t e d  I m p le m e n ta t i o n s

When we d i s c u s s  p r o t o c o l  i m p l e m e n t a t i o n s ,  we u s u a l l y  have  an 

a r c h i t e c t u r a l  b lo c k  d iag ra m  o l  t h e  p r o t o c o l  i n  our  mind.  

Tne b l o c k  d ia g ra m  u s u a l l y  c o n s i s t s  o f  I /O u n i t s ,  q u e u e s ,  

r e g i s t e r s ,  b u f f e r s ,  d a ta  p a t h s  and o t h e r  ha rdw are  

co m p on en ts .
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Some a c t i o n s  such  a s  r e c e i v e  o r  t i m e o u t  c an  be v iewed 

a s  " e v e n t s " .  The p r o t o c o l  i s  a p a r s e r  f o r  e v e n t  s e q u e n c e s  

d u r i n g  e x e c u t i o n  and e ac h  e v e n t  may t r i g g e r  t h e  e x e c u t i o n  o f  

a  c l u s t e r  o f  a c t i o n s .

6 . 2 . 1  I m p le m e n ta t io n  S p e c i f i c a t i o n s

T h e re  a r e  a few d i f f e r e n c e s  be tw een  an  a b s t r a c t  

p r o t o c o l  s p e c i f i c a t i o n  and  i t s  a c t u a l  im p le m e n ta t io n  

s p e c i f i c a t i o n .  Tne im p l e m e n ta t io n  s p e c i f i c a t i o n  sh o u ld  be 

more s p e c i f i c  a b o u t  im p le m e n ta t io n  d e t a i l s  t h a n  t h e  a b s t r a c t  

s p e c i f i c a t i o n .  Fo r  example ,  a n  acknowledgment  a c t i o n  in  an 

a b s t r a c t  s p e c i f i c a t i o n  may be  im plemented  by some 

c o m b i n a t i o n  o f  t h e  f o l l o w i n g  schemes* (1) p o s i t i v e  

acknowledgment  and r e t r a n s m i s s i o n ,  (2)  n e g a t i v e  

acknow ledgm en t ,  (3) p ig g y b a c k e d  acknow ledgm en t ,  (4) m u l t i p l e  

ackno w led g m en t ,  or  (5 )  queued  acknow ledgm en t .  The 

a r c h i t e c t u r e  d e t a i l  i s  n o t  i m p o r t a n t  f o r  t h e  a b s t r a c t  

s p e c i f i c a t i o n  b u t  i s  n e c e s s a r y  f o r  t h e  im p le m e n ta t io n  

spec  i f i c a t i o n .
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For ex am p le ,  t h e  a b s t r a c t  s p e c i  1 i c a t i o n  o f  t h e  d a t a  

exchange  p r o t o c o l s  o f  IMP and TCP a r e  s i m i l a r  b u t  t h e i r  

im p l e m e n ta t i o n  s p e c i f i c a t i o n s  a r e  q u i t e  d i f f e r e n t .  TCP u se s  

a window scheme t o r  f lo w  c o n t r o l ,  a l l o w s  f o r  advance  message 

r e c e p t i o n s ,  and  u se s  a p ig g y b a c k e d  acknowledgment scheme.  

F o r  c o m p a r iso n  p u r p o s e s ,  we have c o n s t r u c t e d  a d e t a i l e d  

s p e c i f i c a t i o n  f o r  t h e  d a t a  ex ch an ge  p r o t o c o l  o f  TCP. T ab le  

b i s  a l i s t  of a c t i o n s  f o r  b o t h  s e n d e r  and r e c e i v e r  p a r t s .  

F i g .  4o i s  tn e  a c t i o n  grammar s p e c i f i c a t i o n .
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T a b le  5 D e t a i l e d  a c t i o n s  o f  TCP d a t a  e x ch a n g es

Sende r

Bs* " a l l o c a t e  B u f f e r  f o r  s e n d e r ' s  l e t t e r "
Gs* " G e n e r a te  l e t t e r "
Qg* "Queue G e n e r a te "
Fg* " F e t c h  G e n e r a te  queue"
Sn* "Send segm ent  Never s e n t  b e f o r e "
Ss* "Send segment  o u t  a low er  c h a n n e l "
Fa* " F e tc h  Acknowledgment queue"
AFs* " f i n d  F u l l  Acknowledgment l o r  t h e  o u t s t a n d i n g  

segm en ts"
APs* " f i n d  P a r t  Acknowledgment l o r  t h e  o u t s t a n d i n g  

seg m en ts"
QTt* "Queue Timed o u t s t a n d i n g  segm en t"
Dt* "Dequeue ( R e s e t )  t im e d  o u t s t a n d i n g  segm en t"
FTt* " F e t c h  Timed o u t s t a n d i n g  segm ent  queue (T im e o u t ) "  
Fs* " F re e  r e t r a n s m i s s i o n  s p a c e "

R e c e iv e r

Ru* "R ece iv e  U n a c c e p t a b le  segm ent"
Rl* " R e ce iv e  segm ent  o v e r l a p  t h e  L e f t  s i d e  o f  r e c e i v e  

window"
Rm* " r e c e i v e  segment  w i t h i n  t h e  Middle o f  r e c i e v e  window"
Ra* "R ece ive  Acknowledgment  f o r  s e n d e r "
Qa* "Queue Acknowledgment"
DQn* "Dequeue Queue New s e n d  queue"
DQTt* "Dequeue Queue Timed o u t s t a n d i n g  queue"
Ar* " t r a n s m i t  Acknowledgment t o  low er  e n t i t y "
Cr* "Consume r e c e i v e  segm ent  i n t o  window"
Fu* " F re e  th e  s e y n e n t  u n i t "
Qp* "Queue r e c e i v e d  l e t t e r  t o  P r o c e s s "
Fp* " F e t c h  r e c e i v e d  l e t t e r  t o  P r o c e s s "
Sp* "Send l e t t e r  t o  p r o c e s s "
Fw* "F re e  l e f t  p a r t  of  ack n ow led ged  r e c e i v e  Window"
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<send VIP> **= <send> <send VIP>
<send> »* = <send segment> <w ai t  ACK>

Csend  segment> **= Fg Sn Ss QTt
w a i t  ACK> **= < f u l l  ACK> ! < p a r t  ACK> <w ai t  ACK>

! < r e t r a n s m i t >  <w ai t  ACK>
! <send segm ent>  <w ai t  ACK> 

f f u l l  ACK> ** = Fa AFs Dt Fs  (Ap)
K p a r t  ACK> **= Fa APs (Dt F s )
■<retransmi t> ** = FTt Ss QTt

< r e c e i v e  VIP> **= < re c e iv e >  < r e c e i v e  VIP>
! <send l e t t e r  t o  p r o c e s s >  < r e c e i v e  VIP> 

l<receive> **= < r e c e i v e  segm ent>  <Ar>
J " r e c e i v e  p r o c e s s  c a l l s "

< r e c e i v e  segment> ** = < r e c e i v e  u n a c c e p t a b l e >
i < r e c e i v e  a c c e p t a b l e >  Ra (Qa) 

e re c e iv e  u n a c c e p t a b l e >  **= Ru
e re c e iv e  a c c e p t a b l e >  **= " r e c e i v e  c o n t r o l  segm ent"

i < r e c e i v e  d a t a  segment> 
< r e c e i v e  d a t a  segment> **= " r e c e i v e  d u p l i c a t e "

I < r e c e i v e  l e f t  window>
! < r e c e i v e  m idd le  window>

E r e c e i v e  l e f t  window> **= Rl Cr (Qp) 
r e c e i v e  m io d le  window> *t= Rrn Cr 
kAr> **= <p iggyoack  ACK> J " se n d  ACK segm ent"  

<piggyoack  ACK> **= DQn ! DQTt 
<send l e t t e r  t o  p r o c e s s >  **= Fp Sp Fw

F i g .  46 A c t io n  grammar o f  TCP d a t a  exchange  p r o t o c o l s

G

6 . 2 . 2  D e t e r m i n i s t i c  P a r s i n g  A lg o r i th m

A b s t r a c t  s p e c i f i c a t i o n s  o f  p r o t o c o l s  u s u a l l y  a r e  in  th e  

form o f  a n o n d e t e r m i n i s t i c  grammar,  b u t  c o r r e s p o n d i n g  

im p le m e n ta t io n  s p e c i f i c a t i o n s  s h o u l d  be i n  d e t e r m i n i s t i c  

form f o r  a u to m a t i c  i m p l e m e n t a t i o n .  A n o n d e t e r m i n i s t i c
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a lg o r i t n r n  i s  p e r m i t t e d  t o  c o n t a i n  s t a t e m e n t s  t h a t  s p e c i f y  

s e l e c t i n g  one o f  s e v e r a l  c h o i c e s  and  t o  c o n t a i n  r e d u n d a n t  

s t a t e m e n t s  f o r  b e t t e r  human u n d e r s t a n d i n g .  In a

n o n d e t e r m i n i s t i c  a l g o r i t h m ,  t h e  d e v i c e  e x e c u t i n g  t h e  

a l g o r i t n r n  i s  su p p o s e d  to  make t h e  c o r r e c t  c h o i c e  a t  each

such  s t e p  ( th e  c h o ic e  t h a t  w i l l  l e a d  t o  s u c c e s s  i f  any

c h o ic e  w i l l ) .  Such an a l g o r i t h m  i s  n o t  s u i t a b l e  f o r  an

e f f i c i e n t  co m p u te r  im p l e m e n ta t io n  s i n c e  w i t h o u t  f u r t h e r

d i r e c t i o n s  i n  t h e  a l g o r i t n r n ,  t h e  com puter  w i l l  have  no way 

o f  knowing which c h o i c e  t o  make.

I t  i s  a lw a y s  p o s s i b l e ,  however ,  t o  m odify  a

n o n d e t e r m i n i s t i c  a l g o r i t h m  so  t h a t  e a c h  p l a c e  where a c h o ic e  

i s  r e q u i r e d ,  d i r e c t i o n s  a r e  p r o v i d e d  which c a u s e  e a c h  c h o ic e  

to  be t r i e d  s u c c e s s i v e l y .  Once a n o n d e t e r m i n i s t i c  a l g o r i t h m  

i s  c o n v e r t e d  to  d e t e r m i n i s t i c  a l g o r i t h m  i t  can be e x e c u te d  

in  a s t r a i g h t f o r w a r d  way.

The c o n v e r s i o n  o f  a n o n d e t e r m i n i s t i c  a l g o r i t h m  t o  a

d e t e r m i n i s t i c  a l g o r i t h m  u s u a l l y  i n c r e a s e s  t h e  b o o k k e e p in g  in  

t n e  a l g o r i t n r n ,  s i n c e  t h e  d e t e r m i n i s t i c  a l g o r i t h m  must  keep 

t r a c k  o f  a l l  t h e  v a r i o u s  c h o i c e s  made so t h a t  i t  can  go back 

to  t r y  t h e  a l t e r n a t e  c h o i c e s .

S i n c e  t h i s  a d d i t i o n a l  bookk eep in g  o b s c u r e s  t h e  b a s i c  

s t r u c t u r e  o i  t ne  a l g o r i t h m ,  many a l g o r i t h m s  c o n c e r n i n g  w i th  

p a r s i n g  a r e  Dest  p r e s e n t e d  in  n o n d e t e r m i n i s t i c  fo rm .
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6 . 2 . 3  S o f tw a r e /H a r d w a r e  Im p le m e n ta t i o n s

208

We can u s e  t o e  r e c u r s i v e  d e c e n t  t e c h n i q u e  t o  w r i t e  a 

top-down p a r s i n g  p rogram  f o r  a p r o t o c o l  from i t s  

t r a n s m i s s i o n  grammar s p e c i f i c a t i o n .  In t n e  n e x t  s e c t i o n  i s  

p r e s e n t e d  t h e  id e a  o f  t h e  g e n e r a l  p r o t o c o l  sys tem  t o  

a u to m a te  t n e  p r o c e s s  o f  p r o t o c o l  c o n s t r u c t i o n  from a 

v a l i d a t e d  i m p l e m e n t a t i o n  s p e c i f i c a t i o n .  A u tom at ic  ha rdw are  

i m p l e m e n ta t i o n s  o f  p r o t o c o l s  w i l l  be t h e  t o p i c  o f  S e c t i o n  

0 . 4 .

6 . j  The G e n e r a l  P r o t o c o l  System

I n s t e a d  o f  com pos ing  a s p e c i f i c  p rogram  f o r  each  

p r o t o c o l  TG t h a t  a r i s e s ,  we may c o n s t r u c t  a s i n g l e ,  g e n e r a l  

p a r s i n g  p rog ram .  I n d i v i d u a l  p r o t o c o l  grammars a r e  t h e n  f e d  

to  t h e  g e n e r a l  p rogram  t o  make t h e  g e n e r a l  program  a c t  l i k e  

t h e  p r o t o c o l .  The G e n e r a l  P r o t o c o l  System (GPS) i s  a 

t r a n s l a t o r  from t r a n s m i s s i o n  grammars i n t o  p a r s e r - d r i v i n g  

d a t a  s t r u c t u r e s .  The t r a n s l a t o r  c o u ld  be an i n t e r p r e t e r  to  

i n t e r p r e t  t h e  a c t i o n s  and  d a t a  s t r u c t u r e  o r  a c o m p i l e r  to  

co m p i le  t h e  TG i n t o  a s e l f - c o n t r o l l e d  p ro g r a m .  For 

s i m p l i c i t y ,  we assume t h e  t r a n s l a t o r  t o  be a n  i n t e r p r e t e r  in  

t n e  l o l l o w i n g  d i s c u s s i o n .  The t r a n s l a t o r  a c c e p t s  t h e  BNF
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p r o d u c t i o n s  o f  a m essage  grammar a nd  an a c t i o n  grammar, 

c o n v e r t s  them i n t o  t h e  d e s i r e d  d a t a  s t r u c t u r e s  t o  be s t o r e d

in  t n e  t r a n s l a t o r  p ro g r a m ,  and t h e n  i n t e r p r e t e s  t h e  TG 

s t o r e d  i n  t n e  d a t a  s t r u c t u r e  a s  shown i n  F i g .  4 7 .

PROTOCOL PI 
'i RANSMISSION GRAMMAR INPUT

Message Grammar
1
9
1•

A c t io n  Grammar
1
1
1
1
I

1 1
1

V
1

tr

J Message S t r u c t u r e 1 1 
I  1 A c t i o n  S t r u c t u r e  !

1

! TABLE
I  1  • 1 
I  I TABLE 1

4 *

•
J

1

•  1 
1 I B a s ic  GPS 1 •  

I  •

1 R o u t i n e s
g
•
1

PERFORM THE FUNCTION OF PROTOCOL PI

F i g .  4 7 .  A r c n i t e c t u r e  o f  t h e  g e n e r a l  p r o t o c o l  sys tem
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Tne GPS i s  b o t h  a l an gu a ge  and a computer  p r o g r a m .  As 

a l a n g u a g e ,  i t  can  un ambiguous ly  d e s c r i b e  communica t i on  

p r o t o c o l s .  As a compute r  p r o g r am ,  i t  c an  i n t e r p r e t  and 

e x e c u t e  t b e  p r o t o c o l  d e s c r i b e d  i n  t h e  GPS l a n g u a g e .

The GPS s t r i c t l y  f o l l o w s  t h e  r u l e s  o f  t h e  s imp le  

top-down p a r s i n g  method ,  and  i t  i s  s t r a i g h t f o r w a r d  i f  t he  

u n d e r l y i n g  TG i s  d e t e r m i n i s t i c ;  t h a t  i s ,  i f  t h e  s e n t e n c e s  

o f  t h e  TG can  be p a r s e d  w i t h  one symbol  o f  l ook ahe ad  and 

w i t h o u t  b a c k t r a c k i n g .

However,  t h e  t r a n s m i s s i o n  grammar d e s c r i b e d  i n  p r e v i o u s  

c h a p t e r s  on ly  . d e f i n e s  t h e  sy n t a x  o f  t h e  p r o t o c o l .  For  t h e  

p u r p o s e  of  a u t o m a t i c  i m p l e m e n t a t i o n ,  we need  t o  r e l a t e  t h e  

s e m a n t i c s  o f  t h e  p r o t o c o l  t o  t h e  TG.

6 . 3 . 1  A i i J L a a s  o l G E S  L a n o u a a f i

In t h e  f o l l o w i n g ,  a s u b s e t  o f  a c t i o n s  f o r  t h e  GPS (see  

T a b l e  6) i s  i n t r o d u c e d  t o  d e s c r i b e  t h e  s e m a n t i c s  o f  t h e  TG 

in  F i g .  45 .  GPS a c t i o n s  a r e  d e s i g n e d  t o  be ve ry  powe r f u l  

and f l e x i b l e  so t h a t  t ney  can  e a s i l y  d e s c r i b e  t h e  s e m a n t i c s  

o f  t h e  p r o t o c o l .  Each GPS a c t i o n  c a r r i e s  w i t h  i t  

i n f o r m a t i o n  f a l l i n g  i n t o  two c a t e g o r i e s *
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a) O p e r a t i o n  -  The " o p e r a t i o n "  o i  an a c t i o n  i s  a " v e r b "  

s u g g e s t i v e  o f  t h e  t a s k  t h e  a c t i o n  a c c o m p l i s h e s .

b)  Operands  -  The o p e r a n d s  may be t h o u g h t  o f  a s  t h e  

a rgumen t s  u se d  i n  c a l l s  on s u b r o u t i n e s  and we u n d e r l i n e  t h e  

op e ra nd s  t h a t  a r e  e x p e c t e d  t o  r e t u r n  v a l u e s  o r  message  

u n i t s .  The number o f  o p e ra n d s  each  a c t i o n  ha s  i s  n o t  f i x e d .  

When o p e ra n d s  a r e  n o t  e x p l i c i t l y  p r o v i d e d ,  t h e  GPS assumes  

no su c h  op e ra n ds  t o  e x i s t .

In  T ab l e  6,  f i v e  t y p e s  o f  GPS a c t i o n s  a r e  shown which 

a r e  o f  p a r t i c u l a r  i n t e r e s t  f o r  d e s c r i b i n g  t h e  s e m a n t i c s  o f  

communica t i on  p r o t o c o l s .
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T a b l e  6 A c t i o n s  of  t h e  G e n e r a l  P r o t o c o l  System

OPERATION OPERANDS

ALLO CATE p t r , s  i  ze
FREE p t r , s i z e

ROUTE s£Qd c h a n n e l . d e s t i n a t i o n
SEND msg u n i t , s e n d  p o r t , p t r , s i z e
RECEIVE msg u n i t  t r e c e i  ve p o r t , p t r , s i  ze

SEGMENT segment  no,pt . r»  , - s i z e l  , p t r 2 , s  i z e 2 ,
segment  s i  ze ,comp l e t e  f l a g  

REASS segment  no , p t r  1, s i z e  1 , p t r 2 , s i z e 2 ,
segment  s i z e , c o m p l e t e  f l a g

QUEUE n a m e , k e y , p t r , s i z e , w a i t  t i m e ,
o t h e r  op e ra n ds  

DEPART name,key
LOOKUP n a m e , k e y,£Xisi f l a g
FETCH n a m e , ke y , p i n ,£ i Z £ ,& £h £ j :  flBSIiaQdS.
CLEAR names

CONDITION o p e r a n d  1 , o p e ra n d  2 , r e l a t i o n  o p e r a t o r

(1 ) Space management a c t i o n s

ALLOCATE (ALC) -  T h i s  o p e r a t i o n  s p e c i f i e s  t h e  r e q u e s t e d  

b u f f e r  s i z e .  A p o i n t e r  ( p t r )  s p e c i f y i n g  t h e  b e g i n n i n g  of 

t h e  a l l o c a t e d  b u f f e r  i s  r e t u r n e d .

FREE (FRE) -  T h i s  o p e r a t i o n  r e t u r n s  t h e  b u f f e r  s p e c i f i e d  

by t n e  b u f f e r  d e s c r i p t o r  ( p t r , s i z e )  t o  t n e  GPS.
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(2) Send and r e c e i v e  a c t i o n s
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ROUTE (RUT) -  T h i s  o p e r a t i o n  r e q u e s t s  t h e  r o u t i n g  

a l g o r i t h m  to  r e t u r n  t h e  s e n d  c h a n n e l  from t h e  g i v en  

d e s t i n a t i o n .

SEND (SND) -  T h i s  o p e r a t i o n  s e n d s  t h e  msg u n i t  s p e c i f i e d  

in  t h e  message  grammar ( su ch  a s  < l e t t e r ( B ) >  i n  F i g .  41)  o u t  

o f  t h e  s e n d  c n a n n e l .  The msg u n i t  i s  s e n t  o u t  ( g e n e r a t e d )  

a c c o r d i n g  t o  i t s  s y n t a x  d e f i n i t i o n  i n  t h e  message  grammar i n  

t n e  f o l l o w i n g  ways* a)  Tne GPS w i l l  s e n d  o u t  t h e  v a l u e s  o f  

t h e  v a r i a b l e s  and  c o n s t a n t s  which a r e  d e f i n e d  a s  t h e  

t e r m i n a l s  o f  t h e  msg u n i t  u n t i l  a b u f f e r  i n d i c a t o r  i s  

e n c o u n t e r e d .  (A b u f f e r  i n d i c a t o r  i s  e n c l o s e d  a s  (B) i n s i d e  

a n o n - t e r m i n a l ,  such  a s  < l e t t e r ( B ) > . ) b )  When t h e  b u f f e r  

i n d i c a t o r  i s  e n c o u n t e r e d ,  t h e  GPS w i l l  s t a r t  s e n d i n g  o u t  t h e  

msg u n i t  from t h e  b u f f e r  a r e a . d e f i n e d  by t h e  p t r  a n d  s i z e .

RECEIVE (RCV) -  T h i s  o p e r a t i o n  r e c e i v e s  and  ch ecks  t h e  

s y n t a x  o f  t h e  i n p u t  o f  t h e  r e c e i v e  c h a n n e l  a c c o r d i n g  t o  t h e  

s y n t a x  o f  t h e  rnsg u n i t .  The GPS w i l l  s t o r e  a l l  t h e  r e c e i v e d  

v a l u e s  i n t o  t h e  v a r i a b l e s  o f  t h e  rnsg u n i t ,  wnen t h e  b u f f e r  

i n d i c a t o r  i s  e n c o u n t e r e d ,  t h e  GPS w i l l  a l s o  s t o r e  t h e  msg 

u n i t  i n t o  t h e  b u f f e r  a r e a  d e f i n e d  by t h e  p t r  and  s i z e .
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I f  t h e  s p e c i f i e d  c h a n n e l  ha s  no i n p u t  o r  t h e  i n p u t  i s  

n o t  t h e  s p e c i f i e d  i n i t i a l  t e r m i n a l  o f  t h e  a l t e r n a t e  i n  t h e  

msg u n i t  grammar r u l e s ,  t n e  GPS w i l l  t r y  t h e  n e x t  a l t e r n a t e  

o f  t h e  a c t i o n  grammar.

(S) Se g m en ta t i on  and r e a s s e m b l y  a c t i o n s

SEGMENT (SEG) -  T h i s  o p e r a t i o n  g e t s  t h e  b u f f e r  d e s c r i p t o r  

( p t r 2 , s i z e 2 )  o f  t h e  p a c k e t  s p a c e  ( w i t h  i t s  p a c k e t  # e q u a l  t o  

t n e  segment  n o . )  f rom t h e  known message  b u f f e r  d e s c r i p t o r  

( p t r l , s i z e l )  and r e g u l a r  p a c k e t  s i z e  ( s egment  s i z e ) .  When 

t h e  comple t e  f l a g  i s  on ,  i t  means t h e  l a s t  p i e c e  o f  p a c k e t  

in  t h e  message nas  been  t a k e n  o u t .

REASS (RAS) -  Th i s  o p e r a t i o n  r e a s s e m b l e s  t h e  p a c k e t  a t  

( p t r 2 , s i z e 2 )  i n t o  t h e  message  r e a s s e m b l y  b u f f e r  

( p t r  1 , s i  z e l ) . I t  i s  s i m i l a r  t o  t h e  SEGMENT a c t i o n .

(4) Event  s y n c h r o n i z a t i o n  a c t i o n s

Tne f o l l o w i n g  s i x  q u e u e s  a r e  o f  p a r t i c u l a r  i n t e r e s t  i n

o u r  d e s i g n  example .

A Acknowledgment queue
T o u t s t a n d i n g  p a c k e t s  Time o u t  queue
SR Send Rou t ing  p a c k e t  queue
SH Send Host  p a c k e t  queue
OH Output  t o  Host  queue
S Space a l l o c a t i o n  queue
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QUEUE (QUE) -  T h i s  o p e r a t i o n  c r e a t e s  an e n t r y  in t h e  queue 

s p e c i f i e d  in t h e  name o p e r a n d ,  w i t h  key o p e r a n d  as  index  and 

t h e  r e m a i n i n g  o p e r a n d s  a s  i n f o r m a t i o n  t o  be  que u ed .

DEQUEUE (DEQ) -  T h i s  o p e r a t i o n  d e l e t e s  an  e n t r y  i n  a FIFO 

manner f rom t n e  queue s p e c i f i e d  in  t h e  name o p e r a n d .

LOOKUP (LKP) -  T h i s  o p e r a t i o n  ch ecks  i f  an e n t r y  w i t h  t h e  

key s p e c i f i e d  in t h e  key o p e r a n d  i s  i n  t h e  queue s p e c i f i e d  

in  t h e  name o p e r a n d .

FETCH (FCH) -  T h i s  o p e r a t i o n  r e t r i e v e s  t h e  i n f o r m a t i o n

from t n e  queue  s p e c i f i e d  i n  t h e  name o p e r a n d  i n  a FIFO 

manner ,  and p u t s  t h e  i n f o r m a t i o n  i n  t h e  a p p r o p r i a t e  

v a r i a b l e s  s p e c i f i e d  i n  t n e  o p e r a n d s .  I f  t h e  queue i s  empty,  

t n e  GPS w i l l  t r y  t he  n e x t  a l t e r n a t e  a c t i o n .

CLEAR (CLR) -  Th i s  o p e r a t i o n  r e s e t s  and c l e a r s  a l l  t h e

queue names s p e c i f i e d  and i s  u s u a l l y  u sed  f o r  e r r o r

r ec o  v e r y .
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CONDITION (CND) -  Th i s  o p e r a t i o n  compares  t h e  s p e c i f i e d  

v a r i a b l e  1 and v a r i a b l e  2 w i t h  t h e  r e l a t i o n  ( e . g . ,  E q ua l ,  

Not  E q u a l ,  G r e a t e r  o r  L es s )  s p e c i f i e d  i n  t h e  r e l a t i o n

o p e r a t o r ,  and  i f  t h e  c o n d i t i o n  i s  n o t  s a t i s f i e d ,  t h e  GPS

w i l l  t a k e  t h e  n e x t  a l t e r n a t e  i n  t h e  a c t i o n  grammar.

T he r e  a r e  many o t h e r  i m p o r t a n t  o p e r a t i o n s  t h a t  s h o u l d  

be i n c l u d e d  i n  t h e  GPS. For  exam p le ,  a UNIQUE o p e r a t i o n  may 

be neede d  t o  g e t  a u n i q u e  i n i t i a l  s eq u en c e  number f o r  a new 

c o n n e c t i o n .  Some o t h e r  f u n c t i o n s  may a l s o  be needed  t o

Handle  t h e  s e m a n t i c s  o f  f low c o n t r o l  mechanisms and

i n t e r p r o c e s s  commun ica t ion  p r i m i t i v e s  [Walden721.

F i g .  48  shows b o t n  t h e  s y n t a x  and s e m a n t i c s  o f  t h e

a c t i o n  grammar fo r  t h e  p r o t o c o l  a t  t h e  communica t i on

p r o c e s s o r  l a y e r .  T h i s  f i g u r e  i s  o b t a i n e d  by a p p l y i n g  t h e  

s u b s t i t u t i o n  o p e r a t i o n  t o  t h e  a c t i o n  grammar o f  F i g .  45 .  

Note t h a t  t n e  ALLOCATE o p e r a t i o n  i n  T a b l e  6 i s  n o t  u s e d ,  

be c a u se  we assume t h a t  i t  i s  s p e c i f i e d  a t  t h e  i n t e r p r o c e s s

commun ica t i on  l a y e r  ( i . e .  H o s t / H o s t ) .
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<r e c e i v e  r o u t i n g >

<TG> t«= < r e c e i v e >  <TG> 5 <send> <TG>
e r e c e i v e >  «»= < r e c e i v e  p a c k e t >  ! < r e c e i v e  message>

^ r e c e i v e  p a c k e t >  *«= < r e c e i v e  ACK> ! < r e c e i v e  l o c a l >  
f s r e c e i v e  ACK> ** = <Ra>

<Ha> *» = "RCV <ALLK>fchannel .!"
"LKP T , < p a c k e t  h e a d e r > . ex 1 s t 11
< ch e c k l>  t c h e c k  i f  i t  a c k n o w l e d g e s  a n  o u t s t a n d i n g  p a c k e t !  

< ch e c k l >  « i=  "CND e x i s t , 0 , N E "
"QUE A , < p a c k e t  h e a d e r > "
! 6

e r e c e i v e  l o c a l >  *i= <R1> <Ar> <Cr> <Fr>
|<R1> *«= "RCV < lo ca  1 o a c k e t >. c h a n n e l ,  i . p t r . s i z e 11
cAr> ««= "SND < A C K > ,c h a n n e l . i«
«Cr> »i= "FCH S,<msg l e a d e r > , p t r l  , s l z e l "

"HAS p a c k e t . n o , p t r l . s i z e l , p t r , s i z e , l e t t e r . s i z e ,  
comp l  f i tp .  f l a g 81

<check2> [ c h e c k  i f  a l l  t h e  m e s s a g e  p a c k e t s  h a s  r e c e i v e d ]  
<check2> *« = "CND c o m p l e t e . f l a g , T R U E , E "

"QUE OH,<msg l e a d e r > , p t r l , s i z e l "
J  0

k Fr>  ««= "FRE p t r , s i z e "
k r e c e i v e  r o u t i n g >  **= <Rr> <Ar>

<Rr> ««= "RCV <r o u t i n g  p a c k e t > , e h a n n e 1 . I , p t r . s i z e "
"QUE S R , < p a c k e t  h e a d e r > , p t r , s i z e "

c r e c e i v e  message> *» = <Rh>
<Rh> •«= "RCV <mes s a g e > , c h a n n e l . ! , p t r , s i z e "

"QUE SH,<msg h e a d e r > , p t r , s i z e , , I " 
ks end > **= < r e c e i v e >  <send> ! < send  p a c k e t s  < w a i t  ACK> I 

<s end  me ssa ge  t o  h o s t >  • €  
f s e n d  p a c k e t >  »* = < se nd  r o u t i n g  p a c k e t >  I < send  h o s t  p a c k e t >  

p s e n d  r o u t i n g  p a c k e t >  u =  <Ss Ro Ns> <St>  <Ts>
p Ss  Ro Ns> 1i=  "FCH SR,<p a c k e t  h a a d e r > . p t r . s i z e ” 
kSt>  «» = "QUE T , < p a c k e t  h e a d e r > , p t r , s i z e , t i m e o u t "
l<Ts> *• = "RUT s an d .c h an n f i  1 ,de<st"

"SND < r o u t i n g  p a c k e t > , s e n d . c h a n n e l , p t r , s i z e "  
k s e n d  h o s t  p a c k e t >  *«= <Ss Gs Ns> <St> <Ts>

<Ss Gs Ns> ««= "FCH 
"SEG

<check3> * t=  "CND 
"QUE

SH,<mso h e a d e r > . p t r l , s i z e 1, p a c k e t . n o " 
p a c k e t . n o , p t r I , s i z e  I , P t r , s i z e , l e t t e r ,  s i z e .  
£ Q U U 2 lf i£ fi« .L L fia "
<check3>
[ c h e c k  i f  a l l  t h e  mes sage  p a c k e t  h a s  g e n e r a t e d ]  
c o m p l e t e . f l a g , T R U E , N E "
SH,<msg h e a d e r > , p t r l , s i z e l , , p a c k e t . n o + l "

cw a i t  ACK> **= < r e c e i v e >  < w a i t  ACK> ! <acknowle dgm en t>  !
< r e t r a n s m i t >  < w a i t  ACK> ! <send> < w a i t  ACK>

[a c k n o w l e d g m e n t  «»= <As> <Rt> <Fs>
KAs> i i = "FCH A.<pa c k e t  h a a d e r >"

KRt> »» = "DEQ T , < p a c k e t  h e a d e r > , p t x , s i Z f i "
kFs> »« = "FRE p t r , s i z e "

r e t r a n s m i t  «»= <Rs R t  <St> <Ts>
<Rs Rt> «* = "FCH T . < p a c k e t  h e a d e r > . p t r Ts i  z e " 

k se n d  m e s s a g e  t o  h o s t  *«= <Sh> <Cb>

[Sh> i i = "FCH OH,<msa l e a d e r > , p t r , s l z e »
"PUT s e n d . c n a n n e l , d e s t »

"SND < m e s s a g e > , s e n d . c h a n n e l , p t r , s i z e "
Cb> *«= "FRE p t r , s i z e "

"DEQ S,<msg l e a d e r > "
F i g . ^ 3  GPS a c t i o n  s p e c i f i c a t i o n  f o r  IMP p r o t o c o l s
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The a c t i o n  grammar of  F i g .  48 and t h e  message  grammar 

of  F i g .  41 form a t r a n s m i s s i o n  grammar which c o n t a i n s

enough s e m a n t i c s  and can  be  d i r e c t l y  t r a n s l a t e d  by t h e  GPS

i n t o  e x e c u t a b l e  d a t a  s t r u c t u r e s .

Au tomat i c  t e c h n i q u e s  can  be a p p l i e d  t o  i n d e n t  and 

fo rm a t  t n e  grammar r u l e s  o f  t h e  TG, and  t o  o b t a i n  a l i s t i n g  

showing  t he  d e r i v a t i o n  o f  t n e  f i n a l  h i e r a r c h i c a l l y  

s t r u c t u r e d  document .  ( e . g . ,  t h e  l i s t i n g  i n  F i g .  4 8 ) .  We

can t nen  use  v a l i d a t i o n  t e c h n i q u e s  t o  check  f o r  p o s s i b l e

s y n t a x  o r  l o g i c a l  e r r o r s ,  make m o d i f i c a t i o n s  on t h e  l i s t i n g ,  

and d i r e c t l y  i n p u t  t h e  n e a t l y  f o r m a t t e d  TG in  t h e  c a se  of

a u t o m a t i c  i m p l e m e n t a t i o n s .

The GPS can check  t h e  s y n t a x  e r r o r s  o f  t h e  GPS a c t i o n s .  

Such an  e r r o r  c o u ld  be a m i s s i n g  o p e ra n d  o f  t h e  msg u n i t  f o r  

t h e  SEND o p e r a t i o n ,  o r  a s p e c i f i e d  op e ra n d  t h a t  has  

d i f f e r e n t  d a t a  t y p e  t h a n  e x p e c t e d .
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The m a s t e r  c o n t r o l  p a r t  o f  t h e  B i n a r y  S y n c h r o n i z a t i o n  

Communicat ion (BSC) p r o t o c o l s  i s  shown a s  a n o t h e r  example of  

GPS a c t i o n  s p e c i f i c a t i o n .  F i g .  49 shows an a b s t r a c t  

s p e c i f i c a t i o n  and F i g .  50 shows a GPS i m p l e m e n t a t i o n  

spec  i f  i c a t i o n .

< c o n t e n t i o n >  **= " b i d d i n g "  <outcome>
<outcome> **= " r e f u s e "  < c o n t e n t i o n >

! "b usy"  " e n q u i r e "  <outcome> ! " m a s t e r "  < t r an s >
I " c l e a r "  <outcome> ! " t i m e o u t "  " e n q u i r e "  <outcome> 

< t r a n s >  **= " g e n e r a t e "  <send> < t r a n s >
! "end t r a n s "  < c o n t e n t i o n >

<send> ** = " s en d  msg" <wai t  ACk>
<wai t  ACk> ** = " acknowledgment"

i " r e t r a n s m i t "  <wai t  ACk>

F i g .  49 A b s t r a c t  s p e c i f i c a t i o n  f o r  BSC p r o t o c o l s
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< c o n t e n t i o n >  **= 
<bidding> ** =

<QTt> «* = 
<outcome> ** =

<b ido ing> <outcome>
"RECEIVE <enq>,U1"
"SEND < e n q> ,M2"
<QTt>
"QUEUE
< re fu se >  < c o n t e n t i o n >

<ousy> < en qu i r e >  <outcome> ! <master> < t r an s>  
< c l e a r >  <outcoine> ! < t imeout>  <en qu i r e>  <outcome>

l<refuse> **= "RECEIVE 
"SEND

<busy> **= "RECEIVE 
<enqu i r e>  *s="SEND 

<QTt>
<master> ** = "RECEIVE 

"DEQUEUE 
"SEND

<t imeou t>  **="DEPART 
<c l e a r >  ** = "RECEIVE 
< t r a n s >  *» = <g e ne r a t e >  '

J <end t r a n s >
< ge ne r a t e>  ** = <Gs>

**= "RECEIVE p t r  ,UI "
<send> ** = <send msg> <wai t  ACK> 

send  msg> ** = <Ss> <QTt>
<Ss> ** = "SEND <msg>,M2,pt r"

w a i t  ACK> **= <acknowledgment>
! < r e t r a n s m i t >  <wai t  ACK> 

^ a c kn ow l ed g m en t  **= <As> <Dt>

<nack>,  M2" 
<nack>f U l " 
<wbt>,M2" 
<enq>,M2"

<ack> t M2"
•pn
<ack> ,U1"
■p ii
,M2"

:send> < t r a n s >  
< c o n t e n t i o n >

r:kv

KAs> **= "RECEIVE 
<Dt> >*= "DEQUEUE 

k r e t r a n s m i t >  **= <Dt> 
<Dt> **= "DEPART 
<Qs> ** = "SEND 
<Ap> i*= "RECEIVE 

<end t r a n s >  **="RECEIVE
"SEND 
"RECEIV E

<ack>,M2"
J l l

<Qs> <QTt> !
•p ii

<enq>f M2" 
<a c k .o l d >  t M2" 
<e o t > ,U 1" 
<eot>,M2" 
< e o t > ,M2"

<Ap> <QTt>

F i g .  30 A GPS a c t i o n  s p e c i f i c a t i o n  f o r  BSC p r o t o c o l s
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we can c o n s t r u c t  a l i s t  s t r u c t u r e  t o  r e p r e s e n t  t h e  

grammar r u l e s  i n  main memory I G r i e s 7 1 , W i r t h 7 6 ] . The grammar 

i s  assumed t o  be r e p r e s e n t e d  i n  t n e  form o f  a d e t e r m i n i s t i c  

s e t  o f  r u l e s .  I t  i s  t r a n s l a t e d  i n t o  t h e  a p p r o p r i a t e  l i s t

s t r u c t u r e  i n s t e a d  of  an  e x e c u t a b l e  p rogram s t r u c t u r e .  The

d a t a  t yp e  d e f i n i t i o n  f o r  t h e  GPS i s  shown in  F i g .  5 1 .  Each 

t e r m i n a l  o r  n o n - t e r m i n a l  symbol  i n  t h e  r i g h t  p a r t

( c o r r e s p o n d i n g  t o  a node i n  t h e  l i s t  s t r u c t u r e )  c o n s i s t s  of 

t n e  t h r e e  components  SYMBOL* ALTERNATE and  SUCCESSOR* where

1. SYMBOL (SYM) r e p r e s e n t s  two v a r i a n t s *  one  fo r  t e r m i n a l  

and  one f o r  n o n - t e r m i n a l  symb o l s .  I f  t h e  node r e p r e s e n t s  

a t e r m i n a l *  SYM i s  t n e  symbol name i n  some i n t e r n a l  form.  

I f  i t  r e p r e s e n t s  a t e r m i n a l  GPS a c t i o n *  i t s  i n t e r n a l  form 

s h o u l d  be a b l e  to  i nform t h e  GPS o f  i t s  o p e r a t i o n  and 

o p e r a n d s .  I f  t h e  node r e p r e s e n t s  a n o n - t e r m i n a l ,  SYM i s  

t h e n  a p o i n t e r  t o  an e n t r y  i n  t h e  ha sh  t a b l e

( h a s n t O . . p r i m e ]  in  F i g .  51) which c o n t a i n s  t h e  i ndex  of 

t h e  a r r a y  s t r u c t u r e  (K[ 0 . .maxheader ]  i n  F i g .  51) 

r e p r e s e n t i n g  t n e  c o r r e s p o n d i n g  n o n - t e r m i n a l  symbo l .  Both 

v a r i a n t s  c o n t a i n  two p o i n t e r s ,  a l t e r n a t e  and s u c c e s s o r .

2 .  ALTERNATE (ALT) p o i n t s  t o  t h e  f i r s t  symbol o f  t h e  n e x t  

a l t e r n a t e  in t h e  r i g h t  p a r t  f o l l o w i n g  t h e  one in which
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t h e  node o c c u r s  (NIL i f  n o n e ) .  T h i s  i s  on l y  f o r  t h e  

f i r s t  symbol  i n  t h e  r i g h t  p a r t .

3 .  SUCCESSOR (SUC) p o i n t s  t o  t h e  n e x t  symbol  i n  t h e  r i g h t

p a r t  (NIL i f  n o n e ) .

I n  a d d i t i o n ,  e ach  n o n - t e r m i n a l  i n  t h e  l e f t  p a r t  i s  

r e p r e s e n t e d  by a h e a d e r  node t h a t  c o n t a i n s  t h e  name o f  t h e

n o n - t e r m i n a l  symbol  and a p o i n t e r  t o  t h e  f i r s t  symbol  i n  i t s

f i r s t  r i g h t  p a r t .

A h a s h  t a b l e  i s  u sed  t o  spe ed  up t h e  t a b l e  l ookup o f

t h e  n o n - t e r m i n a l s  f o r  b o t h  c o n s t r u c t i n g  a s t r u c t u r e  from a 

TG and  t h e  a c t u a l  p a r s i n g  o f  e v e n t s .

The r e s u l t i n g  d a t a  t y p e  d e f i n i t i o n  r e p r e s e n t e d  by 

PASCAL i s  as f o l l ow s*
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c o n s t
maxneader  = 58;

/ *  max number o f  n o n t e r m i n a l s  * /  
p r i me  = 997;

/ *  p r ime  number  f o r  h a s h i n g  t a b l e  s i z e  * /
t ype

t b l r a n g e  = 0 . .maxheade r ;
a l p h a  = packed  a r r a y t l . . 2 0 ]  o f  c h a r ;
p o i n t e r  = " 'node;
node = r e c o r d

s u e ,  a l t *  p o i n t e r ;  
c a s e  t e r m i n a l *  bo o l e a n  of  

t r u e *  ( tsym* a l p h a ) ;  
f a l s e *  (nsym* t b l r a n g e )

e n d ;
he ad e r  = r e c o r d

sym* a l p h a ;  
en t ry *  p o i n t e r  

e n o ;
va r

k* a r r a y [ t b l r a n g e ]  o f  h e a d e r ;
hasn* pa ck ed  a r r a y [ 0 . . p r i m e ]  o f  -1 . . m a x h e a d e r ;

F i g ,  51 Da t a  s t r u c t u r e  o f  t h e  GPS

The t r a n s l a t i o n  r u l e s  from grammars i n t o  

s t r u c t u r e s  a r e  s t r a i g h t f o r w a r d .

d a t a

1. A s e q u e n c e  o f  symool  SI S 2 . . .  Sn o f  a r i g h t  p a r t  i s  

t r a n s l a t e d  i n t o  t h e  f o l l o w i n g  l i s t  o f  d a t a  nodes*
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3 .  A l oop  is. t r a n s l a t e d  i n t o  t h e  f o l l o w i n g  d a t a  s t r u c t u r e *

empty

NIL J

We can  a l s o  r e p r e s e n t  e x t r a  components  i n  t h e  node f o r  t h e  

a n a l y s i s  o f  i t e r a t i o n  ( l oop)  o f  s t r i n g s ,  f o r  t h e  d a t a  t y pe  

d e s c r i p t o r  o l  t h e  t e r m i n a l  i n  t h e  message  grammar,  and f o r  

t h e  b u f f e r  i n d i c a t o r  s p e c i f i c a t i o n  o f  t h e  n o n - t e r m i n a l  i n  

t n e  message  grammar.

The a p p r o a c h  t o  p a r s i n g  u s i n g  s y n t a x  and da t a  s t r u c t u r e  

can be used  t o  a u to m a t e  p r o t o c o l  c o n s t r u c t i o n ,  t h e r e b y  

r e d u c i n g  t h e  p o s s i b i l i t y  o f  i m p l e m e n t a t i o n  e r r o r s  from a 

v a l i d a t e d  TG s p e c i f i c a t i o n .  I t s  powe r f u l  a c t i o n s  p r o v i d e  

many o f  t h e  o u i l t - i n  s e m a n t i c s  h a n d l i n g  c a p a b i l i t i e s  t o  

s i m p l i f y  t h e  p r o t o c o l  d e s i g n .  I t  c an  p r o v i d e  t h e  

f l e x i b i l i t y  t o  e x t e n d  o r  modify  p r o t o c o l s  by ch ang in g  

s y n t a c t i c  and s e m a n t i c  c o n s t r u c t s ,  w i t h o u t  e x t e n s i v e  c o d i n g
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and  t e s t i n g  e f f o r t s .  A more a m b i t i o u s  scheme even  a l l o w s  

s e v e r a l  p r o t o c o l s  to  be  d y n a m i c a l l y  s t o r e d  i n  t h e  t r a n s l a t o r  

( e i t h e r  f o r  s e c u r i t y  r e a s o n s  o r  f o r  d i f f e r e n t  ne twork  

p r o t o c o l s )  and  t o  p e r f o r m  p r o p e r  a c t i o n s  de p en d i n g  on which 

p r o t o c o l  t h e  i n p u t  message  be lo n g s  t o .  A p o s s i b l e  

a p p l i c a t i o n  i s  t o  s t o r e  b o t h  X.25 and  SNA p r o t o c o l s  in t h e  

GPS.

The TG o f  h i g h e r - l e v e 1 p r o t o c o l s ,  d e f i n e d  i n  a machine  

i n d e p e n d e n t  form f o r  a h o s t  sy s t e m ,  can be p o r t a b l e  t o  o t h e r  

h o s t  s y s t e m s ,  t h e r e b y  r e d u c i n g  t h e  c o s t  and t ime  o f  p r o t o c o l  

i m p l e m e n t a t i o n .

6 . J . 4  GPS P a r s i n g  T e c h n iq u e s

A s e n t e n c e  ( a c t i o n  s e q ue n c e )  o f  a l angu ag e  ( p r o t o c o l )  

i s  a sequence  o f  r e c e i v e ,  t i m e o u t  o r  s y n c h r o n i z a t i o n  e v e n t s  

o c c u r r i n g  d u r i n g  c o m m u n i ca t i o n .  A f t e r  c o n s t r u c t i n g  t h e  d a t a  

s t r u c t u r e  o f  a p r o t o c o l ,  t h e  GPS i s  r e a dy  t o  check  ( p a r s e )  

t n e  a c t i o n  s e q u e n c e s  ( s e n t e n c e s )  by f o l l o w i n g  ( i n t e r p r e t i n g )  

t h e  p r o t o c o l  ( d a t a  s t r u c t u r e ) .  The p a r s i n g  o f  an  a c t i o n  

s equence  c o n s i s t s  o f  a r e p e a t e d  s t a t e m e n t  d e s c r i b i n g  t he  

t r a n s i t i o n  from one node t o  t h e  n e x t  no d e .  The 

i n t e r p r e t a t i o n  p r o c e d u r e  i s  a c t i v a t e d  r e c u r s i v e l y .
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A s i m p l i f i e d  p a r s i n g  program i s  shown a s  p a r t  o f  t h e  

v a l i d a t i o n  sy s t em p rogram l i s t e d  i n  Appendix A. I t  can  work 

on a n o n - d e t e r m i n i s t i c  grammar which  c o n t a i n s  no c h o i c e s  

be tween  s e v e r a l  a l t e r n a t i v e  n o n - t e r m i n a l  symbols  and 

c o n t a i n s  no l e f t  r e c u r s i o n .  More s o p h i s t i c a t e d  p a r s e r s  

which o p e r a t e  on l e s s  r e s t r i c t i v e  c l a s s e s  o f  c o n t e x t - f r e e  

grammars may oe e a s i l y  d e r i v e d  from i t .

I t  i s  a l s o  f e a s i b l e  t o  c o n v e r t  a n o n - d e t e r m i n i s t i c  

c o n t e x t - f r e e  grammar t o  a d e t e r m i n i s t i c  push-down au to ma t on .  

Tne au tomaton  i s  a t a b l e  o f  s t a t e  t r a n s i t i o n s  w i t h  s t a c k  

m a n i p u l a t i o n  c a p a b i l i t i e s  and  may be e x e c u t e d  more 

e r f i c i e n t l y  by a v o i d i n g  r e c u r s i v e  p r o c e d u r e  c a l l s .

The GPS i s  s t i l l  in i t s  e a r l y  d e s i g n  s t a g e  and more 

work i s  n e e d e d .  We have  n o t  y e t  a d d r e s s e d  t h e  s e m a n t i c s  o f  

t h e  GPS such  as* ( I )  r o u t i n g  a l g o r i t h m ,  (2) f low c o n t r o l ,

(3) f a i l u r e  r e c o v e r y  and (4) c o n t e n t i o n  c o n t r o l .  A f u l l y  

implemented  GPS sh o u l d  have a more p o w e r f u l  “p r o t o c o l  

l ang ua ge"  to  s i m p l i f y  b o t n  t h e  s e m a n t i c s  r e p r e s e n t a t i o n s  and 

p r o c e s s i n g s .
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Recen t  advanc es  o f  ha rdw are  t e c h n o l o g y  i n  t h e  f i e l d  of 

m i c r o p r o c e s s o r s  and l a r g e - s c a l e  i n t e g r a t i o n  o f  c i r c u i t r y  

have made i t  p o s s i b l e  t o  have  hardware  i m p l e m e n ta t i o n  of

p r o t o c o l s .  Hardware i m p l e m e n t a t i o n  o f  p r o t o c o l s  c o u l d  

r e d u c e  t h e  o v e r h e a d  o f  t h e  h o s t  c o m p u t e r s ,  and  can a l s o  be 

used t o  implement  t h e  s p e c i a l i z e d  p r o t o c o l  a c t i o n s  in  a 

c o s t - e f f e c t i v e  way.

T h e o r e t i c a l l y  s p e a k i n g ,  eve ry  a l g o r i t h m  which can be 

imp lemen ted  by s o f t w a r e  can  a l s o  be implemented  by h a rd w ar e .  

T ne r e  a r e  two a p p ro a c h e s  t o  ha rdware  i m p l e m e n t a t i o n  o f

p r o t o c o l s *  h a r d w i r e d  c i r c u i t s  and mic rop rog ramming .

(A) Ha rdwi r ed  C i r c u i t s

H i l l  I H i l l 7 3 ]  d e s i g n e d  a f o rma l  model ,  A Hardware 

Programming Language (AHPL), t o  d e s c r i b e  t h e  ha rdw are  d e s i g n  

o f  d i g i t a l  c o m p u t e r s .  AHPL i n c l u d e s  o p e r a t i o n s  which

s a t i s f y  t h e  c o n s t r a i n t s  imposed by a v a i l a b l e  h a rd w ar e .  

Every  AHPL s t e p  w r i t t e n  down by t h e  d e s i g n e r  w i l l  r e p r e s e n t  

some a c t i o n  o r  some a l r e a d y  s p e c i f i e d  hardware  e l e m e n t s .  

Tne p r e c i s e  c o r r e s p o n d e n c e  be tween an AHPL s t a t e m e n t  and i t s  

ha rdware  r e a l i z a t i o n  has  a l s o  been e s t a b l i s h e d .
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I t  i s  f e a s i b l e  t o  a u to m a t e  t h e  ha rdware  c i r c u i t

g e n e r a t i o n  from TG i m p l e m e n t a t i o n  s p e c i f i c a t i o n s .  From t h e  

i m p l e m e n t a t i o n  s p e c i f i c a t i o n  o f  a p r o t o c o l ,  we can  t r a n s l a t e  

t o  AHPL d e s c r i p t i o n  o f  h a r d w a r e .  The AHPL c o m p i l e r  can  go 

t h r o u g h  t h e  hardware  d e s c r i p t i o n s  t o  c o n s t r u c t  t h e  d a t a  p a r t  

o f  p r o t o c o l  h a r d w a r e ,  i n c l u d i n g  r e g i s t e r  g r o u p s ,  r e g i s t e r  

s i z e s ,  b us  c o n n e c t i o n s ,  d e c o d e r s  and c l o c k s .  The re  a r e  

s e v e r a l  s p e c i a l  r e p r e s e n t a t i o n  t e c h n i q u e s  o f  AHPL f o r  GPS

a c t i o n s ,  b u t  we w i l l  n o t  d i s c u s s  t h e  d e t a i l e d  c o r r e s p o n d e n c e

be tween  t h e  GPS a c t i o n s  and  AHPL s t a t e m e n t s  i n  t h i s  

d i s s e r t a t i o n .  I t  w i l l  be  l e f t  a s  p a r t  o f  ou r  f u t u r e  

r e s e a r c h .

(B) Microprogramming

The c o n t r o l  s e q u e n c e  ( w r i t t e n  i n  AHPL) can  be s t o r e d  i n  

a memory r a t h e r  t h a n  b e i n g  h a r d w i r e d .  T h i s  i m p l e m e n t a t i o n  

i s  c a l l e d  mic rop rog ramming .  I t  i s  one  l e v e l  more d e t a i l e d  

and one l e v e l  c l o s e r  t o  t h e  ha rdware  t h a n  machine l anguage  

p rogramming .  A c o n t r o l  s t o r e  i s  u se d  t o  h o l d  t h e  

m i c r o p r o g r a m .

A microprogrammed p r o t o c o l  machine  p e r f o rm s  

commun ica t i on  a c t i o n s  a s  i t  r e a d s  s u c c e s s i v e  l o c a t i o n s  i n  

t h e  c o n t r o l  s t o r e .  The i n d i v i d u a l  s t e p s  o f  p r o t o c o l  a c t i o n s
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ca n  be c o n t r o l l e d  by t h e  m ic r o p r og r am .  The t r a n s f e r  o f  d a t a  

be tween  r e g i s t e r s ,  t h e  s e q ue nc e  and t i m i n g  o f  communica t i on  

e v e n t s ,  t h e  s e l e c t i o n  o f  o p e r a n d s  of  GPS o p e r a t i o n s ,  t he  

s p e c i f i c a t i o n  of  GPS a c t i o n  f u n c t i o n s ;  a l l  t h e s e  and more 

a r e  unde r  t n e  c o n t r o l  o f  m ic ro p r og r am .  The hardware  c o n t r o l  

s i g n a l s  a r e  p roduced  d i r e c t l y  from t h e  mic r op ro g r am.

Tne a t t r a c t i v e  f e a t u r e s  o l  microprogrammed p r o t o c o l  

macnine s  a r e  t h e  f l e x i b i l i t y  i n  d e s i g n ,  t e s t i n g  and 

m o d i i i c a t i o n .  me can t a i l o r  t h e  p r o c e s s o r ' s  p e r f o r m an c e  t o  

meet  p a r t i c u l a r  needs  o f  GPS a c t i o n s .  He can  d e f i n e  very  

p o w e r f u l  p r o t o c o l  i n s t r u c t i o n s  which  move t ime -consuming  

o p e r a t i o n s  from s o f t w a r e  t o  f i r m w a r e .  S i n c e  p r o t o c o l s  

p e r f o r m  mos t l y  s p e c i a l i z e d  o p e r a t i o n s ,  t h e  f i rmware  can  be 

d e s i g n e d  t o  e x e c u t e  t h e  o p e r a t i o n s  e f f i c i e n t l y .  Many o f  t h e  

p r o t o c o l  o p e r a t i o n s  can be  e x e c u t e d  i n  t h e  same c y c l e ,  

t h e r e b y  p r o v i d i n g  a n i g h  d e g re e  o f  p a r a l l e l i s m .  Hardware 

d e co d i ng  t e c n n i q u e s  may a l s o  h a n d l e  i n t e r r u p t s  i n  p a r a l l e l .  

T n i s  p r o v i d e s  d r a m a t i c  new p r o c e s s i n g  power  t o  p r o t o c o l  

m a c h i n e s .

Anothe r  a r e a  o f  a p p l i c a t i o n  i s  p r o t o c o l  e m u l a t i o n  which 

i s ,  i n  a way, an e x t e n s i o n  o f  one p r o t o c o l  a r c h i t e c t u r e  

( s a y ,  SNA) t o  c o v e r  a n o t h e r  p r o t o c o l  a r c h i t e c t u r e  ( s ay ,  

X .2 S ) .  A p r o t o c o l  machine  o f  one a r c h i t e c t u r e  can  pe r fo rm
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f u n c t i o n s  f o r  a n o t h e r  p r o t o c o l  a r c h i t e c t u r e s  by c h a n g i n g  t h e  

mic rop rog ram i n  t h e  c o n t r o l  s t o r e .

We can  s ee  v a r i o u s  i m p l e m e n t a t i o n  schemes o f  t h i s  

c n a p t e r  in  F i g .  52 .

! P r o t o c o l  J ! Hardware  !
! A b s t r a c t  ! 1 • I ■
{ S p e c i f i c a t i o n  ! ! I m p l e m e n t a t i o n !

! GPS 
>! A c t i o n  

J Spec i f  i c a t i o n
•II«
V

! Syn t ax  ! ! GPS I
! D i r e c t e d  { ! Au tom a t i c  !
1 Coding  1 ! I m p l e m e n t a t i o n !

F i g .  52 P r o t o c o l  i m p l e m e n t a t i o n  schemes

I t  i s  w e l l  known t h a t  t h e  d i r e c t  u se  o f  a BNF to  

g e n e r a t e  a l ang ua ge  p r o c e s s o r  may y i e l d  a ve ry  i n e f f i c i e n t  

a l g o r i t h m ;  t h e  amount  o f  l oo kah ead  a n d / o r  backup  i s  f a i r l y  

g r e a t .  However,  o p t i m i za t i o n  t e c h n i q u e s  a r e  a v a i l a b l e  t o

P r o t o c o l
! I m p l e m e n t a t i o n  
! Spec i  f i c a t i o n
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r e d u c e  an LR(k) grammar t o  an  LRU)  grammar and t o  be  a

d e t e r m i n i s t i c  a l g o r i t h m .  The d i s c u s s i o n  o f  o p t i m i z a t i o n  

t e c h n i q u e s  i s  n o t  p r e s e n t e d  b e c a u s e  t h i s  s u b j e c t  ha s  a l r e a d y  

been  e x t e n s i v e l y  c o v e r e d  i n  t h e  l i t e r a t u r e .

I f  we can  r e p r e s e n t  a TG w i t h  a d e t e r m i n i s t i c

a l g o r i t n m ,  t h e  p a r s e r  f o r  t h e  TG can  run  f a i r l y  f a s t .  There

a r e  m ec han i ca l  t e c h n i q u e s  t o  h e lp  t h e  c o n s t r u c t i o n  o f  a

d e t e r m i n i s t i c  a l g o r i t n m  f o r  a g i ve n  c o n t e x t - f r e e  grammar.

Once t n e  a l g o r i t h m  i s  c o n s t r u c t e d ,  i t  c an  be e a s i l y

implemented oy h a rd w ar e  c i r c u i t s .



CHAPTER 7

SUMMARY AND SUGGESTIONS FOR FURTHER RESEARCH

In p r e v i o u s  c h a p t e r s  o f  t h i s  d i s s e r t a t i o n ,  we have 

a d d r e s s e d  v a r i o u s  i s s u e s  f o r  c o n s t r u c t i n g  p r o t o c o l  p rograms  

t n a t  a r e  c o r r e c t ,  m o d i f i a o l e  and m a i n t a i n a b l e .  Our r e s e a r c h  

g o a l  was p r i m a r i l y  d i r e c t e d  t owa rds  p r a c t i c a l  t e c h n i q u e s  

t h a t  e n a b l e  t h e s e  p rograms  t o  be implemented  i n  an e l f e c t i v e  

way and a t  a c c e p t a b l e  c o s t .  In o r d e r  t o  r e a c h  t h i s  g o a l ,  

t h e  T r a n s m i s s i o n  Grammar (TG) model  has  been i n t r o d u c e d  f o r  

a s y s t e m a t i c  c o n s t r u c t i o n  of  communica t i on  p r o t o c o l s .

I n  t h i s  c h a p t e r  we s h a l l  summarize  t h e  s i g n i f i c a n t  

f e a t u r e s  o f  t h e  TG model  and t h e  main r e s u l t  o f  t h i s  

r e s e a r c h .  We s h a l l  a l s o  i n d i c a t e  some t o p i c s  f o r  f u r t h e r  

r e s e a r c h .
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7.1  S i g n i f i c a n t  F ea tu re s  o f  the  TG Model

Dur ing  t h e  r e s e a r c h  o f  t h e  t r a n s m i s s i o n  grammar model ,  

a t t e n t i o n  was focus ed  on e x t e n d i n g  a nd  i n t e g r a t i n g  formal  

l anguage  and s o f t w a r e  e n g i n e e r i n g  t e c h n i q u e s  t o  p r o d u c e  a 

c om pre hen s i ve  d e s i g n  methodo logy  f o r  communica t i on  

p r o t o c o l s .  As a r e s u l t  o f  t h i s  e f f o r t ,  new c o n c e p t s  and 

t e c h n i q u e s  were  d e v e l o p e d ,  some o f  which a r e  l i s t e d  be low .

1. T h i s  r e s e a r c h  ha s  p ro d u ce d  a g e n e r a l  and co mp rehens ive  

d e s i g n  methodology f o r  t h e  c o n s t r u c t i o n  o f  c o m p l i c a t e d  

p r o t o c o l s .  P r i o r  r e s e a r c h  on ne twork  p r o t o c o l s  has 

f o c u s e d  m o s t l y  on p r o t o c o l  v e r i f i c a t i o n .  Based on t h e  TG 

model ,  we d e v e l o p e d  a s y s t e m a t i c  and s t r u c t u r e d  

methodo logy  f o r  t h e  s p e c i f i c a t i o n ,  v a l i d a t i o n  and 

i m p l e m e n t a t i o n  o f  p r o t o c o l s .  The TG model  has  been 

a p p l i e d  t o  v a r i o u s  p h a s e s  o f  p r o t o c o l  s o f t w a r e  l i f e  c y c l e .  

The s t e p - w i s e  TG s p e c i f i c a t i o n  a l l o w s  t h e  p r o t o c o l

d e s i g n e r  t o  s p e c i f y  p r o t o c o l  p rogram modules  i n  a

w e l l - s t r u c t u r e d  manne r .  In a d d i t i o n ,  t h e  s p e c i f i e d  

grammar s t r u c t u r e  i s  k e p t  so  s i m p l e  t h a t  a u t o m a t i c  

v a l i d a t i o n  and  i m p l e m e n t a t i o n  can  be e a s i l y  c a r r i e d  o u t .

2 .  The TG model  i s  c a p a b l e  of  s p e c i f y i n g  p r o t o c o l s  which 

a r e  more c o m p l i c a t e d  t h a n  t h o s e  modeled by f i n i t e  s t a t e

a u t o m a t a ,  we i l l u s t r a t e d  s t r u c t u r e d  TG s p e c i f i c a t i o n  o f
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p r o t o c o l s  which may have  s t r i c t l y  c o n t e x t - f r e e  and 

c o n t e x t - s e n i s t i v e  c h a r a c t e r i s t i c s .  The TG model  c a n  a l s o  

c o n t a i n  n e c e s s a r y  r e d u n d a n c i e s  f o r  b e t t e r  human 

r e a d a b i l i t y ,  a s  compared w i t h  t h e  FSA mode l .  Us ing t h e  TG 

model ,  we d e m o n s t r a t e d  a s t e p - w i s e  r e f i n e m e n t  t e c h n i q u e  

fo r  p r o t o c o l  s p e c i f i c a t i o n  and  p r o t o c o l  d o c u m e n t a t i o n .  

The model  was a l s o  shown t o  have t h e  f l e x i b i l i t y  of 

d e s c r i b i n g  c o m p l i c a t e d  p r o t o c o l s  w i t h  d i f f e r e n t ,  d e g r e e s  o f  

d e t a i l s  f o r  v a l i d a t i o n  and  i m p l e m e n t a t i o n  p u r p o s e s .

3 .  Loca l  v a l i d a t i o n  t e c h n i q u e s  ha s  been  d e v e l o p e d  and 

u se d  t o  r e v e a l  t h e  TG s t r u c t u r e  e r r o r s .  . Grammar n o t a t i o n s  

were u sed  t o  f o r m a l l y  d e f i n e  t h e  f o l l o w i n g  TG e r r o r s *  (1) 

l e l t - r e c u r s i o n ,  (2)  n o n - d e t e r m i n i s t i c  grammar ,  (3)  

u n d e f i n e d  n o n - t e r m i n a l ,  (4) s u p e r f l u o u s  r u l e  and (5)  

imprope r  t e r m i n a t i o n .  We a l s o  o u t l i n e d  t h e  c o r r e s p o n d i n g  

a l g o r i t h m s  i n  l o c a t i n g  t h e s e  s t r u c t u r e  e r r o r s .  Loca l  

v a l i d a t i o n  does  n o t  t a k e  i n t o  c o n s i d e r a t i o n  g l o b a l  t i m i n g  

and i n t e r a c t i o n s  be tween  communica t i ng  e n t i t i e s ,  and i s  a 

r e l a t i v e l y  e a s y  t a s k  wnen compared w i t h  g l o b a l  v a l i d a t i o n .  

Loca l  v a l i d a t i o n  can  r e v e a l  most  o f  t h e  " s i m p le "  p r o t o c o l  

e r r o r s  b e f o r e  g l o b a l  v a l i d a t i o n .

4 .  G l oba l  v a l i d a t i o n  t e c n n i q u e s  have  a l s o  been  d e v e l o p e d  

t o  ch eck  t h e  t i m i n g  and  i n t e r a c t i o n s  be tween  communica t i ng
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e n t i t i e s  and  t o  r e v e a l  p r o t o c o l  s y n t a x  e r r o r s .  We have 

p r e s e n t e d  t h e  v a l i d a t i o n  au to m a to n  (VA) model  which can 

c o m p r e h e n s i v e l y  r e p r e s e n t  t h e  i n t e r d e p e n d e n c y  be tween 

commun ica t i ng  e n t i t i e s .  S e v e r a l  c o m p l e x i t y  r e d u c t i o n  

r u l e s  were summar ized  t o  r e d u c e  t h e  number o f  s t a t e s  and

. t r a n s i t i o n s  d u r i n g  t h e  a u t o m a t i c  v a l i d a t i o n  p r o c e s s .  A

v a l i d a t i o n  c h e c k l i s t  c o n c e p t  was a l s o  i n t r o d u c e d  t o  

p r o v i d e  a s y s t e m a t i c  scheme f o r  ex am in in g  t h e  fundamenta l  

c o r r e c t n e s s  p r o b l e m s  t h a t  may c a u s e  p r o t o c o l  s y n t a x  

e r r o r s .

5 .  One o f  t h e  most  s i g n i f i c a n t  f e a t u r e s  o f  t h e  TG model 

i s  i t s  grammar i n t e g r a t i o n  o p e r a t i o n s .  We have  i n t r o d u c e d  

t h e  u s e  o f  t h e  a r b i t r a r y  s h u f f l e  and s u b s t i t u t i o n  

o p e r a t i o n s  o f  formal  l a n g u a g e s  t o  c o n s t r u c t  i n h e r e n t l y  

c o r r e c t  p r o t o c o l s  from v a l i d a t e d  components  a n d / o r

i n d e p e n d e n t  p a r t s .  The p r o p e r t i e s  and t h e  a l g o r i t h m s  of  

t h e s e  o p e r a t i o n s  have b e en  a l s o  shown i n  t h i s

d i  s s e r t a t i o n .

o .  We have g e n e r a l i z e d  t h e  TG model  t o  r e p r e s e n t  t h e  

h i e r a r c h i c a l  s t r u c t u r e  o f  message f o r m a t s .  Us ing t h i s  

g e n e r a l i z e d  s p e c i f i c a t i o n ,  we have p r o p o s e d  t h e  s t r u c t u r e  

o f  a p r o t o c o l  r e c o g n i z e r  f o r  a u t o m a t i c  s o f t w a r e / h a r d w a r e  

i m p l e m e n t a t i o n  o f  p r o t o c o l s .  We have a l s o  o u t l i n e d  t h e
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s t r u c t u r e  o f  s u c h  a r e c o g n i z e r ,  t h e  G e n e r a l  P r o t o c o l  

Sys t em.  O t h e r  s y n t a x - d i r e c t e d  i m p l e m e n t a t i o n  t e c h n i q u e s  

a l s o  were s t u d i e d  i n  t h i s  d i s s e r t a t i o n .

These  f e a t u r e s  combine t o  make o u r  d e s i g n  and 

c o n s t r u c t i o n  schemes  v e ry  e f f i c i e n t  and u s e f u l  f o r  

c o n s t r u c t i n g  c o r r e c t  p r o t o c o l  p r o g r a m s .  Thus ,  i t  would seem 

t n a t  t h i s  r e s e a r c h  was r a t n e r  s u c c e s s f u l  i n  a c c o m p l i s h i n g  

i t s  o r i g i n a l  g o a l  of  c o n s t r u c t i n g  c o r r e c t ,  m o d i f i a b l e  and 

m a i n t a i n a b l e  p r o t o c o l s .

7 . 2  S u g g e s t e d  R e s e a r c h  Prob l ems

The f o l l o w i n g  i s  a l i s t  o f  f u t u r e  r e s e a r c h  p r o j e c t s  

wnich  f o l l o w s  from t h e  work in  t h i s  d i s s e r t a t i o n .

(1) In C n a p t e r  2,  we s t u d i e d  t h e  fun dam en ta l  p r o t o c o l  

c o r r e c t n e s s  p r o b l e m s  and t h e  d e r i v a t i o n  o f  a p r o t o c o l  

v a l i d a t i o n  c h e c k l i s t .  We r e s t r i c t e d  o u r s e l v e s  t o  t h o s e  

c o r r e c t n e s s  p r o b l e m s  t h a t  may c a u se  p r o t o c o l  s y n t a x  e r r o r s .  

F u r t h e r  r e s e a r c h  co u l d  be  done  i n  d e v e l o p i n g  a p r o t o c o l  

v e r i f i c a t i o n  c h e c k l i s t  f o r  t h e  c o m p l e t e  v e r i f i c a t i o n  o f  

p r o t o c o l  s e m a n t i c s .
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(2) A complex  compu te r  ne twork  i s  bounded t o  have 

f a i l u r e s  o f  i t s  c om pon en t s .  Computer  ne two rk  p r o t o c o l s  must  

I n c l u d e  " g r a c e f u l "  f a i l u r e  r e c o v e r y  schemes t h a t  a r e  

t r a n s p a r e n t  t o  t h e  u s e r s ,  e x e c u t e  r a p i d l y  and r e q u i r e  l i t t l e  

manual  work a t  t h e  t i m e  o f  f a i l u r e .  In C h a p t e r  3 a nd  4,  we 

have d e m o n s t r a t e d  TG s p e c i f i c a t i o n  t e c h n i q u e s  f o r  t h e  

p u r p o s e  o f  p r o t o c o l  v a l i d a t i o n .  We c o u l d  f u r t h e r  expand t h e  

TG p r o t o c o l  s p e c i f i c a t i o n  t o  i n c l u d e  f a u l t - t o l e r a n t  schemes 

f o r  r e l i a b i l i t y  v a l i d a t i o n .

(3) A g l o b a l  v a l i d a t i o n  t e c h n i q u e ,  u s i n g  t h e  v a l i d a t i o n  

au tom a to n  model ,  ha s  been  a d d r e s s e d  i n  C h a p t e r  5 .  I t  would 

be wor th wh i l e  t o  i n v e s t i g a t e  t h e  p o s s i b i l i t y  o f  a u t o m a t i n g  

t h e  d e r i v a t i o n  o f  a v a l i d a t i o n  au toma ton  from a TG 

s p e c i f i c a t i o n .  We c o u l d  a l s o  implement  an e f f i c i e n t  g l o b a l  

v a l i d a t i o n  sy s t em t o  g e n e r a t e  g l o b a l  s t a t e  t r a n s i t i o n s  in 

n i c e l y  f o r m a t t e d  l i s t i n g .  Hash ing  t e c h n i q u e s  c o u l d  be 

i n c l u d e d  i n  t h e  v a l i d a t i o n  sys tem t o  check  symmet r ic  s t a t e s  

d u r i n g  t h e  s t a t e  g e n e r a t i o n .  We migh t  a l s o  expand  c h a n n e l  

queue  n o t a t i o n s  t o  r e p r e s e n t  i n t e r a c t i o n s  be tween  more t h a n  

two e n t i t i e s .  These  i n v e s t i g a t i o n s  shou ld  y i e l d  a d d i t i o n a l  

r e f i n e m e n t s  t o  t h e  c u r r e n t  g l o b a l  v a l i d a t i o n  t e c h n i q u e s .

(4) In t n e  f i e l d  o f  p r o t o c o l  i m p l e m e n t a t i o n ,  work c o u l d  

be done i n  d e v e l o p i n g  a p r o t o c o l  l an gu ag e  d e s i g n e d  a l o n g  t h e  

i d ea  o f  s y n t a x - d i r e c t e d  p r o t o c o l  i m p l e m e n t a t i o n s .  The
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p r o t o c o l  l angua ge  can  be  viewed a s  a s e t  of  a c t i o n s  f o r  t he  

G e n e r a l  P r o t o c o l  Sys t em.  An a c t u a l  i m p l e m e n t a t i o n  o f  t h e  

G e n e r a l  P r o t o c o l  Sys tem migh t  t a k e  deb ug g in g  or  

e r r o r - r e c o v e r y  i n t o  c o n s i d e r a t i o n .  The o p t i m i z a t i o n  o f  

t r a n s m i s s i o n  grammars a l s o  seems t o  be u s e f u l  f o r  r e d u c i n g  

t h e  l o o k - a h e a d  d u r i n g  p r o t o c o l  p rogram e x e c u t i o n .

The most  o b v i o u s  " n e x t - s t e p "  i s ,  however ,  t h e  

i m p l e m e n t a t i o n  and  v e r i f i c a t i o n  o f  some r e a l - w o r l d  

communica t i on  p r o t o c o l s  by u s i n g  t h e  t e c h n i q u e s  d e v e l o p e d  in 

t h i s  d i s s e r t a t i o n .

Because  o f  t h e  d r a s t i c  improvement  o f  compute r  and  

communica t i on  t e c h n o l o g i e s ,  d i s t r i b u t e d  p r o c e s s i n g  ha s  been 

an i m p o r t a n t  r e s e a r c h  a r e a  i n  r e c e n t  y e a r s .  R e l i a b l e  

p r o t o c o l  c o n s t r u c t i o n s  a r e  c r u c i a l  i n  a s s u r i n g  c o r r e c t  

s y n c h r o n i z a t i o n  i n  any d i s t r i b u t e d  s y s t e m .  We e x p e c t  our  

view of  t h e  commun ica t i on  p r o t o c o l  p rob l ems  and  t h e i r  

s o l u t i o n s  w i l l  c o n t r i b u t e  t o  c l a r i f y  t h e  p o o r l y  u n d e r s t o o d  

f i e l d  o f  d i s t r i b u t e d  s y s t e m s .  ^
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VALIDATION SYSTEM PROGRAM LISTING

c o n s t
m a x p r t l n  = 80* / *  max p r i n t  l i n e  * /
maxheader  = 40* / *  max number  o f  n o n t e r m i n a l s  * /
maxtop = 41 * / *  max p o i n t e r  t o  n e x t  h e a d e r  * /
p r ime  = 997* / *  p r ime  number f o r  h a s h i n g  t a b l e  s i z e  * /
f r e e  = - I  * 

t y p e
t o k e n t y p e  = ( t e r m i n a l , n o n t e r m i n a l , a l t e r n a t e , p e r i o d ,

s e p a r a t o r , r e p e a t r i , r e p e a t l f , e m p t y , e q u a l ) * 
t b l r a n g e  = 0 . .m a x h e a d e r * 
a l p n a  = p a c k e d  a r r a y t l . , 2 0 ]  o l  char*  
p o i n t e r  = Anod e t  
node = r e c o r d

s u e ,  a l t *  p o i n t e r *  
c a s e  t e r m i n a l *  b o o l e a n  o f  

t r u e *  (tsym* a l p h a ) *  
f a l s e *  (nsym* t b l r a n g e )

end*
h e a d e r  = r e c o r d

sym* a lph a*  
en t ry *  p o i n t e r  

end*
in d e x  = 0 . . pr ime*
/ *  t r a n s i t i v e  c l o s u r e  m a t r i x  t y p e  * /
m a t r i x  = p a ck e d  a r r a y [ 0 . . maxheade r ,  0 . .maxheader ]  o f
boo l ean*

240
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var
a s c i i ,  j t k1 * i n t e g e r ;  
i n p f g  * b o o l e a n ;
pgmeof * b o o l e a n ;  / *  p rogram eo f  f l a g  * /
/ *  t o  p r i n t  l i s t i n g  o f  p rogram * /
p r t l n  * a r r a y  ! I . . m a x p r t l n ]  o f  c h a r ;  / * o u t p u t  b u f f e r  * /
a l t * c h a r ;
p r t l n p t r  * 0 . . m a x p r t l n ;  
p r t l n c n t  * i n t e g e r ;  
p r t l n f g  * b o o l e a n ;  
p r t l n u m  * o o o l e a n ;  
i* i n t e g e r ;
c h a r s , f  i  11,  c r , 1 f  * c h a r ; 
sy m b o l ' t y p e *  t o k e n t y p e ;  
t o p h e a d e r , n *  0 . . m a x t o p ;  
n ,  cur rnsym* t b l r a n g e ;  
top* i n d ex ;
n l*  t b l r a n g e ;  / *  r u l e  number * /  
n2* 0 . . 1 0 ;  / *  a l t e r n a t e  number * /  
a , p*  p o i n t e r ;  
sym* a l p h a ;  
ok* b o o l e a n ;
k* a r r a y ! t b l r a n g e ] o f  Header ;  
hash* packe d  a r r a y [ 0 . . p r i m e ]  o f  - 1 „ .m axheade r ;  
found* b o o l e a n ;  
f i r s t ,  f i r s t a l l *  m a t r i x ;  
w i t h i n ,  w i t h i n a l l *  m a t r i x ;  
t* 1 . . 1 0 ;  / «  i ndex  o f  t e r m i n e t  symbol s  * /
t e r m i n e t *  a r r a y t 1 . . 1 0 ]  of  a l p h a ;  
a l t c n t *  a r r a y [ 0 . .maxheader ]  o l  1 . . I 0 ;  
f i r s t f l a g *  b o o l e a n ;
l a s t f l a g *  p a c k e d  a r r a y ! 0 . .maxheade r ]  o f  b o o l e a n ;  
s top ,newmark*  b o o l e a n ;  
mark* a r r a y  ! 0 . . m a x h e a d e r ] o f  b o o l e a n ;

/ x  o u t p u t  b u f f e r  p t r  * /  
/ *  l i n e  # c o u n t e r  * /
/ *  p r i n t  l i n e  now? * /
/ *  p r i n t  l i n e  number? * /
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p r o c e d u r e  p r t c n r *  
v a r  —

i  i { . . m a x p r t l n ;
S b e g i nI
I

! / *  i s  t h e r e  a l i n e  t o  be o u t p u t ?  ( t h i s  de pe n d s  on 
! p r t l n f g )  i f  s o 1 p r i n t  t h e  l i n e  up t o  t h e  b u f f e r
• p r i n t e r  ( p r t l n p t p )  p r i n t  l i n e  w i t h  e i t h e r  l i n e  numbers 
J . o r  n o t  ( p r t l n u m ) .  t h e n  r e s e t  a l l  v a l u e s .  * /
a
I

! i f  p r t l n f g  
S t h e n  
i i b e g i n  
! ! i f  p r t l n u m  
I ! t h e n
• ! i b e g i n
J ! J p r t l n c n t  *=. p r t l n c n t  + i ;
! ! ! w r i t e  ( '  , p r t l n c n t * 5 , A v ) i  
; ; Send
S ! e l s e  w r i t e ( '  ' ) ;
S S f o r  i  «= I t o  p r t l n p t r  do
• i Sbegin
S ! ! i f  p r t l n t i ]  i n  t ' a A. . yz / ]
S S S t h e n  
S ! ! i b e g i n
i  ! i ! a s c i i  *= o r d ( p r t l n t  i ] ) + 32;
S S S S p r t l n t i ]  *= c h r ( a s c i i ) ;
S S S Send;
! ! ! w r i t e  ( p r t l n t i ]> I ) ;
S S Send;
J ! w r i t e l n ;
S S p r t l n p t r  »= 0 ;
! S p r t l n f g  *= f a l s e ;
! S p r t l n u m  *= t r u e ;
S Send;I
I

! / *  b u f f e r ( p r t l n ) t h e  c h a r a c t e r s  a s  t h e y  a r e  i n p u t ,  p r i n t  
! t h e  b u f f e r  whenever  t h e  end o f  a l i n e  i s  e n c o u n t e r e d  on
! t n e  i n p u t  s t r e a m  o r  when t h e  b u f f e r  g e t s  f u l l ,  which
! depends  on m a x p r t l n .  * /
I
! p r t l n p t r  *= p r t l n p t r  + 1;
! i f  c n a r s  =
S t h e n  p r t l n t p r t l n p t r ] *= c h r ( 1 2 4 )
S e l s e  p r t l n t p r t l n p t r ]  *= c h a r s ;



! i f  i n p f g  
{ t h e n
J i f  e o l n ( i n p u t )
! t h e n  p r t l n f g  *= t r u e ?
! i f  p r t l n p t r  = m a x p r t l n  
! t h e n  
! {beg in
J I p r t l n f g  *= t r u e ?
5 ! p r t l n u m  *= f a l s e ?
{ I end? 
i end?
p r o c e d u r e  r e a d n x c h r ?
I b e g i n
! i f  e o f ( i n p u t )
J t h e n  pgmeof *= f a l s e  
i e l s e  
i {beg in
• i r e a d (  i n p u t , c h a r s )  ?
{ ! p r t c n r ?  
i {end?
{end?
p r o c e d u r e  p r t sym?
{beg in  
! i  *= J? 
i { r e p e a t
{ { c h a r s  *= symt i ]  ?
S { p r t c h r ?
! i i  *= i  + 1?
J { u n t i l  ( c h a r s  = * ' )  o r  ( i  > 20)  
! i f  ( i>20 )
{ t h e n  
i i b e g i n
! ! c h a r s  *= ■' ' ?  p r t c h r ?
! Send?
S end?
p r o c e d u r e  p r t r u l e ?
! b e g i n
S i n p f g  *= f a l s e ;
! sym *-  k t n l 3.sym;
! i  *= 1 ?
! ! r e p e a t
! ! c h a r s  * = symt i3 ?
J ! p r t c h r ?
! ! i  * = i +  1 ?
{ S u n t i l  ( c h a r s = '  ' )  o r  ( i >20 )?
! i f  ( i>20)
! t h e n  
S {begin
! ! c h a r s  *= '  ' ?  p r t c n r ?
{ {end?
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c h a r s  *= ■/ *-/ ? p r t c h r ?  
c h a r s  *= •/ * / * p r t c h r i  
c h a r s  *= / = ' ?  p r t c h r ?  
c h a r s  *= ' ?  p r t c h r ?
a * = k t n l ] . e n t r y ?
S loop
{ n2 n2 — 1 ?
• e x i t  i f  (n2 = 0) ?
! a a . a l t ?
; end?
! r e p e a t
I i f  a " . t e r m i n a l  
I t h e n  sym *= a ^ . t s y m  
J e l s e  sym *= k £ a A.n sym ] .sym? 
} a *= a '* . sue?
! p r t sy m i .
• u n t i l  (a = n i l )? 
p r t l n f g  *= t r u e ?  
c h a r s  *= f i l l ?  
p r t c n r ?  

end?
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p r o c e d u r e  c y c l e s !  
va r

l e v e l f l g *  b o o l e a n !  / *  f l a g  t o  mark s t a r t  l e v e l  o f
p r t p a t h  * /  

used* a r r a y  [ 0 . .maxheade r ]  o f  b o o l e a n !  
c u r r p t r *  r e c o r d  / *  p o i n t e r  t o  n e x t  node i n  t h e  t r a c e  o f

c u r r e n t  r u l e  x /  
a l t *  1 . . 1 0 !  
s u c * p o i n t e r  

end!
r u l e p t r *  / x  p t r s  f o r  c u r r e n t  t r a c e s  o f  t h e  r u l e s  * /  
a r r a y [ 0 . .maxheade r ]  o f  r e c o r d

a l t *  1 . . 1 0 !  
s u c * p o i n t e r  

end!
i , k l *  i n t e g e r !
i n i t p t r *  p o i n t e r !  / x  p t r  t o  t h e  i n i t i a l  e n t r y  o i  c u r r e n t

r u l e  * /
n , r o o t *  t o l r a n g e !
pa th*  a r r a y  [0 . . m a x t o p ]  o f  r e c o r d

r u l e s  t b l r a n g e !  
a l t *  I . .10 

end!
s t a r t l e v e l ,  l e v e l *  0 . . maxtop!
p r o c e d u r e  p r t p a t h !
va r

node* 0 . . maxtop!  
i n d e n t *  t b l r a n g e !

Jbe g i n  / *  l i s t  one  c y c l e  ( p a t h )  * /
! f o r  node  *= s t a r t l e v e l  t o  l e v e l  do 
J J be g i n
J ! nl  *= p a t h ! n o d e ] . r u l e !
J 1 n2 *= p a t h t n o d e ] . a l t !
• ! c h a r s  *= * ' !
• J i n d e n t  *= noae!
I ! w h i l e  ( i n d e n t >0) do 
J ! Jbe g in  / x  o u t p u t  i n d e n t a t i o n  * /
! S ! p r t c h r i  p r t c h r !  p r t c h r !
! J J i n d e n t  *= i n d e n t  -  1!
J J Send!
! S p r t r u l e !
J J end!
! c h a r s  *= f i l l !
J p r t l n f g  *= t r u e !
! p r t c h r !
J end!
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b e g i n
/ *  i n d e n t e d  c y c l e s  l i s t i n g  * /  
w r i t e l n ;
w r i t e l n ( '  i n d e n t e d  c y c l e s  l i s t i n g ' ) ;
w r i t e l n  (■' ;
w r i t e l n ;
l e v e l f l g  *= t r u e ;  / *  i n i t i a l i z e  f l a g  * /  
n *= t o p n e a d e r  -  I ; / *  n i s  t h e  number  of

n o n t e r m i n a l s  * /
fo r  r o o t  i=  0  t o  n  do
Jb e g i n  / *  s e e  i f  r o o t  can  r e a c h  i t s e l f  * /
J i f  w i t n i n a l l t r o o t , r o o t )
! t h e n
J Jb e g i n  / *  r o o t  can  r e a c h  i t s e l f  * /
J J Jb e g i n  / *  i n i t i a l i z e  t r e e  f o r  r o o t  * /
i ! ! l e v e l  *= 0;
! J ! i n i t p t r  *= k t r o o t l . e n t r y ;
! J ! p a t h t 0 ] . r u l e  i = r o o t ;
J ! ! p a t n £ 0 ] . a l t  *= 1;
J ! J i  *= r o o t ;
i l lI I I
J J ! f o r  kl  i = r o o t  t o  n do
J J J Jb e g i n
J J J J u s e d f k l ] i s  f a l s e ;
J ! ! J / *  i n i t i a l i z e  r u l e p t r  t o  t h e  s t a r t  o f  t h e  
J ! ! 5 f i r s t  a l t  * /
! J ! 5 r u l e p t r t k 1 ) . su e  *= k £ k ) ] . e n t r y ;
5 ! ! J r u l e p t r C k 1 ] . a l t  *= l ;
! J i J end;
J J Send;l II I
i ! c u r r p t r  *= r u l e p t r t i ] ;
! J { r e p e a t  / *  c r e a t  t r e e  f o r  a l l  t h e  p a t h s  f rom r o o t  * /
i ! i j  *= -1 ;
! J I w h i l e  ( ( c u r r p t r . a l t < = a l t c n t t i ] ) and  ( j = - l ) )  do 
! J ! J b e g i n  / *  l o c a t e  n e x t  n o n t e r m i n a l  * /
! i ! ! wh i l e  ( ( c u r r p t r . s u c o n i l ) and  ( j  = —I )) do
! ! ! ! i f  c u r r p t r , s u c A. t e r m i n a 1
J J J i t h e n  c u r r p t r . s u e  i s  c u r r p t r . s u e " ' . s u e
J J J J e l s e
J J i J Jbe g in
J J ! J ! j  i s  c u r r p t r . s u e * . n s y m ;
i ! i J J c u r r p t r  . s u e  i s  c u r r p t r .  sue* . s u e ;
J i J J l end ;
! ! ! ! l f  ( j  = - I ) / *  c u r r p t r . s u e  = n i l  * /
J i ! ! t h e n
! 5 J ! i f  ( c u r r p t r . a l t  <= a l t c n t t i l )
J J J J t h en
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b e g i n
c u r r p t r . s u e  *= i n i t p t r ;  
f o r  kl  *= I t o  c u r r p t r . a l t  do 
c u r r p t r . s u e  *= c u r r p t r . s u e " * . a l t ; 
c u r r p t r . a l t  *= c u r r p t r . a l t  + 1; 

end;  
end;  

i f  j<> - I
t h e n  / *  check  r e a c h a b i l i t y  * /
/ *  we know r o o t  w i t h i n *  i  and i  w i t h i n  j ,  i f  j  

w i t h i n +  r o o t  t h e n  we can  e x t e n d  t h e  p a t h  * /  
i f  ( w i t n i n a l l t j ,  r o o t ]  and (no t  ( u sed t  j ]  ) ) )  
t h e n

b e g i n  / *  e x t e n d  p a t h  t o  j  * /  
i r . ( l e v e l  f i g )  
t h e n

be g in  / *  s t a r t l e v e l  i s  t h e  s t a r t i n g  t r a c e  
l e v e l  a f t e r  l a s t  c y c l e  p r i n t e d  * /  

s t a r t l e v e l  i= l e v e l ;  
l e v e l f l g  *= f a l s e ;  

end;
p a t h t  l e v e l ]  . a l t  *= c u r r p t r . a l t ;  
i f  ( c u r r p t r . s u e  = n i l )  
t h e n  

b e g i n
c u r r p t r . s u e  »= i n i t p t r ;  
f o r  kl  «= 1 t o  c u r r p t r . a l t  do 
c u r r p t r . s u e  *= c u r r p t r .  s u e ' ' . a l t ; 
c u r r p t r  . a l t  * = c u r r p t r . a l t  + 1; 

end;
r u l e p t r t i l  *= c u r r p t r ;  
i f  ( j = r o o t )  
t h e n

b e g i n
p r t p a t n ;  / *  a f t e r  p r i n t i n g  p a t h ,  r e s e t  f l a g  

t o  s t o r e  ne x t  t r a c e  * /  
l e v e l f l g  *= t r u e ;  

end 
e l s e  

b e g i n  
u s e d t j ]  *= t r u e ;
i n i t p t r  *= k t j ] . e n t r y ;  / *  e x t e n d  new

e n t r y  * /
l e v e l  *= l e v e l  + I ; 
p a t h t l e v e l ] . r u l e  *= j ;  
c u r r p t r  i=  r u l e p t r t j ] ;  
i  *= j ;  

end;  
end;
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{ J J i f  ( c u r r p t r . a l t  > a l t c n t t  i ] )
5 ! J t h e n
J ! S ! b e g in  / *  b a c k t r a c k  i n  t r e e  r e s e t t i n g  r u l e p t r
: : : i and u s e d  * /
i i ! ! r u l e p t r C i ] . a l t  *= I t
i i i i r u l e p t r t i l . s u c  *= i n i t p t r t
{ ! ! ! u s e d t i ]  *= f a l s e t
• S i !  l e v e l f l g  *= t r u e ;
i t  i i / *  r e s e t  f l a g  f o r  t h e  new t r y  * /
i i ! i i f  ( l e v e l  > 0 )
i ! i i t h e n
i ! i ! i b e g i n  / *  backup  one r u l e  * /
• i i i i l e v e l  *= l e v e l  - I  I
i S i J i i  *= p a t h L l e v e l ] . r u l e ;
i i ! i ! i n i t p t r  *= k t i ] . e n t r y ;  / *  b a c k t r a c k  o l d
! i i i ! e n t r y  * /
J i S i i c u r r p t r  *= r u l e p t r t i j ;
i I i : l en d ;
i i i Send;
J i ! u n t i l  ( ( j = - l ) and ( l e v e l  = 0)  
i J and ( c u r r p t r . s u c = n i  1 ) ) ;
i l end ;
i / *  end o f  g e n e r a t i n g  a l l  c y c l e s  f rom r o o t  * /  
i u s e d t r o o t ]  *= t r u e ;  / *  mark u se d  * /
! end ;
/ x  t r y  n e x t  n o n t e r m i n a l  a s  t h e  r o o t  * /
/ x  end o f  main loop * /  

end;
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procedure getsym;
. p r o c e d u r e  g e t t e r m *

{begin
i sym »= '  •* ;
S s y m b o l ' t y p e  *= t e r m i n a l ;
I sym * = '  v ;
! i  * = 1;
• w h i l e  n o t ( c h a r s =  '  and n o t ( e o f (  i n p u t )) do
• {beg in
i i i f  i  <= 20 
! ! t h e n  
{ J ! be g in
{ i ! s y m t i ]  *= c h a r s ?
! i ! i  s= i+M 
! ! {end;
I ! r e a d n x c h r ;
{ S end;
! end ;

!b e g i n
! wh i l e  ( c h a r s  = '  ■') and n o t  ( eo f  ( i n p u t )) do 
{ {beg in  
5 ! r e a d n x c h r ;I l• I
! Jeno;
! i f  n o t (  eof (  i n p u t ) )
! t h e n  
{ {beg in
{ ! c a s e  c h a r s  o f
{ * < ' i

! {beg in
{ { s y m b o l ' t y p e  *= n o n t e r m i n a l ;
! ! sym *= '  ' ;
! ! i  »* n
I ! w h i l e  n o t ( c n a r s  = y * )  and n o t  ( e o f ( i n p u t )) do 
{ 5 {beg in
! ! ! i f  i  <= 20
! ! ! t h e n
S S { {beg in
{ ! ! ! s y m t i )  *= c h a r s ;
J ! ! i i  *= i + I;
; : ! {end;
! ! ! r e a a n x c h r ;
{ { ! ena ;
{ l end ;
•

J ' * ' *
{ Sbegin
! S sym *= ' *  '  I
! ! s y m b o l ' t y p e  *= empty;
! Send;
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• b e g i n
J r e a d n x c h r *  r ead nx ch r *  s y m b o l ' t y p e  * = equal*  
o end*

• ' , ' *  s y m b o l ' t y p e  * = a l t e r n a t e *  
s y m o o l ' t y p e  *= r ep  e a t  I f*

' ] - ' *  s y m o o l ' t y p e  *= r e p e a t r i *

! b e g i n
! wh i l e  ( c h a r s  = do r ea dn xch r*
J s y m b o l ' t y p e  * = s e p a r a t o r *
S e n d *

' • ' *  s y m b o l ' t y p e  *= p e r i o d *
•'■«'* ge t t e r m *  

o t h e r s *  g e t t e r m  
end* 

r e a d n x c h r *  
end*

end / * g e t s y m * / ?  
p r o c e d u r e  f i n d ( s *  a lph a*

/ *  l o c a t e  n o n t e r m i n a l  symbol  s in  l i s t ,  i f  n o t  p r e s e n t ,  
i n s e r t  i t  * /

/ *  u se  h a s h i n g  t e c h n i q u e  t o  s p e e d  up t a b l e  l ookup ■*/ 
va r

d , h l *  i ndex*  
h2* i n t e g e r *  

be g in  
h2 *= 0* d *= 1 * 
found *= f a l s e ?  
fo r  i  *= I t o  5 do 
h2 *= o r d ( s t i ] )  + h2*128? 
h |  *= h2 mod pr ime* / *  ha sh  f u n c t i o n  * /  

r e p e a t  
i f  h a s h t h I ] = - 1 
t h e n

b e g i n  / *  i n s e r t  * /  
f ound *= t r u e *  
h a s h t h l  ] *= t o p h e a d e r *  
h *= t o p h e a d e r*  
k l h l . s y m  *= s* 
k t n ] , e n t r y  *= n i l *  
t o p h e a d e r  *= t o p h e a d e r  + 1* 

end 
e l s e

i f  ( k t h a s h l h l ] ] .sym = s )  
t h en



b e g i n  
f ou n d  *= t r u e ?  
h «= h a s h t h l ] i 

end 
e l s e

b e g i n  / *  c o l l i s i o n  * /  
bl  « = ni + d i  
d *= o + 2? 
i f  hi >= p r ime  
t h e n  hi *= hi -  p r ime?  
i f  d = p r ime  
t h e n  
J b e g i n
1 w r i t e l n ( ^  ***** t a b l e  o v e r f l o w  !!• ' )?
1 ok  i= f a l s e ?
! end 

end 
u n t i l  found? 

end?
p r o c e d u r e  e r r o r ?  

b e g i n  
w r i t e l n ?
w r i t e l n  ( ' i n c o r r e c t  s y n t a x ' ) ?  ok *.= f a l s e  

e n d / t e r r o r * / ?  
p r o c e d u r e  t e r m ( v a r  p , q , r *  p o i n t e r ) ?  
v a r

a , b , c s  p o i n t e r ?
p r o c e d u r e  f a c t o r ( v a r  p , q*  p o i n t e r ) ?  
va r

a , b *  p o i n t e r ?  h* t b l r a n g e ?  
b e g in

i f  s y m b o l ' t y p e  i n  [ t e r m i n a l , n o n t e r m i n a l , e m p t y )  
t h e n

b e g i n  / * s y m o o l * /  
new ( a ) ?
i f  s y m b o l ' t y p e  = n o n t e r m i n a l  
t h e n

b e g i n  / * n o n t e r m i n a l * /  
f i n d ( s y m , h ) ? 
a A. t e r m i n a l  *= f a l s e ?  
i f  f i r s t f l a g
t h e n / *  c o n s t r u c t  r e l a t i o n  m a t r i x  w h i l e  p a r s i n g  
f i r s t  [ cu r r n s y m ,  h] *= t r u e ?  
w i t h i n  [ cu r rn sy m,  h] *= t r u e ?  
a^ .n sym *= h 

end
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• ! e l s e
i J Jb e g i n  / * t e r m i n a l * /
! S S a ' * . t e r m i n a l  *= t r u e *
i ! ! i f  s y m b o l ' t y p e *  empty
J ! 5 t h e n  a ^ . t s y m  *= ' *  '
i J ! e l s e  a ^ . t s y m  *= sym?
! J Send?
! J f i r s t f l a g  *= f a l s e ;
J i p *= a? q *= a ;  ge tsym 
i ! end 
! e l s e
! i f  s y m b o l ' t y p e  = r e p e a t l l  
J t hen  
I Jbe g i n
5 ! ge t sym;  t e r m ( p , a , b ) f  b ^ . s u c  *= p ;  new(b ) ;
! ! b * . t e r m i n a l  »= t r u e ;
! ! bA. t sym *= ' *  ' ;
! ! a * . a l t  »= b ;  q *= b ;
! ! i f  s y m b o l ' t y p e  = r e p e a t r i
! ! t h e n  getsym
! 5 e l s e  e r r o r
! ! end
! e l s e  e r r o r  
Send / * f a c t o r * / ;  

b e g i n
f a c t o r  ( p , a ) ; q *= a ; 
w h i l e  s y m b o l ' t y p e  i n
£ t e r m i n a l , n o n t e r m i n a l , r e p e a t l f , empty] do 
! be g i n
! f a c t o r  ( a * . s u e ,  b ) ;  b ^ . a l t  * = n i l  ? a *= b 
! end? 
r  s= a 

end / * t e r m * / ?
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p r o c e d u r e  e x p re s s io n C  v a r  p ,q* p o i n t e r ) !  
va r

a , b t c* p o i n t e r !
Sbegin
J f i r s t f l a g  *= t r u e !
J t e r m ( p , a , c ) ! c ^ . s u c  *= n i l !
! i f  ( l a s t f  l a g t  h] )
! t h e n  / *  t r a c e  p o s s i b l e  t e r m i n a t e  symbol s  * /  
! i f  (c** . t e r m i n a l )
! t h en  
! Jbe g in
! i i f  ( c ^ . t s y m  <> t e r m i n e t f t ! )
! i t h en
! ! ! beg in
! ! ! t e r m i n e t C t l  *= c ^ . t s y m !
J ! J t  *= t  + 1!
S : ! end
J ! end 
! e l s e
! l a s t f  l a g !  c** .nsym) *= t r u e !
! / *  s e t  f l a g  f o r  t e r m i n a t e  t r a c e  * /
! wh i l e  s y m b o l ' t y p e  = a l t e r n a t e  do 
! ! beg in  
! ! ge t sym!
! i f i r s t f l a g  *= t r u e !
J ! t e r m ( a ~ . a l t , b , c )!  c A. s u c  * = n i l !  a *= b!
! ! a l t c n t t c u r r n s y m l  *= a l t c n t t c u r r n s y m l  + l !
! ! i f  ( l a s t f  l a g t h )  )
! ! t h e n
! J i f  ( cA. t e r m i n a l )
! ! t h en  
! ! Jbe g in
! J J i f  ( c A. t sym <> t e r m i n e t t t l )
! ! ! t h e n
i ! ! J b e g i n
i ! i J t e r m i n e t t t ]  *= cA. t sy mi  
J ! ! J t  *= t  + 1!
J J I l end
! ! Send
J ! e l s e
J ! l a s t f l a g t c ' * '  .nsym) *= t r u e !
J ! / *  s e t  f o r  t e r m i n a t e  t r a c e  * /
! Send!
! q * = a
! end / * e x p r e s s i o n * / !



254

p r o c e d u r e  p a r s e ( g o a l *  t b l r a n g e ;  va r  match* b o o l e a n ) ;  
va r

s* p o i n t e r ;
! b e g i n
! s *= kt  goa l  3 . e n t r y ;
J I r e p e a t
! I i f  s ~ . t e r m i n a l  
i ! t h en
! J ! b e g i n
! ! ! i f  s * . t s y m  = sym
! ! ! t h e n
! S ! J b e g i n
! J ! I ma t ch  *= t r u e ;  ge tsym
J i i ! end
! ! ! e l s e  mat ch  *= ( s “* . t sym  = ' )
i ! ! end
i J e l s e  p a r s e ( s~ .nsym,  m a t c h ) ;  
i ! i f  ma t ch
! ! t h e n  s *= s * . s u c
i ! e l s e  s *= s ' * . a l t
! l u n t i l  s = n i l  
J end / s p a r s e * / ;
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b eg in  /w p r o d u c t io n s * /

/ *  i n i t i a l i z a t i o n  * /  
i n p f g  *= t r u e !  
f o r  j  *= I t o  p r ime  do 
hashL j ]  * = - I  ; 
p r t l n c n t  *= 0;  
p r t l n f g  *= f a l s e ?  
p r t l n u m  *= t r u e ?  
p r t l n p t r  *= 0?

/>» s p e c i a l  c h a r a c t e r s  f o r  n i c e  o u t p u t  * /
I f  * =  c h r ( I 0 ) ;  

f i l l  * = c h r ( 1 2 7 ) ;  
c r  *= c h r  ( 1 3 ) ;  
a l t  * = c h r ( 1 24 )?

r e a d n x c h r ; 
t o p h e a d e r  *= 0? 
ge t sym;  
t  *= 1;

/»• i n i t i a l i z e  l a s t f l a g  f o r  t e r m i n a t e  t r a c e  * /
l a s t f l a g I 0 ]  *= t r u e ;
fo r  i*= 1 t o  maxheader  do
l a s t f l a g t i ]  s= f a l s e ?

/ *  i n i t i a l i z e  m a t r i x e s  * /  
f o r  i  »= 0 t o  maxheader  do 
f o r  j  *= 0 t o  maxheader  do 
f i r s t  t i , j ]  *= f a l s e ;  
w i t h i n  *= f i r s t ?
wh i l e  s y m b o l ' t y p e  <> s e p a r a t o r  do
! b e g i n  / «  c o n s t r u c t  d a t a  s t r u c t u r e  f o r  t r a n s m i s s i o n

grammar r u l e s ,  t h e  d a t e  s t r u c t u e r  can  be used 
t o  p a r s e  a c t i o n  s e q u e n c e ,  t o  v a l i d a t e  t g  and  
t o  l i s t  c y c l e s  * /

f i n d  (sym, n ) ; 
cu r rn s ym  *= n;  
a l t c n t t c u r r n s y m ]  *= 1? 
getsym?
i f  s y m b o l ' t y p e  = eq ua l  
t h e n  ge tsym 
e l s e  e r r o r ?
e x p r e s s i o n  (k th ]  . e n t r y , p ) ; p ^ . a l t  i=  n i l ;  
i f  s y m b o l ' t y p e  <> p e r i o d  
t h e n  e r r o r ?  
ge t sym;  

e n d ;
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/ *  s t a r t  p r o t o c o l  v a l i d a t i o n  * /
n * = 0;  ok * = t r u e ?  / *  checlc whe the r  a l l  s ymbol s  a r e

d e f i n e d  * /  
whi l e  n < >  t o p h e a d e r  do 
! be g in
! i f  k th ]  . e n t r y  = n i l  
i t h e n  
! ! Degin
! J w r i t e  In ( '  u n d e f i n e d  symbol  — > ' ,
! ! k t h ] . s y m ) ;
! ! ok * = f a l s e  
! Send;
! h *= h + 1;
! end;

/ *  p r o p e r  t e r m i n a t i o n  
w r i t e l n ;  
w r i t e l n ( '  
w r i t e  l n ( '  
w r i t e l n ;  
i f  ( t  > 2)  
t h e n
w r i t e l n ( '

'  e x i t s ' ) ;

w r i t e l n ;
w r i t e ( '  t h e  t e r m i n e t  symbol i s*  ' ) ;
f o r  i  *= 1 t o  C t  — I ) do 
w r i t e  ( t e r m i n e t t i ] *20) ;  
w r i t e l n ;

n *= t o p h e a d e r  -  1;
/ *  r e l a t i o n  m a t r i x  w i t h i n  and f i r s t  a r e  c o n s t r u c t e d  d u r i n g  

p r a s i n g  f o r  e f f i c i e n c y ,  we c o n s t r u c t  t r a n s i t i v e  c l o s u r e  
o f  r e l a t i o n s  f i r s t  and w i t h i n  * /  

f i r s t a l l  *= f i r s t ;  w i t h i n a l l  *= w i t h i n ;  
f o r  i  *= 0 t o  n do 
f o r  j  *= 0 t o  n do 
J be g in
! i f  f i r s t a l l  t j , i )
! t h e n
! f o r  kl *= 0 t o  n do
! f i r s t a l l  [ j , k l ]  *= f i r s t a l l  t j , k l ]  o r  f i r s t a l l  Ci , k 1] ;
! i f  w i t h i n a l l  Cj , i ]
J t h e n
! f o r  kl *= 0 t o  n do
1 w i t h i n a l l  [ j , k | ]  *= w i t h i n a l l  [ j , k l ]  o r  
! w i t h i n a  11 [ i ,  kl ] ;
1 end;

a n a l y s i s  * /

p r o p e r  t e r m i n a t i o n  a n a l y s i s ' ) ;

** wa rn ing  ** more t h a n  o n e ' .
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/*■ l e f t  r e c u r s i o n  c h e c k i n g  * /  
f o r  i  *= 0 t o  n do 
i f  f i  r s t a  11 I i ,  i ]  
t h e n  
! be g in
! w r i t e l n  ( '
! ok *= f a l s e ?
! end;  
i f  ok
t h e n  w r i t e l n ( '

w r i t e l n ?  
w r i t e l n ( '  
w r i t e  I n ( '  
w r i t e l n ?

/ *  r e a c h a b i l i t y  a n a l y s i s  * /  
f o r  i  *= 1 t o  n do 
i f  n o t ( w i t h i n a l l t 0 f i ]  ) 
t h e n  
J be g i n
! w r i t e l n ( '  u n r e a c h a b l e  n o n t e r m i n a l  — -> ' ,
J k t i ] . s y m *20)?
J ok *= f a l s e ?
! end;  
i i  (ok)
t h e n  w r i t e l n ( '  no u n r e a c h a b l e  n o n t e r m i n a l - ' )  ?

/ *  check  f o r  <u> **= t  f o r  some t  i n  v t+  * /
f o r  i  i= 0 t o  n do
i n a r k t i ]  *= f a l s e ?
i f  (ok)
th e n
! be g in  / *  n o n t e r m i n a l  t e r m i n a t i o n  c h e c k i n g  * /
! ! r e p e a t  /*• ch eck  a l l  n o n t e r m i n a l s  t o  s e e  i f  c an  
! I d e r i v e  a t e r m i n a l  s t r i n g  * /
! ! newmark *= f a l s e ;
! ! f o r  i *= 0 t o  n do 
! ! i f  n o t ( m a r k l i ])
J ! t h en  
! J {beg in
! ! ; p * = kC i 3 . e n t r y  ?
! ! ! s t o p  *= f a l s e ?
{ I ! whi I s
! I ! ( ( p ^ . s u c o n i l ) and  ( n o t ( s t o p ) ) )
! ; ! do
! ! I i f  ( p " ' . t e r m i n a l )
! ! I t h e n  
I ! : p != p ~ . s u c

l e f t  r e c u r s i o n  — > / t k t i ] . s y m ) ?

no l e f t  r e c u r s i o n ' ) ?  

r e a c h a b i l i t y  a n a l y s i s ' ) ?
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! S ! e l s e
! ! ! {beg in
i I { ! i f  (mark[p ' ' . nsym]  )
I ! ! I t h e n
I ! i ! p * = p ^ . s u c
{ ; : ! e l s e
! ! { ! s t o p  *= t r u e
; : ; Send;
! { ! i f  n o t ( s t o p )
! I ! t h e n
! I ! {begin
5 S ! ! m a r k t i ]  *= t r u e *
{ i { { newmark *= t r u e ;
{ ! ! {end;
; ; Send;
! ! s t o p  *= f a l s e ;
{ { i *= 1;
! ! wh i l e  ( i  < n) and ( m a r k t i ] )  do 
! i i  *= i  + 1;
! ! i f  ( i  = n)
J ! t h e n  newmark *= f a l s e ;
! { u n t i l
J ( ( s t o p )  o r  ( no t  (newmark ) ) ) ;
! i f  no t (newmark)
! t h e n
! w r i t e l n ( '  a l l  n o n t e r m i n a l s  c an  t e r m i n a t e ' ,
! '  p r o p e r l y . ' )
! e l s e
{ fo r  i  *= 0 t o  n do 
! i f  n o t ( m a r k t i ] )
! t h e n
! w r i t e l n ( '  t h e  n o n t e r m i n a l ' , k t i ) . s y m * 2 0 ,
5 ' c a n  n o t  t e r m i n a t e  p r o p e r l y ' ) ;  w r i t e l n ;
{end;
i f  n o t ( o k )  
t h e n  g o t o  99; 
w r i t e l n ;
w r i t e l n ( '  a c t i o n  s eq uence  t e s t i n g ' ) ;
w r i t e l n ( '  ■a**-***.*********.-********7) ;
w r i t e l n ;
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! / * g o a l  symoo l* /
! getsym* f i n d ( s y m , h ) *
! / ^ s e n t e n c e s * /
! getsym*
! wh i l e  n o t  ( e o f (  i n p u t )) do 
! J be g in
J ! p a r s e ( n , o k ) *
J ! i f  ( s y m b o l ' t y p e  <> p e r i o d )
I i t h e n  ok '* = f a l s e *
! J getsym*
! ! w r i t e l n ( '  t h e  s y n t a x  o f  t h e  above a c t i o n - ' ) *
J J w r i t e ( '  s equence  i s* ' ) *
i J i f  ok 
! i t h e n
! ! w r i t e l n ( ' c o r r e c t ' )
J ! e l s e  w r i t e l n ( ' i n c o r r e c t ' )*
! i ok *= t r j e *
J ! end*
! i f  (ok)
J t h e n  c y c l e s *  / «  l i s t  a l l  t h e  c y c l e s  * /
99*
S end.
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