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ABSTRACT

This thesis aims to address privacy concerns in data sharing as well as secu-
rity concerns in wireless data communication using information theoretic framework.
In the first part of the thesis, we build security establishing algorithms that bring
unbreakable security to wireless data communication. The broadcast nature of wire-
less medium makes data communication susceptible to various security attacks. For
instance, an adversary can eavesdrop on confidential data traffic without actually
tapping a wire or optical fiber, or block the data traffic by transmitting meaningless
but powerful radio signals. First, we study point-to-point communication in the pres-
ence of a hybrid adversary. The hybrid half-duplex adversary can choose to either
eavesdrop or jam the transmitter-receiver channel in arbitrary manner. The goal of
the transmitter is to communicate a message reliably to the receiver while keeping it
asymptotically secret from the hybrid adversary. We show that, without any feedback
from the receiver, the channel capacity is zero if the transmitter-to-adversary channel
stochastically dominates the effective transmitter-to-receiver channel. However, the
channel capacity is non-zero even when the receiver is allowed to feedback only one
bit periodically, that describes the transmitter-to-receiver channel quality. Our novel
achievable strategy improves the rates proposed in the literature for the non-hybrid

adversarial model.

i



Then, we study the security of a single-cell downlink massive multiple input mul-
tiple output (MIMO) communication in the presence of an adversary capable of jam-
ming and eavesdropping simultaneously. After showing massive MIMO communica-
tion is naturally resilient to no training-phase jamming attack in which the adversary
jams only the data communication and eavesdrops both the data communication and
the training, we evaluate the number of antennas that base station (BS) requires in
order to establish information theoretic security without even a need for extra secu-
rity encoding. Next, we show that things are completely different once the adversary
starts jamming the training phase. Specifically, we consider an attack, called training-
phase jamming in which the adversary jams and eavesdrops both the training and
the data communication. We show that under such an attack, the maximum secure
degrees of freedom (DoF) is equal to zero. To counter this attack, we develop a de-
fense strategy in which we use a secret key to encrypt the pilot sequence assignments
to hide them from the adversary, rather than encrypt the data. We show that, if the
cardinality of the set of pilot signals are scaled appropriately, hiding the pilot signal
assignments from the adversary enables the users to achieve secure DoF, identical to
the maximum achievable DoF under no attack.

The last part of the thesis is devoted to developing a mathematical framework
for privacy-preserving data release mechanisms. The objective of privacy-preserving
data release is to provide useful data with minimal distortion while simultaneously
minimizing the sensitive data revealed. Dependencies between the sensitive and useful
data results in a privacy-utility tradeoff that has strong connections to generalized
rate-distortion problems. In this work, we study how the optimal privacy-utility
tradeoff region is affected by constraints on the data that is directly available as input
to the release mechanism. Such constraints are potentially motivated by applications

where either the sensitive or useful data is not directly observable. For example,
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the useful data may be an unknown property that must be inferred from only the
sensitive data. In particular, we consider the availability of only sensitive data, only
useful data, and both (full data). We show that a general hierarchy holds, that is, the
tradeoff region given only the sensitive data is no larger than the region given only
the useful data, which in turn is clearly no larger than the region given both sensitive
and useful data. In addition, we determine the conditions that make the tradeoff
region given only the useful data identical with the tradeoff given both sensitive and

useful data.
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CHAPTER 1
INTRODUCTION

Wireless networks flourishing worldwide enable online services, such as social networks
and search engines to serve huge number of users and to collect large amount of
data about their users. Sharing of this data has been key driver of innovation and
improvement in the quality of these services, but also raised major security and
privacy concerns. This thesis aims to address privacy concerns in data sharing as
well as security concerns in wireless data communication using information theoretic
framework. Wireless networks flourishing worldwide enable online services, such as
social networks and search engines to serve huge number of users and to collect
large amount of data about their users. Sharing of this data has been key driver of
innovation and improvement in the quality of these services, but also raised major
security and privacy concerns. This thesis aims to address privacy concerns in data
sharing as well as security concerns in wireless data communication using information
theoretic framework.

In the first part of the thesis, we build security establishing algorithms that bring
unbreakable security to wireless data communication. The broadcast nature of wire-
less medium makes data communication susceptible to various security attacks. For
instance, an adversary can eavesdrop on confidential data traffic without actually tap-
ping a wire or optical fiber, or block the data traffic by transmitting meaningless but

powerful radio signals. First, we study point-to-point communication in the presence



of a hybrid adversary. The hybrid half-duplex adversary can choose to either eaves-
drop or jam the transmitter-receiver channel, but not both at a given time. The goal
of the transmitter is to communicate a message reliably to the receiver while keeping
it asymptotically secret from the hybrid adversary. During the communication, the
state of the adversary (jamming or eavesdropping) changes in an arbitrary manner
and is unknown to the transmitter.

The main challenge in our problem stems from the fact that simultaneously main-
taining reliability and security is difficult because of the adversary’s arbitrary strategy
in choosing its state, i.e., jamming or eavesdropping, at a given time. If we design
a scheme focusing on a particular adversary strategy, with a slight change in that
particular strategy, the adversary can cause a decoding error or a secrecy leakage.
For instance, if our scheme assumes a fully eavesdropping adversary, then jamming
even in a small fraction of the time will lead to a decoding error. Likewise, if the
scheme is designed against a full jammer, then the adversary will lead to a secrecy
leakage even it eavesdrops for a small fraction of time. A robust scheme should
take into account the entire set of adversary strategies to maintain reliability and
secrecy. We show that, without any feedback from the receiver, the channel ca-
pacity is zero if the transmitter-to-adversary channel stochastically dominates the
effective transmitter-to-receiver channel. However, the channel capacity is non-zero
even when the receiver is allowed to feedback only one bit periodically, that describes
the transmitter-to-receiver channel quality. Our novel achievable strategy improves
the rates proposed in the literature for the non-hybrid adversarial model.

Finally, we study the security of a single-cell downlink massive MIMO communi-
cation in the presence of an adversary capable of jamming and eavesdropping simulta-

neously. Massive MIMO is one of the highlights of the envisioned 5G communication



systems. In massive MIMO paradigm, the base station is equipped with a num-
ber of antennas, typically much larger than the number of users served. Combined
with a TDD-based transmission, this solves many of the issues pertaining channel
state information. In particular, the base station exploits law-of-large-numbers-like
certainties as it serves each user over a combination of a large number of channels.
While many issues behind the design of multicellular massive MIMO systems have
been studied thoroughly, security of massive MIMO has not been actively addressed.
We show that massive MIMO communication is naturally resilient to no training-
phase jamming attack in which the adversary jams only the data communication and
eavesdrops both the data communication and the training. Further, we evaluate the
number of antennas that base station (BS) requires in order to establish information
theoretic security without even a need for extra security encoding. Next, we show
that things are completely different once the adversary starts jamming the training
phase. Specifically, we consider an attack, called training-phase jamming in which
the adversary jams and eavesdrops both the training and the data communication.
We show that under such an attack, the maximum secure degrees of freedom (DoF')
is equal to zero. Furthermore, the maximum achievable rates of users vanish even
in the asymptotic regime in the number of BS antennas. To counter this attack, we
develop a defense strategy in which we use a secret key to encrypt the pilot sequence
assignments to hide them from the adversary, rather than encrypt the data. We show
that, if the cardinality of the set of pilot signals are scaled appropriately, hiding the
pilot signal assignments from the adversary enables the users to achieve secure DoF,
identical to the maximum achievable DoF under no attack.

The last part of the thesis is devoted to developing a mathematical framework
for privacy-preserving data release mechanisms. The objective of privacy-preserving

data release is to provide useful data with minimal distortion while simultaneously



minimizing the sensitive data revealed. Dependencies between the sensitive and useful
data results in a privacy-utility tradeoff that has strong connections to generalized
rate-distortion problems. In this work, we study how the optimal privacy-utility
tradeoff region is affected by constraints on the data that is directly available as input
to the release mechanism. Such constraints are potentially motivated by applications
where either the sensitive or useful data is not directly observable. For example,
the useful data may be an unknown property that must be inferred from only the
sensitive data. In particular, we consider the availability of only sensitive data, only
useful data, and both (full data). We show that a general hierarchy holds, that is, the
tradeoff region given only the sensitive data is no larger than the region given only
the useful data, which in turn is clearly no larger than the region given both sensitive
and useful data. In addition, we determine conditions under which the tradeoff region

given only the useful data coincides with that given full data.

1.1 Contributions

Chapter 2

We consider a block fading wiretap channel, where a transmitter attempts to
send messages securely to a receiver in the presence of a hybrid half-duplex adver-
sary, which arbitrarily decides to either jam or eavesdrop the transmitter-to-receiver
channel. We provide bounds to the secrecy capacity for various possibilities on re-
ceiver feedback and show special cases where the bounds are tight. We show that,
without any feedback from the receiver, the secrecy capacity is zero if the transmitter-
to-adversary channel stochastically dominates the effective transmitter-to-receiver
channel. However, the secrecy capacity is non-zero even when the receiver is allowed
to feed back only one bit at the end of each block. Our novel achievable strategy im-
proves the rates proposed in the literature for the non-hybrid adversarial model. We

4



also analyze the effect of multiple adversaries and delay constraints on the secrecy ca-
pacity. We show that our novel time sharing approach leads to positive secrecy rates
even under strict delay constraints. We also expand our results to the delay-limited
and multiple adversaries setting.
Chapter 3

We consider a single-cell downlink massive MIMO communication in the presence
of an adversary capable of jamming and eavesdropping simultaneously. We show that
massive MIMO communication is naturally resilient to no training-phase jamming at-
tack in which the adversary jams only the data communication and eavesdrops both
the data communication and the training. Specifically, we show that the secure de-
grees of freedom (DoF') attained in the presence of such an attack is identical to
the maximum DoF' attained under no attack. Further, we evaluate the number of
antennas that base station (BS) requires in order to establish information theoretic
security without even a need for Wyner encoding. Next, we show that things are
completely different once the adversary starts jamming the training phase. Specifi-
cally, we consider an attack, called training-phase jamming in which the adversary
jams and eavesdrops both the training and the data communication. We show that
under such an attack, the maximum secure DoF’ is equal to zero. Furthermore, the
maximum achievable rates of users vanish even in the asymptotic regime in the num-
ber of BS antennas. To counter this attack, we develop a defense strategy in which
we use a secret key to encrypt the pilot sequence assignments to hide them from the
adversary, rather than encrypt the data. We show that, if the cardinality of the set
of pilot signals are scaled appropriately, hiding the pilot signal assignments from the
adversary enables the users to achieve secure DoF’, identical to the maximum achiev-
able DoF under no attack. Finally, we discuss how computational cryptography is a

legitimate candidate to hide the pilot signal assignments. Indeed, while information



theoretic security is not achieved with cryptography, the computational power neces-
sary for the adversary to achieve a non-zero mutual information leakage rate goes to
infinity.
Chapter 4

Privacy-preserving data release mechanisms aim to simultaneously minimize in-
formation leakage with respect to sensitive data and distortion with respect to useful
data. Dependencies between sensitive and useful data results in a privacy-utility
tradeoff that has strong connections to generalized rate-distortion problems. In this
work, we study how the optimal privacy-utility tradeoff region is affected by con-
straints on the data that is directly available as input to the release mechanism. In
particular, we consider the availability of only sensitive data, only useful data, and
both (full data). We show that a general hierarchy holds, that is, the tradeoff region
given only the sensitive data is no larger than the region given only the useful data,
which in turn is clearly no larger than the region given both sensitive and useful
data. In addition, we determine conditions under which the tradeoff region given
only the useful data coincides with that given full data. This is based on the common

information between the sensitive and useful data.



CHAPTER 2
ON THE SECRECY CAPACITY OF BLOCK FADING
CHANNELS WITH A HYBRID ADVERSARY

2.1 Introduction

We study point-to-point block fading channels, depicted in Figure 3.1, in the presence
of a hybrid adversary. The hybrid half-duplex adversary can choose to either eaves-
drop or jam the transmitter-receiver channel, but not both at a given block. The goal
of the transmitter is to communicate a message reliably to the receiver while keeping
it asymptotically secret from the hybrid adversary. During the communication, the
state of the adversary (jamming or eavesdropping) changes in an arbitrary manner
from one block to the next and is unknown to the transmitter. We further assume
that the transmitter has no channel state information (CSI) of the transmitter-to-
receiver channel (main channel), the transmitter-to-adversary channel (eavesdropper
channel) and the adversary-to-receiver channel (jamming channel). The receiver has
perfect causal CSI of the main and jamming channels. We study the secrecy capacity
of this setting when (i) there is no receiver-to-transmitter feedback, and (ii) there is
1-bit of receiver-to-transmitter feedback sent at the end of each block.

Our technical contributions are summarized as follows:

e We show that the secrecy capacity is zero when the receiver feedback is not

available and the eavesdropper channel stochastically dominates the effective
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Figure 2.1: System Model

main channel gain. However, we also show that even one bit of receiver feedback
at the end of each block is sufficient to make the secrecy capacity positive for

almost all possible channel distributions.

Under an arbitrary adversarial strategy, the receiver cannot employ a well
known typical set decoder [1] since it cannot assume a certain distribution for
the received signal. To that end, we propose a receiver strategy in which the
receiver generates artificial noise and adds it to the received signal (i.e., jams
itself to involve typical set decoding [1]). We show special cases in which arti-
ficial noise generation at the receiver is an optimal way to achieve the secrecy

capacity.

For the 1-bit receiver feedback case, we propose a proof technique for the equiv-
ocation analysis, that is based on renewal theory. By this technique, we can
improve the existing achievable secrecy rates in [2], which focus on passive eaves-
dropping attacks only. Note that our adversary model covers the possibility of
a full eavesdropping attack as well since it allows for the adversary to eavesdrop

(or jam) for an arbitrary fraction of the time.



e We bound the secrecy capacity when there are multiple hybrid adversaries.
The challenge in bounding the secrecy capacity for multiple adversaries scenario
stems from the fact that, when an adversary jams the legitimate receiver, it also
interferes to the other adversaries as well. However, we show that the impact
of the interference of one adversary to another adversary does not appear in
the bounds, which results in a tighter upper bound. Furthermore, the bounds
we provide are valid for the cases in which the adversaries collude or do not
collude. In the non-colluding case, we show that the secrecy capacity bounds

are determined by the adversary that has the strongest eavesdropper channel.

In addition to the aforementioned set-up, we also consider a delay limited commu-
nication in which a message of fixed size arrives at the encoder at the beginning of
each block, and it needs to be transmitted reliably and securely by the end of that
particular block. Otherwise, secrecy outage occurs at that block. We analyze delay
limited capacity subject to a secrecy outage constraint. We employ a time sharing
strategy in which we utilize a portion of each block to generate secret key bits and
use these key bits as a supplement to secure the delay sensitive messages that are
transmitted in the other portion of each block. Our scheme achieves positive delay
limited secrecy rates whenever the secrecy capacity without any delay constraint is

positive.

Related Work

The wiretap channel, introduced by Wyner [3], models information theoretically
secure message transmission in a point-to-point setting, where a passive adversary
eavesdrops the communication between two legitimate nodes by wiretapping the le-
gitimate receiver. While attempting to decipher the message, no limit is imposed

on the computational resources available to the eavesdropper. This assumption led



to defining (weak) secrecy capacity as the maximum achievable rate subject to zero
mutual information rate between the transmitted message and the signal received
by the adversary. This work was later generalized to the non-degraded scenario [4]
and the Gaussian channel [5]. By exploiting the stochasticity and the asymmetry of
wireless channels, the recent works [6, 7] extended the results in [3-5] to a variety of
scenarios involving fading channels. However, all of the mentioned works consider a
passive adversary that can only eavesdrop.

There is a recent research interest on hybrid adversaries that can either jam or
eavesdrop [8-10]. In [9], the authors formulate the wiretap channel as a two player
zero-sum game in which the payoff function is an achievable ergodic secrecy rate.
The strategy of the transmitter is to send the message in a full power or to utilize
some of the available power to produce artificial noise. The conditions under which
pure Nash equilibrium exists are studied. In [8], the authors consider fast fading
main and eavesdropper channels and a static jammer channel, where the adversary
follows an ergodic strategy such that it jams or eavesdrop with a certain probability
in each channel use. Under this configuration, they propose a novel encoding scheme,
called block-Markov Wyner secrecy encoding. In [10], the authors introduce a pilot
contamination attack in which the adversary jams during the reverse training phase
to prevent the transmitter from estimating the channel state correctly. The authors
show the impact of the pilot contamination attack on the secrecy performance. Note
that, neither of these works consider an adversary that has an arbitrary strategy to
either jam or eavesdrop, which is the focus of this thesis.

Channels under arbitrary jamming (but no eavesdropping) strategies have been
studied in the context of arbitrary varying channel (AVC). AVC, the concept of
which is introduced in [11], is defined to be the communication channel the statis-

tics of which change in an arbitrary and unknown manner during the transmission
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of information. In [12], the authors derive the capacity for Gaussian AVCs, mem-
oryless Gaussian channels disrupted by a jamming signal that changes arbitrarily
with unknown statistics. An extensive treatment of AVCs, outlining the challenges
and existing approaches can be found in [13]. Recently, discrete memoryless AVCs
with a secrecy constraint and no receiver feedback have been studied in [14] [15] [16]
where the states of the channels to the both receiver and the eavesdropper remain
unknown to the legitimate pair and change in an arbitrary manner under the control
of the adversary. In [14] and [15], the achievable secrecy rates the authors propose are
zero when the worst possible transmitter-to-receiver channel is a degraded version of
the best possible transmitter-to-adversary channel. In [16], the authos investigate the
case in which there is a common randomness between the legitimate pair. They study
the secrecy capacity when the adversary exploits the common randomness between
the legitmate pair. In this thesis, in addition to the jamming signal of the adver-
sary, we consider the fading channels whose states cannot be completely controlled
by the adversary. We also do not assume that the legitimate pair shares a common
randomness. We show the secrecy capacity is zero when the main channel gain is
stochastically dominated by the eavesdropper channel gain. Furthermore, under ar-
bitrarily small receiver feedback rate (1-bit at the end of each block), we show that
the secrecy capacity is non-zero. In [17], the authors consider an (p,, p,,) adversary
which can see a fraction p,, and modify a fraction p,, of the sent codeword. The
adversary chooses which components of the codewords it will observe and modify ar-
bitrarily. The authors characterize the secrecy capacity and provide an explicit code
construction method to achieve the secrecy capacity

The rest of this section is organized as follows. In Section 2.2, we explain the
system model. In Section 2.3, we present the secrecy capacity bounds for the no

feedback case, and in Section 2.4, we consider the 1-bit feedback case. In Section 2.5,

11



we study the multiple adversaries case. In Section 2.6, we present our results related

to the strict delay setting. In Section 2.7, we present our numerical results

2.2 System Model

We study the communication system illustrated in Figure 3.1. In our system a trans-
mitter has a message w € VW to transmit to the receiver over the main channel. The
adversary chooses to either jam the receiver over the jammer channel or eavesdrop
it over the eavesdropping channel. The actions of the adversary is parametrized by
the state, ¢(i) of a switch, shown in Figure 3.1. Thus, our system consists of three
channels: main, eavesdropper and jammer channels, all of which are block fading. In
the block fading channel model, time is divided into discrete blocks each of which
contains /N channel uses. The channel states are assumed to be constant within a
block and vary independently from one block to the next. We assume the adversary
is half duplex, i.e., the adversary can not jam and eavesdrop simultaneously. The

observed signals at the legitimate and the adversary in i-th block are as follows:

YN(i) = G (i)™ (i) + G.() SN (1)p (i) + S () (2.2.1)
g < | GO DS oti) =0 022
0 if p(i) =1

where 2V (i) is the transmitted signal, YV (i) is the signal received by the legitimate
receiver, Z% (i) is the signal received by the adversary, SJN (1), SN(i), and S (i) are
noise vectors distributed as complex Gaussian, CN (0, P;Iyxn), CN(0, Inxn), and
CN (0, Inxn), respectively, and P; is the jamming power. Indicator function ¢(i) = 1
if the adversary is in a jamming state in i-th block; otherwise, ¢(i) = 0. Channel
gains, G, (1), G.(i), and G, (i) are defined to be the complex gains of the main channel,

eavesdropper channel, and jammer channel, respectively (as illustrated in Figure 3.1).

12



Associated power gains are denoted with H,,(i) = |G,,(1)]?, He(i) = |G.(7)|?, and
H_.(i) = |G.(i)|*. For any integer M > 0, the joint probability density function (pdf)
of (G, G, GM) is

PgM gM M (g%,g%gy) (2.2.3)
M

= [ rc..cec. (gm(i), 9e(i), g: (i) - (2.2.4)
=1

Here, ¢,,(7), ge(i), and g.(i) are the realizations of G,,(7), G.(i), and G, (i), respec-
tively. We assume that the joint pdf of instantaneous channel gains, pe,, ¢..c. (9m, ge, 92)
is known by all entities. The transmitter does not know the states of any channel, and
also cannot observe the strategy of the adversary in any given block. The adversary
and the receiver know ¢.(¢) and (g,,(7), g.(7)), respectively at the end of block 7. The
receiver can observe the instantaneous strategy of the adversary, ¢(i) in block i (e.g.,
via obtaining the presence of jamming) only at the end of block 7. We generalize
some of our results to the case in which the receiver cannot observe g, (7).

We consider two cases in which feedback from the receiver to the transmitter is
not available or some limited feedback is available. In particular, in the latter case,
we consider a 1-bit feedback over an error-free public channel at the end of each block.
Hence, the feedback is available both at the transmitter and the adversary. We denote
the feedback sent at j-th time instant as k(7).

For the 1-bit feedback case, k(j) is an element of {0,1} and is a function of
(v, q. g%, ¢") if time instant j corresponds to the end of a block, i.e., j = iN for
any block index ¢ > 1. For other time instants, the receiver does not send feedback:
k(7) =0 if j # iN for all i > 1. For the no feedback case, k(j) = 0 for all j > 1.

The transmitter encodes message w over M blocks. The transmitted signal at

j-th instant, x(j) can be written as

2(j) = fi(w, K71), (2.2.5)
13



where f; is the encoding function used at time j. We assume the input signals satisty

an average power constraint such that
L ,
i—1

for allw € W, where W is the message set. Here, the expectation is taken over K7/~ =
[K(1),...,K(j —1)], where K(j) is the random variable denoting the feedback signal

sent at j-th instant . The channels depicted in Figure 3.1 are memoryless i.e.,

p (N (@), 2N (@)™, gl gt gL KN, )
=p (" (@), 2 ()2 (0), g (0), ge(0), 9:(3), 6(2)) (2.2.7)
=p (¥ @)z (@), gm (i), 92 (0), 8(4)) %
p (2N (@)= (0), ge (1), 0(4)) (2.2.8)

where (2.2.7) follows form the memoryless property and (2.2.8) follows from the fact
that the additive noise components in 4" (i) and 2" (i) are independent. Adversary
strategy ¢(i) changes arbitrarily from one block to the next. Here, the conditional
pdfs p (" ()] (0), gm0, 9-(0), 69)) and p (=" ()] (3), 0.(3), () are governed by
the signal models of the main channel (2.2.1) and the eavesdropper channel (2.2.2),
respectively.

. 2NMEs1 t6 the receiver

The transmitter aims to send message w € W = {1,2,.
over M blocks with rate R,. By employing a c (2N MEs N A ) code, the encoder at
the transmitter maps message w to a codeword 2V, and the decoder at the receiver,

d(-) maps the received sequence YV to @ € W. The average error probability of a

c (QNMRS, NM) code is defined as
PMM (M, ghl g, c)

= 27 NME SR (d (YN M, ga, g2') # wlw was sent) (229)
wew
14



where ¢ = ¢ (ZNMRS, NM).
The secrecy of a transmitted message, w is measured by the equivocation rate
at the adversary, which is equal to the entropy rate of the transmitted message

conditioned on the adversary’s observations.

Definition 1. A secrecy rate R, is said to be achievable if, for any € > 0, there exists
a sequence of length NM channel codes ¢ (QNMRS, NM) and sets Ay; for which the

following are satisfied under any strategy of the adversary, ¢™ :

PMY (oM g0 92 ¢) <, (2.2.10)
1
WH (W|ZMN KMN oM g™ ) > R,y — ¢, (2.2.11)

for sufficiently large N and M and for any ¢ = [gn]\f,géw,giw} € Ay such that

P[AM} >1—ce.

Note that K™Y = ) for the no feedback case. The secrecy capacity is defined to
be the supremum of the achievable rates. The secrecy capacities for the no feedback
and 1-bit feedback case are denoted as C; and C1P* | respectively. Our goal is to find
secrecy rates, Ry that are achievable under any strategy of the adversary and find the

cases in which they are tight.

2.3 No Feedback

In this section, we provide bounds to the secrecy capacity for the no feedback case
and evaluate the capacity for special cases. In the sequel, we provide a number of

remarks under which we provide the basic insights drawn from the results.

Theorem 2.3.1. (Secrecy capacity bounds for the no feedback case) The

secrecy capacity, Cy is bounded by

C- <0, <CF (2.3.1)
15
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Figure 2.2: Achievability strategy described in the proof sketch of Theorem 2.3.1.

where

C; = |E|log |1+ il log (1+ P,H.,) ' (2.3.2)
s 0g 1+PJHZ 0og tile e

Cct=

min [E
Py fe H,

~ +
Pth r
log [14+—""_) _log(1+ PH, 2.3.3
<g< 1+Pjﬂz> o N (239

subject to: pg  j. = PH,.H.» Pi, = PH.

O

Notice that in Theorem 2.3.1, the positive operator,' [-]* is outside the expectation

in the lower bound, whereas it is inside the expectation in the upper bound. In the

upper bound, minimization is over the all possible joint pdfs, pg 5 g that satisfy

the fo

llowing constraints py 7 = pp,, .m. and pg_ = pg,. Here, there is no constraint

on the dependency of <F[m, ﬁz> and H.. Note that if P; = 0 in Theorem 2.3.1, then

new bounds are valid for the scenario in which the adversary always eavesdrops the

main

channel, which is a common scenario in the literature.

The complete proofs for the lower bound and the upper bound in Theorem 2.3.1

1[1,]+

= min(0, x).
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are available in Appendix A.1. Here, we provide a proof sketch for the lower bound.
We consider the impact of the adversary’s arbitrary strategy on both the probability
error and secrecy. The secrecy encoder, depicted in Figure 2.2, maps message w €
{1,...,2"M%} to randomized message m € {1,...,2¥"%"} a5 in [3]. The channel
encoder, illustrated in Figure 2.2, employs codebook ¢, where the codebook contains
oNMEm independently and identically generated codewords, 2™ of length NM. The
channel encoder maps randomized message m to one of the codewords in ¢. The
probability law of the main channel is p (yN(z')]xN(i),gm(i),gz(i), ¢(2’)), where ¢(7)
changes from one block to the next arbitrarily. To remove the arbitrary nature of
the main channel, the decoder artificially generates a noise sequence drawn from
CN (0,h.P;Inyn), where h, is picked from H.(i), and adds the noise sequence to
it’s received signal y (i) when the adversary is in the eavesdropping state, ¢(i) = 0.
Hence, the decoder can employ typical set decoding [1], which would not have been
possible without the artificial noise, due to the lack of the underlying probability
distribution for the received signal associated with the arbitrary adversary strategy.
We select R, as

Ry — max %I(XN(i),YN(i)\Gm(i),Gz(i),¢(z’) _1) (2.3.4)

p(zV (2))
PH,,
=K |l 14+ ———— 2.3.
{0g< +1+Psz)1’ (2:3.5)

where the joint distribution of (X" (i), Y™ (:)) in (2.3.4) is governed by (2.2.1) for
a given p(z™ (7)), and (2.3.5) follows from the fact that X" (i) ~ CN(0, Pilyxn)
maximizes the optimization in (2.3.4). Therefore, each codeword, VM s picked from
CN(0, PInyxnn)- For the equivocation analysis, the possibility of the adversary
eavesdropping at all times should be taken into account. We need to use a conservative
secrecy encoder, designed for ¢(i) = 0 for all ¢ > 1; otherwise, we cannot achieve an

arbitrarily low mutual information leakage rate to the adversary with high probability.

17



With the aforementioned techniques, we show that C_ satisfies constraints (3.2.10)
and (2.2.11) in Appendix A.1. Note that the lower bound C; is valid for any value

of block length N. We now provide several remarks related to Theorem 2.3.1.

Remark 2.3.2. (Secrecy capacity is zero when the eavesdropper channel

power gain stochastically dominates the main channel effective power

gain) If H, stochastically dominates® the main channel effective power gain, H, =
Hy,

1+ PH,’

then the secrecy capacity, Cs is zero. To observe this fact, let H 2 FI;: (FH;;L (H;‘,L)),

and H, and H have continuous cumulative distribution functions (cdfs),

where Fy and F;' stand for the cdf and the inverse cdff of random variable A,
respectively. From the definition of stochastic dominance and the definition of H., we
have ﬁe > H with probability 1. We now show that ﬁe and H, have the same cdf

the following derivation:

P < a| =P [Fy! (Fu; (;)) < a] (2.3.6)
=P [Fp, (H,,) < Fu.(a)] (2.3.7)
P |H;, < i} (Fu, (a)] (23.8)
= Fy., (F! (Fu, (a))) (2.3.9)
= Fy.(a),VYa > 0, (2.3.10)

where (2.3.7) follows from the fact that Fy'(b) < ¢ <= b < Fa(c) with b €
[0,1], and (2.3.8) and (2.3.10) follow from the continuity of the cdf of H), . Hence,

(H,n, He, H.) satisfy the constraint given in the upper bound (2.3.3). When (H,,, H., H,) =

(H,,, H., H.), the expectation term in (2.3.3) is zero. O

?Random variable A stochastically dominates random variable B if F4(a) < Fg(a) for all a, where
Fa(a) 2 P[A < a] and Fg(a) 2 P[B < a] .

3F M (a) & inf {b: Fa(b) = a}.

18



Remark 2.3.2 is easy to state for the fading scenario in which H,, and H, are
exponentially distributed random variables. Condition E[H,,| < E[H,] is sufficient

for H, to stochastically dominate H, (defined in Remark 2.3.2).

Remark 2.3.3. (Bounds are tight if the power gain of the effective main
channel is larger than that of the eavesdropper channel with probability
1) Suppose there exits random variables H,, H., and H, satisfying the following

conditions:

A

H,, - . .
1) ————— > H. with probability 1,
1+ PH,

2) pﬁm,ﬁz = pHmaHz7 and
3) pg. = pu. -

Then, C; = Cy = CF. To observe this fact, let (H,,, H,, H,) in (2.3.3) be (Hp,, H, H.).
Then, the positive operator gets out of the expectation in the upper bound, C}. Fur-
thermore, since the lower bound does not depend on pu,, m. n, but depend on pm,, u,
and pg,, we can replace (H,,, H., H,) with (]f[m, f[e,f[z). Thus, the upper and lower

bounds become equal. O

Remark 2.3.4. (The amount of the reduction in the achievable rate in
Theorem 2.3.1 can be significant when the jamming channel gain is not
available at RX.) In Theorem 2.3.1, the receiver is assumed to know g.(i). Now,

suppose that the receiver is kept ignorant of g,(i). Then, the following rate
R,=[R—Ellog(1+ PH.)] " (2.3.11)
1s achievable, where
1 Ny/- Ny/- . .
R= max N](X (1), Y™ (0)|Gr(i), (i) = 1). (2.3.12)

PN oy (7 ()
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Here, for a given px~ (2™ (i), the joint distribution of (XN (i), Y™ (i) is governed

by (2.2.1). We can lower bound R with the following steps:

R> %I(XJGV (D), YN ()| G (i), () = 1) (2.3.13)
>E {log <1 + %)] , (2.3.14)

where X5 (1) ~ CN(0, PIyyy) in (2.3.13). The covariance matriz of the jamming
component in YN (i) is B[H.(i)] Inxn. In [18], the authors show that Gaussian
noise that has the same covariance matrix with the original additive noise compo-
nent minimizes I(X™(i); Y™ (i)) when XN (i) is Gaussian distributed. Hence, we
replace G.(i)S} (i) with CN'(0,E [H.(i)] Inxn), and reach the inequality in (2.3.14).
Note that when E[H.] — oo, lower bound R, goes to zero, whereas in the original

case (Theorem 2.3.1), lower bound C; does not neccesarily goes to zero. U

Suppose that the transmitter and the adversary power constraints scale in the
same order, parametrized by P, i.e., P, (P) = O (P;(P)) as P — co. We show that
the secrecy capacity is zero in the no feedback case as P — oo in the following

corollary.

Corollary 2.3.5. (Secrecy capacity goes to zero when the jamming and
transmission power constraints scale similarly.) Suppose that P,(P) and
P;(P) are continuous functions of P with Ph_r)rgo P,(P) = 0, Ph_r}réo P;(P) = oo and
P, (P) = O (P;(P)) as P — oco. When the power gains of the channels have bounded

and continuous pdfs and have finite expectations, the secrecy capacity of the no feed-

back case, Cs is asymptotically

lim C, = 0. (2.3.15)

P—oo
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The proof of Corollary 2.3.5 is available at Appendix A.2. To prove (2.3.15), we

investigate the upper bound, C as P — oo and show that

lim CF = 0. (2.3.16)

P—o0

2.4 1-Bit Feedback

In this section, we analyze the secrecy capacity for the 1-bit feedback case, i.e., the
receiver is allowed to send a 1 bit feedback over a public channel at the end of each

block. As we observe in Remark 2.3.2, the secrecy capacity of the no feedback case
2 i

1+ P;H,
show that the lower bound for the 1-bit feedback case is non-zero for the most of the

is zero if H, stochastically dominates H;, . However, in this section, we

joint pdfs of power gains.

Theorem 2.4.1. (Secrecy capacity bounds for the 1-bit feedback case) The

secrecy capacity, CI is bounded by

max (C , RI?) < C* < o f (2.4.1)
where
. P.H

+ 1-bit —F 1 1 tHim 2.4.2

¢ {Og ( T max(p, A, PtHe))] (24.2)
1 T ’

1-bit o

Ry = max E[T]E R —log <1 +P 2; He(z)>] (2.4.3)

where C is provided in (2.3.2), T is a random variable with probability mass function

(pmf), pr(t) =P(D,ND;_,) =P(D,) — P(Dy_1), t > 1 with

ot fur (155 2 )<

i=1



PH. ) Ho @) He(t) (Re(1), he(2), ..., he(t)| Dy, Df_ )
O

The complete proofs for lower and upper bounds are available in Appendix A.3.
Note that the feedback available at the transmitter in block 7, KDV is independent
from the channel gains in block i, G(i) since the transmitter observes the feedback
at the end of the block, and the channel gains change from one block to the next
independently. Hence, the transmission power term in the upper bound is not a
function of the channel gains and is equal to the transmission power constraint,
P,. Furthermore, notice that in Theorem 2.4.3, the positive operator is inside the
expectation in (2.4.3), that makes the lower bound positive for a wide class of channel

statistics.

. P,H,, (i) )}
Remark 2.4.2. (Non-zero secrecy capacity) Note that < log ( 1 + —————
( y capacity) { g< PG ) [

is a sequence of i.i.d non-negative random variables and

mf{ Zlog(1+ I;[;Z)(Z))ER}.

P.H
IfP {1 +tP . #0| > 0,E[T] < oo forall R > 0 [19]. Furthermore, there exists R >
T + T
0 that makes E | R — log (1 + P, Z He(i)) also positive since P [Z H.(i) < oof| >
i=1 i=1
0. Hence, we observe that C1"" > 0. O

Here, we provide the proof sketch of the lower bound provided in Theorem 2.4.3.
First, C is achieved with the strategy provided in Theorem 2.3.1 without the feed-
back. The strategy to achieve R is as follows. The secrecy encoder, depicted in

-bit _R_
Figure 2.3, maps message w € [1 ; QNMES® } to bit sequence B, € {0, 1}V ET of size

R —_—
NMIE[T] with a stochastic mapping as described in [3], where [ € [1,2,... 72NM]E{;“]]'

Bit sequence Bj is partitioned into the bit groups {B;(k)} K12, 1] each of which
1=y IE T
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Decoder | 5,(1),..., Byl | P [PV Y@, .

XN(1),xN(2), ...

—
w

Figure 2.3: Achievability strategy described in the proof sketch of Theorem 2.4.1.
The feedback at at the end of block i is denoted as k(Ni), where N is the
length of a block.

M
Tk

coder, depicted in Figure 2.3, generates Gaussian codebook ¢ of size

has size of NR bits such that B, = [B;(1), Bi(2), ..., Bi([ The channel en-

2NE and each
bit group B;(k) is mapped to one of the codewords in the codebook.

To send Bj(k) in block i, the associated codeword ™ (i) is transmitted over the
channel. The channel encoder keeps sending the same codeword until B;(k) is suc-
cessfully decoded. The channel decoder, depicted in Figure 2.3, employs maximum
ratio combining (MRC), and combines all received sequences associated with B (k).
Specifically, the channel decoder multiples each 3" (1) associated with the bit group

90n(1) 5 and sums them. From the random coding arguments, we can see

(1+ P;h,(1))
that By(k) w1ll be decoded with arbitrarily low probability error at ¢-th block if event

(%)
: (i—7+1)
S(i) = ¢ log [ 1
(i) = 4 log +21+PH2—]+1)

> R } occurs, regardless of the adver-

sary strategy ¢', where 7() is the number of transmissions for B;(k) until the end of
block i. If event S(7) occurs, the channel decoder sends back positive acknowledgment
signal (ACK), and the channel encoder sends the next bit group, i.e., Bi(k + 1) on
block ¢ + 1. If event S(i) does not occur, the channel decoder feeds back a negative

acknowledgment signal (NAK) at the end of block 7. On next block i+ 1, the channel
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encoder sends the same codeword, i.e., 2™ (i + 1) = 2™ (i). This process is repeated
until B; is successfully decoded.

In the derivation for the lower bound for the equivocation rate, we assume that
the adversary can observe the transmissions in the jamming state*. Consider a re-
newal process in which a renewal occurs when the accumulated mutual information
associated with a bit group exceeds threshold R for the first time. In Appendix A.3,
we show that 1-bit feedback case can be considered as a model in which secure bits

T
R—log |1+ P, Z H. (i) are decoded successfully at each re-

=1
newal point. Here, random variable T" defined in Theorem 2.4.1 represents the number

of random size N

of transmissions for a bit grouil:; and denotes the inter-renewal time of the renewal
process. Thus, Nlog | 1+ P, Zﬁe(z) can be considered as a random amount of
accumulated mutual informabti(i)?l1 at the adversary corresponding to the transmissions
of a bit group. Theorem 2.4.3 follows when we apply the renewal reward theorem [20],
where the rewards are the successfully decoded secure bits at each renewal instants.
The complete proofs for lower and upper bounds are available in Appendix A.3.
Instead of employing MRC strategy, the receiver can employ a plain automatic
repeat request (ARQ) strategy in which the receiver discards the received sequence

y™ (i) when the decoding error occurs on i-th block. Impact of plain ARQ on the

lower bound is captured with the following corollary.

Corollary 2.4.3. (Secrecy capacity lower bound with plain ARQ) The secrecy

capacity, C is bounded by

max (C , R;™™) < ¢ (2.4.4)

“We will drop this assumption when we analyze the case in which the transmitter has the main
channel state information (CSI) in addition to the 1-bit feedback (Corollary 2.4.4).
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where

*1-bit
R = max p x E

R —log (1 + Py ﬁm)] (2.4.5)

i=1

P.H
where C; is provided in (2.3.2). In (2.4.5), p = P (log <1 + 1—i—t—PJMHZ) > R), T is
a random variable with probability mass function (pmf), pr-(t) = p(1 —p)*~ ', t > 1,

and

Pt (1), 1. (2),.. (o) (e(1): he(2), o he(TH)| T = 1) =

t—1
. Pth
HpHE <he(’b)|R > IOg (1 -+ 1—}——%)) X

P.H,,
< _ . 4.
. (he(t)|R < log (1 1T P.Hz)) (2.4.6)

O

The proof of Corollary 2.4.3 can be found at the end of achievability proof of
Theorem 2.4.1. It can be observed that the lower bound in Corollary 2.4.3 is not
larger than the lower bound in Theorem 2.4.1.

In [2], the authors consider a scenario in which the adversary is a fully eavesdrop-
per, and the transmitter has no information of the states of main and eavesdropper
channels, which change from one block to the next randomly as described in our sce-
nario. For the case in which 1-bit feedback is available at the end of each block, the
authors employ the plain ARQ strategy mentioned above to achieve the secrecy rate
in Theorem 2 of [2]. However, in the secrecy analysis, the authors consider the impact
of the bit groups, B;(k) that are successfully decoded only in a single transmission
on the equivocating rate. In this thesis, regardless of the number of the required
transmissions for the bit groups, we consider the impact of the each bit group on the
equivocation rate with the strategy mentioned in the proof sketch of Theorem 2.4.1.
Thus, we improve the achievable secrecy rate in [2] by employing a renewal based

analysis and MTC.
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In Theorem 2.4.1 and Corollary 2.4.3, we observe that the information corre-
sponding to the retransmissions of a bit group is accumulated at the adversary, which
reduces the lower bound. As we will show, we can avoid this situation if the main
CSI is available at the beginning of each block at the transmitter in addition to the
1-bit feedback at the end of each block. By using the rate adaptation strategy that
we will introduce, the legitimate pair can ensure that information corresponding to

the retransmissions of a bit group is not accumulated at the adversary.

Corollary 2.4.4. (Achievable secrecy rate with main CSI) If main CSI is
available at the transmitter and the adversary, the secrecy capacity with 1-bit feedback

at the end of each block is lower bounded by

R;—bitﬂLCSI — m[%X p X E [R . log (1 + PtHe)]+ S Cfsl—bit+CSI’ (247)

P.H
2P (log(14+—"2 ) >R). O
where p og +1+Psz >R

We omit the proof since it follows from an identical line of argument as the proof
of Theorem 2.4.1. The only difference is that the legitimate pair employs a plain ARQ
strategy as in Corollary 2.4.3, and the transmitter employs a rate adaptation strat-
egy to utilize the main CSI such that R(i) = R if R < log(1 + Ph,,(i)); otherwise,
R(i) = 0, where R is the rate of the Gaussian codebook used in the achievability
proof of Theorem 2.4.1. Since the transmitter keeps silent on the blocks in which
condition R > log(1+ Ph,,(i)) is satisfied, the decoding error event occurs only when
the adversary is in the jamming state. Hence, the adversary cannot hear the retrans-
missions because of the half duplex constraint, and information that corresponds to
the retransmissions of a bit group is not accumulated as seen in (2.4.7).

Note that main CSI combined with 1 bit feedback provides the transmitter perfect
knowledge of the adversary jamming state (but with one block delay) since an ACK

indicates that the adversary is in the eavesdropping state, and a NAK indicates that
26



the adversary is in the jamming state in the previous block. Therefore, we do not need
to employ a conservative secrecy encoder to account for the adversary that eavesdrops

at all times.

2.5 Multiple Adversaries

In this section, we study the multiple adversary scenario in which there are V' half
duplex adversaries each of which has an arbitrary strategy from one block to the next.
We focus on the no feedback case. The results given in this section can be extended
to the 1-bit feedback case straightforwardly. Since there are multiple adversaries, the
message has to be kept secret from each adversary. Moreover, when an adversary jams
the receiver, it also jams the other adversaries. Consequently, the observed signals at

the legitimate receiver and adversary v in i-th block can be written as follows:

YN(i) = Go(D)2V (i) + Y G, (1)SN (D)o (i) + S (D) (2.5.1)
Ge, (D)™ (i)+
\%
ZN() =S Y G (i)SN(i)ee(i) + SN () i ¢u(i) =0 (2.5.2)
r=1,r#v
0 if ¢,(1) =1

{
where S, is the jamming signal of adversary v, and is distributed with CA(0, PjInx ).
As depicted in Figure 2.4, G, (i), G, (i), and Gy, (¢) are defined to be the independent
complex gains of transmitter-to-adversary v channel, adversary v-to-receiver channel
, and adversary r-to-adversary v channel, respectively. Associated power gains are
denoted with H,, (i) = |Ge, (i), Hy,., (i) = |Gy, (0)°, and H,, (i) = |G.,(i)]*. In-
dicator function ¢,(i) = 1, if the adversary v is in a jamming state in i-th block;
otherwise, ¢, (i) = 0.

For the multi adversary scenario, ¢* in (2.2.11) is replaced with {¢*}1<,<y, and
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y G (D) Y
Transmitter : y Receiver

Adversary 1 Adversary 2

Figure 2.4: System model for multi-adversary scenario including two adversaries.

the constraints (3.2.10)-(2.2.11) have to be satisfied for all {¢?}1<,<y. We study
two types of multi-adversary scenarios: colluding and non-colluding. In the colluding
scenario, the adversaries share their observations, {Zév M } error free whereas in the
non-colluding scenario, the adversaries are not aware of the observations of each
other. Hence, for the non-colluding scenario, constraint (2.2.11) needs to be satisfied
for each adversary and for the colluding scenario, equivocation is conditioned on the
adversaries’ joint knowledge, i.e., Z*" in (2.2.11) is replaced with {ZM"} . ,<y. We
use notations C¢ and CY¢ to denote the secrecy capacities for the colluding case and

the non-colluding case, respectively. We first analyze the non-colluding scenario.

Theorem 2.5.1. (Secrecy capacity bounds for non-colluding adversaries)
The secrecy capacity of the non-colluding multiple adversary scenario, CN under the

no feedback case is bounded by

CNC= < ONC < oNOT (2.5.3)
where
CNC— —
PH i
. tidm
min, E |log (1 + —) —log (1+ PH,,) ] (2.5.4)

1+ PH.
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%4
P ’
E|[log |14+ —m ) —log (1 n Ptﬁev) (2.5.5)
1+ P,
subject to: Py, A, = PHey,. Hey,
Pa,. A, H., = PHnH. .. Hy,
1% ) v
where V is the number of the adversaries, H, £ Z H, 6 and H, = Z H,, . O
k=1 v=1

The proofs of the lower and upper bounds can be found in Appendix A.4.

Theorem 2.5.2. (Secrecy capacity bounds for colluding adversaries) The
secrecy capacity of the colluding multiple adversary scenario, C’SC under the no feedback

case s bounded by

Co” <Y <oft (2.5.6)

v =+
P.H,,
log [1+—""" ) —log 1+ P> H,
g( 1+1%-Hz> g( >3 )]

PH v "
E|{log|14+—"" ) —log|[1+PY H, 2.5.7
(g< 1+PjHZ> g( > >) (2.5.7)

subject to: Pa., . e, = PHey, Hey

where

pgm,ﬁzl,,,,,gzv =PHn H.,,. H,

1% v
where V' is the number of the adversaries, H, 2 Z H,, , and H, 2 Z IZ[ZU. 0
v=1

k=1

The proof of Theorem 2.5.2 is similar to the proof Theorem 2.3.1 since the collud-

ing scenario can be considered as a single adversary scenario, in which the adversary
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observes { ZMN}, <y instead of Z™. As seen in Theorems 2.5.1 and 2.5.2, colluding

strategy severely affects the achievable secrecy rate.

Remark 2.5.3. (Independence of upper bound from cross-interference)

In (2.5.2), we observe that the received signal at v-th adversary includes the jamming

v

signals of the other adversaries, i.e., Z Gfm(i)Sﬁ(i)gbr(i). We expect that these
r=1,r#v

cross interference terms at the adversaries help the legitimate pair to communicate at

high secrecy rates. However, as seen in Theorem 2.5.1 and 2.5.2, the upper bounds
(and also lower bounds) are independent of these jamming terms. Note that the
secrecy constraint in the proof of upper bounds makes the minimization of the equiv-
ocation rate over the adversary strategies arbitrarily close to the message rate. The
strategies that minimize the equivocation rate in the proofs are the ones in which all
adversaries eavesdrop the main channel. Hence, the upper bound derivation becomes
independent of the cross interference across the adversaries. The detailed information

can be found in Appendiz A.4. O

2.6 Strict Delay

In the previous sections, we study the communication of a message without imposing
any constraint on the number of blocks it takes for the decoder to decode the message.
In this section, we address the problem with the 1-block delay constraint: At the

beginning of each block 4, 1 < i < M, message w(i) € {1,...,2N"s

} becomes available
at the encoder, and it needs to be securely communicated to the receiver by the end
of block 2. We show that the secrecy capacity under the delay constraint is non-zero
as long as the secrecy capacity lower bound provided in Theorem 1 is non-zero.

2NRS

The transmitter aims to send message w(i) € W = {1, 2,. } to the receiver

over a single block with rate Rs. By employing a ¢; (2N R« N ) code, the encoder at the
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transmitter maps message w(i) to a codeword z™ (i), and the decoder at the receiver,
d(-) maps the received sequence YV* to (i) € W. The encoder is not memoryless,
i.e., when choosing the current codeword, = (1), it uses the previously transmitted

codewords, 2™, as well as the current message. The average error probability of

G (2N R N ) code is defined as

PeN(Civ giv ¢Z)

= 2 NEs Z P(d (Y™, g’ ¢") # w(i)|w(i) was sent) (2.6.1)
weWw

where ¢; £ ¢ (2N R N ) and ¢’ = [gfn, q., g;} The secrecy of a transmitted message,

w(i) is measured by the equivocation rate® at the adversary

iH(W(z’)|ZNM, WM\W (i), g™, o™, ;) (2.6.2)

Re(ci7 gMa ¢M) - N

Note that, the definition of secrecy capacity needs to be restated with the delay

requirement.

Definition 2. [21] Rate R, is achievable securely with at most « probability of secrecy
outage if, for any fized € > 0, there exists a sequence of codes of rate no less than R

such that, for all large enough N, My and My where M = My My, the conditions

P(PN(c;, G, ¢") <€) > 1—a (2.6.3)

P(R.(c;, GM, ") > R, —e) > 1—a (2.6.4)
are satisfied for all i > M, and for all possible adversary strategies o™ € {0, 1}M.

The secrecy capacity with « outage is the supremum of such achievable secrecy

rates. We use Cs, () to denote a-outage secrecy capacity under no feedback, and use

® Although the messages {W (i)}, are mutually independent, they may be dependent conditioned
on eavesdroppers’ received signal ZVM | therefore equivocation expression includes conditioning
on WM\W (7).
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C’Sl;bit () to denote a-outage secrecy capacity under 1-bit feedback at the end of each

block.

Theorem 2.6.1. (Time sharing lower bound for a-outage secrecy capacity)

For no feedback, Cs,(a) > O (a), where

C;,(a) = max R, (2.6.5)
'Y,RS,RS
subject to:
Pth I
P 1—7)1 14—+ >
(R0es (e ) 2 7)1
. -
(R~ (1-)log(1 + BH)| > R, - Rro} ) >1-a (2.6.6)
R, < R,,R,o =~C7,v€[0,1], (2.6.7)
where C is provided in (2.3.2). O

Similarly, for 1-bit feedback, a-outage secrecy capacity is lower bounded by C_, bt (@),
where Cs_dl'bit(a) is in the form (2.6.5-2.6.7), except R,o is replaced with R, =
HOTIbiE,

The complete proof can be found in Appendix E. Here, we provide a sketch of
achievability. Suppose that the communication lasts My superblocks each of which
contains M; blocks of N channel uses. In Theorem 5, v € [0,1] is the time-sharing
parameter. We utilize the first vy/N channel uses of each block to generate keys using
the scheme described in proof of Theorem 1: Using a code (2N MiBro N M), we can
generate N M R, secret key bits at the end of every superblock, where R,y < yC .
The keys generated in the previous superblock is used in the current superblock to
secure the delay sensitive messages. We utilize the rest of the block (N (1—+) channel
uses) to send the delay sensitive message. At each block i, i > M;, message w(i) of size
N R; bits is divided to two independent messages w; (i) and ws(i), of sizes N R, and

N(Rs — R,), respectively. The encoder secures message wq (i) by one-time padding
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it with the part of the key generated in the previous superblock. Then, the encoder
maps one-time padded w; (i) and ws (i) to randomized message m(i) € [1..., QNRS].
Message m(i) is mapped to the corresponding codeword in codebook ¢ containing
9N Rs independently and identically generated codewords, 2= of length (1 —~)N.

Note that we do not impose a secrecy outage constraint on the first M; blocks,
which is referred to as an initialization phase, used to generate initial common ran-
domness between the legitimate nodes. Note that this phase only needs to appear
once in the communication lifetime. In other words, when a session (which consists
of M blocks) between the associated nodes is over, they would have sufficient number
of common key bits for the subsequent session, and would not need to initiate the
initialization step again [21].

With the following remark, we demonstrate the relation of the secrecy capacity

with a delay constraint and the secrecy capacity without a delay constraint.

Remark 2.6.2. (Non-zero delay limited secrecy capacity) Suppose that H), =
PiHp,
1+ PH,
then Cs,(a) > 0. We can observe this fact by setting Rs = R, = R, in Theorem 2.6.1.

has a strictly monotone cdf and P(H), #0) > 0. If a € (0,1] and C; >0,

Furthermore, note that CI"" > 0 if P(H! # 0) > 0 (Remark 2.4.2). Hence, by

setting Ry = Ry = Ry, we can get C'Stbit(a) > 0 for any o € (0,1]. O

2.7 Numerical Evaluation

In this section, we conduct Monte Carlo simulations to illustrate our main results.
We compare the secrecy capacity lower and upper bounds of the no feedback case
with the lower bound of the secrecy capacity with 1-bit feedback. To evaluate the
effect of delay constraint, we also plot the lower bound of the a-outage secrecy ca-

pacity with no feedback and 1-bit feedback. We consider that the power gains of
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the main, eavesdropper, and jamming channels independently follow an exponential
distribution.

In Figure 2.5, we fix the outage term a = 0.2 and jamming power P; = 1, and we
plot the secrecy capacity bounds as a function of the transmission power constraint,
P,. We take E[H,,] = 5, E[H.] = 2, and E[H,] = 2. A notable observation is
that the lower bound for the no feedback case in Theorem 2.3.1 decreases with P,
beyond a certain point. The reason is that the lower bound, given in Theorem 2.3.1
is not always an increasing function of P, since the positive operator is outside of the
expectation term. The lower bound to the a-outage capacity without feedback, given
in Theorem 2.6.1 also decreases with P, since the achievabilitiy strategy employs a key
generation step in which keys are generated with the strategy used in the achievability
proof of Theorem 2.3.1 . Let us replace P; in the lower bounds with dummy variable
P. We conclude that the lower bounds in Theorems 2.3.1 and 2.6.1 can be further
tightened by maximizing them over P € [0, ;). From Figure 2.5, we observe that
the secrecy capacity with 1-bit feedback is twice as large as that with no feedback at
P,/ P; = 10.

We now numerically illustrate Remark 2.4.2; i.e., even when the eavesdropper
channel is better on average, we can achieve non-zero secrecy rates with the 1-bit
feedback. We take E[H,,| = 1, E[H,] = 2, and E[H,] = 1, i.e., the eavesdropper
channel stochastically dominates the effective main channel. As seen in Figure 2.6,
we observe that 1-bit feedback sent at the end of each block is sufficient to make
the secrecy capacity non-zero. Furthermore, we observe that the secrecy capacity of
the no feedback case is zero (Remark 2.3.2). The importance of the feedback can
also be seen in the delay limited set-up, where no feedback strategy results in a zero
achievable rate as opposed to the strategy employing 1-bit feedback.

We illustrate Corollary 2.3.5 in Figure 2.7. For each plot in Figure 2.7, we keep
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the ratio of transmission power constraint and adversary power same, and we increase
the jamming power. As mentioned in Corollary 2.3.5, in Figure 2.7, we observe that
the secrecy capacity with no feedback goes to zero, when the transmission power

constraint and adversary power increase in the same order.
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Figure 2.5: The comparison of the lower and upper bounds of the no feedback case
with the lower bound of the 1-bit feedback case with E[H,,] = 5, E[H.] =
2, and E[H,] = 2.
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CHAPTER 3
PHYSICAL LAYER SECURITY OF MASSIVE MIMO

3.1 Introduction

In massive MIMO framework, the base station is equipped with a number of antennas,
typically much larger than the number of users served. While many issues behind the
design of multicellular massive MIMO systems have been studied thoroughly, security
of massive MIMO has not been actively addressed. Part of the reason for this may be
the fact that, there is a vast literature on the security of MIMO systems in general,
and a common perspective is that massive MIMO is merely an extension of MIMO
as it pertains to security. However, we demonstrate that massive MIMO has unique
vulnerabilities, and standard approaches to MIMO security do not address them
directly. Instead, these approaches focus on issues that massive MIMO is naturally
immune to. Furthermore, we argue that, common models used in MIMO security
eliminate the need to think on various components of the system that are critical to
understanding the vulnerabilities in security. In particular, in massive MIMO, merely
making assumptions on available channel state information (CSI) is not sufficient,
since the actual technique the system uses to obtain CSI may be the lead cause for
some major security issues. For all these reasons, security of massive MIMO calls for

a separate treatment of its own.
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To that end, we consider the TDD-based single cell downlink massive MIMO sys-
tem developed in [22] and later readdressed in [23]. The adversary is hybrid, capable
of jamming and eavesdropping at the same time with its multiple antennas and we
call our system secure if secrecy, measured in full equivocation is achieved at the ad-
versary and arbitrarily low probability of decoding error is achieved at the legitimate
receiver. We refer to these requirements as security constraints. We first show how
massive MIMO is naturally resilient to standard jamming and eavesdropping attacks,
unless jamming is performed during the training phase when pilot signals are trans-
mitted by the mobile users. We prove that, without pilot jamming, the achievable
secure degrees of freedom’ (DoF) is identical to the maximum DoF attained under no
attack, even without the need to use a stochastic (e.g., Wyner) secrecy encoder in the
massive MIMO limit. On the other hand, as we will show, the adversary can reduce
the maximum secure DoF' and rate to zero by contaminating the pilot signal of the
targeted user via another correlated pilot signal. To address this attack, we develop a
defense strategy in which the base station (BS) keeps the assignment of pilot signals
to the users hidden from the adversary and informs the assignments to the users reli-
ably. Thus, in our approach, we use computational cryptography for encrypting the
pilot assignments in the training phase. We also discuss how the consequences of en-
cryption of pilot assignment is fundamentally different from the consequences of data
encryption. In particular, we argue that, even if we use non-information theoretic
methods (e.g., Diffie-Hellman) to encrypt the pilot assignments, the level of security
we achieve can be as strong as information theoretic secrecy for all practical purposes.
Note that, most of our results are not asymptotic in the number of antennas and

we specify the number of antennas necessary to achieve certain level of security.

LOur definition of degrees of freedom is different from the standard definition. Our definition
specifies how the achievable rate scales with the log of the number of base station antennas,
rather than the log of the transmission power as in the standard definition.

38



The major ideas developed and demonstrated in this thesis include:

e In information-theoretic secrecy literature, it is often the case that assumptions
are made on the CSI available at the adversary. Typically, it is assumed that
the adversary has access to the CSI for all channels in the system, with the mo-
tivation of making the achievable security robust with respect to the availability
of CSI at the adversary. However, we show that, with massive MIMO, it is not
important if the adversary has full CSI or not. Indeed, we show that massive
MIMO is naturally immune to attacks during data communication phase. In-
stead, we demonstrate that the major question is how the adversary obtains
CSI. In particular, we show that if the adversary is active during the training

phase, it substantially degrades the security of data communication.

e Security in computational cryptography is based on the assumptions on the
computational power of the attackers. Once data is encrypted, it takes an un-
reasonable amount of time for a typical adversary to decrypt it without the
key. Making such an assumption on the adversary poses a problem for security,
since a sophisticated adversary can use various tools and techniques to cut down
the time for cryptanalysis applied to recorded encrypted data. We eliminate
this shortcoming by encrypting the pilot assignments -not the transmitted
data,- using keys that are shared via standard Diffie-Hellman. In our scheme,
to make an impact, the adversary needs to decrypt the pilot assignment before
the training phase starts. Note that, the training phase can start immediately
after the assignments are made, leaving an arbitrarily low amount of time for
the adversary to crack the assignment (i.e., pushing the computational power
necessary to infinity). Without the knowledge of the pilot assignment, our
scheme achieves perfect secrecy of information transmitted in the data commu-

nication phase, even without the use of a secrecy encoder. Thus, it is useless
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for the adversary to record the received signal for future cryptanalysis, since it

is indifferent from noise.

Next, we summarize the technical contributions. Throughout the section, we assume
that the adversary is full-duplex, i.e., it is capable of eavesdropping and jamming the
BS-to-user communication simultaneously. We first study an attack model in which
the adversary eavesdrops the entire communication between the BS and users and
jams only the downlink data communication (the adversary keeps silent during the

training.). Under this attack:

e We show that the maximum secure DoF is identical to the maximum DoF

achieved in the presence of no adversary.

e We provide a novel encoding strategy, d-conjugate beamforming, that provides

full security, without the need for Wyner encoding [3].

e We evaluate the number of antennas that the BS requires in order to satisfy

the security constraints.

The proposed encoding, d-conjugate beamforming, utilizes the fact that the correla-
tion between the estimated BS-to-user channel gains and the BS-to-adversary channel
gains becomes zero when the adversary does not jam during the training phase. We
observe that in order to cause a non-zero correlation between the estimated BS-to-
user channel gains and the BS-to-adversary channel gains, the adversary has to jam
the pilots of users.

Next, we consider an attack model in which the adversary eavesdrops and jams the
entire communication (including the training) between the BS and the users. Under

this attack:

e We show that, if the adversary jams the training such that there exists a non-

zero correlation between the BS-to-adversary channel gain and the estimated
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gain of the channel from the BS to a user, the adversary reduces the maximum
secure DoF' to zero. Further, we show that, if the amount of the correlation is
sufficiently large, the maximum achievable rate of the user also vanishes as the

number of antennas at the BS grows.

e We propose a counter strategy against the adversary. We show that, if the
cardinality of the set of pilot signals scales with the number of antennas at
the BS and the BS is able to keep the pilot signal assignments hidden from
the adversary, attained secure DoF' is arbitrarily close to the maximum Dol

attained under no attack.

Related Work: Massive MIMO concept was first proposed in [22,24]. Since then,
there has been a flurry of studies focusing on different aspects of massive MIMO (see
survey [25]) such as channel estimation, energy efficiency, and pilot contamination.
However, while MIMO security has been an active area of research [26-28], issues
specific to massive MIMO have not been considered. Among the very few, in [29],
the authors consider downlink multi cell massive MIMO system in the presence of an
adversary that only eavesdrops. In order to confuse the adversary, the BS transmits
artificial noise from a set of its antennas. The authors conclude that, if the adversary
has sufficiently large number of antennas, it is impossible to operate at a positive
rate with artificial noise generation at the BS. In our earlier work [30], which sets
up the main results in this paper, we have focused on a fairly different model and
addressed other questions. For instance, our attack model considers both jamming

and eavesdropping, possibly simultaneously by the adversary.
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Figure 3.1: System Model

3.2 System Model and Problem Statement

We consider a multi user MIMO downlink communication system, depicted in Fig-
ure 3.1, including a base station (BS), K single-antenna users, and an adversary. The
BS equipped with M antennas wishes to broadcast K distinct messages {W5, ..., Wk}
each of which is intended for a different user. The adversary is equipped with M,

antennas.

3.2.1 Channel Model

We assume all the channels in our system, illustrated in Figure 3.1, are block fading.
In the block fading channel model, time is divided into discrete blocks each of which
contains 7' channel uses. The channel gains remain constant within a block and
the channel gains on different blocks are independent and identically distributed.
Furthermore, we assume the channels are reciprocal; the instantaneous gain of the
channel connecting the BS to a user is as same as the gain of the channel connecting
to the same user to the BS.

We follow a TDD-based two-phase transmission scheme introduced in [31] and is

re-adressed in [23]. The signal transmission in a block is separated into two phases:
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training phase and data communication phase. On the first 7} channel uses of every
block, each user sends a pilot signal to the BS. The BS estimates each BS-to-user
channel from the observed pilot signals. On the last 7; channel uses of each block
(T; £ T —T,), the BS transmits data to the users.

The observed signals during a data communication phase at k-th user and at the

adversary at a particular channel use of i-th block are as follows?:

Yi = He(i)X + Hjamu(i)Viam + Vi (3.2.1)

Z = H,()X +V,, (3.2.2)

where Y} is a received complex signal at k-th user, Z is a received M, x 1 complex
vector at the adversary, and X denotes M x 1 complex vector of transmitted data
symbols. Signals V; and V, are additive Gaussian noise components, distributed as
CN(0,1) and CN(0, Iy, ), respectively. Signal Vi, denotes M, x 1 complex vector of
jamming signal. Further, Hy (i) and Hjqm (i) denote a 1 x M complex gain vector of
the channel connecting the base station to k-th user, a 1 x M, complex gain vector
of the channel connecting the adversary to k-th user, respectively, at i-th block.
Similarly, H(7) is the M, x M complex gain matrix of the MIMO channel connecting
the base station to the adversary at i-th block. We assume that all channel gains
H (1), Hi(3), ... Hx(?), Hjam1 (%), . - ., Hjam,x () are mutually independent for any ¢ >
1.

The users send pilots in the first 7). channel uses of each block. The received
signals at the BS and at the adversary in the training phase of i-th block are as

follows:

K
YT =3 H )én A+ H () Wiam + W, (3:2:3)
k=1

2Except for the channel gains, we avoid the block and channel use indices in (3.2.1) and (3.2.2)
and the block indicies in (3.2.3) and (3.2.4) for the sake of simplicity.
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Z jamk Qbk + We, (324)

where YT and Z** denote M x T, and M, x T, complex matrices of the received
signals over T, channel uses at the BS and at the adversary, respectively. Signals W
and W, are M x T, and M xT, complex matrices denoting the additive Gaussian noise.
Each element of W and W, are i.i.d CN(0,1). Signal Vj,y, denotes M, x T, complex
matrix of jamming signal. Signal ¢ is 1 x T, complex vector denoting the pilot
signal associated with k-th user. The power of pilot signals p,, i.e., Titr (Prdr) = pr
is identical for all users k € {1,..., K}. :

We assume that the users do not have the knowledge of the BS-to-user chan-
nel gains. Note that the BS, the users, and the adversary know pilot signal set
[¢1,...,0K]. The adversary is assumed to be aware of which pilot signal is assigned
to which user. Utilizing the pilot signals, the BS estimates the BS-to-user channel
gains. Define Hj(i) as 1 x M complex vector of estimated BS-to-k-th user chan-
nel gain. Further, for any B > 1, define H?, HP , HE and Hfm as the gains of
the BS-to-user channels, the estimated gains of the BS-to-user channels, the gains

of the BS-to-adversary channel, and the gains of the adversary-to-user channels

over B blocks, respectively, i.e., H? £ [HF,...,H}?}, HP £ [ﬁf,...,]ﬁlﬁ} and

B A [r7B B
Hjam_ [HjamD" HjamK}
For any B > 1, the joint probability density function of (H B P JHB H ﬁm> i

Pys B g8 HB (hB hB> hf’ hﬁm) =

jam

HpHHHH (@), 1), e(0), B () ) (3.2.5)

where H 2 [H,,... Hy], H 2 [HlHK} and Hiom 2 [Hiwmrs- s Hyam ).
For any k € {1,...,K}, Hy and Hjn are distributed as CN(0, Iys), CN(0,I,y,),

respectively, and each element of matrix H, is i.i.d CN(0, 1).
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The adversary has the perfect knowledge of the BS-to-user channel gains H and
the estimated BS-to-user channel gains H. Define Hy, , and H &.m as the gain and the
estimated gain of the channel connecting m-th BS antenna to k-th user. We assume
that for any k € {1,..., K}, {Hk,mf{k,m}mZI forms an i.i.d process. We also assume
that Hj, are independent from H, and E [I:Iklflf} =0for k#land k,le{l,..., K}.

Note that we do not impose these assumptions for the BS-to-adversary channels.

Remark 3.2.1. When MMSE estimator and mutually orthogonal pilot signals are

employed for channel estimation at the BS, these assumptions are satisfied.

3.2.2 Attack Model

We consider a full duplex adversary that is capable of eavesdropping and jamming
simultaneously. In the sequel, we consider two attack models that differ only in the
adversary’s jamming activity in the training phase.

In Section 3.3, we consider an attack model in which the adversary jams only
during the data communication phase and eavesdrops both the training and the data
communication phases. We call this attack model as no training-phase jamming. In
the no training-phase jamming, the adversary jams during the communication phase
using a Gaussian jamming signal and keeps silent during the training phase. Specifi-
cally, signal W, in (3.2.4) is identical to zero and jamming signal Vj,,, in (3.2.1) is
distributed as CN (0, pjamIns. ), where pjam is the jamming power.

In Sections 3.4 and 3.5, we consider an attack model in which the adversary
jams and eavesdrops both the training and the data communication phases. We call
this attack model as training-phase jamming. The adversary strategy during the
data communication phase in this attack model is the same as that described in the
previous attack model (i.e., no training-phase jamming). Instead of jamming with
random signals, the adversary jams during the training phase with structured signals.

45



We provide a detailed description of the signals used for jamming the training phase

in Section 3.4 and 3.5.

3.2.3 Code Definition

The BS has random messages {W1, ..., Wk} each of which is uniformly distributed
on message set Wy, k = 1,..., K. We denote wy € W, as the realization of Wj.
The BS aims to send message wy, k = 1,..., K, to k-th user over B blocks with rate
Ry, while keeping w;, secret from the adversary. The BS and the users employ code
(ZBTRl, . .,2BTRK,BTd) of length BTy, that contains: 1) K message sets, W, =
{1,...,28TR k= 1,...,K. 2) K injective encoding functions, f, k = 1,..., K,
where fi maps w, € Wy to data signal sequence szd € CPTe gatistying an average
power constraint such that
| B I o

BT ;J:;H lse(i, N> < pr, k=1,...,K (3.2.6)

for all w, € W, where notation (i, j) indicates the j-th channel use of i-th block,

pr. denotes the power constraint for k-th user, and sy (7, j) is the complex data signal
K

of k-th user. Note that py = Z pr is the cumulative average transmission power.

Further, note that encoding fu?létions, fr, k = 1,..., K can be deterministic or

stochastic. Codes using stochastic encoding functions referred to as stochastic codes

and the ones using deterministic encoding functions are referred to as deterministic
BT,

codes. 3) Linear beamforming that maps data signals® s77* x - -- x s/ to channel

input! X574, Two beamforming strategies are used throughout the section:

3Note that skBTd £ {sx(4,j) }i=1:B,j=1,+1:7 and notation (o)BTd applied to any variable has the
same meaning.

“Note that the channel input sequence satisfies the following average power constraint

1 B T
s 2 ElXGHI <o (327

i=1 j=Tr+1
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e Conjugate beamforming: When the BS employs conjugate beamforming,

channel input at j-th channel use of ¢-th block can be written as
K A

XG0) =D i) L (32.8)

for any i € {1,...,B} and j € {T, +1,...,T}, where oy, £ E [|I—ifkm]2]

e J-conjugate beamforming: We introduce a new beamforming strategy, called
d-conjugate beamforming that is slightly modified version of conjugate beam-
forming. Let § be a positive real number. When the BS employs d-conjugate
beamforming, the channel input at j-th channel use of i-th block can be written
as

suli )l

Note that, when 0 = 0, d-conjugate beamforming becomes identical with con-

X(i,) =

W

(3.2.9)

B
Il

jugate beamforming in (3.2.8).

4) Decoding functions, gx, k = 1,..., K, where gy maps YkBTd to wy € Wk.

3.2.4 Figures of Merit

We define the average error probability of code (QB Thi  9PTEx BT, d) as

P £P (U gk(YkBTd) # Wk) .

k=1

We assume that the adversary targets a single user during communication. The
secrecy of the transmitted message for k-th user is measured by the equivocation
rate at the adversary, which is equal to the entropy rate of transmitted message wy

conditioned on the adversary’s observations.

for all wy X -+ X wg € Wy X --- X Wk, where the expectation is over estimated channel gains H.
The inequality (3.2.7) follows from the individual power constraint (3.2.6) and from the fact that

E [HkHl] =0 for k #1
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Definition 3. A secure rate tuple Ry, ... Rx is said to be achievable if, for any e > 0,
there exists B(e) > 0 and a sequence of codes (QBTRl, ..., 2BTRK BTd) that satisfy

the following:

P.<e (3.2.10)
1 .
——H (Wk]ZBT, HE HP, Hf) > Ry — ¢ (3.2.11)

for all B> B(e) and k € {1,..., K}, where ZP" is the received signal sequence at

the adversary over BT channel uses.

We refer to the constraints in (3.2.10) and (3.2.11) as decodability and secrecy
constraints, respectively. We also refer to both constraints as security constraints.
We call the communication system information theoretically secure if both constraints
are satisfied. Notice that the achievable rate tuple definition above is presented for a
given M, i.e.;, M remains constant for a sequence of codes (QBTRI, ..., 2B K. BTd),
B > B(e).

We mainly focus on the massive MIMO limit. Specifically, we study on how
achievable rate tuple Ry,..., Rx behaves as M goes to infinity. To that end, we use

the following notion of degrees of freedom for each user.

Definition 4. A secure degrees of freedom tuple dy, ... ,dy is said to be achievable,

if there exists achievable rate tuple Ry, ... Rk such that

. k _
dp = lim TR k=1,... K. (3.2.12)
In the literature, degrees of freedom is typically defined as the limit lim L

pr—o0 log py,
Since we aim to understand how Ry changes with M under constant pj, the degree

of freedom definition in (3.2.12) is more relevant for our interest.
For a given achievable secure degrees of freedom tuple dy,...,dx, we define the

secure degrees of freedom of the downlink communication as the minimum value in the

48



tuple, i.e., secure DoF £ e {r{nnK} di. In the rest of the section, when we use secure
DoF, we mean secure degrees of freedom attained in the presence of an adversary,
and when we use DoF', we mean degrees of freedom attained under no adversary.
We characterize the maximum secure DoF' in the presence of various security
attacks described in Section 3.2.2. Furthermore, we aim to develop defense strategies

that achieve the maximum secure DoF' against the security attacks that would limit

the maximum secure DoF' to zero, otherwise.

3.3 Adversary not jamming The Training Phase

In this section, we show that downlink communication in a single-cell massive MIMO
system is resilient to the adversary that jams only the data communication phase and
eavesdrops both the communication and training phases. We show that the maxi-
mum secure DoF' attained under no training-phase jamming is identical to maximum
DoF attained under no adversary. Then, we show that we can establish information
theoretic security without using stochastic encoding, e.g., Wyner encoding. Finally,
we evaluate the number of antennas that BS needs to satisfy the security constraints

without a need for Wyner encoding.

3.3.1 Resilience of massive MIMO

In this subsection, we evaluate the maximum secure DoF' of the downlink commu-
nication in the presence of no training-phase jamming. Then, we show that the
maximum secure Dol attained in the presence of no training-phase jamming is as
same as the maximum DoF attained without an adversary. This result demonstrates

the weakness of the no training-phase jamming in the massive MIMO limit.

Theorem 3.3.1. (Maximum secure DoF') For given block length T and data
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transmission phase length Ty, the mazimum secure DoF under no training-phase

T,
jamming 1s given by __ ([l

T

The complete proof is available in Appendix B.1, where we first provide an upper
bound on secure DoF' and then present a strategy to achieve the upper bound. Here,
we provide a proof sketch. In order to find an upper bound on secure DoF', we
consider a multiple output single output (MISO) communication system without an
adversary, in which the BS communicates to a single user under power constraint
p¢. Further, we assume that the BS and the user have a perfect information of the
channel gains. We show that the supremum of achievable rates leads to a secure DoF
of %. Hence, we conclude that % is an upper bound on secure DoF’ attained in the
multi user downlink communication model in Section 3.2.

We now describe a strategy to attain the maximum secure DoF' in Theorem 3.3.1.
On the first T, channel uses of each block, the users send pilot signals that are
mutually orthogonal. The BS uses minimum mean square estimator (MMSE) to
estimate the BS-to-user channel gains. The BS constructs K codebooks, ¢, k =
1,..., K, where codebook ¢ contains 27 TRy independently and identically generated
codewords, szd of length BT, and Ry, > Ri. The BS maps k-th user’s message to a
codeword with a stochastic mapping function f;. Specifically, the BS maps message

BTRy,
.2

wy, € {1,.. } to randomized message my, € {1, ... ,ZBTR’f} as in [3] and then

maps randomized message my, to one of the codewords in ¢, k =1,..., K. Utilizing
the conjugate beamforming in (3.2.8), the BS maps K codewords, skBTd, k=1,....K
to channel input sequence X?7¢. Each user employs typical set decoding [1]. In order
to show that secrecy constraint (3.2.11) for a particular user is satisfied, we give the
adversary the other users’ transmitted codewords. 0

In the next couple of remarks, we emphasize the robustness of the downlink com-

munication system against no training-phase jamming.
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Remark 3.3.2. (The weakness of the adversary not jamming the training
phase) In the proof of Theorem 8.3.1, we show that % 15 indeed an upper bound
on the DoF' of a downlink communication without the presence of an adversary.
Hence, with also showing that the secure DoF' of % is attained in the presence of the
adversary, we conclude that no training-phase jamming attack does not degrade the
performance of the communication in terms of DoF'. The reason that secure DoF of
% 15 achieved is that the adversary keeps silent during the training phase; hence the
estimated BS-to-user channel gains are independent from H,.

In the next section, we consider an adversary jamming the training phase. In the
presence of such an adversary, the BS-to-user channel gains become correlated with

H. and the mazimum secure DoF' is reduced to zero.

Remark 3.3.3. (Resource race between the BS and the adversary) In Ap-

pendiz B.1, we show that the achievable rate tuple that leads to a secure DoF' of

Td. Td Mpka Td

— s Ry = —log|(1+ ————— | — —=log(1+ M.px), k = 1,..., K, where
= - g( pram—— g ( Pr)

s pr L

N
We next investigate how Ry varies in M, and M. Figure 3.2 illustrates this varia-

tion when pp =1, py = 10, % =0.99, pjam =1, and a = 0.9. As seen in Figure 3.2,
in the presence of the adversary not jamming the training phase, the achievable
secure rates are determined as a result of the arms race between the
adversary and the BS. Specifically, we can observe that if M, remains constant,
achievable rate Ry, grows unboundedly as M 1is increasing. Moreover, for a fixed value
of M, the achievable rates decrease as a function of M,. In the next section, we con-
sider an adversary jamming the training phase instead of keeping silent during the
training phase. We will show that, armed with only a single antenna, the adversary

is capable of limiting the maximum achievable rate for any user to zero as M — oo.
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Figure 3.2: The variation of Ry with M and M,

Hence, by jammaing the training phase, the adversary converts the arms

race between the BS and itself to the one between an user and itself.

3.3.2 Establishing security without Wyner encoding

In the achievability strategy given in the proof sketch of Theorem 3.3.1, we use
a stochastic encoding, a randomized mapping of each message to a codeword with
stochastic functions, at the BS. In fact, stochastic encoding, e.g., Wyner encoding [3],
is a standard technique in the literature for establishing information theoretic security
against the eavesdropping attacks.

In this section, we show that the BS utilizing deterministic encoding, a nonran-
dom mapping of each message to a codeword with deterministic functions, instead of
stochastic encoding is capable of satisfying the security constraints if it is equipped
with sufficiently large number antennas. In order to satisfy the security constraints
without using stochastic encoding, the BS employs novel beamforming strategy in-

troduced in (3.2.9).
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The following theorem shows that, when code (QBTRI, ..., 2BT R BTd) of length
BTy, utilizes §-conjugate beamforming instead of conjugate beamforming in (3.2.8),
the code satisfies the secrecy constraint in (3.2.11) for any k£ € {1,..., K} and for

any € > 0 without a need for stochastic encoding.

Theorem 3.3.4. (Establishing secrecy with no stochastic encoding) Let

0 > 0. Under no training-phase jamming, for any € > 0, if M > S(e), then any

deterministic code (QBTRl, ..., 28TRk BTd) employing d-conjugate beamforming sat-
isfies
1 .
——H (Wk|ZBTd, HE HE, Hf) > Ry — ¢ (3.3.1)

for all B> 1 and for all k € {1,..., K}, where

Me max
S(e) = ( 15 )
27" — 1

d max = . O
ana p ke?ll,?j.),(K} Pr

=

We can consider S(e) in Theorem 3.3.4 as the number of the antennas the BS
needs in order to make the conditional entropy e-close to Ry, for all k € {1,..., K}.
Hence the BS equipped with at least S(€) antennas can satisfy (3.3.1) by harnessing
any code (QBTRl, ..., 2B Rk BTd) that employs deterministic encoding functions and
d-conjugate beamforming.

The proof is available in Appendix B.2.1. The BS constructs K codebooks, ¢,
k=1,..., K, where codebook ¢; contains 2575 codewords, skB Ta of length BT,. The
BS maps message wy, to skBTd codeword with a deterministic function, fi, k=1,..., K.
Utilizing the d-conjugate beamforming in (3.2.9), the BS maps K codewords, skBTd,
k=1,..., K to channel input sequence X574,

In Figure 3.3, we illustrate the variation of S(¢) with € when p, = 1, § = 0.7,
T/T;=5/4,and M, = 1. As seen in Figure 3.3, 100 antennas at the BS are sufficient

to make the equivocation rate above Rj — 0.05 for any choice of Ry, k=1,..., K.
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Figure 3.3: The variation of S(e) with € when p, = 1, § = 0.7, T/T; = 5/4, and
1 N
M, = 1. As long as M > S(e), o=H (Wk]ZBTd,HB,HB,Hf> remains
e-neighborhood of Ry, for any k € {1,..., K}.

Theorem 3.3.4 evaluates the number of antennas needed in order to satisfy only the
secrecy constraint. The following corollary takes both the secrecy and decodability

constraints into account.

Corollary 3.3.5. (Any rate tuple is achievable with no need to stochastic
encoding) Let 0 < § < 1. In the presence of no training-phase jamming, for any
e > 0 and any rate tuple R = [Ry,...,Rg], if M > max (V(R), S(¢€)), there exists
B(e) > 0 and sequence of codes (QBTRl, ..., 2B K BTd) , B > B(e) that satisfy the
constraints in (3.2.10) and (3.2.11) without the use of stochastic encoding,

where

1
T . 1\ -9
V(R) £  max ((ZRMZ — 1) X Pt Piam + 2 ) :
apk

O

The proof of Corollary 3.3.5 can be found in Appendix B.2.2. The sequence of
codes in Corollary 3.3.5 utilizes d-conjugate beamforming. Figure 3.4 illustrates the

variation of max (V(R), S(€)) with 6 when € = 0.05, T'/T; = 5/4, M. =1, pr = 1, and
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Ry =0.2 for any k € {1,..., K}. Note that, for these parameters, max (V(R), S(¢))
is minimized and identical to 60 when § = 0.78. When the BS utilizes J-conjugate
beamforming with 6 = 0.78, the BS requires at least 60 antennas in order to satisfy
the constraints in (3.2.10) and (3.2.11) without the need for a stochastic encoding

(e.g., Wyner encoding).

Remark 3.3.6. (Achieving secure DoF arbitrarily close the maximum DoF

with no Wyner encoding) Theorem 3.3.4 and Corollary 8.3.5 show that it is

possible to establish information theoretic security without using stochastic encod-

ing. We next measure the amount of DoF' sacrificed as a result of not utilizing

stochastic encoding. To that end, we evaluate how number of antennas at the BS

max(V(R), S(e)) scales with Ry, for given € > 0 and {R;}12. Specifically, we calcu-
Ry,

.
late Ryrbo logmax(V(R), S(e€)) @

| o 3.3.2
Rklinoo log max(V'(R), S(e)) Rklinoo log V(R) | )
. Ry
:R}Clinoo Ry L PftpPjam+1 ﬁ (333)
log ( (275 — 1) x Lettemtl)
L (1-9R
N R}clinoo 1 Rle
og (2 d — 1)
Ty
gk 3.4
( 5) - (3.3.4)

forallk € {1,..., K}, for any € > 0 and for any {R;}izx. The equalities in (3.3.2)
and (3.3.3) in the above derivation follow from the fact that max(V(R),S(€)) and
V(R) are increasing functions of Ry. We observe from (3.3.4) that by choosing §
close to 0, we can make the difference between (3.3.4) and the mazimum secure DoF

provided in Theorem 3.3.1 arbitrarily small.
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Figure 3.4: The variation of max (V(R),S(¢)) with § when € = 0.05, T/T; = 5/4,
M, =1, pp = 1, and Ry = 0.2 for any k € {1,...,K}. As long as
M > max(S(¢), V(R)), constraints in (3.2.10) and (3.2.11) are satisfied
for a given € and R without a need for stochastic encoding.

3.4 Adversary jamming the training phase

In the previous section, we show that the adversary not jamming during the training
phase does not degrade the performance of the multi user communication when the
BS has sufficiently large number of antennas. In this section, we aim to find attack
model that do degrade the performance. Specifically, we focus on finding an attack
strategy capable of limiting secure DoF to an arbitrarily small value. Next theorem

sheds light on finding such an attack strategy.

Theorem 3.4.1. (A non-zero correlation between the estimated user chan-
nel and the adversary channel gains limits the maximum secure DoF to
zero) Let the BS use either conjugate beamforming or delta-conjugate beamforming

for some § > 0. Assume that there exists user k such that

° {Hk,mHQm} is” an i.3.d random process.
m>1

e For any B > 1, there exists a random vector Fl,f that satisfies the following:

1) the joint probability distribution of HE, HP is identical with that of HZ, HE,

°H,, is the gain of the connecting m-th antenna at the BS to the adversary.
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where H? £ ]:IIB, .. HE .. ,ﬁﬁ and 2) the joint probability distribution of

H (i), H(i) is identical for any i € {1,..., B}.
Then, the mazximum secure DoF is zero if E [H:mf[km} # 0. U

Note that random vector H” is created by replacing H B in H? with HE. The
proof of Theorem 3.4.1 can be found in Appendix B.3.1. In the example given at
the end of this section, we show that the assumptions listed in Theorem 3.4.1, that
are related to the random variables hold when MMSE and mutually orthogonal pilot
signals are used as a channel estimation strategy. Note that such an estimation
strategy is quite popular in the multi-user communication [24].

We next give a proof sketch. As indicated in Section 3.2.3, we only focus on codes
that use either conjugate beamforming or d-conjugate beamforming. Hence, upper
bound given in Theorem 3.4.1 is valid only for the codes using these beamforming
techniques. In the proof sketch, we assume that M, = 1 and the BS employs conju-
gate beamforming without loss of generality. We convert the communication set-up
explained in Section 3.2 to an identical set-up containing a BS equipped with K an-
tennas, where the channel input signal at [-th antenna in the new set-up represents
the data signal for [-th user S;, [ = 1,..., K. Since conjugate beamforming is used,

the gain of the channel connecting [-th antenna to i-th user in the new set-up is

*

\/MO([

new set-up is

and the gain of the channel connecting /-th antenna to the adversary in the

L i,l=1,...,K. Following the assumptions in Theorem 3.4.1,

/_MOél Oy

we show that the gain of the channel connecting the BS to the adversary can be

N

H,.H; H.H; H,.H;
T T i

replaced with . In Appendix B.3.1, we bound R} as

—log (1 + AXAN)] '], (3.4.1)
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H.H: H.H H,.H;
T s Mo

nels connecting the BS to k-th user, and A, £

where A;, £ ] is 1 x K complex gain vector of chan-

H.H; H.H; H.H: | .
R e 1s
v Moy v Moy, vV Moy

1 x K complex gain vector of channels connecting the BS to the adversary. Let X be

the covariance matrix of input signal S = [S1,...,Sk] and S be the feasible set for
the maximization problem in (3.4.1). Every matrix 3 in set S is diagonal due to fact
that Si,..., Sk are independent, and satisfy ¥ < diag(p1, ..., px) due to the power
constraint in (3.2.6).

We show that, if | [Hj, He,] # 0, then the right hand side (RHS) of (3.4.1)
over log M goes to zero as M — oo. Hence, the maximum secure DoF' becomes zero.

O

Remark 3.4.2. (Adversary has to jam the training phase) When the adver-
sary does not jam the training phase, H, and H, are independent and consequently
E []:[ka:m} =E [f[km} E[H;,] =0 forall k € {1,...,K}. In order to have a
non-zero correlation between the gain of the channel connecting itself to the BS H,
with H, forany k € {1,..., K}, the adversary has to jam the training phase. Hence,

the training-phase jamming is capable of limiting the maximum DoF' to zero. 0

In addition to limiting the maximum secure DoF' to zero, the adversary can make
the maximum achievable rate of k-th user arbitrarily small as M — oco. We next
provide the conditions under which the maximum achievable rate of k-th user goes

to a finite value as M — oo.

Corollary 3.4.3. (A user’s mazimum achievable rate is bounded as M —
o0 ) In addition to the assumptions given in Theorem 3.4.1, assume that there exits a

finite non negative r such that pg,,(z) <r for all M > 1 and x € Ky, where pg,, is
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1 ~
the probability density function of Ky = W||H6Hi:||2 and ICps is the sample space

of Kyr. Then, the achievable rate of k-th user is bounded as
2 +

E [ Hin 1},

lim Ry < |log

M—oo 2

E [ Homl,,
[0 The proof of Corollary 3.4.3 can be found in Appendix B.3.2.

As seen in Corollary 3.4.3, if the amount of correlation between the BS-to-k-user

channel gain and the estimated BS-to-k-user channel gain, is smaller

E |HinfT},,

than that between the BS-to-adversary channel gain and estimated BS-to-k-th user

channel gain, |E [H&mlfl ;m} ‘, the maximum achievable rate of k-th user vanishes as

M — oo.

Remark 3.4.4. (Resource race between the adversary and the user) We
show that if there exists a non zero correlation between the BS-to-k-user channel gain
and the BS-to-adversary channel gain, then the mazimum secure DoF' is constrained
to zero. Furthermore, we also show that if the amount of this correlation is higher
than the amount of the correlation between the BS-to-adversary channel gain and
estimated BS-to-k-user channel gain, the maximum achievable rate of k-th user goes
to zero as M — oo.

Hence, in the presence of the training-phase jamming, the achievable
rates and the maximum secure DoF are determined as a result of the

arms race between the adversary and users. 0

Example 1. (Using MMSE and mutually orthogonal pilot signals for
channel estimation) We study an adversary that chooses to match k-th user’s pilot
signal on the training phase with one of its antennas when MMSE and mutually or-
thogonal pilot signals are used for channel estimation. We show that the assumptions
given in Theorem 8 are valid under such a jamming attack and a channel estimation

strategy. Then, we show that the maximum secure DoF' is zero.
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.....

Topr ifk =1
O X ¢ =

0  ifk#l

forany k,l € {1,..., K}. The received signals at the BS in the training phase of i-th

block is as follows:

K
YT = ”;jm HI (g + Y HI (D) + W,
r =1

where pjam 15 the jamming power. Note that we assume that the adversary jams the

data communication phase and the training phase with the same power, which is pjom .
In order to validate the assumptions listed in Theorem 3.4.1, we next present the

estimated gain of the channel connecting the BS to [-th user at i-th block as

aH)(i) + bH (1) + Vi ifl=k
H(i) =

dH\(i) + eV ifl 4k,

T, pr
Trpr +1+ Trpjarn’

where V; is distributed as CN'(0, Iyy) for anyl € {1,...,K}, a =

b2 TT\/ PrPjam 2 VIp, d2 T.p, and e 2 VI5pr
Trpr +1+ Trpjam; Trpr +1+ Trpjam; Trpr + 1 T'rp'r +1 '

Define HP stated in Theorem 3.4.1 as Hy(i) 2 bHy(i)+aH(i)+cVi, i =1,...,B.
Further, define If[l £ aH, +bH, + ¢V, if k =1, and otherwise, [:Il £ dH, + eVj. Note
that Hy,(i), H(i), H,(i), H(i) is an i.i.d process due to (3.2.5) and the associated joint
distribution s identical with that of lf[k,H, He,H, where H, £ aH,, + bH, + V.
Hence, we conclude that the joint probability distribution of H (1), f[(z) is identical for
any i € {1,...,B}.

We next show that the probability distribution of Hf,]:IB 1s identical with that
of H,f,]:IB. Note that both (He,[:_fk) and (Hk,]:Ik) are independent frrom {Fll}#k.
Hence, noting that H, and Hy have same probability distributions, it is sufficient to
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show that ]:Ik|Hk = hy has the same probability distribution with ]:Ik|He = hy for any

hy € RM .

P (ﬁk < z|Hy = hk>

= ]P(bhk + aHe + CVk < %‘Hk = hk)

=P (bhy + aH, + ¢V} < x) (3.4.2)
=P (bhy + aHy + c¢Vi, < x) (3.4.3)
=P (bHe + aH, + cVj, < JJ’HQ = hk) (344)

=P (]:Ik S {L‘|He = hk>

for any x € RM | where (3.4.2) and (3.4.4) follow from the fact that H,, Hy, and Vj
are mutually independent and (3.4.3) follows from the fact that (H,, V}) and (Hy, V})
are identically distributed.

Finally, note that {H&m,f[k,m}mzl forms an i.i.d process due to the fact that
Hy, H.,V, are mutually independent random vectors and each is composed of M i.i.d
complex Gaussian random variables.

Note that E [Fl,ijem} =0b. Since E [f[,;‘:mHe’m} is non-zero, we conclude that

the mazimum secure DoF is zero by Theorem 3.4.1. O

Combining Remark 3.4.2 and Example 1, we conclude that under the downlink
communication set-up in which MMSE estimation and orthogonal pilot signlas are
used for channel estimation, if the adversary jams the training phase, it is not possible

to achieve non-zero secure DoF’

3.5 Secure communication under Training-Phase Jamming

In the previous section, we showed that massive MIMO systems are vulnerable to the

training-phase jamming. In this section, we first provide a defense strategy against
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the training-phase jamming, that expands the cardinality of the set of pilot signals
and keeps the pilot signal assignments hidden from the adversary. Then, we show
that utilizing the defense strategy and d-conjugate beamforming, the BS can sat-
isfy the security constraints without using Wyner encoding in the presence of the
training-phase jamming. Finally, we discuss that relying only on the computational
cryptography, we can secure the communication of pilot signal assignments; hence

the entire massive MIMO communication.

3.5.1 Counter strategy against training-phase jamming

We first describe our defense strategy against training-phase jamming attack. Then,
in Theorem 3.5.1, we show that the ratio of the achieved rate to the logarithm of
number of antennas can be brought arbitrarily close to maximum achievable secure
DoF of % with the proposed defense strategy that will be explained next.

The BS constructs pilot signal set ® containing L. mutually orthogonal pilot sig-
nals, i.e., ® = {¢1,...,¢r}, where L is larger than the number of users in the system,
L > K. Thus, the number the pilot signals is increased. At the beginning of each
block, the BS draws K pilot signals from set ® uniformly at random and assigns each
of them to a different user. Let @ (i) = [¢1(i), ..., ¢k (i)] be K pilot signals that the
BS picks at the beginning of i-th block, where ¢ (i) € ® is the pilot signal assigned
to k-th user on i-th block.

Throughout sections 3.5.1 and 3.5.2, we assume that the BS communicates to the
users the assignments of pilot signals reliably while keeping the assignments hidden
from the adversary. In Section 3.5.3, we discuss how this can be achieved. In par-
ticular, we consider computational cryptography as a way to communicate the pilot
signal assignments and discuss the notion of security achieved.

We next describe the attack model in detail, under the lack of knowledge of
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the pilot signal assignments. Suppose that the adversary targets k-th user without
loss of generality. The adversary eavesdrops the entire communication between user
k and the BS and simultaneously jams data communication phase with Gaussian
noise as in no training-phase jamming attack model. Furthermore, the adversary,
without knowing which pilot signal is assigned to which user, picks J < L pilot signals
uniformly at random from set ® at the beginning of a block and subsequently jams
these pilot signals with an equal power during the training phase. The adversary
repeats this process independently at the beginning of each block.

Particularly, the adversary divides its jamming power and transmits an equally
weighted combination of J randomly selected pilot signals using all of its M, antennas

Pj

with total transmission power % The signal received by the BS during the training

phase under this attack model can be written as follows:
K Me
Yy = ;H,ngal +;;\/%H;¢l +W, (3.5.1)
where Y7 denotes M x T, complex matrix of the received signals over T channel uses
at the BS, H,, is 1 x M complex gain vector of the channel connecting n-th antenna
at the adversary to the BS, and J is the set of pilot signals that are selected and
transmitted by the adversary at the corresponding block. Note that J is a random
set that can possibly change in each block and |J| = J.
Next theorem shows that when the cardinality, L of pilot signal set is increased as
a function of the number of BS antennas in a certain way, the ratio of attained secure
rate to log M for any user can be arbitrarily close to the maximum DoF' attained in

the presence of no adversary.

Theorem 3.5.1. (Achievable rate under training-phase jamming) For given
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block length T and data transmission phase length T, the achievable secure rate, Ry
under training-phase jamming satisfies

Ry, Ty .
> 24 nmin(1,~) — 3.5.2
logM = T min(1,7) — ¢ (3.5.2)

forany ke {1,...,K}, J € {l,...T.}, € >0, and v > 0 if max(M", K) < T, and
M > G(e), where

Me max [fjam
616) = (14 Mopy, + HeLoection )

pr
Ty
r + Pjam + 1Y\ 7e
X(pf + Pjam + 1) X L) 7 (3.5.3)
PminPr
Pmaz £ max Pk, and Pmin £ min Pk - H

ke{l,.. K} ke{l,.. K}

R
Note that the lower bound to i ];\4 in (3.5.2) does not depend on how many

0g
pilot signals the adversary chooses to contaminate. The proof of Theorem 3.5.1 can

be found in Appendix B.4.

Ry,
log
der no attack) We can observe from the statement of Theorem 3.5.1 that when

Remark 3.5.2. (Attained

1s arbitrarily close to maximum DoF un-

R
v =1, ﬁ that is arbitrarily close to the maximum DoF' attained under no attack

R
b , the length of the training
og M

phase T, is expanded so that T, > max(K,G(€)) for given € > 0 and the size of pilot

can be achieved. In order to attain that amount of

signal set is set to T, instead of K. Hence, we sacrifice the some of secure through-
put by increasing the training overhead. Howewver, as illustrated in the next example,
the typical values for the block lengths for mobile wireless communication systems is

1,
sufficiently large to keep the overhead ratio, T reasonably low.

Example 2. In this example, we consider massive MIMO downlink transmission to
users moving at a speed 10 m/s and the transmitted signal bandwidth is 10 MHz,

centered at 1 GHz The associated coherence time corresponds T to as 3 x 10° channel
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Figure 3.5: The change of G(€) with €

uses. We first evaluate the number of antennas required to keep Ry in € neighborhood

of % for a given training phase length T,.. To that end, we plot the variation of G(¢)

with € in Figure 3.5, when v = 1, Ty = 2 x 10° channel uses, Djam = 1, K =5,

pr=5 M.=1,p, =10, pp =1 forall k € {1,...,K}. For these set of parameters,
Ry, T, T, 2

larger than e 0.3, where — = —.

log M T T 3

T,
Next we study the trade-off between € and ?d for given M , where € is the deviation

200 antennas are sufficient to keep

Ry,
log M

T
of achieved from Td as in (3.5.2). To that end, we plot the variation of € and

T, T, T,
?d with T for M = 200 as we change T from T 10° to 1. The values ofpc;"ameters
Djam, K, M, pr, and py are kept same as stated above and we set p, = —dpf. As

1,

also gets closer to

seen in Figure 3.6, € vanishes as T, goes to T and hence
og

Ty : - . .

T Howewver, as T, increases, the training overhead increases and hence maximum

T
DoF Td decreases.

Remark 3.5.3. (Resource race between the adversary and the BS) By keep-
ing the pilot assignments hidden from the adversary and using a pilot signal set that
scales with M, the BS converts the arms race between the adversary and

the target user (which was the case with known pilot assignments), back
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T T
Figure 3.6: The change of € in (3.5.2) and Td with T

to the one between the adversary and itself. Indeed, the power of the adversary

needs to scale with L for it to make an impact.

3.5.2 Establishing security without Wyner encoding

In this subsection, we show that the BS, when utilizing deterministic encoding in-
stead of stochastic encoding is still capable of satisfying the secrecy and decodability
constraints in the presence of training-phase jamming. Hence, this subsection can be
considered as the counterpart of Section 3.3.2. There, we assumed no training phase
jamming, whereas here we mitigate training-phase jamming by other means.

In order to satisfy the security constraints without using stochastic encoding, the
BS employs d-conjugate beamforming given in (3.2.9) and the strategy explained in
Section 3.5.1. Specifically, Theorem 3.5.4 and Corollary 3.5.5 provide the number of
antennas that the BS requires in order to satisfy only the secrecy constraint and both
the secrecy and decodability constraints, respectively. Note that Theorem 3.5.4 and

Corollary 3.5.5 are the counterparts of Theorem 3.3.4 and Corollary 3.3.5.

Theorem 3.5.4. (Establishing secrecy with no stochastic encoding) Let §,
v >0, and v+ 6 > 1. Let block length be T and length of data transmission phase

be T;. In the presence of training-phase jamming, for any € > 0 and any rate tuple
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R2[Ry,...,Rg], if M > Si(¢) and T, > max(M7, K), then any deterministic code
(ZBTRl, ..., 2BTEx BTd) employing 6-conjugate beamforming satisfies

1 )
——H (Wk|ZBTd, HE 0P, Hf) >Ry — ¢ (3.5.4)

forany Je{l,....T.}, B>1, and k € {1,..., K}, where

1
min(6,6+~v—1)

Prmaz M Max (1, pijﬂ)

Sl(e)é 2TLE 1
d —

d Pmar = . O
and p relt gy PF

The proof of Theorem 3.5.4 can be found in Appendix B.5.1. Note that when

vy=1land 1 > pjam, the necessary number of antennas to meet the secrecy con-
straint under traini;g phase attack becomes identical to that under no attack. This
result demonstrates the effectiveness of the defense strategy, hiding the pilot signal
assignments from the adversary and expanding the pilot signal set.

There is a tradeoff between the number, M, of antennas and the length, T}, of
the training period necessary to satisfy constraints M > Si(¢) and T, > max(M"”, K)
. This tradeoff is controlled by parameter . While choosing 7 close to 1 minimizes
S1(e) for any € > 0, it increases the length of the training period, i.e., the overhead. To
observe this: First, S (€) is minimum at y = 1 due to the fact that min(d, 0+y—1) <9
and equality occurs when 7 = 1. Second, increasing v to 1 also increases training
overhead as T, has to be larger than S;(e€)”.

In Theorem 3.5.4, we provide the number of antennas required to satisfy only the
secrecy constraint. Next corollary presents the number of antennas that BS needs in

order to satisfy both the secrecy and the decodability constraints without need for

stochastic encoding.

Corollary 3.5.5. (Any rate tuple is achievable with no need for stochastic

encoding) Let 0 < § < 1, v+ > 1. Let block length be T and length of data
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transmission phase be Ty and J be any integer in {1,...,T,}. In the presence of
training-phase jamming, for any ¢ > 0 and any rate tuple R = [Ry,...,Rg], if
M > max (Vi(R), Si(€)) and T, > M7, then there exists B(e) > 0 and a sequence of
codes (2°7F1, .. 2PTEx BT,) B > B(e) that satisfy the constraints in (3.2.10) and

(3.2.11) without a need for stochastic encoding, where

Vi(R) &
1(R) 2, max)
_1
<(2Rka; N 1) « (pf + Pjam + 1) X (pr + Pjam + 1)) 1=9 ‘
PrPk

The proof of Corollary 3.5.5 can be found in Appendix B.5.2.

3.5.3 How do we hide the pilot signal assignments?

So far, we have demonstrated that, if pilot signal assignments can be kept secret from
the adversary, the impact of training-phase jamming can be mitigated by increasing
the cardinality of the pilot signal set at the expense of some increase in training
overhead. Next, we discuss how to keep the assignments secret from the adversary.
In order to communicate the pilot signal assignments securely, at the beginning
of each block, the BS shares with each user a secret key of size log L bits, that is
unknown to the adversary. In the literature, by far the most popular way to generate
an information-theoretically secure secret key across a wireless channels is via the use
of reciprocal channel gains [32-34]. However, we cannot use such channel-gain based
methods, since for those methods we need to observe the channel gains. However, our
objective of generating the keys is to secure the training phase, whose sole purpose is
to observe the channel gains in the first place, leaving us with a “chicken or the egg”

dilemma.
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With this observation, let us consider the methods in which these keys are gener-
ated and shared by standard private key based methods (e.g., Diffie-Hellman [35]) or
public key based methods (e.g., RSA [36]). Thus, it only relies on existing standard
computational cryptographic techniques and does not rely on information-theoretic
techniques for secure key sharing. Note that a shared key between the BS and a
user is used to hide the pilot signal assigned to that user from the adversary. With
the shared key, pilot signal assignments are encrypted with the shared key (for in-
stance; index k is encrypted if ¢y, is assigned to the user) and these assignments are
communicated to the users immediately after key sharing.

Despite the use of computational cryptographic methods for key generation, the
security we provide has the “same flavor” as information theoretic secrecy, as we
clarify next. The main drawback of computational cryptographic methods such as
Diffie-Hellman is that, they make assumptions on the computational power of the
adversaries. This kind of security is based on the supposition that, given that the key
is hidden from an adversary via a difficult puzzle®, it takes an unreasonable amount
of time for an adversary to crack it. Nevertheless, given enough time, the adversary
will eventually decrypt the message (possibly quickly, given a quantum computer, for
instance). This constitutes the main motivation for information-theoretic security,
which makes no assumptions on the computational powers of the attackers.

In our approach, we have a hybrid scheme, combining information theoretic secu-
rity and computational cryptography. We are using cryptography to hide the pilot
sequence assignments, not the message. Encrypting the pilot signal assignments
is fundamentally different from encrypting the message. In message encryption, the
signal received by the adversary remains vulnerable to cryptanalysis, long after the

message is transmitted. On the other hand, with pilot signal assignment encryption,

SFor example, RSA is based on an NP problem: prime factorization of a large number.
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this window of time for cryptanalysis can be arbitrarily small: unless the adversary
figures out the pilot sequence assigned to the targeted user before the training phase
starts, the knowledge of the assignment becomes useless. But, we know that the
training phase starts immediately after the encrypted assignment is communicated
to the users. If we define the computational power required for the adversary as
the ratio of amount of computation needed to decrypt the key via cryptanalysis to
the time required to solve the problem, the computational power necessary for the
adversary to make a damage on the targeted user goes to infinity. This addresses
the shortcoming of existing cryptographic methods due to their assumptions on com-
putational powers of adversaries. Note that, if the adversary cannot act during the
training phase, the message transmission is “perfectly secure” as shown in Theorem
4.

It is important to emphasize that, in the above discussion, we did not show that
the aforementioned defense strategy achieves information-theoretic security. Instead,
we argued that, utilizing our defense strategy of encrypting training signals, we can
avoid one of the main drawbacks of the existing computational-cryptographic meth-

ods, i.e., assumptions on the computational power of adversaries.
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CHAPTER 4
ON PRIVACY-UTILITY TRADEOFFS FOR
CONSTRAINED DATA RELEASE MECHANISMS

4.1 Introduction

The objective of privacy-preserving data release is to provide useful data with minimal
distortion while simultaneously minimizing the sensitive data revealed. Dependencies
between the sensitive and useful data results in a privacy-utility tradeoff that has
strong connections to generalized rate-distortion problems [37]. In this work, we
study how the optimal privacy-utility tradeoff region is affected by constraints on the
data that is directly available as input to the release mechanism. Such constraints are
potentially motivated by applications where either the sensitive or useful data is not
directly observable. For example, the useful data may be an unknown property that
must be inferred from only the sensitive data. Alternatively, the constraints may be
used to capture the limitations of a particular approach, such as output-perturbation
data release mechanisms that take only the useful data as input, while ignoring the
remaining sensitive data.

The general challenge of privacy-preserving data release has been the aim of a
broad and varied field of study. Basic attempts to anonymize data have led to widely
publicized leaks of sensitive information, such as [38,39]. These have subsequently

motivated a wide variety of statistical formulations and techniques for preserving
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privacy, such as k-anonymity [40], L-diversity [41], t-closeness [42], and differential
privacy [43]. Our work concerns a non-asymptotic, information-theoretic treatment of
this problem, such as in [37,44], where the sensitive data and useful data are modeled
as random variables X and Y, respectively, and mechanism design is the problem
of constructing channels that obtain the optimal privacy-utility tradeoffs. While we
consider a non-asymptotic, single-letter problem formulation, there are also related
asymptotic coding problems that additionally consider communication efficiency in a
rate-distortion-privacy tradeoff, as studied in [45, 46].

In this work, we generalize the framework of [37,44] to address scenarios with
data constraints and allow for general utility metrics. In particular, we compare
three scenarios, where only the sensitive data, only the useful data, or both (full
data) are available. We show that a general hierarchy holds, that is, the tradeoff
region given only the sensitive data is no larger than the region given only the useful
data, which in turn is clearly no larger than the region given both sensitive and useful
data. We also show that if the common information and mutual information between
the sensitive and useful data are equal', then the tradeoff region given only the
useful data coincides with that given full data, indicating when output perturbation
is optimal despite unavailability of the sensitive data. Conversely, when the common
information and mutual information are not equal, there exist distortion metrics
where the tradeoff regions are not the same, indicating that output perturbation can

be strictly suboptimal compared to the full data scenario.
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sensitive X— observation| W |mechanism

— Z release
useful Y—>| Pyixy Prw

Figure 4.1: The observation W of the sensitive data X and useful data Y is input to
the data release mechanism which produces the released data Z.

4.2 Privacy-Utility Tradeoff Problem

Let X, Y, and W be discrete random variables (RVs) distributed on finite alphabets
X, Y and W, respectively. Let X denote the sensitive information that the user
wishes to conceal, Y the useful information that the user is willing to reveal, and W
the directly observable data, which may represent a noisy observation of X and/or
Y. The target application dictates (or imposes a specific structure upon) the data
model Pxy and observation constraints Py xy so that (X, Y, W) ~ Pxy Pyxy. The
data release mechanism takes W as input and (randomly) generates output Z in a
given finite alphabet Z dictated by the target application (perhaps implicitly via the
distortion metric). Note that Z must satisfy the Markov chain (X,Y) - W — Z
and the mechanism can be specified by the conditional distribution Pz. A diagram
of the overall system is shown in Figure 4.1.

The mechanism should be designed such that Z provides application-specific util-
ity through the information it reveals about Y while protecting privacy by limiting
the information it reveals about X.

A commonly used information-theoretic measure of privacy-leakage which quan-
tifies the amount of information about X leaked by Z (on average) is the mutual

information 7(X;Z) between them. We adopt this privacy-leakage measure in our

'This statement applies for both the Wyner [47] and Gécs-Korner [48] notions of common infor-
mation.
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work. Privacy is inversely related to I(X;Z): privacy is stronger if the privacy-
leakage I(X; Z) is smaller. We have perfect privacy if I(X; Z) = 0. Thus, the aim is
to minimize [(X; Z) in order to maximize privacy.

The amount of wtility that the mechanism-output Z provides about the useful
information represented by Y can be quantified through a general distortion metric
D(Pyz), which is a functional that assigns values in [0, 00) to input joint distribu-
tions of Y and Z. Utility and distortion have an inverse relationship to each other:
smaller the distortion, greater the utility. Thus, the aim is to minimize D(Pyz). The
specification of the distortion metric is dictated by the target application. Exam-
ple distortion metrics include: 1) ezpected distortion, where D(Pyz) = E[d(Y,Z)]
for some distortion function d : Y x Z — [0,00), 2) conditional entropy, where
D(Pyz) = H(Y|Z) which corresponds to the goal of maximizing the mutual infor-
mation between Y and Z. Note that probability of error P(Y # Z) is an example
within the class of expected distortion metrics where d(y, z) is equal to zero when
y = z and equal to one otherwise.

Given a target application that specifies a particular instance of the problem
by dictating the data model Pyy, observation model Py xy and distortion metric
D(Pyz), the goal of the system designer is to construct mechanisms Py that provide
the desired levels of privacy and utility while achieving the optimal tradeoff. We
say that particular privacy-utility pair (e, d) € [0,00)* is achievable if there exists a
mechanism Py with privacy leakage I(X; Z) < e and distortion D(Pyz) < 0. The
set of all achievable privacy-utility pairs forms the achievable region of privacy-utility
tradeoffs. Particularly, we are interested the optimal boundary of this region, which

can be expressed by the optimization problem
7(8) = inf I(X;2)
Pziw (4.2.1)
s.t. D(Pyz) S 5,
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which determines the optimal privacy leakage as a function of the allowable distortion
J.

The distortion constraint, D(Pyz) < 0, can be equivalently expressed as a con-
straint on the conditional distribution Pzjy given that Py is fixed by the data model.
Note that a mechanism specified by Pz determines the corresponding Py)y through
the linear relationship?

Pyy(2ly) = Paw (2lw) Pwixy (w]a, y) Pxjy (z]y). (4.2.2)
wEW,z€X
Similarly, Pz x is determined by Pz through the linear relationship
Pyix(2le) = Prw (2|w) Paixy (wlz, y) Prix (y). (4.2.3)
WEW,yeY

While general observation models Py xy can be considered within this framework,
particular structures may be of interest for certain applications. We highlight and
explore the relationship between three specific cases for W, while allowing a general
distribution Pxy between the sensitive and private data.

Full Data: In this case, Pxy is general but W = (X, Y), capturing the situation
when the mechanism has direct access to both the sensitive and useful information.
For this case, the privacy-utility optimization problem of (4.2.1) reduces to

mep(8) = inf I(X;2Z)

Prixy (4.2.4)
s.t. D(Pyz) S 0.

Output Perturbation: In this case, Pxy is general but W =Y, capturing the

2This and all other statements involving conditional distributions are defined only for symbols in
the support of the conditioned random variables.
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situation when the mechanism only has direct access to the useful information. For
this case, the privacy-utility optimization problem of (4.2.1) reduces to
mop(0) £ inf I(X;Z)

Parv (4.2.5)
s.t. D(Pyz) S (5,

where Py x(z|x) = ZPZ|y(z|y)Py|X(y|x). Note: this optimization is equivalent
to that of (4.2.4), Wiltefl} the Markov chain X — Y — Z imposed as an additional
constraint.

Inference: In this case, Pxy is general but W = X, capturing the situation
when the mechanism only has direct access to the sensitive information and the useful
information, such as a discrete hidden state, is not directly available or observable
and needs to be inferred indirectly by processing the sensitive information. For this
case, the privacy-utility optimization problem of (4.2.1) reduces to

mine(6) = inf 1(X;2)
“Ix (4.2.6)
s.t. D(Pyz) <6,

where Pzy(z|y) = ZPZ\X(Z’|$)PX|Y($|Z/)- Note: this optimization is equivalent
TeEX
to that of (4.2.4), with the Markov chain Y — X — Z imposed as an additional

constraint.

4.3 Convexity and Rate-Distortion Connections

Here we discuss how for certain combinations of utility metrics and data constraints,
the resulting tradeoff problem is equivalent to generalized rate-distortion and privacy-
utility problems encountered in the literature. We also indicate how the tradeoff
optimizations of (4.2.4), (4.2.5), and (4.2.6) will become convex for certain utility

metrics.
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Note that in the general tradeoff optimization problem (4.2.1), the distributions
Pz x and Pgzy are linear functions of the optimization variable Pz as shown
by (4.2.2) and (4.2.3), while Pyyw and its marginals are fixed. Thus, the con-
vexity properties of the problem will follow from the convexity properties of the
privacy and distortion metrics as functions of Pz x and Py, respectively. The
mutual information privacy metric 1(X;Z) is a convex objective function of Py x
and hence also of the optimization variable in each of the three scenarios given
by (4.2.4), (4.2.5), and (4.2.6). Thus, for all convex distortion functionals, the overall
optimization problem will be convex. For example, any expected distortion utility
metric D(Pyz) = E[d(Y, Z)] is a linear and therefore a convex functional.

The privacy-utility tradeoff problem as considered by [37,44] assumes the out-
put perturbation constraint (see (4.2.5)), while using expected distortion D(Pyz) =
E[d(Y, Z)] as the utility metric, and mutual information I(X; Z) as the privacy met-

ric. Additionally, [44] also considers maximum information leakage,

max [H(X) — H(X|Z = z)]

2€Z
as an alternative privacy metric. As noted by [44], the optimization problem for the
full data scenario (see (4.2.4)) can be recast as an optimization with the output per-
turbation constraint, by redefining the useful data as Y’ := (X,Y") and the distortion
function as d'(Y’, Z) := d(Y, Z). This approach allows one to solve the optimization
problem for the full data scenario using an equivalent optimization problem appear-
ing in the output perturbation scenario. However, the distinction between these two
scenarios should not be overlooked, as the output perturbation scenario represents a
fundamentally different problem where the sensitive data is not available, which in
general results in a strictly smaller privacy-utility tradeoff region (see Theorem 4.4.3).
The inference scenario given by (4.2.6) with expected distortion D(Py z) = E[d(Y, Z)]

as the utility metric is equivalent to an indirect rate-distortion problem [49]. As shown
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by Witsenhausen in [49], indirect rate-distortion problems can be converted to direct
ones with the modified distortion metric d'(z,2) = E[d(Y,Z)|X = z,Z = 2] =

Z d(y, 2) Py|x (y|x) since Y — X — Z forms a Markov chain.

yey
When the utility metric is conditional entropy, i.e., D(Pyz) = H(Y|Z), the equiv-

alent utility objective is to maximize the mutual information /(Y;Z), and the dis-
tortion constraint can be equivalently written as I(Y; Z) > ¢, where ¢’ :== H(Y) — 4.
Thus, this results in the optimization problem of choosing Z to minimize I(X; Z) sub-
ject to a lower bound on I(Y’; Z). This problem in the inference scenario, where the
additional Markov chain constraint Y — X — Z is imposed, is equivalent to the In-
formation Bottleneck problem considered in [50], which also provides a generalization
of the Blahut-Arimoto algorithm [51] to perform this optimization. For the output
perturbation scenario, where the additional Markov chain constraint X — Y — 7 is
imposed, this problem is called the Privacy Funnel and was proposed by [52]. In all
three scenarios, the optimization problems are non-convex as the feasible regions are

non-convex, specifically, they are complements of convex regions.

4.4 Results

For a given (fixed) distribution Pxy between the sensitive and private data, we can
study how the optimal privacy-utility tradeoff changes across the aforementioned
three different cases of W. This is of practical interest, since the restrictions on W in
the inference and output perturbation mechanisms might be considered not just for
when these situations inherently arise in the given application, but also for simplifying
mechanism design and optimization.

Since the optimization problems of (4.2.5) and (4.2.6) are equivalent to (4.2.4)

with an additional Markov chain constraint, we immediately have that mpp(d) <
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mop(0) and mpp(0) < mnp(d) for any 6. This implies that the achievable privacy-
utility regions of both the inference mechanism and output perturbation mechanism
are contained within the achievable privacy-utility region of the full data mechanism,
which intuitively follows since the full data mechanism only has more input data
available. The next theorem establishes the general relationship between the inference

and output perturbation tradeoff regions.

Theorem 4.4.1. (Output Perturbation better than Inference) For any data
model Pxy and distortion metric D(Pyz), the achievable privacy-utility region for the
output perturbation mechanism (when W =Y ) contains the achievable privacy-utility
region for the inference mechanism (when W = X ), that is, mop(0) < mp(d) for

any 0.

Combining the preceding theorem with the earlier observations, we have that
mrp(0) < mop(d) < mnp(d) for any §. Thus, in general, full data offers a bet-
ter privacy-utility tradeoff than output perturbation, which in turn offers a better
privacy-utility tradeoff than inference.

The next theorem establishes that for a certain class of joint distributions Py,
the full data and output perturbation mechanisms achieve the same optimal privacy-
utility tradeoff. Thus, for this class of Pxy, the full data mechanism design can
be simplified to the design of output perturbation mechanism, which can ignore the
sensitive data X without degrading the privacy-utility performance. Specifically, this
class is a characterized by the joint distributions Pxy where the common information

C(X;Y)=1(X;Y). See Appendix C.1 for properties of common information.

Theorem 4.4.2. (Sufficient Conditions for the General Optimality of Out-

put Perturbation) For any distortion metric D(Pyz) and any data model Pxy
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where C(X;Y) = I(X;Y), the achievable privacy-utility region for the output pertur-
bation mechanism (when W =Y ) is the same as the achievable privacy-utility region

for the full data mechanism (when W = (X,Y)), that is, mop(d) = mrp(J) for any .

Theorem 4.4.2 establishes that C'(X;Y) = I(X;Y) is a sufficient condition on
Pxy such that, for any general distortion metric, full data mechanisms cannot provide
better privacy-utility tradeoffs than the output perturbation mechanisms. Our next
theorem gives the converse result, establishing that for data models where C(X;Y") #
I(X;Y), output perturbation mechanisms are generally suboptimal, that is, there
exists a distortion metric such that the full data mechanisms provide a strictly better

privacy-utility tradeoff.

Theorem 4.4.3. (Necessary Conditions for the General Optimality of
Output Perturbation) For any data model Pxy where C(X;Y) # 1(X;Y), there
exists a distortion metric D(Pyz) such that the achievable privacy-utility region for
the output perturbation mechanism (when W =Y ) is strictly smaller than the achiev-
able privacy-utility region for the full data mechanism (when W = (X,Y)), that is,

there exists 0 > 0 such that mop(0) > wpp(0).
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CHAPTER 5
CONCLUSIONS

This dissertation focuses on information theoretic formulation of secure data com-
munication and private data sharing. In Chapter 2, we study the impact of a hybrid
adversary, that arbitrarily jams or eavesdrops at a given block, on the secrecy capac-
ity of point to point Gaussian block fading channels. We illustrate the necessity of
receiver-to-transmitter feedback by considering two cases: 1) no feedback and 2) 1-bit
feedback at the end of each block. For both cases, we bound the secrecy capacities.
We show that, without any feedback, the secrecy capacity is zero if the eavesdropper
channel power gain stochastically dominates the effective main channel power gain.
We also observe that, the secrecy capacity vanishes asymptotically when the transmit
power constraint and jamming power increase in the same order. However, even with
1-bit receiver feedback at the end of each block, the secrecy capacity is non-zero for
the wide class of channel statistics as described in Remark 2.4.2. We also analyze
the effects of multiple colluding/non-colluding adversaries and delay. We show that,
with no feedback, multiple adversaries can hurt the secrecy capacity even more, as
the secrecy capacity bounds are not affected by the cross-interference across the ad-
versaries. Finally, we provide a novel time-sharing approach for the delay limited
setting, and we show that a-outage secrecy capacity is positive whenever the secrecy
capacity without any delay limitation is positive.

In Chapter 3, we study the physical-layer security of massive MIMO downlink
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communication. We first consider no training-phase jamming attack in which the
adversary jams only the data communication and eavesdrops both the data commu-
nication and training. We show that secure DoF' attained in the presence of no
training-phase jamming is as same as the DoF' attained under no attack. This result
shows the resilience of the massive MIMO against adversaries not jamming the train-
ing phase. Further, we propose a joint power allocation and beamforming strategy,
called d-conjugate beamfoming, using which we can establish information theoretic
security without even a need for Wyner encoding as long as the number of antennas
is above a certain threshold, evaluated in the sequel.

We next show the vulnerability of massive MIMO systems against the attack,
called training-phase jamming in which the adversary jams and eavesdrops both the
training and data communication. We show that the maximum secure DoF’ attained
in the presence of training-phase jamming is zero. We then develop a defense strat-
egy against training-phase jamming. We show that if the BS keeps the pilot signal
assignments hidden from the adversary and extends the cardinality of the pilot sig-
nal set, a secure DoF' equal to the maximum DoF attained under no attack can be
achieved. We finally provide a discussion why standard computational-cryptographic
key sharing methods can be considered as strong candidates to encrypt the pilot
signal assignments and how they achieve a level of security that is comparable to
information-theoretically secure key-generation methods.

In Chapter 4, we formulate the privacy-utility tradeoff problem when the data re-
lease mechanism has limited access to the entire data composed of useful and sensitive
parts. Based on the information theoretic formulation, we compare the privacy-utility
tradeoff regions attained by full data, output perturbation, and inference mechanisms,
which have an access to entire data, only useful data, and only sensitive data, respec-

tively.
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We first observe that the full data mechanism provides the best privacy-utility
tradeoff and then show that the output perturbation mechanism provides better
privacy-utility tradeoff than the inference mechanism. We draw connections be-
tween common information and privacy-utility tradeoffs by providing a condition
that results in the privacy-utility tradeoff regions attained by full data and output
perturbation mechanisms equal. Specifically, we show that if the common and mutual
information between useful and sensitive data are identical, the full data mechanism
simplifies to the output perturbation mechanism. Conversely, we show that if the
common information is not equal to mutual information, the tradeoff region achieved
by full data mechanism is strictly larger than the one achieved by the output pertur-
bation mechanism.

In this thesis, we attack privacy and security problems separately. Specifically,
we do not take privacy of data at the receiver into account in our security research.
Similarly, we do not consider the security of data against the adversary in our privacy
research. In the future, we aim to develop algorithms that jointly establish privacy
and security in wireless communications. Further research directions can be listed as

follows:

e Deriving secrecy capacity of broadcast and multi access channels in the presence

of hybrid half-duplex adversary

e Understanding the performance of zero-forcing beam forming under pilot con-

tamination attack in the massive MIMO limit.

e Investigating the privacy-utility tradeoff problem for general privacy metrics
and observation models, and evaluating the tradeoff regions attainable for non-

trivial data models.
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APPENDIX A: PROOFS IN CHAPTER 2

A.1 Proof of Theorem 2.3.1

P.H,,
Codebook Generation: Pick Ry = C; and R, = E [log | 1+ ——tm )| — ¢ for
1+ PH,

some € > (. Generate codebook ¢ containing independently and ide]\rfljzc}cally generated
codewords "M 1 € [1 : 2VMBm] each of which are drawn from HpX(iL‘lk). Here,
px(z) is the probability density function of complex Gaussian ranla:olm variable with
zero mean and variance FP;.

; VMR

Encoding: To send message w € [1 , the secrecy encoder draws index [

from the uniform distribution whose sample space is [(w — 1)2VMFm=Re) 1 ;g NMFm=Fe)],

The channel encoder then transmits corresponding codeword, va M.
Decoding: Let y™™ be the received sequence. If the adversary is in the eaves-

dropping state, i.e, ¢(i) = 0, the channel decoder draws g, (i) from G, (i) and a noise

sequence sév (1) from SJN (¢) to obtain
g (@) =y (1) + g:(0)s5 (0).
The channel decoder looks for a unique message [ € [1 : 2V*%m] such that

(2™, "™, g, g2")) € ANM

, where ANM (XN, (?N, G, GZ)> is the set of jointly typical (xNM, (g M g™ géw))

sequences with

YN = G XN + G.SY + SN (A.1.1)
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Analysis of the probability error and secrecy: Random coding argument is used to
show that there exists sequences of codebooks that satisfy the constraint (3.2.10) and
1 - P.H,,
(2.2.11) simultaneously. Since R,, < N] <XN; YN G, Gz> =E [log <1 + 1—|—t—Psz)] ,
by the channel coding theorem [1], we have E¢(PY(C)) — 0 as M — oo, where the

€

expectation is over all random codebooks.
1
Define R,(c) = WH(W|ZNM,gM,KNM,¢M,c). Note that R.(c) represents

the equivocation rate. Since we are studying the no feedback case, KM

is null
set, and we will omit feedback term K™% from the equivocation terms in the rest
of the section. In the secrecy analysis below, we show that the expectation of the

equivocation rate over random codebooks, E¢ [R.(C)] goes to R, as M — oo, where

1

Ec [R.(C)] = WH(

W(ZNM, g™, oM, C). (A.1.2)

Note that

1
P ARIVENENG

= Rs - EC [Re(c)]

since W is uniformly distributed random variable on [1 : 2VM#:] We observe that

1
W[(W;ZNM|gM,¢M,C) — 0 as M — oo. Hence, there exists a sequence of

codebooks that satisfy both (3.2.10) and (2.2.11) since we have

1
NM .oNM| M M

as M — 0.
For the secrecy analysis, let’s define ZV (i) = X" (i)g.(i) + SN(i), 1 < Vi < M.
The equivocation analysis averaged over codebooks is as follows.

MNR.(C) = HW|Z"™ g".C)
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Y H Wz M )

= HW|ZM, g )
= H(W, XYM ZVM gM C) — H(XNM|ZNM W, g} C)
= H(XNM|ZNM oM oy 4 H(W|XNM ZNM gM 0)

— H(XMM|ZNM W, g C)
> H(XVM|ZNY gM ¢y — H(XNM|ZVM W, g C)
= H(X"M|gl") — 1(X™M; ZVM|gM C)

— H(XNM|ZVM W, gt c)
Y MNR,, — I(XNM, ZNM|gM c)

— H(XMM|ZNM W, g C)
> MNR,, — (XYM ¢ ZNM|gM )

— H(XM|ZNM W, g C)
D MNR,, — (XM, ZNM|gM)

— H(XNM|ZNM W, gt C)
M
> MNR, — N log(1 + Prhe(i))

=1

—H<XNM|ZANM,M/,9£/W,C)

where (a) follows from the fact that W — ZV" GM ¢ — GM G forms a Markov
chain, (b) follows from the fact that conditioning reduces the entropy, (¢) follows from
the fact that codeword XM is uniformly distributed over a set of size 2V*%m and

(d) follows from the fact that

C— XNM _y ZNM (A.1.3)
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forms Markov chain. We continue with the following steps.

1

L NM M
MNH(W|Z y Ge 7C)

M
1
>Ry — Y 7 108(1+ Phe(0))

i=1
1 ~
L = <XNM INM M7C>
TN | 9e
(e)
> R, — Ellog(1+ PH.)] — €

1 A
— o H(XNM|ZNY g )
MN 27 Woge
"

> Ry, — Ellog(1l + PH.)| — 61 — e (A.1.4)

:Rs_6_€37

where €3 = € + €. Here, for any ¢ > 0, (e) is satisfied for any hy € By with

Pr[By| = 1 and for sufficiently large M since

M
. 1 .
R Z_l log(1 + P H,(i)) = E[log(1 + P,H,)]

with probability 1.
To have the inequality in (A.1.4), we need to bound equivocation term

1 ~
WH<XNM|ZNM7 W7 géwvc)

In the encoding part, we mention that the secrecy encoder draws an index from the
uniform distribution whose sample space is [(w — 1)2NMEm=R) 41 wQNM(Rm’RS)}
to send message w, and the channel encoder then maps the index to corresponding
codeword, ™. Hence, the number of the candidate codewords corresponding to
message w is oONM(Em—=Fs) et us define R,,. = R,, — R,. Note that from the
definitions of R, and Ry, it easy to observe that R,,. = E [log(1 + P,H.)] — €, where
E [log(1 + P.H.)] is the capacity of the eavesdropper channel. Thus, the adversary

can find the transmitted codeword with a low error probability when message w
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chosen by the encoder is revealed to the adversary. Let us define a probability of

the event that the adversary cannot decode the transmitted codeword as: EVM(c) £

[P (XNM%XNM‘W:UJ hM C:c)}, where XM — f(ZNM,gy,W =w,C = ¢)

) e

is the decoded codeword at the adversary. Also, define average of EN*(c) over

random codebooks: EVY £ Ee [EMY(C)]. Inequality (f) follows from the fact that

1 .
H<XNM SNM 17— M >
UN ‘ W =w,g.",C
@ N 1 Ny 2
SE Rme+mH(E )SGQ

for any e, > 0 and for sufficiently large M, where (a) follows from Fano’s inequality
and (b) follows the fact that EV* — 0 as M — oo from the random coding argument
since R, < E[log(l+ PH.)]. O

We now provide the proof of the upper bound in Theorem 2.3.1. Suppose that R,

is achievable rate. From definition (3.2.10)-(2.2.11) and Fano’s inequality, we have

- NM M M\~ p _ 1
soin s W27, gM,6%) 2 Ry —anu (A.1.5)

1
—H (W|YNM M M) < p Al

for any hM € A,; with P(Ay) > 1 — ey Here, anr, byar, and eyar go to zero as
N — oo and M — oo.

Adversary strategy ¢(i) = 0, 1 < Vi < M solves LHS of (A.1.5) and strategy
(i) =1, 1 < Vi < M solves LHS of (A.1.6). Hence, we have

1 SNM M
_ > —
Ve <W|Z g ) Ry — anar (A.1.7)
1 NM M
[ <
where
YNGE) = g (D) XN (i) + gz(z)SjN(z) + SN(4), and (A.1.9)



ZN(0) = ge()XN(i) + SNE),  1<Vi<M. (A.1.10)

Here, the LHS of (A.1.5) equals to that of (A.1.7) since conditioning reduces the
entropy and the LHS of (A.1.6) equals to that of (A.1.8) since W — YVM — yNM
forms a Markov chain.

We now show that if R, is achievable, we have

1 N
S HW|ZNY G > A111
v EWIZEE,GT) 2 ( )
1 N
., NI WIZ™, g% ) for(g™) dg
> [ (R = v fonts™) g (A112)
An
> Ry — Oy, (A.1.13)
where GM = [G%,G%Gﬂy 5NM - —RSCNM —anym + aANMCNM, and 5NM — 0 as

N — oo and M — oo. Here, (A.1.12) follows from (A.1.7), and (A.1.13) follows from
the fact that P[Ay] > 1 — c¢np. Note that here, the message W is conditioned on
random vector, GM instead of ¢ in (A.1.7). With the similar steps, we can show

that

1

WH(W|?NM,GM> S ENM, <A114>

where eyy — 0 as N — oo and M — oo. The upper bound, C; follows when we

combine (A.1.13) and (A.1.14) with the following steps:

1 N
Ry < s HOVIZYY,GY)

— ﬁH(W\YNM, GM) + v (A.1.15)
o 1 SN AN AN A
@ S W12 GGG
_R%ZHavwﬂwaégxﬂaé¥>+vNM (A.1.16)
_ ﬁ](w;?wﬁw,éﬂ,ég‘ﬂé% + Yaw

89



® 1

< WI(XNM;}N/’NWZNM,@%,G%@T) + YN (A.1.17)
© 1 & . N .
% N N N
< v T D170, G G 6 )
+NM (A.1.18)
@ 1 L& §
S _ZZI X(Z,j),Y(l,]>‘
NM & 2 (
2(i, ), Cin(0), Ge(0), G=(0)) + wus (A.1.19)
© 1 LE P, H,,
< — E|llog |1+ ——=
NM;; ( “\" "1y A
N+
_log <1+Pt”,He)> 1 IR (A.1.20)
) LSM sV p_H,
<E (log (1 + NM le—:_ PJE tij )
jilz
M N 3 +
—log (1 + NI ZZI jzlPti]He)> +YNM (A.1.21)
(9) P.H ’
<E <log (1—1—1_’_757"}]) —log(l—l—ljtﬁe)) ]
iz

where the notation (7, j) indicates the j-th channel use of i-th block and vyyy =
Onm + enar. Note that vy — 0 as N and M — oo. In (A.1.16), we define new

random variables, i.e.,

YN (i) = Gu(§) XN (i) + G.(1)SN (i) + SN (i), and (A.1.23)

ZN() = G ()XN (@) + SN(i), 1<Vi<M. (A.1.24)



are i.i.d random variables with G, (i) ~ pg,, and G is independent from
NM oNM oNM
(W7 Se I SJ ) Sm )

. In a similar way,

{(Gn(1),G-1)), (Gu(2).G.2)) ... (GulM), Go(01) ) |
are 1.i.d random vectors with (ém(z), éz(z)) ~ PG, and (G, GM) are indepen-
dent from (W, SéVM,SJJ-VM,SﬁM).

For the derivation above, (a) follows from the fact (W, ZNM G’é”) and (W, yNM, Géw)
have the same joint pdf with (VV, ZNM. C?é”) and <I/V, y N éé”), respectively. Fur-
thermore, note that W — Z¥M GM — GM GM and W — ZVM GM — GM GM
form Markov chain. In a similar way, W — Y¥M GM GM 5 GM and W —
yNM GM GM_y GM form Markov chain. (b) follows from the fact that W —
XNM ZNM GM GM GM _y Yy NM forms a Markov chain. (¢) and (d) follows from
the memoryless property of the channel and from the fact conditioning reduces the

entropy.
| MoN
. . . . N
The power constraint in (2.2.6) implies that WZZE X307 < P,

i=1 j=1
where the expectation is taken over W. Also, note that G(i) = [ém(z), G (i), é’z(z)]

and X (i, 7) are independent random variables. Define
P, 2E[XG.)1] = E[IX (0, /)PIGG) = 9]
. Then, (e) follows from the fact that Gaussian distribution maximizes the conditional

mutual information [5]. In (A.1.21), (f) follows from the fact that
(log(1 + Pyjx) —log(1+ Pyy))

is a concave function of P, for any x > 0 and y > 0 and from Jensen’s inequality.

Finally, (g) follows from the fact that

(log(1 4+ Px) — log(1 + Py))"
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is a non-decreasing function in P for any > 0 and y > 0. . U

A.2 Proof of Corollary 2.3.5

We have the following analysis:

lim Cf
P—o0
. P(P)Hn '

< LA St LU
< PlglgoE <log (1 + T P](P)Hz) log (1 + Pt(P)He))
w P(P)Hm \ ’
=E I}glgo (1og (1 + 7 P (P, log (14 P,(P)H.)

=0. (A.2.1)

Here, (a) follows from the dominant convergence theorem. To apply dominant con-

vergence theorem, we need to show that

gP(H’ma Hea HZ)

_ (10g (1 + %) —log (1 + H(P)He))+ (A.22)

is upper and lower bounded by random variables that have a finite expectation. Note

oLy

that gp(Hy,, He, H,) is lower bounded by zero and upper bounded by log ( 1 +
P;(P)H.

with probability 1.
Since P, (P) = O(P;(P)) as P — oo, there exists finite B and py such that
P,(P) < B x P;(P) for all P > p,. We now show that E[gp(H,,, H., H,)] has a finite

expectation for all P > p, with the following analysis:

Elgp(Hp, H., H,)] <E [log (1 + ijm)} (A.2.3)

= Ellog(H, + BH,,)] — E[log(H.)]
<log (BE[H,,] + E[H.]) — E[log(H.)] (A.2.4)
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< o (B[, ) + BLAL)) — [ 1og(h) i (1) ah. (A25)

< log (BE[H,y] + E[H.]) — A / log(h.) dh. (A.2.6)
— log (BE[H,] + E[H.]) + Alog(e) (A.2.7)
< 0, (A.2.8)

for all P > pg, where A = sup fy,(h,). Here, (A.2.4) follows from the Jensen’s

hz

1
inequality, (A.2.7) follows from the fact that / log(h,) = —log(e), and (A.2.8)
0

follows from the fact that E[H,,],E[H.] < co and the pdf of H, is bounded.
B(P) o,
P(P)H.
on the closed interval [0, po] with probability 1. Hence, E[gp(H,,, H., H.)] < oo for

Since log (1 + ) is a continuous function of P, it is a bounded function

all P > 0. 0

A.3 Proof of Theorem 2.4.1

Codebook Generation: Fix R > 0 and € > 0. Pick R, = % — €, where T is defined
in Theorem 2.4.1. Generate codebook ¢ containing indeper;/dently and identically
generated codewords ;' ,1 € [1 : 2V%], each are drawn from HpX (). Here, px(x)
is the distribution of complex Gaussian random variable Withk;el:ro mean and variance
P

Encoding: To send message w € , the secrecy encoder draws an

[1: 2NME
index [ from the uniform distribution whose sample space is

(1 — 1)2VM (R =R | N M (B =R

. Then, the secrecy encoder maps [ into NM R,, bits and decompose NM R,,, bits
into groups of NR bits. To send the index [, the channel encoder transmits N R in
each block by using codebook ¢. When NAK is received, the channel encoder sends

the same bit group transmitted at the previous block.
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We first define several terms. Define r(7) as the required number of transmissions
for the bit group that is successfully decoded on i-th block, A as the set of blocks on

which decoding occurs successfully, i.e.,

A 2 Z_])
A= izlog |1+ E 1—|—Ph =7 <R
r(7) ]+1) .
<1 1 dl1<:< M
©8 +Zl+Ph2—j—|—1) et ==

and R, (M) £ NRY 1.

Consider a renéifal process in which a renewal occurs when the accumulated
mutual information associated with a bit group exceeds threshold R for the first
time. Note that R} (M) is the accumulated reward (i.e., the number of sucessfully
bits) at the receiver up to M-th block for the renewal process, where the reward at
each renewal is N R bits.

We choose M such that |WR*“’(M ) — %| < e is satisfied for channel gains
(M gM) € G where G is a set with probability 1, i.e., P(G) = 1. A similar renewal-
based approach for the ARQ transmission scheme was also used in [20].

Decoding: Let y™ (i) be the received sequence. If the adversary is in the eaves-

dropping state, i.e., ¢(i) = 0, the channel decoder draws g, (i) from G, (i) and a noise

sequence s? (i) from SV (i) to obtain
g (1) =y (@) + g:(i)s7 (0).

The channel decoder collects y™ (7)’s that correspond to the same bit group and
apply MRC to these observations as explained in the proof sketch. Then, the channel
decoder employs joint typicality decoding as in the no feedback case (mentioned in

the Appendix A.1).
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Secrecy Analysis: For the secrecy analysis, let’s define ZV (i) = XN (1) ge(1)+SN (i),
1 < Vi < M. The equivocation analysis averaged over codebooks is as follows:

1

Ee[Re(C)] = 77 H(WHZ" (D)}ipw=0, 9", C) (A.3.1)
@ 1 .
> NM M
> T HOW|ZYY gV c)
1 N/ | HNM M
L N 7 NM M
= e H ({XY ()}ieal 2, W, g, C) (A3.2)

1 .
> o ({X (i)} iziealC)
B 1 N/\\ . 5NM|, M
—MNI ({X (Z)}z:zGAuz |g 7C>
_ 1 N/ > NM M
_MNH ({X (Z)}z:zEA‘Z ’VV’g ’C>

_ ﬁ Sn (XN(z')|ZNM,C,gM>

€A
=L (@ e 2 W )
_ ﬁ [N -1 (XV6:2e, 6]
€A
1

- N . >N M M
MNH <{X (Z>}l:Z€A|Z JVV7 g 7C>
®)

Y ; (VR =1 (XY 2Y6 = r(@) +1:0)1C,6")|
B ﬁH ({XN(i)}i:z‘eAZNM’W’gM’C)

> ﬁ ; [NR — T (XN(i),C; ZN@i —r(i) + 1 i)\gM>]+

(A.3.3)

1 Ny- >N M M
_WH<{X (0) Yiieal 277, W, g ’C>

o 1 ‘ [NR— I <XN;ZAN(,L' —r(i)+1: Z')|gM>}+
— o H (XY () }sea 27, W, g )

) -

—_— N % M

=7 Z [R -1 (X, Zir(iy+1)...2:19 >]
i€ A

(A.3.4)
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1 N1 5N M M
= e H (XY () aieal 29, W, g ) (A.3.5)

Jr
(i)
1
= MZ R —log 1—|—Pche(i—j+1)
icA j=1
1 N(: - NM M
— e H ({XY () ieal 2V, W, 6,C) (A.3.6)
(>e) Cr—l—bit
L <{XN(i)}- ea| ZVM W, gM c) —¢ (A.3.7)
MN €A s VW ; -J.
> O 9¢ (A.3.8)

for any € > 0 and for sufficiently large M. Here, (a) follows from the fact that

conditioning reduces the entropy. In (A.3.3),

~

NG —r(i)+1:1) = [ZN(i) 2N (i) + 1)

is the vector of the observed signals at the adversary that corresponds to success-

fully received codeword X (i). Here, (b) follows from the fact that X% (i) and

C — XN(@) — ZNG),... ZN(i — k + 1) forms Markov chain. Here, X (i) is not

conditioned to codebook C, hence XN(Z') = XN~ CN(0, PIyxy). In (A.3.5),
e 2 X 4N, keli—r@)+1,...,i} (A.3.9)

where Np’s are i.i.d and X and Nj are distributed with CN(0, P;) and CN(0,1),

respectively. In (A.3.5), (d) follows from the fact that

DXN ZN (i—k+1:1) (xN’ Ni—k+1: Z)) =
N
[ex@pz, o, (= k100 a9 =k +1:4))

j=1
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where z;(¢) denotes j-th element of i-th block. In (A.3.7), (e) follows from the renewal

reward theorem, i.e., for sufficently large M, we have the following inequality

. +
()
1 o
MZ R —log 1+Pche(Z—j+1) —
icA j=1
1 d "
WIE R —log (1 +Py Fle(i)>] <e (A.3.10)
=1

for all chanel gains (g2, g™, gM) that construct a set with probability 1.

We can show that the second term in (A.3.7) goes to zero as M — oo with the list
decoding argument used in the proof of Theorem 2 of [7]. This concludes the proof.
O

We now give the proof for Corollary 2.4.3. Since the proof is similar to the achiev-
ability proof of Theorem 2.4.1, we only present the differences in codebook generation,
encoding, decoding, and secrecy analysis steps. In the codebook generation, R, is

selected as R,,, = Rp—¢, where p is defined in Theorem 2.4.1. Note that p = 1/E[T™].

1
In the encoding step, we select M such that ’WRZ’*(M) — 7]

R;* (M) is the accumulated reward (i.e., the number of sucesfully bits) at the receiver

| < e. Here,

up to M-th block for the renewal process whose inter-renewal time is distributed with
T* and whose rewards at each renewal are N R bits.

In the decoding step, as opposed to the MRC approach, the receiver discards
the received sequence, y (i) if event S¢(i) = {log (1 + %) < R} occurs.
Consequently, the transmitter sends back a NAK signal. The receiver successfully
decodes a bit group on i-th block if event S(i) occurs.

The secrecy analysis is same with the secrecy analysis in Theorem 2.4.1. 0

We now provide the proof of the upper bound in Theorem 2.4.3. Instead of an

arbitrary adversary strategy, we assume the adversary strategy on a block, ¢(7) is a

deterministic function of the instantaneous channel gains on the block, i.e., ¢(i) =
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f (gm(3), ge(7), g.(7)). Since we constrain the adversary strategy, the secrecy capacity
upper bound for this case is also the upper bound of the secrecy capacity of the
original case in which the adversary strategy arbitrarily changes from one block to
the next.

Suppose that R is an achievable secrecy rate. From definition (2.2.11), Fano’s

inequality and the analysis (A.1.11-A.1.13), we have

1
WH(W|ZNM, KMN GM M GM oMY > R, — nur (A.3.11)
ﬁH(W]YNM, KMN GM GM GM M) < ey (A.3.12)

for any deterministic function, f: R x R x R — [0, 1].
Here, ®(i) = f (H(7), He(7), H,(7)) and exps and dyps go to zero as N — oo and
M — oo. The upper bound follows with following steps.
1 : NM poMN ~M ~M ~M §M
R, < mm;nH(W]Z JKMN g G G M)
— H (WYyNMM gMY G GM L GY M) + vy (A.3.13)
1 . NM|NM 7-MN ~M ~M ~M GM
< Wmfln](W;Y |ZMM KM Gl gl gl M)
+INM

< I (Wi YNM GIN GYN | ZNM MY GMN M) + vy (A.3.14)

where Yy = dnym + evy and Yy — 0 as N — oo and M — oo. By using
the following lemmas, we can reduce the mutual information term in (A.3.14) to a
simplier form. Since Lemma A.3.1 and Lemma A.3.2 are similar to Lemma 1 and

Lemma 2 of [?], respectively, we omit the proofs.
Lemma A.3.1. For each blocki € {1,..., M}, we have that
LWy Gy GHZY KN G o) <

I (WY NG G| ZNi kKNG GM M) (A.3.15)
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Lemma A.3.2. For each block i € {1,..., M}, we have that

LWy N gl gz KNGD gl o) <
(WY NED Gl G ZNe=0 N0 G M)

+ T (XN@); YN @) ZN (5), G(i), Ge(d), G. (i), ©(4)) (A.3.16)

U

As in [?], by successively applying Lemma 1 and Lemma 2, we can show the

following inequality.

M

D I(XN (@) YN () ZN(6), Gn(i), Geli), G (i), (1)) -

=1

Hence, we have

Rs —vvm (A.3.17)

< min 31 (XY @120, 6, 2(0)

< MNranZI Y(i,))Z(i,5), G(@), (1))
(%) min o

f
B el ) -1

1+ PH,

1 M N
1M SN p o
log (1 + MN Zz_l Z]_l tij ) ‘f(G) —
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xP(f(G)=1)+

E |log (1 + - ?%%E%ﬁ;}) ‘ f(@) = 0]
xP(f(G) = 0)) (A.3.18)
< min (E [log (1 + 1?—2}) ‘f(G) — 1] P(f(G)=1)
+E [log (1 + %) ’ £(@) = o] P(f(C) = 0)) (A.3.19)
=B oz 1+ e A )| 4320
9@ g {log (1 1T majﬁge’ PjHZ))] , (A.3.21)

where the notation (4, j) indicates the j-th channel use of i-th block, G = [G,,, G., G.],

H = [H,,, H.,H,], and G(i) = [G,, (i), Gc(7),G.(i)]. The power constraint in (2.2.6)

M N
N Z ZE [|X (i, 4)]?] < P, where the expectation is taken over W
i=1 j=1

and KDY Also, note that G(i) = [Gp (i), Ge(i), G+ (i)] and X (i, j) are independent

implies that

random variables. Define P, = E [|X(i,7)’] = E [|X(i,7)’|G(i) = g(i)]. Then, (a)
follows from the fact that Gaussian distribution maximizes the conditional mutual
information [?] for both values of ®(7). In (A.3.18), (b) follows from Jensen’s in-
equality and from the fact that log (1 + Ptijq:) and log (1 + i) are concave

L+ Py
functions of F;,; for any z > 0 and y > 0. In (A.3.19), (c) follows from the fact that

(log(1 + Pz) and log (1 + ) are non-decreasing functions in P for any x > 0

14+ Py
and y > 0. In (A.3.21), (d) follows from the fact that f(G) = Ip,u.>p 5. minimizes

the expectation in (A.3.20), where I,>, = 1 if > a; otherwise, I,>, = 0. O

A.4 Proof of Theorem 2.5.1

The decoding and encoding strategies are the same with the strategies used in the

proof of Theorem 2.3.1. Therefore, we omit the probability error analysis and only
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focus on the secrecy analysis. We pick R,, = E — ¢ for some

P.H,,
log 1—|—t—A
1+ P,

For the secrecy analysis, let’s define ZN (i) = XV (i)ge, (i) + SN@E), 1 < Vo <

e > 0.

V, 1 < Vi < M. With the same steps used in the secrecy analysis of the proof of

Theorem 2.3.1, we can get

1 ) ) .
- H (W| {250, 9o (1), 00D } i ,c) (A4.1)
1 NM|~ZNM M
> Ls — €1 — WH (X ’Zv 7VV796U ,C) (A42)

for any ¢; > 0 and sufficiently large M, where

L,=E

Pth
log [ 14+ —"2—) —log(1+ PH,,
g( 1+Psz> g ( t )

We now show that, for any e; > 0,

1 A
—H (XNMngVM, W, géw,C> <L, —CNO 4 g (A4.3)

for sufficiently large M. To prove (A.4.3), suppose that codewords correspond to
message W is partitioned into 2V (Lo=C77) groups. Let’s define random variable T’

that represents the group index of X . Then, we have

1 ~

_~H (XNM INM 7 oM ) Add

MN ’ v 7W7 gev7c ( )
1 .

<~ H <XNM TIZNM . oM ) A

— MN Y ‘ v ? VI/’ geu ? C ( 5)
1 . 1

< ——H(XNM|T ZNM M —H(T A4

< s (X 20 Wgll ) 4 5 HT) (A-46)

< e+ L, —CNO~, (A.4.7)

for any €5 > 0 and sufficiently large M. Here, (A.4.7) follows from the random coding
argument as in (A.1.4)) of the proof of Theorem 2.3.1. The proof follows when we
combine (A.4.2) and (A.4.3). O
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We now provide the upper bound. Suppose that R, is achievable rate. From

definition (3.2.10)-(2.2.11) and Fano’s inequality, we have

. : 1 NM M g M
12})1%1‘/ I%bn WH (W‘Zy g 7{¢j }1SJ§V)

1<G<v
1 NM M M
II(;?}X WH (W|Y 9 7{¢j }ISJSV)
1<V

< by (A.4.9)

for any ¢™ € Ay; where g™ = [gn]\f, gé‘f, .. .g%,gi\f, . .g%, {g%j}lﬁv,jgv with P(Ays) >
1 — ey Here, anar, bvar, and ey go to zero as N — oo and M — oo.

For each adversary v, the adversary strategy ¢;(i) =0,1 <Vi < M, 1 <Vj <V
solves the inner minimization problem in the LHS of (A.4.8). The strategy ¢,(i) = 1,
1 <Vi<M,1<Vj<V solves LHS of (A.4.9). Hence, we have

: 1 SNM M
nin, WH (W|Zv N > > Ry —anm (A.4.10)
1 NM M
— <
NMH(W|Y y ) < byar (A4.11)
where

. 14

YN(i) = g () XN (@) + ) g, () (0) + S (D) (A4.12)
v=1

Z3(0) = ge, () XN (i) + S (i) (A.4.13)

for 1 <Vi < M and 1 < Vv < V. Here, the LHS of (A.4.8) equals to that of (A.4.10)
since W — ZNM — ZNM and the LHS of (A.4.9) equals to that of (A.4.11) since

W — YMM 5 YNM forms a Markov chain. Furthermore, note that
W — Y G G, <oy = GG AG2, hi<osy
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and

W — Z"M G, hevev = GM\{G., bicoey

form Markov chains. The rest of the proof is similar to the proof of the upper bound

given in Theorem 2.3.1. U

A.5 Proof of Theorem 2.6.1

Fix v € [0,1], ¥ = 1 —~, € > 0. Each consecutive M; blocks is called a su-

perblock. Suppose that communication lasts M = M;M, blocks. Let us denote

INMl( NM1< NMl(

j), and z Jj) as the transmitted signal, the received signal at the

i)y
receiver, and the received signal at the adversary in superblock 7, respectively. De-
note 27V (4,4) and 27V (j,4) as the transmitted signals in the first 7N channel uses
and in the next 4N channel uses of i-th block of j-th superblock, respectively. Signals
y™N(5,1), Y™ (4,4), 27V (j,1) and 27V (4,4) are defined in a similar way. Let w(j,7) be
the message to be transmitted in i-th block of j-th superblock. Finally, let 27V () £
[ (7. 1), 2™ (5, My, and y? M (), 2 (G), 2TV (), 7 (5), and 2TV ()
are defined in a similar way. Through this appendix, (j,7) indicates i-th block of j-th
superblock.

Encoding and decoding strategies are summarized in Figure A.1 and Figure A.2.
We begin with key generation. Let R, > 0. At the beginning of superblock j, the
transmitter picks key k(j) from random variable K (j) which is uniformly distributed
in {1,...,2%¥%0} By using the encoding strategy in the proof of Theorem 1, the

transmitter maps k(j) to codeword z7¥1(j). This process is repeated for every

superblock j > 1. Next lemma provides a lower bound to achievable key rates.

Lemma A.5.1. For any € > 0, there exit N' > 0, M, > 0 and a sequence of length

103



XNMY (= 1) |key

> > K(G—-1,i
Generation| UG-19

J

WG, i) ———— EP

Ws(, ©)

l—,

W2.0) secrecy W20, D), Ws(, D), We(, D) Channel | XV7(j, i)

- —
Encoder Encoder

Figure A.1: Encoder structure.

YNMly(j — 1) Key
R(i—11) — T (D) T (i i
T |Generation| -1 @ DR

Wy (j, ), Ws (j, ©)

I_‘

YNY(j,i)| Channel | W,(j, i), W,(j, i), Wy(j,i) | Secrecy
— | Decoder . Decoder

Figure A.2: Decoder structure.

YN M, channel codes (vNMl, 27RT0NM1) for which the following are satisfied under

any strategqy of the adversary, ¢ (j):

P (K(j) ” f((j)) <¢/3 (A5.1)
o H EOHZN ()6 (). 60 () > Roo = /2 (A5.2)

for any superblock j € {1,2,..., My}, for any N > N', and for any My > M where

RrO S ’YCS_ . O
The proof follows from Theorem 1. Now, we describe the transmission of delay
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limited message w(j,4)!, illustrated in Figure A.1. Let R, > R, and R, > R..
Message w(j,1) of size N R, bits is divided® to two messages w;(j,i) and ws(j,7), of
size NR,y and N(Rs; — R,q), respectively. We also divide key k(j — 1), generated
in previous superblock j — 1, into M; equivalent size chunks such that k(j — 1) =
k(j —1,1)...,k(j — 1, My)], where k(j — 1,4) is of size N R, bits.

Let wg(7,4) = wy(j,1) ® k(j — 1,4). Suppose w,(j,1) is picked from random vari-
able W, (j,4) which is uniformly distributed on sample space {1, ...,2" (RS’RS’E)} and

independent from W (j,7). We generate a Gaussian codebook consisting of 2 (Rs—c)

YN
codewords each of which is independently drawn from i_[ px(xy). Here, px(x) is the
probability density function of complex Gaussian ran(kf)lm variable with zero mean
and variance P;,. To transmit w(j,7) = (w1(J,4),ws(7,4)), the codeword indexed by
(w1(j,1), ws(7,4), w,(7,7)) is transmitted.

Error and Equivocation Analysis:

Lemma A.5.2. For any ¢ > 0, there exit N > 0 and a sequence of length YN

channel codes (YN, 2§R5N) for which the following are satisfied

P((WQ(ja i)v Ws(jv i)v Wx(ﬂv 2)) 7A <W2(97 i)a Ws(ja i)a Wx(]? Z)))

<€/3 (A.5.3)

for any j € {1,2,... My}, for any i € {1,2,... M1} and for any N > N" when the

channel conditions satisfy

) Pl (), i) .
1 1+ ——7_ | > R,. A54
”Og( T ehGy) o (A.5.4)

O

'Due to Definition 2, we skip the message transmission at first M; blocks, and declare secrecy
outage.

2Note that in this process, the messages are converted to binary form.
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The proof follows from standard arguments, and is omitted. Assume for the error
and equivocation analysis that N and M are chosen such that N = max(N', N, N""),

and M; = M7, where N" will be defined later. Then, error probability is bounded as

P(E(5,1)) 2 P((Wi(5,7), Wal(j,d)) # (Wi(4,7), Wal(j,4)))

<P ((W2 J,1) # Walj,i )) U (Wl(jv i) # Wl(j7i)>>

< 5 HB (WG £ WiG0) (A5:5)
< o+ P (W.0G.0) # WG UKG) # KGi) (A5.6)
<, (A.5.7)

where (A.5.5) follows from Lemma A.5.2, (A.5.6) follows from the fact that Wi (j,4) =
Ws(j,1) ® K(j,7) and (A.5.7) follows from Lemma A.5.1 and Lemma A.5.2.

For the secrecy analysis, let’s define ZV(5,i) = XN(4,1)g.(j,7) + SN(j,i), 1 <
Vi < My, 1 <Vi< M. Equivocation analysis averaged over codebooks is as follows.
Note that all the equivocation terms below are conditioned on the channel gains ¢,

and we omit them for the sake of simplicity.

H(Wi(j,7), Wa(j, )| Z¥M, WH\W(5,4),C)
> H(Wi(j,4), Wa(4, )| ZNM, WM\W (5,4),C) (A.5.8)
= H(Wy(j,0)| 28 WM\W (j,4),C)

+ H(W (5, )| 2V, WMAW (4, 1), Wa (4, 1), C) (A.5.9)

We now bound the first term in (A.5.9).

H(Wa(j.6)| 2N, WM\W (4, 0),C)

— H(Wa(j, ) — I(Wa(j,i); 25, WM\ (5, 9)|C) (A.5.10)
— H(Wy(j,i)
— I(Wy(j,0); 2775 — 1), 2N (), W (W (. 9)|C) (A5.11)

106



= H(W,(j, 1)) — I(Wa(j,i); 27 (j,4)IC)
— L(Wy(j,); 2N (j = 1), ZNM )\ 2N (4, 9),
WM (W (5,1)| 277 (4, 1), C) (A.5.12)
> H(Wa(j,1)) — I(Wa(j,4); ZY7(j,4)[C)
— I(Wa(4,1); K(j = 1,8), 2V (j = 1), ZNMI (N2 (5,4),
WM (\W (5,1)1 277 (4,1),C) (A.5.13)
= H(Wy(j, 1)) — I(Wa(4,4); ZV7(4,7)[C)

= I(Wa(j,i): K (j — 1,0), ZMM07 (j = 1)[ 2707 (1), WM (5)\W (4, 7)., C)

(A.5.14)
= H(Wa(j, i) — I(Wa(j,4); ZV7(5,1)|C)
— I(Wa(j,1); K (j — 1,4)| 2N (5), WM ()\W (5,),C)
— I(Wa(j,4); ZNM (= DK (G — 1,4), ZNM3 (), WM ()\W (4, 4),C)
(A.5.15)
= H(Wa(j, i) — I(Wa(j,4); ZV7(4,1)IC)
— I(Wa(j,d); ZNM0 (G = DK (G — 1,4), ZNM3 (), WM (7)\W (4, 4),C)
(A.5.16)
= H(Wa(j, i) — I(Wa(j,4); Z7(4,1)|C) (A5.17)
= H(W,(5,1)12"7(4,1),C)
> R, — R,o — N¢/2, (A.5.18)

where (A.5.11) follows from the fact that
ZNM\ (2N () = 1), ZNM () ) W)

are independent from the rest of the random variables in (A.5.10) for every codebook.
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(A.5.16) follows from the fact that K(j — 1,7) and

(Wali,i), 2V (), W G\ (5 ). C)

are independent due to the fact that K(j — 1,7) — Wi(4,79) & K(j — 1,i),C —
Wa(j,4), ZVM(5), WM ())\W (4,7),C forms Markov chain, and K(j — 1,4) and

Wi(j,4) © K(j — 1,i),C)

are independent. (A.5.17) follows from the fact ZVY7(j —1) — K(j — 1,4),C —
Wo(j,4), ZNM3(5), WMN\W (5,4) forms Markov chain. Following the same steps in
the equivocation analysis in Theorem 2.3.1, we can show that (A.5.18) is satisfied for
any N > N if R, — (Rs — Ryo) > log(1 + Phc(j,4)). Next, we bound the second
term in (A.5.9).

H(Wl(ja )|ZNM WM\W(]7 ) W2<.7>Z>7C>

= H(W(j,0)| 2V (j = 1), Z¥M (), WM (G\W (5. 4), Wa(i, 5),C)  (A.5.19)

> H(Wi(j,0)| 2N (j = 1), 2N (5), A) (A.5.20)
= H(K(j — 1,))|ZNM7(j — 1), ZVM7(5), A) (A.5.21)
= H(K(j = 1,0)) = I(K(j — 1,0); 2V (j — 1), 2V (j), A) (A.5.22)
= H(K(j = 1,4) = I(K(j — 1,4); Z¥""7(j — 1), 2V ()| 4) (A.5.23)

= H(K(j — 1,4)) = I(K(j — 1,4); ZY*7(j = 1)|A)

— I(K(j —1,i); ZVMI(5)| 2N (5 — 1), A) (A.5.24)
= H(K(j —1,i)) = I(K(j — 1,3); 2" (j = 1)[C)

— [(K(j — 1,i); ZVM(5)| 2N (5 — 1), A) (A.5.25)
— H(K(j —1,i)) — Ne/2

— I(K(j = 1,4); ZM7 ()| 2V (j = 1), A) (A.5.26)

= NR,o — Ne/2, (A.5.27)
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where A = (W ()\W (4, i), Wa(j,4), Ws(j,),C). Here, (A.5.20) follows from the
fact in (A.5.11), (A.5.21) follows from the fact that Ws(j,i) = Wi(j,i) ® K(j —
1,4), (A.5.23) follows from the fact that K(j — 1,7) and A are independent, and
(A.5.25) follows from the fact that <K(j — 1), ZzNM (g — 1),C> are independent of
(WM (H\W (5,4), Wa(j,4), Ws(j,4)). From Lemma A.5.1, we observe that (A.5.26)
is satisfied for any N > N’ and for any M > M| if R,y < vC7. (A.5.27) follows
from the fact that K(j — 1,7) — Z¥"7(j — 1), A — Z¥™7(5) forms Markov chain.

Combining (A.5.18) and (A.5.27), we can observe
HW, (i), Wy (i)| ZVM WM\ (7)) > N(R, — e), (A.5.28)

if Ry — (Rs — Ryo) <log(1 + Phe(j,i)) and Ryy < min(yCy, Ry).
We can observe that a-outage secrecy capacity is lower bounded by R; if there

exists (RS, Rs, Ry, 7) that satisfy the following conditions: 1)

P.H,, .
P({(1—y)log (14+—2m ) >
(= (14 ) 2 )

m {RS — RS + RrO Z (1 — *}/) 10g(1 + PtHe>]R57éRro}> Z 1-— a,
(A.5.29)

2) R,o < min (Rs,vc';), 3) R, < R,, and 4) v € [0, 1]. Notice that the second event

in the probability term is equal to { [f%s — (1 —7)log(1+ PtHe)} ! > Ry — Rro}-
Let’s define set A containing (Rs,];’s,RToyy) 's that satisfy these four condi-

tions. The lower bound to a outage secrecy capacity can be written as C; (a) =
max R, It is easy to observe that if Ry = C| («), the corresponding R, has

Rs,Rs,Rr0,7€EA
to be equal to yC;. Then, the lower bound can be written as

C.(a)= max R, (A.5.30)
Rs,Rs,Rr0,7€EA

subject to R,o = yC;
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(A.5.31)

which concludes the proof. O
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APPENDIX B: PROOFS IN CHAPTER 3

B.1 Proof of Theorem 3.3.1

We first evaluate an upper bound on the secure DoF. In order to derive an upper
bound, we assume that there is a single user and no adversary in the system. Further,
we assume that the user and the BS have a perfect information of the channel gains.
As a last assumption, the user is assumed to know the received pilot signals at the
BS. Hence, with these assumptions, the communication model in Section 2 reduces
to a multiple input single output (MISO) communication set-up in which the channel
gains and pilot signals are available at the BS and the user. Note that the capacity,
the supremum of the achievable rates, of this new set-up upper bounds the secrecy
rates achieved under the communication set-up explained in Section 3.2. We derive

the capacity with the following analysis:

C= max
p(Td by ) E[er (XTa XTa")[<ps Ty
1
=1 (XTd; YTy T, H1> (B.1.1)
= max
p(27a|h ), Bltr(XTaXTa* ) |<p,T,
1
=1 (XTd; Yle\H1> (B.1.2)
TdI(X Y |Hy) (B.1.3)
p(z|h1) Eltr(XX*)]<p; T !
Ty
= —°FE [log (1 + P (Hy) ||Hy|? B.1.4
s T [log (1 + P (Hy) |[H:]]%)] (B.1.4)
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where X”? is a complex Ty x M matrix and P(-) : C* — RTU{0} is a power allocation
function. In the derivation above, (B.1.1) follows from Section 7.4.1 of [53] where the
capacity of a communication system in which the channel gains are available at both
encoder and decoder is stated. The equality in (B.1.2) follows from the fact that
v — XTe H) — Y]' forms a Markov chain and the equality in (B.1.3) follows from

the fact that
Ty
I (XTd; Yle|H1) <3 (XY H)) (B.1.5)
=1

and from the fact that the equality is attained in (B.1.5) if pyry g, (z"|hy) =

Ty
[ pxien (ilhi1). Then, the RHS and the LHS of (B.1.5) becomes I(X;Y|H,).
i=1
In (B.1.4), the equality follows from Section of [54], where the capacity of MISO
system is evaluated. In [54], the power allocation function maximizing (B.1.4) is given

as

where A\ is a non-negative real number and is chosen such that E[P(H;)] = py. We

next find an upper bound on \,; with the following analysis:

1 +
—E|( Ay — ——
Pt (M HH1H2)
1
>\ —E AR (B.1.6)
1
=M~ 3 (B.1.7)

1
where (B.1.6) follows from the fact that AR is distributed with inverse Gamma
1

T Hence, we have \y; <

distribution and has a mean of ] +py for M > 1.

We next bound the DoF' of the MISO communication system as

L TaElog (14 P (H)) ||Hi )
M—oo T log M
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T, E [log (1 + M| Hi [ ?)]

= Moeo T log M ( )
. Tylog (1 + A E[||Hi|])
< lim — B.1.
= T log M ( °)
. Tylog (1+ Ay M)
= lim —
M—oo T log M
Tylog (1+ 5755 + Mpy)
M—oo T log M
_ T, Talog (7 + 57+ 4)
T Mo T log M
Ty
== B.1.11
23 (B.1.11)

where (B.1.8) follows from the fact that P (-) < Ay for all realizations of Hy, (B.1.9)

follows from Jensen’s inequality, and (B.1.10) follows from (B.1.7). In (B.1.11), we

show that secure DoF' can be at most %. 0
Next, we describe an achievability strategy to attain secure DoF’ of %.

Channel estimation: Pilot signals are mutually orthogonal, i.e.,

T.p, ifk=1
O X ¢ =
0 ifkA£I

for any k,0 € {1,...,K}. The BS employs MMSE for channel estimation. The

estimated gain of the channel connecting the BS to k-th user is as follows:

Hy, = aHj, + bV;, (B.1.12)
T‘TT V T‘TT‘ . o, .
for k € {1,..., K}, where a £ [7)1—_1_1, = Tp—+1’ and V}, is additive Gaussian
p’f‘ ' p’f‘ T

noise distributed with CA’ (0, Iyy). Note that E |Hy| = 01, B[l H[2] = Ma.

. 2
Further, for any k € {1,..., K} and for any m,n € {1,..., M}, E “Hz,nHk,m‘ } =

2 2
=a .

. . Td Mpka ) Td
Codebook generation: Pick R, = —log |1+ ————— |——log (1 + M,
g k=T g ( o tp;+1 T g ( Pk)

a® + a if m = n, otherwise; E “]:I,;kakn
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. T M
and R, = —dlog <1+¢) — ¢ for some ¢; > 0 and for k =1,..., K. Gen-
T pr+pj+1
erate K codebooks, ¢, k =1,..., K, where K is the number of users. Codebook ¢
contains independently and identically generated codewords, ngd, ledl,..., 2BTR’“},

each is drawn from CN (0, prIpr,).
Encoding: In order to send k-th user’s message wy € W, the encoder draws

index [ from the uniform distribution that has a sample space of
{(w = 1) 27T (Bi) 41, 2P (Ref) |

. Note that this mapping makes the encoder stochastic. The encoder then maps index
[ to the corresponding codeword sgfd in codebook ¢;.

The encoder employs a conjugate beamforming to map codewords to channel input
sequence X274, The channel input at j-th channel use of i-th block can be written

as follows:

where ap = a for all k € {1,..., K} due to the fact that E [|]:Ikm|2] = q for all
ke{l,...,K}.
Decoding Each user employs typical set decoding [1]. Let y,f Ta he the received

signal at k-th user over BT, channel uses. The decoder at k-th user looks for an

unique index [ € {1, ceey 2BTde} such that <sﬁfd,y5Td> c APl (S,?d, Yde>, where
ABTa <S,€Td, Yde> is the set of jointly typical sequences (sp @, y, *) with

1

1 K
+ Z H]HJ*SJTd + Hjam,k‘/}am + Vi

VMa 55,
where Sde is distributed with CN (0, pxIr,), j = 1,..., K and V} is distributed with

CN (0, Ir,).
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Probability error and equivocation analysis By the channel coding theo-

A T,
rem [1], E[P.,] - 0as B — oo if Ry < ?dl (S,?d,Yde>, k=1,..., K, where expecta-
tion is over random codebooks, Cy,...,Ck. Note that codebook ¢ is the realization

of Cj,. Define

a 1

vVMa
1

vVMa

K
1 N
T, £ > H.H;S;
VMa ;T

T3 £ Hjam,k‘/}am + Vk

SuE [Hka]

T, =

S (IE [Hka,] — Hkﬁ;)

T,
0. We can bound ?d[ (Sde,Y,CTd> as

%I (S;{d, Yde>

Ty Var [Tp)]
> “Tog (1 B.1.13
=T Og( Vo L+ T+ Ty (B.1.13)
= Zd0g (1 B.1.14
T8 ( T Var T3] + Var o] + Var [T3] ( )
T M
= 210g (1 + $) , (B.1.15)
T pf + pjam + 1

where (B.1.13) follows from Theorem 1 of [55] and (B.1.14) follows from the fact
that 77, Ty, and T3 are uncorrelated random variables. The equality in (B.1.15)

follows from the fact that Var [Ty] = Mpra, Var [T7] = pg, Var[Ty] = Z pj, and
J#k
Var [Ts] = pjam + 1. From (B.1.15), we conclude that R, < %I (S,?"’,Yﬁ). Hence,
E[P.] — 0 as B — oc.
We next analyze the secrecy constraint in (3.2.11). Let H (W,| 278, H? H? HP, C)

be the expectation of the conditional entropy in (3.2.11) over random codebooks
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C 2 [C,...,Ck]. We show that the expectation satisfies the constraint in (3.2.11) for

k-th user with the following analysis:

H (Wi| ZPT,G",C) > H (W,,| ZzPT, 55", G",C)

— H (Wy| 2P, 55T GP C)

ZBTd, SBTd, GB, C)

—H (S,de

W, ZP8Ta gBTi B C)

> H (S,de

78T gBTa B, C)

—H (S,de

W, ZT8 §BTa. GB,C)

— H (s

S8BT GB, c)

R

71, GP . C)

_H (S,de

W,, ZB%a §BTa B C)

—H (S,de

Ci) = 1 (877 27

§BTa 1B c)

— 1 (S| Wi, 257, 5574, G )

— BT Ry — (87" 2°7

§BTa 1B c)

—H (S,de

W, 7571 §BTa. GB’C>

> BTR, — I (S,de, C; 7P

§BTa. GB)

—H (S,de

W,, ZB71 §BTa. GB’C>

(B.1.16)

(B.1.17)

(B.1.18)

(B.1.19)

where G® & [HB,FIB,HE]. Signal set SP7¢ & {SZ-BTd} is defined to be the
itk

transmitted codewords of the users except k-th user. Signals ZZ7 and ZP7¢ are the

received signals at the adversary over the training phases and data communication

phases, respectively. Note that ZP7 & [ZBTT, ZBTd}.

In the above derivation (B.1.16) follows from the fact that Z”*" and

(GB, Wk, SBTd, ZBTd, C)
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are independent, (B.1.17) follows from the fact that (S’ C;) are independent from
(G",{Ci},4). and (B.1.18) follows from the fact that S''* is uniformly distributed

on a set of size 2878 We continue the derivation as

(B.1.19) = BT Ry — 1 (877 2°7

§BTa GB)

~ H (57

Wy, 28T §BT1 B, c) (B.1.20)

> BTRy
=) 1(Sk(,4): Z(,5)| S(i. ), G(0))
i=1 j=Tr+1

B
~ H (57

W, 7571 §BTa. GBjc)
> BT Ry
B T p M. )
k 2 *
DID I <1+M_az e, )]
=1 j=T,+1 m=1

— H (57

Wk,ZBT,SBTd,GB,C> (B.1.21)

M,
“ Pk “ 2
> BTR, — BTylog |1+ 753 E‘HH* ‘

_H (S,de

W, 257, §BTa, GB’C>

— BT Ry, — BT,log (1+ M.p;,)

—H (s,de Wk,ZBT,SBTd,GB,C) (B.1.22)
T
> BT (Rk — Td log (1 + Mepk)> — BTe, (B.1.23)
— BT (Ry — ¢) (B.1.24)

for any €5 > 0 and sufficiently large B, where € £ ¢ 46 and H.,, in (B.1.21) denotes
the gain of the channel connecting m-th antenna at the BS to the adversary. The
equality in (B.1.20) follows from the fact that C — S;;FdB, STaB B — 7148 forms a
Markov chain. The equality in (B.1.22) is due to the fact that E “f[}:Hemﬂ = Ma,
m=1,..., M..
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To get the inequality in (B.1.23), we need to bound

1
—H( BT,
BT S

W, ZTB,SBTd,GB,c) .

) 1 T
Define R, £ R — Ry. Note that R, < - 1 (Sde; 71| §Ta. G) = —Hlog (1+ M.pya).

Hence, as in (52) of [56], utilizing Fano’s inequality and the channel coding theorem,

. 1 BT,
we show that Bh_r)rgo BT H (Sk

From the fact that E[P.] — 0 as B — oo and from (B.1.24), we conclude that

W,, 278, §PT1 . c) — 0.

there exists a sequence of codes satisfying constraints (3.2.10) and (3.2.11). We now

evaluate degree of freedom dj associated with R as

= o = 7+ 7 es (L Mg
T
. . Tq
for k =1,..., K. Hence, the attained secure DoF' is equal to T 0
B.2

B.2.1 Proof of Theorem 3.3.4

Note that since the adversary keeps silent during the training phases, the received
signals at the BS over training phases are independent from H”. Hence, we conclude
that H? & [}AI{B, N ]:]]E;} and H? are independent.

The BS picks message rates R, > 0, k = 1,..., K. The equivocation rate for
a code (2BTR1, ..., 2BTEx BTd) utilizing deterministic encoding mapping functions,
fr, k=1,..., K and d-conjugate beamforming is as follows:

1
a7 H (Wi| ZP7,GP)
1
=57 H (Wi| 2T+, GP) (B.2.1)

1
> — H (W,| ZzP" 5P GP
= BT ( k:| ) ) )

118



1
= — H (W;| 5", GP)

BT
1
- I ZBTd BT, B
1 BT, BT, B
_Rk—ﬁ[(Wk,Z ‘| $PT GP) (B.2.2)
1 BT, BT, BT, B
> Ry — — a. 7BTa| BT 2.
Ry BTJ(S . 7BTi| g G) (B.2.3)
>Rk——221 (Sk(@,5): 23, )| (3, 5), G(4))
i=1 j=1
> R, — — Z Z
i=1 j=T,r+1
Pk('&,]) < 7% 2
log (1 + i O E ’Hkﬂm‘ (B.2.4)
Td pk; < 2 2
> Ry, — o log (1 v Y E [‘HkHe,m‘ D (B.2.5)
m=1
Ty M. py,
= Ry — ?bg <1 + A ) (B.2.6)
> Rk — €

for any ¢ > 0 and for sufficiently large M, where G £ [H B HB. H B } Particularly,

1

for a given € > 0 if M > < ﬁepk >6, then there exists a code that satisfies the
constraint in (3.2.12). 2

In the above derivation, (B.2.1) follows from the fact that Z?" and (277, G®, W)
are independent, (B.2.2) follows from the facts that W} is independent from S%%¢, G
and uniformly distributed on [1 : 257%%]. Tn (B.2.3), the inequality follows from the
fact that W, — STt — 78T §BTa GB,

In (B.2.4), Py(i,5) = E|[Sk(i, 5)||?], where the expectation is over Wj. In (B.2.5),
the inequality follows from Jensen’s inequality and from the fact that

1 B
B—Z Pr(i,5) < pi-

i=1 j=Tr+1
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In (B.2.6), the equality follows from the fact H, and H,,, are independent and
. 2
E UH,:He,m‘ ] — Map, k=1,.. K.

B.2.2 Proof of Corollary 3.3.5

Pick 0 < § < 1. Pick arbitrary ¢ > 0 and rate tuple R = [Ry,...,Rk|. Let
M > max(V(R), S(¢)). Note that inequality M > V(R) implies that

Ty ledapk
R, < —=log |1+
T g( M=ps+pj+1

, k=1,..., K. We first show that there exists B(¢) > 0 and a sequence of codes
(ZBTRl, ..., 2PTRx ,BTd) utilizing d-beamforming and deterministic mapping, that
satisfy the decodability constraint in (3.2.10) for B > B(e).
The same channel estimation strategy in Appendix A is used. Codebook gener-
ation is as same as the one in Appendix B.1. The BS generates K codebooks, ¢,
=1,..., K, where ¢, contains 2875 codewords, sZTd, le{l,... 28T},

BTR,
., 2BTRx

To send k-th user’s message wy € Wy, = {1, . }, the BS maps message wy,

: BT,
to the corresponding codeword sy, ¢

in codebook ¢;. Note that there is no random-
ization in the mapping as opposed to the mapping in the encoding in Appendix B.1,
where the codeword is a stochastic function of the message. The BS employs 0-

conjugate beamforming to map codewords to channel input sequence XP%7¢. The

channel input at j-th channel use of i-th block can be written as

X(i,j) = Zskwk(i,j)ﬁﬁ;(i) (B.2.7)

where o, = a and a is defined in (B.1.12).
The typical set decoding is used at each user as in the proof of Theorem 3.3.1 in
1
Appendix B.1. Hence, since R < TI (S,de;YkBTd>, k=1,...,K, by the channel

coding theorem, there exists a sequences of codes that satisfy constraint (3.2.10).
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In addition, since M > S(e), the sequence of codes mentioned above satisfy the se-
crecy constraint in (3.2.11) due to Theorem 3.3.4. Hence, the proof of Corollary 3.3.5
follows. ([l

B.3

B.3.1 Proof of Theorem 3.4.1

Throughout the proof, we assume that the BS employs conjugate beamforming with-
out loss of generality. Suppose that Ry is an achievable rate. From the constraints (3.2.10)-

(3.2.11) and Fano’s inequality, we have

1

== (W |ZPTe {B [P HB) > Ry — 05 (B.3.1)
1

== H (Wi YkBTd> <ep (B.3.2)

where eg and dp go to zero as B — oo.

The LHS of (B.3.1) can be written as follows

1
ZBTd HB HB HB>

BT (W’“|
1
= &= (W |ZBTa [B HB> (B.3.3)
1

= (W |ZBTs [P Hk> (B.3.4)
1 BT; 7B 1B

= = (W 25T [ H> (B.3.5)

~ ~

where H (i) 2 [m(z’),...,H,g(i),...,HK@)} and

Z(i,j) &

\/— Hyo(i) Hy (1) Sk (i, 5)

for 1 <i < Band Ty +1 < j <T. The equality in (B.3.3) follows from the fact

that H? — zB% {5 HB — W, forms a Markov chain and the equality in (B.3.4)
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follows from the fact that the joint distribution of W, 2574, Hf, ]:I{B, cee ]:I,f, . ]:IE
is identical with that of W, Z57a, HP, ]:If, ce ﬁ,f, o ,I:IE. The equality in (B.3.5)
follows from the fact that HZ/HE — 74, fllB, H? — W, forms a Markov chain.

The upper bound on Ry can be derived with the following steps:

1 )
Ry < —— H (W, ZBTd,HB,HB,Hf)

BT
1
— g7 H (Wil YkBTd> + 7B (B.3.7)
1 )
= o H (Wi 2570, 1%, 17
g 2 (Wil 2774, H7,
1
— 57 H (Wil YBTd) +78 (B.3.8)
1 i
< o H (Wil 257, 1%, 17
BT (Wk’ ) )
1 o
— == H (Wi 2°7, A%, HP ) + 5 (B.3.9)
1
— L (Wi Y| 257 1%, 1P
BT \''*
1
< BT[ (SBTd y;BTa| ZBTs GB) + g (B.3.10)
1 & i
= ﬁz Y L(S(.5): V(i) Z(i,j),G> + 78 (B.3.11)
i=1 j=T,+1

_ BLZ > I(S(,): Ya(i, )| Z(i,4). )

i=1 j=T +1

~

pa(9)dg + s, (B.3.12)

where 75 £ €5 + 05, GP £ [HB,PNIB], and G & [H, [:I]. In the derivation above,
(B.3.7) follows from (B.3.1) and (B.3.2), and (B.3.9) follows from the fact that con-
ditioning reduces the entropy. The inequality in (B.3.10) follows from the fact that
W, — SBTa YkBTd, Z" @GP, The inequality in (B.3.11) follows from the memory-
less property of the channel and from the assumption in Theorem 3.4.1, stating that

(ﬁ (1), H (z)) have an identical probability distribution for any i > 1. We continue
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the upper bound derivation with the following steps:

(B.3.12) / Z Z I(Sa(i, ) Yali, )| 20, ), )

i=1 j=Tr+1
pa(9)dg + B (B.3.13)
T,
< ?d I(Sq:; Y| Z,9) pa(9) dg + s (B.3.14)
T,
< / max (log (1 + ¢ Xc;) —
log (1 + c.%¢;))] " pa(g) dg + s (B.3.15)
T *
< TIE [rgea‘é{([log (14 CpECY) —
log (14 C.xCH])] + 78, (B.3.16)

where C}, and C, are 1 x K random vectors and are defined as

oo [HHD HHp o HHj
H.H H.H; H.H;

and C, £

VMo, VMo N/ Mag

of C}, and C., respectively. Define ¥;; as K x K covariance matrix of Sy (i, j). Note

] Further, ¢, and ¢, are the realizations

that X;; is a diagonal matrix due to the fact that each component of S(i,j) are
independent. The inequality (B.3.13) follows from (41) of [57], where Sg(i,7) in
(B.3.13) is distributed with CN (0, %;;).

Define f(2i) 2 1 (Se(i, 5); Yili, 5)| Z(, j),g>. The inequality in (B.3.14) follows
from Jensen’s inequality and Proposition 5 of [57] that states f(X;; ) is a Concave func-

tion of ¥;;. Note that S¢ in (B.3.14) is distributed with CA/ < BT, ZZU ;rl Ezy)
The inequality in (B.3.15) follows from (139) of [57], where S is a set of covariance

matrices and defined as

Sé{zzjdlag(plaapl()
and X is a diagonal matrix} (B.3.17)
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We can rewrite the random variable inside the expectation as

1 *
max <[log (1 + MCkZCk) =

log <1 + %CQEC:)} +) (B.3.18)
= max <[10g (% + pr(G)oe(G) + ) pz(G)vz(G)>
14k

+

“log (% WRETNOESS pl<G>w<G>) (B.3.19)

14k

with probability 1, where p(G) is defined to be k-th element on the diagonal of 3,
ie., ¥ = diag (p1(G),...,px(G)). Note that

OSIOZ(G)SIOla l:]-a"'vK7

due to (B.3.17). In (B.3.19), we define

A 1 7% 2
u(G) = YL ’Hk:Hl
N |2
forl=1,..., K and wi(G) = e H.H}| . We continue to simplify (B.3.18) with
e73

the following:

(B.3.19) — [ max (log (% + pk(G)vk(G))

Pk (G):0<p (G) < py,

e (& o)) Bam
= Klog (% + pkvk(G))
S E—— Bam

with probability 1, where (B.3.20) follows from the fact that

f(x) = [log(a + z) — log(b + )]
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is a non-increasing function if x > 0, where a and b are positive real numbers. The

1 1 "
equality in (B.3.21) follows from the fact g(x) = [log <M + ax) — log (M + bx)]

is non-decreasing if > 0 where a and b are non-negative real numbers and M > 1.

We now bound R}, as follows:

T, 1
Ry, < ?dE Hlog (M + kak(G))

g <% + pkwk(a)ﬂ e, (B.3.22)
_ %E Hlog (% 4 pkvk(G))
g (% + pkwk<c>>] ' (B.3.23)

where (B.3.22) follows from (B.3.16) and from the fact that (B.3.18) = (B.3.21) with
probability 1 and (B.3.23) follows from the fact that B}im v = 0.
—00

We now bound the secure degree of freedom of k-th user as follows

L Ry,
< lim EIE log (1 + M prvi(G))
M—oo T log M
log (1 + Mpywi(G)]"
— B.3.24
log M (B.3.24)
_ &]E { lim {103(1 + Mpyup(G))
M—o0 log M
log (1 + Mprwi(G)) 1"
_ B.3.25
og M , ( )

where (B.3.24) follows from (B.3.23) and (B.3.25) follows form the dominant conver-
gence theorem. To apply the dominant convergence theorem, we need to show that

random variable

a log (1 4+ M prok(G))
log M
log (1 4+ Mprw(G)]7
log M

tH(M)

(B.3.26)
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is upper and lower bounded by random variables that have a finite limit for M > 1.

Note that ¢(M) is lower bounded by zero and upper bounded by

a log (1 + M prvi(G))

£ (M) log M

for any M > 1 since the second log(-) term in (B.3.26) is non-negative. We next
upper bound E [¢*(M)] as follows:
E [t*(M)]

log (ﬁ + kak(G))
log M

<E [log (% + pkvk(G)ﬂ +1

=K

1 (B.3.27)

<log (1 + pxE [vx(G)]) +1 (B.3.28)
<log(1+ pi (v +m)) +1 (B.3.29)
< 0, (B.3.30)

X 2 2
where v, = ‘IE [Hkva,;m” and 7, £ E “Hk,mHl:,m) } In the derivation above,
(B.3.28) follows from Jensen’s inequality and (B.3.29) follows from the fact that

E “Hkﬁf;

2} — (M2 = M) [E | Hem T}, ‘2 + ME {‘H’“’mﬁg’mﬂ — (M~ M)y +
Mﬂ'k.

We continue the derivation of the upper bound on d; with the following:

Ty _log (37 + prve(@))
B3.25)=—=E || 1
( ) T Moo log M
+
. log (ﬁ + pkwk(G))
— lim o 1] (B.3.31)
=0, (B.3.32)

where (B.3.31) follows from the fact [-] is a continuous function. In order to show the

equality in (B.3.32), first note that

. . 1 ~ |2
s, ve(G) = = [ HiHi
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1 M
= lim > HynH;,,x

M—o0 OékM
m=1

1 M
]\}linoo M Z—l Hk’mHka

2

_ aik & [Hewn || (B.3.33)

with probability 1, where (B.3.33) follows from the strong law of large numbers. In

]

_ aik & [Hofi;,] (2 (B.3.34)

a similar way we can show that

1 ~
lim w(G) = —E UHka,jm
Qg ’

M—o0

with probability 1, where (B.3.34) follows from the fact that the joint probability

distribution of (He, ]:Ik> is identical with that of <Hk, ]:Ik>. Hence, we have

) 1 )
lim log (M + pkvk(m) —log ( lim_psen(G))

M —o0
Pk % 2
—log 2 ‘IE [Hkvak m} ‘ (B.3.35)
(073 ’

with probability 1. Further, we have

: 1 :
1o ( 7+ pean(6)) =g (i pe())

— log (ﬂ ’IE [HmHk m}
A, ’

2) (B.3.36)

with probability 1. The equality in (B.3.32) follows by combining (B.3.35) and (B.3.36).
Hence, the proof ends.

The proof of Theorem 3.4.1 for the case in which the BS employs d-conjugate
beamforming can be done in the similar way. One only needs to replace c¢;Xc; and
ce2c; in (B.3.15) with %cch}z and %%ZCZ, respectively and change the rest of

the proof accordingly.

127



B.3.2 Proof of Corollary 3.4.3

Assume that the BS employs conjugate beamforming without loss of generality. Note

that from (B.3.23), we have following upper bound:
. i Ty 1
it = i 718 o (3 + pen(@)
1 +
—log (M + pkwk(G)ﬂ
Ty ) 1
=K L‘}linoo [lOg <M + kak(G))

—log (% + Pkwk(G))] ’

where (B.3.37) follows from the dominant convergence theorem. To apply the domi-

(B.3.37)

nant convergence theorem, we need to show that random variable
(M) 2] —1 + (GQ)
= |lo PrU
g g Vi kUk

—log (% + Pkwk(G)ﬂ ’

is upper and lower bounded by random variables that have a finite limit for M > 1.

Note that g(M) is lower bounded by zero and upper bounded by

000 = [tog (5 + punt©))

—log (% + pkwk(G)ﬂ )

< log (2 + prow(G) + prwi(G)) — log (prwi(G)) (B.3.38)

with probability 1 for any M > 1. Noting the analysis in (B.3.27)-(B.3.30), in order
to show (B.3.38) is upper bounded by a random variable that has a finite expectation,
it is sufficient to show the expectation of second log(-) term in (B.3.38) has a finite

lower bound. Hence,

E [log (prwi(G))] = log pi + E [log (wi(G))]
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= log pi + E [log (wy(G))]
= log pr. — log ay, + E [log (K )] (B.3.39)

> log pr. — log ay, + /log(x)pKM (x)dx
1
> log p, — log ay, + / log(2)pK,, () dz
0
1
> log pr. — log ay, + / log(x)rdx (B.3.40)
0

= log pr — logay, — rloge

> —o00,

where r is defined in the statement of Corollary 3.4.3. In (B.3.39), the equality
follows from the definition of K, in Corollary 3.4.3 and from the fact that the joint
probability distribution of (He, Hk) is identical with that of (Hk, ﬁk). In (B.3.40),
the inequality follows from the assumption in Corollary 3.4.3. The rest of the proof
follows from Appendix B.3.1

The proof for the case the BS employs d-conjugate beamforming follows from the

same argument at the end of Appendix B.3.1 O

B.4 Proof of Theorem 3.5.1

The length, T, of training phase has to be identical to at least the size of the pilot
signal set L so that the BS can generate L. > K mutually orthogonal pilot signals.
Let J be any integer in set {1,...,7,}. In order to estimate k-th user’s channel, the
BS first projects the received signal during the training phase Y?" indicated in (3.5.1)
to ¢r. Then, the BS normalizes the projected signal and estimates the gain of the

channel connecting the BS to k-th user at i-th block as

Hk<l) =T <\/Trerk(i)
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+HZ ’“p”mH )+Vk> (B.4.1)

for any k € {1,..., K}, where E [||I:[k(z)||2] =1, Vj is distributed as CN(0, I,;) for
1

VM, Top, + 1+ T, 252

J
process, where P(II; = 1) = T Event {II; = 1} indicates that the set of pilot signals

any k € {1,... . K}, 2, = and {II;};>; is an i.i.d Bernoulli

the adversary contaminates at ¢-th block contains k-th user’s pilot signal.
Utilizing stochastic encoding and conjugate beamforming as in the proof Theo-

rem 3.3.1, we can show that rate

T, M
sz{ikg(1+___£@__)
T pf+pjam+1
Td MMepkpjama *
——1 14+ M, _— B.4.2
o (14 2 4 S (B.42)

T, pr
Trpr + 1+ T2
rate in (B.4.2) does not depend on J. We can rewrite Ry, as

for any k € {1,..., K} is achievable, where a = . Notice that the

T, Mpip, T,
Rk:{_dlog<1+ kP )
T (pf + Pjam + 1) (P T + pjam + 1)

Td MeMpkpjam -
—Zlog (14 M.py + B.4.3
T & ( & IOT'T’I‘ + Pjam +1 ( )

due to the fact that L = T,.. Suppose v < 1. We bound R}, as follows

MPkPrM’Y )
(pf + Pjam + 1)(pr M7 + pjam + 1)

MeMpk:pjam *
—log | 1+ M.pr + B.4.4
g< Pk prM’y_’_pjam—i_l ( )

T.
s {logM + log < PrPr >
T
+

T,
Ry > ?d {log <1—|—

(05 + pjam +1)(Pr + pjam + 1)

Me jam
—(1 — ) log M — log (1 + M.pr + M)}

r

T. Me jam
= Td [vlogM — log ((1 + M.pr + M)

Pr + Pjiam + 1 -
< (05 + pjam + 1>J—>} (B.45)
Pk Pr
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where (B.4.4) follows from the fact that 7, > M”. Notice that the second logarithm

R T,
term in (B.4.5) does not depend on M. Hence, we observe that o> 4y
log M T
R T,
if M > G(e). In a similar way, for v > 1, we can show that b > T
log M T
M > G(e).
B.5

B.5.1 Proof of Theorem 3.5.4

We set the size of the pilot signal set L to T,. Let J be any integer in set {1,...,T,}.
The BS uses the same strategy explained in the proof of Theorem 3.5.1 in order to
estimate the gains of channels connecting the BS to users.

The BS picks arbitrary message rates R, > 0, k = 1,..., K. The equivocation

rate for a code (2BTR1, ..., 2BTEx ,BTd) utilizing deterministic encoding mapping
functions, fr, kK =1,..., K and d-conjugate beamforming is as follows:
1 .
——H (Wk]ZBTd, HE HP, HE)
Td Mepk Ml_aMepkpjama
> Ry — —1 1 B.5.1
_kTog(+M5+ T, (B.5.1)
Td Mepk Mli&Mepkpjam
=Ry — =1 1 B.5.2
¢ T0g<+ MS T AT+ 1 (B:52)
Td Mepk 1—6— Mepkp‘am
> Ry — —1 1 MoTy A B.5.3
_kTog<+M5+ o (B.5.3)

for all k € {1,..., K}, where a is defined in (B.4.2) and Hy (i) for any k € {1,..., K}
and ¢ € {1,..., B} is given in (B.4.1). In the above derivation, (B.5.1) follows from
a derivation that is similar to (B.2.1)-(B.2.6) in Appendix B.2.1, (B.5.2) follows from
the fact the cardinality of pilot signal set L is chosen as 7, and (B.5.3) follows from
the fact that T,, > M".

As 6 +v > 1, the RHS of (B.5.3) goes to zero as M — oo. For any € > 0,
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M > Si(e) implies that right hand side of (B.5.3) is smaller than €, completing the

proof.

B.5.2 Proof of Corollary 3.5.5

We set the size of the pilot signal set L to T,. Let J be any integer in set {1,...,T,}.
The BS uses the same strategy explained in the proof of Theorem 3.5.1 in order to
estimate the gains of channels connecting the BS to users.

Pick ¢ and v such that 0 < § < 1 and v+ 6 > 1. Pick any arbitrary ¢ > 0 and

arbitrary rate tuple R = [Ry, ..., Rg|. Choose M such that M > max(Vi(R), S (e)).
Ml—épka

M=ps + pjam + 1)

forall k € {1,..., K}, where a is defined in (B.4.2). As in the proof of Corollary 3.3.5,

T,
Note that inequality M > Vi(R) implies that Ry < Td log (1 +

we can show that there exists B(e) > 0 and a sequence of codes (QBTRl, ..., 2B TRk BTd)
that satisfy the decodability constraint in (3.2.10) for B > B(¢), when d-beamforming,
combined with deterministic mapping is used. In addition, since M > S;(€) and
T, > M7, following Theorem 3.5.4, the sequence of codes mentioned above satisfy

the constraint in (3.2.11), completing the proof.
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APPENDIX C: PROOFS IN CHAPTER 4

C.1 Properties of Common Information

The graphical representation of Pxy is the bipartite graph with an edge between
r € X and y € Y if and only if Pyy(x,y) > 0. The common part U of two random
variables (X,Y) is defined as the (unique) label of the connected component of the
graphical representation of Pxy in which (X,Y") falls. Note that U is a deterministic
function of X alone and also a deterministic function of Y alone.

The Gécs-Kérner common information of two random variables (X,Y) is given
by entropy of the common part, that is, C(X;Y") := H(U), and has the operational
significance of being the maximum number of common bits per symbol that can be
independently extracted from X and Y [48]. In general, C(X;Y) < I(X;Y), with
equality if and only if X — U — Y forms a Markov chain [58]. Since our results
are only concerned with whether C'(X;Y) = I(X;Y), our theorem statements are
unchanged if we use instead the Wyner notion of common information (see [47]), since
it is also equal to mutual information if and only if X — U — Y forms a Markov
chain [58].

We give the following lemma which aids our proof of Theorem 4.4.3 in Ap-

pendix C.4.

Lemma C.1.1. If C(X;Y) # I(X;Y), then there exist xo, 1 € X and yo,y1 € Y,

such that yo # y1, Pxy (%o, %0) > 0, Pxy(2o,y1) > 0, and Pxy (x1|yo) # Pxy(1]y1)-
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Proof. We will prove this lemma by showing the contrapositive, that is, if there does
not exist zg,x1 € X and yp,y1 € Y satisfying the conditions stated in the lemma,
then C(X;Y) = I(X;Y). First, note that if for all x5 € X and yo,y; € Y, either
Yo = Y1, Pxy (o, v0) = 0, or Pxy(xg,y1) = 0, then Y is a deterministic function of X,
which would result in C'(X;Y) = I(X;Y). Thus, we are left with showing that for all
zog € X and yo,y1 € YV, with yo # y1, Pxy(2o,%0) > 0, and Pxy (29, y1) > 0, if we also
have that for all 1 € X, Pxy(21]yo) = Pxjy(21|y1), then C(X;Y) = I(X;Y). This
follows since these conditions would imply that for the common part U of (X,Y),

X — U = Y forms a Markov chain. O

C.2 Proof of Theorem 4.4.1

It is sufficient to show that for any mechanism Py x that is a feasible solution in the
inference optimization of (4.2.6), there is a corresponding mechanism Py y for the
output perturbation optimization of (4.2.5) that achieves the same distortion and
only lesser or equal privacy-leakage.

Let Pz x be a mechanism in the feasible region of the inference optimization
problem of (4.2.6). Define the corresponding mechanism for the output perturbation
optimization of (4.2.5) by

Pyy (zly) = Z Pyx(z]z) Pxy (z|y).

zeX
Let (X,Y, Z,Z") ~ Pxy Pz xPzy. Note that by construction, (Y, Z) and (Y, Z’) have
the same distribution Py Py/y. Thus, both mechanisms achieve the same distortion
D(PyPyy) and I(Y;Z) = I(Y; Z"). Further, by construction, ¥ — X — Z and

X — Y — Z' form Markov chains. Thus, by the data processing inequality,
I(X;2') < I(Y;2) = 1(Y; Z) < I(X; Z),
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showing that the output perturbation mechanism has only lesser or equal privacy-

leakage.

C.3 Proof of Theorem 4.4.2

Since mpp(0) < mep(d) is immediate, we only need to show that mop(d) < mrp(0).
It is sufficient to show that for any mechanism Pz xy that is a feasible solution in
the full data optimization of (4.2.4), there is a corresponding mechanism Py for
the output perturbation optimization of (4.2.5) that achieves the same distortion and
only lesser or equal privacy-leakage.

Let Pzxy be a mechanism in the feasible region of the full data optimization
problem of (4.2.4). Define the corresponding mechanism for the output perturbation
optimization of (4.2.5) by

PZ’|Y(Z‘y) = Z PZ|XY(Z’$a y)PX\Y(‘T’y)'

zeX
Let (X,Y,Z,Z') ~ Pxy Pz xyPz/y, and let U be the common part of (X,Y"), where,
by construction, U is a deterministic function of either X alone or Y alone. Since
C(X;Y) = I(X;Y), we have that X — U — Y forms a Markov chain, i.e.,
I(X;Y|U) = 0. By construction, X — Y — Z’ also forms a Markov chain, and
hence I(X; Z'|UY) = I(X; Z'|Y) = 0, since U is deterministic function of Y. Given

these two Markov chains, we have
0=I1(X;Y|U)+ [(X;Z'|UY)
=I1(X;YZ'|U)
=1(X;Z'|U)+ [(X;Y|UZ)

> I(X;Z'|U),
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and hence [(X;Z'|U) =0, i.e., X — U — Z' also forms a Markov chain. Continuing,

we can show the desired privacy-leakage inequality,

1(x;2)Y 1(xu; 2')
= I(U; Z") + I(X; Z'|U)
Y 1w, 2)
<I(U;Z)+1(X;Z|U)
= [(XU; 2)

2 I(X: 2),

where (a) and (c) follow from U being a deterministic function of X, and (b) follows
from the fact that Pyy = Pyz (and hence Py; = Pyz) by construction and the

Markov chain X — U — 7.

C.4 Proof of Theorem 4.4.3

We will show the following result, which is key to the proof.

Lemma C.4.1. If C(X;Y) # I(X;Y) then there exist random variables Z and Z'
with Pyz = Pyyz, such that X —Y — Z' forms a Markov chain, I(X;Z) =0, and
1(X:;Z') > 0.

The proof of Theorem 4.4.3 then follows by defining the distortion functional
(metric) D(Pyz) to equal 1 for the particular choice of Pyz in Lemma C.4.1 and
to equal 2 otherwise, and choosing 6 = 1. This choice for the distortion metric and
distortion level restricts the feasible output perturbation mechanism to only Py,
which by Lemma C.4.1 results in mop(d) = I(X;Z') > 0. However, Lemma C.4.1
also ensures the existence of Z produced by a full data mechanism Pz xy that results
in mpp(8) = I1(X;2) =0.
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Using the symbols (xg, x1, Yo, y1) shown to exist by Lemma C.1.1, we can prove
Lemma C.4.1 by constructing a binary Z with alphabet Z = {0, 1} as follows. Choose
any s € (0,1) and any ¢t € (0,min{s'/Pyx(y1|z0), s/Py|x(yo|zo)}), where s :=
(1 —s). Define Z with (X,Y, Z) ~ Pxy Pz xy, where

p
s+ tPyx(yi|wo), if (z,y) = (z0, yo),

Pzixy(0lz,y) == s — tPyx(yol|zo), if (z,y) = (zo,v1),

s, otherwise.

\

The choice of s and ¢ ensures that P xy (0|z,y) € (0,1) for all (x,y) € X x Y. This
construction of Pzxy makes Z independent of X, since for all z € X in the support

of Px,

Py x(0|z) = ZPZ|XY Olz, y) Pyix (y|z) = s.
yeY

With the above construction, we have

Pz (0ly) = ZPZ|XY 0|z, y)Pxy (z|y)

zeX
r

5 + tPyix (y1]mo) Pxpy (wolyo), if y = yo,

—)S— tPY|X(y0|Io)PX|Y($0|y1)7 if y =y,

s, otherwise.
\

Next, we construct binary Z’ such that X — Y — Z’ forms a Markov chain, with

(X, Y, Z/) ~ nyPZ/|y, where we set PZ’|Y = Pz|y. Then, consider

Pyx(0]x) = Z Py (0ly) Py x (y|x)

yey

=Y Pry(0ly)Pyix(ylz)

yeyY
= 5+ tPy|x (y1|zo) Pxjy (zo|yo) Pyix (yo| )
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— 1Py x (Yo|wo) Px|y (wo|y1) Py x (1] )
= 5+ tPx(x0) Py x (yolzo) Py x (y1]0)
x [Pxjy (x]yo) — Pxpy (z|y1)]/ Px (2).
Finally, we show that Pz x(0|z) is not constant for all + € & in the support of
Px, which implies that Z’ is not independent of X, i.e., I(X;Z’) > 0. This can be

proved by contradiction, by supposing that Pz x(0|z) is constant for all z € &X' in

the support of Px. Then, for all z € X,

Pxy(z|yo) — Pxjy (z|y1) = cPx(z),

for some constant c¢. By summing over all z € X, we have that ¢ = 0. This would
imply that Pxy(z|yo) = Pxjy(z|y1) for all z € X, contradicting the existence of

1 € X given by Lemma C.1.1 for the choice of yy and y;.
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