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Plot of NOOC, NOP and NOSC for Sendmail Overflow
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Plot of NOFC, NOSC and NOP for Finger Port Scan on All Hosts
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Plot of NOOC, NOP and NOSC for Apache Overflow

Apache Attack Traffic
Apache Normal Traffic

 0  5  10  15  20  25  30  35  40  45
NOOC  0

 10
 20

 30
 40

 50
 60

 70

NOP

 0
 5

 10
 15
 20
 25
 30
 35
 40
 45
 50

NOSC

�Q5OPNF2961�i � � � �%8:BLDU/:1M��F��f149)�%ZN1;9 �[@ � �Y@L3R.)�QBE90BL`S1;.6149 ��BLGOF2143

BE.R.UBLD � 149�.0@ GOBLF:<:DU/ BE<KBE.6.0BLD � BEP=BL5O<23R.�BM<:1;. ��@N9 � 36149�Z 5OD41	.6/[BE.�D;9614BE.01;3!B <:1 � 8:9R@�D;14363�A^@L9

BL< 5O<:D;@N` 57<:P�D4@N<2<:14D .05O@L<	� �%<dBE.6.0BLD � 1;9�D BL< @N8]14<d<bF:`S149R@NF:3�D4@N<:<214D;.65O@N<23�3657` F:GH.UBL<:1;@NF:3RG7I
36@M.0/[BE.�.0/:1Y8:96@ D41;363�.UB � GO1!A^@N9�.6/[BE.�3RI 3R.614` 573�_[G7GO1;>VF:8	��D BLF:3R5O<:PM.0/:1	3�I 3R.01;` .6@ BLD4D;1482.�<:@

`S@N961Y<:1 � 8:96@ D41;363!961;abF:143�.03 � �Y1;961 � ��1�8296143R14<=.YB 8:96@ D41;363�.0B � GO1	BE.6.0BLD � GOBLF:<:DU/214>TBLP=BL57<:3R.
361;<:>:` BL5OG �

�$��� ��� � ���
� � � �&� ! � � � � � � � � � � � � !&� 
 ��� �"! ��%'�	�
�	<:1�@EA:.0/:1�<:1 . ��@N9 � 36149�Z 5OD41;3,.6/[BE.,5O3�Z F:GO<:1;90B � GO1 .0@%B)8:9R@�D;143R3,.UB � GO1�BE.R.UBLD � 573�3R14<:>2`dBL57G �

�	F:9R5O<:P .0/21c.690BL57<:5O<:PX8:/:BL361c@LA����%"%����� �[.0/21M1 �28]14D .01;> ` 14BL<?BE<:>�BLG7GO@ ��B � GO1%`dB ��57` F:`

8[BL96BL`S1;.01;9�ZEBLGOF:1;3!@N< 8f@N9�.Yg � BL961�D4BLGOD;F:G\BE.614>TBL3!>:1;36D49R5 � 14>T5O< 361;D;.65O@N< � �
� � � � ��/:1M9R143RF:G7.63
@LA�.0/:1�.690BL57<:5O<:P 82/[BL361cBL9R1�36/:@ �!<?57<V.UB � GO1�i � i �

��/:1�_[963�. A^@NF:9 1;<b.69657143 5O< .6/:1�.UB � GO1�BL9R1�.0/21Y"%���c� �N"	����� �="	��� �NBL<:>S"	���:� 8[BL90BE`��
1;.6149!ZEBLGOF:1;3!@N<?BEGOG /:@L3R.03!57<T.6/:1�<:1;. ��@N9 � ����/21MGOBL3R.�A^@NF29)1;<=.09657143YBL961�.6/:1c"	����� � "	����� �



���

�,B � G71�i � iV�:�T�!�'�,96BL5O<:57<:P �,BL90BL`S1;.6149 ��BLG7F:143

�QBL96BL` 1 .01;9 � ��8f1;D;.01;> �-14BL< �%G7GO@ ��B � GO1��?B ��5O` F2`

"	����� � � � � � g �
�Li
"	����� � ��� � g � ibg

"	��� � g ��� � �Li � h��

"	���:� � � i � � �
�=g

"	����� �C8]149�/2@N3R. 	 � � � � � � i

"	����� �C8]149!/:@L3R.�	 h ��� � � � g
"	��� �C8]149�/2@N3R. 	 � � ��� � �
���

"	���:� �^8f1;9!/:@N3R. 	 h � � � i � i �

"	��� �2BL<2>K"	���:� 8[BE90BL`S1;.6149�ZLBEGOF:1;3�A^@N9�1 BEDU/K/:@N3R.�5O<S.0/:1Y<:1;. ��@N9 � ��� 3R5O` F2G\BE.65O@N<XBE.R.UBLD �
��BL3%D4BL969R5O14>-@NF2.)A^@N9YB � @LF2.%3R5 �T`S5O<bF2.6143)@N<�361;<:>:` BL5OG�3R149�ZN149 � I-@N8]14<:57<:PS< F2` 1;96@NF:3YD4@N<��
<:1;D;.057@N<:3�.0@c_[GOG:.6/:1Y8296@ D4143R3�.0B � GO1 �Q��/:1Y8[BLD � 1;.�>:F2` 8:3 ��14961YD4@NG7GO1;D;.01;> >2F:9657<:Pc.6/:1YBE.6.0BLD � �
BL<:> G\B .0149�BE<[BLG7I��;14> BL3�>:143RD4965 � 1;> 57< 3R14D .05O@L< � �
� � i �X��/:1 BL<[BLGHI�3R5O3�9R1;ZN14BLGO1;>�BL< BL<:@L`dBLGHI
@N<-8f@N9�.%g � A^@L9Y"%���c� �]BL<2>�"	���:� 8[BL90BE` 1 .0149R3 ����/:1 BLG7149�.Y`S143R30BLPL143)PN14<:1;90BE.614> � I @NF29

`S@�>:F2GO1	57< .6/:1�365 �K.057` 1	57<=.0149�ZEBLGO3�BE961�36/:@ �!< � 1;GO@ � �

� 
J<=.09RF:3657@N<T@N< 8f@N9�. ��g � � 96@ � B � 57GO57.JI � h � iNi�� � � h


J<=.09RF:3657@N<T@N<T�,@N9�. ��g � �Y@N3�. �'� � ������� ����� 9R@ � B � 57GO5H.JI �+h � i � � � hNh

� 
J<=.09RF:3657@N<T@N< 8f@N9�. ��g � � 96@ � B � 57GO57.JI � h � � h � g � h


J<=.09RF:3657@N<T@N<T�,@N9�. ��g � �Y@N3�. �'� � ������� ����� 9R@ � B � 57GO5H.JI �+h � i � � � hNh

� 
J<=.09RF:3657@N<T@N< 8f@N9�. ��g � � 96@ � B � 57GO57.JI � h � � � � hNhNh


J<=.09RF:3657@N<T@N<T�,@N9�. ��g � �Y@N3�. �'� � ������� ����� 9R@ � B � 57GO5H.JI �+h � � � � �LhNh



� �

� 
J<=.09RF:3657@N<T@N< 8f@N9�. ��g � � 96@ � B � 57GO57.JI � h � � � �NhNhNh


J<=.09RF:3657@N<T@N<T�,@N9�. ��g � �Y@N3�. �'� � ������� ����� 9R@ � B � 57GO5H.JI �+h � � � �=g � h

� 
J<=.09RF:3657@N<T@N< 8f@N9�. ��g � � 96@ � B � 57GO57.JI � h ��� � �Li=hNh


J<=.09RF:3657@N<T@N<T�,@N9�. ��g � �Y@N3�. �'� � ������� ����� 9R@ � B � 57GO5H.JI �+h � � � � � h��

� 
J<=.09RF:3657@N<T@N< 8f@N9�. ��g � � 96@ � B � 57GO57.JI � h ��� � ���NgLh


J<=.09RF:3657@N<T@N<T�,@N9�. ��g � �Y@N3�. �'� � ������� ����� 9R@ � B � 57GO5H.JI �+h ���NgLh � � �

���	"Y������BL<[BEG7I 36573 F:361;3 8:961 Z�57@NF:3 � <:@ �!GO1;>:PN1�36@�.6/[BE. B�8:9R1;Z 5O@NF236G7I%361;14<MBE.6.0BLD � 3�.0961;<:PL.6/ �
14<23Q.0/:1�D4F:9R9614<=.�1 Z�57>:14<2D41 �=G71 BL>25O<:P).0@�BL< 5O<:D;961 BE361�57< .0/:1�8:96@ � B � 5OG757.JI�@EA]BE.6.0BLD � �+��/bF:3 �=.0/21
8:9R@ � B � 57GO5H.JI%@LA28:96@ D41;363 .UB � GO1�BE.6.0BLD � 57<:D49R1 BL3R143 A^96@N`�BE96@NF:<2>� � � .0@ �=g � @L<c.6/:1�8:BL9R.65OD4F2G\BL9

/:@N3�.����%< 57` 8:G75OD4BE.057@N<d@LA�.0/25O3!��B IN1;365OBL<?")1;. ��@N9 � 8296@N8]149�.JIK5O3�.6/[BE.)B /:5OPL/T8296@ � B � 5OG757.JIS@LA
5O<=.696F:3R5O@N<X5O3�9R148]@N9R.614>S@N<:G7I BEA .01;9�D;149�.UBL57<X.65O`S1�5O<=.01;9RZEBLG73 @LA 9R148]@N9R.65O<:PcBL<:@L`dBLG7@NF:3+8:BL90BL`S1 �
.01;9�ZEBLGOF:1;3 � ��/bF:3 � � <:@ �!G714>:PN1�573!BLD4abF:57961;>TPL90BL>:F:BLGOGHIdB � @NF�.!BL<TBE.6.0BLD � � 1;A^@L961�361;<:>:57<:PSBL<
BLGOBL96` @LA�/:5OPL/K8:96@ � B � 5OG757.JIX.0@ .6/:1�5O<=.09RF:3657@N<K>:1;D45O3R5O@N<K`S@ >:F:GO1 � �Y@ ��1;ZL149 � ��1�D BL< @ � 3R149�ZN1

.0/:BE. .6/:1V5O<2D4961;` 1;<=.UBLG�F:8]>[BE.057<:P�@LA�.6/:1KBL<2@N`dBEG7I 8:9R@ � B � 57GO5H.JI 5O3 BLGO3R@�<:@L. 36GO@ � 1;<:@NF:PN/ �

�!/:57DU/ /:1;GO8:3�5O< .UB � 57<:P .0/:1X<:1;D4143R30BL9�I�BED;.057@N< BLP=BL57<:3R.�.6/:1 57<=.096F2365O@L< B .c.6/:1 BL8:8:9R@N8:965OBE.01
.057` 1 ��
 .�/[BL>�.0B � 1;< BE.�`S@N3R.%365 �?`S5O<bF2.01;3%A^@N9	@LF:9	`S@�>:F2GO1�.0@K961;8f@L9R.�BV/:57PN/�8:9R@ � B � 5OGO5H.JI
@LA,5O<=.09RF:3657@N<	�

��/:1 PN96BL8:/:3%5OGOG7F:3R.690BE.65O<:P .6/:1 BL<2@N`dBEGO@NF:3!ZEBLGOF2143YA^@L9%"%�c��� � BL<:> "%�c�2��8:BL90BL`S1;.6149R3

@N<TBLG7G /:@N3�.03)BL<:>-B 8[BL9R.65OD;F:G\BL9�/:@N3R.YBL9R1�36/:@ �!<?57<V_[PNF:9R143)i ���XBE<:>-i ��� �

�$��� ��� �$��# � ��� ��� � � � � �  � � � � !&���

J< .6/:1�IN14BL9-gLhNhNh �%BE.R.UBLD � 3 ��14961 ` BL>:1 BLPNBL5O<:3�. ��1 � 3657.6143KG75 � 1Te�BL/:@ @ �Y14��B I ��BE<:>

� ��90BL>21SD4BLF:3R5O<:PT>:5O3R96F:8�.05O@L< @LA�.6/:14579�36149�Z 5OD41;3 	 �Li � � ��/:1;361VB .6.UBED � 3c1���8:G7@N57.614> .0/21S�)���
D4@L<:<:14D .057@N<M1;3R.0B � GO5736/:`S14<=. `S14DU/[BE<:5O3R` .0@!G\BEF:<:DU/M���c��BE.R.UBLD � 3�.0/:BE.�1���8f@L3614>c.0/:1�
J<=.01;96<:1 .
.0@%B �!/:@LGO1�<21 � 90BE<:PN1�@EA:Z F:GO<:1;90B � 5OGO5H.057143 ����/21�3657PN<:57_:D BL<=.,�����MBE.R.UBLD � .0/[B . ��BL3QGOBLF:<:DU/214>
5O3�.6/:1K�be�" �:@�@ > B .6.UBED � � �!/:149R1d3R8f@ @LA^14> �)��� �be�" 8[BLD � 1;.03 ��1;961V3R14<=. .6@?BTGO5O3�.01;<:5O<:P
�)��� 8f@N9�.��)�$�����Q� BL>2Z 5736@N9�I ��BL3	82F � GO5736/:1;>�5O< � ��� � 	 g �&� B � @NF�.%�)��� �be�" �[@ @�>:57<:P �



� �

Plot of NOOC, NOP and NOSC for SMTP process table attack to all hosts

SMTP attack traffic
SMTP normal traffic

0 100 200 300 400 500 600 700 800
NOOC 0

100
200

300
400

500
600

700
800

NOP

 0
 50

 100
 150
 200
 250
 300
 350
 400

NOSC

�Q57PNF:961�i � � ��� 9R@�D;14363)�,B � GO1���.R.UBLD � �,BL90BE` 1 .0149 ��BEGOF:1;3)@L<T�YGOG �)@N3R.63

BL<:>K
� 368]@�@E_[<:P BE.R.UBLD � 3 ��")F:`S1496@LF:3�961;` 1;>:5O1;3 ��1;961�8:9R@N8]@N361;> .6@ 14<2D4@NF:<=.6149�.0/:1	BE.6.0BLD � �
IN1 .%` BL<=IV�)��� � � BL361;>?<:1 . ��@L9 � 361;9RZ 5OD;143)9614` BL57<K36F:3RD4148�.05 � GO1�.0@ .0/21 �=e�" �[@ @�>TBE.R.UBLD � �

�$��� ��� � � � ��!&� 
 ��� ! �&% �$��%'���

� ��/:1 ��90BL<2368]@N9R. ��@N<=.09R@NG � 96@E.0@ D4@NG 573 B D4@N<:<214D;.65O@N< @N9R5O14<=.614>	� 9R14G75\B � G71 � BL<:> 5O< �
3R14abF:14<2D41�>:1;GO5HZN149�I�.096BL<:3R8f@N9�.S8:96@L.6@�D;@NG � ��/:573S573 .0/:1 `S@N3R. �!5O>214G7I�F:361;> 8:9R@L.0@ D4@NG

A^@N9Y.0/:1X
J<=.01;96<:1 .�� F:361;> � I�ZEBL9R5O@NF23	<:1;. ��@N9 � 36149�Z 5OD41;3�5O<:D;GOF:>:57<:PV` BL5OG � �2�-�!� 	 � 361��
D;F:961 36/214GOG � �:� � 	VBL<:> �)I 8]149 ��1�� .T�,96BL<:3RA^1;9 � 96@L.6@�D;@NG�� �)���!� 	 �!�)�,� � ��� 	 ���&�
8:9R@ Z�57>:143�.0/21Y/:14BL>:1;9�A^@N9R`dBE.63 �bBL<2>dD4@L<:<:14D .057@N< 1;3R.0B � GO5736/:`S14<=.�8[BL96BL>:5OPL` 3+A^@N9��)��� �

�)��� 573�BVD4@N<2<:14D .05O@L< @L965O1;<=.014> 8:9R@L.0@ D4@LG BL<:> F:3R143�/[BL<:>236/[B � 57<:PT.6@K143�.UB � G75O3R/ BE<:>
D;GO@N3R1KB�D4@N<2<:14D .05O@L<	� & /214< B�3RI 3R.614` �^D4GO5714<=.�	cBE.6.614`S82.03 .6@ 143�.UB � G75O3R/	� @N9 D;GO@N3R1KB



�Nh

Plot of NOOC, NOP and NOSC for SMTP process table attack to a particular host
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Plot of NOFC, NOP and NOSC for ssh synflood attack on all hosts

SSH attack traffic
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Plot of NOFC, NOP and NOSC for ssh synflood attack on particular host

SSH attack traffic
SSH normal traffic
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