ABSTRACT

SOME IMPROVEMENTS TO SOCIAL AUTHENTICATION AND BOT DETECTION
SCHEMES AND THEIR APPLICATIONS IN IOT

by Jacob J. Krzciok

The field of security is constantly evolving. One area of focus that has seen very little
industry change in recent years is the area of fallback authentication. Industry standards
continue to use insecure methods such as security questions and out-of-band services. Social
authentication is a new type of fallback authentication which could improve security in many
systems. In this thesis we first review various methods of trustee-based social authentica-
tion (TBSA) and analyze them for security flaws. We then propose two different methods,
knowledge verified and CAPTCHA-aided TBSA, to help solve the issues tied to recently
proposed TBSA methods. Furthermore, we combine these two methods to propose a novel
scheme called knowledge verified CAPTCHA-aided TBSA. Lastly, we describe the benefits
and the applications of applying these methods in the field of Internet of Things (IoT). The
implementation of knowledge verified TBSA, CAPTCHA, and video notarization backed
by deepfake detection provide a robust and secure method of authentication that rivals any
method of fallback authentication currently implemented in IoT and the rest of the industry.
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Chapter 1

Introduction

The majority of websites have some form of login page to allow their users to have a more
personalized experience while using resources, such as online banking, social media accounts,
and online retail purposes. To make sure sensitive data is protected from malicious users,
a password is required for future access into the account. This has allowed for the rapid
development of personalized information and accessibility on the internet.

In today’s age the average person has a large amount of passwords to keep track of in
accessing a variety of different accounts. Rackspace has done research that found the average
person has seventy to eighty passwords [1]. If a person’s main focus is security then ideally
each of their passwords should be different as well. This explains the statistic that 84% of
people have forgotten a password in the past twelve months [2]. When the primary form of
authentication fails people are required to use fallback authentication methods. The main
types of fallback authentication are security questions and out-of-band services. Each of
these come with their own set of flaws.

To combat this there has been a push towards other methods of fallback authentication.
The evolution of social networks and the ability to track social networks has led to the
study of social authentication as a possible method. Each of these new methods come
with their own set of security flaws that need to be addressed. To improve the security of
current methods of trustee-based social authentication (TBSA) the use of bot detection and
knowledge-based social authentication (KBSA) are discussed. Each of them are advancing
rapidly and can be applied in ways to fill holes in the security of TBSA.

Each of these tools can be implemented into many areas. One area that has come to the
light in recent years is social cybersecurity. This is a form of cybersecurity focused on social
behaviors of groups, as opposed to the individual [3]. There are currently not many security
schemes that focus on this aspect and even less in the realm of Internet of Things (IoT).
This area of security alone brings many challenges that need to be faced in order to create
a truly secure environment. One of the biggest vulnerabilities to the security of a system is
the people who directly interact with it [3]. A scheme that focuses on social cybersecurity
provides extra protection to individuals using knowledge of how people behave and interact
with security and privacy (S&P) protocols [3]. IoT is one of those areas that could greatly
benefit from the introduction of social cybersecurity that implements social authentication



and bot detection.

In recent years, extensions of IoT have been of great interest to researchers [4][5][6].
An extension of [oT is formed by a set of geographically-distributed, special-purpose cyber-
physical or cyber-enabled things connected using special-purpose protocols on top of internet
to achieve a specific goal. To mention a few of these extensions, one may refer to Internet of
Vehicles [7] and Vehicular Things [§], Internet of Medical [9] and Health-Care [10] Things,
Internet of Bodies [I1], Internet of Vessels [12] or Internet of Energy [13].

These extensions have been studied from different technological aspects [14][15]. Different
objectives have been considered by IoT extension designers and researchers. Among these
objectives, one may refer to performance [16], Quality of Service (QoS) [I7], Quality of
Experience (QoE) [18], timeliness [19], reliability [20], scalability [21], fault tolerance [22] and
energy efficiency [23]. However, security is probably the most challenging design objective
for IoT extensions [24], [25], [26], [27], [28].

Extensions of IoT are spread from the bottom of the sea [29] to space [30]. This is shown
in Figure[I.1] Such a proliferation makes it pertinent to study these extensions from different
perspectives. Related challenges as well as current and future trends need to be thoroughly
investigated, in order to understand how new security schemes (i.e., fallback authentication)
can be implemented in a secure and usable way.

In this thesis, Chapter |2 discusses fall-

o back authentication, the current industry
!?:’rﬁ:l:iosrll(sy standards, and security schemes in [oT to

help in developing new forms of fallback au-

thentication. Chapter 3| provides a survey

of the most up-to-date versions of TBSA,

where each method is explained and then

analyzed for vulnerabilities. Chapter [4] ana-

LT lyzes methods of KBSA and CAPTCHA as
\‘ |, inder potential solutions by providing a survey of
the most advanced methods, how they would

interact with TBSA, and a detailed plan for

implementation. In Chapter [5| we design a

novel and fully functional form of TBSA that
Figure 1.1: ToT Extensions Spread Every- USes the proposed solutions and discusses its
where. uses in social cybersecurity and the impor-

tance of trustee selection. Chapter[6] further

analyzes the scheme design for the applica-
tions and benefits of applying it in the realm of IoT. Finally we conclude with Chapter [7] to
restate our findings and future work directions.
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1.1 Contributions

In this section each contribution is presented with a brief explanation of what was done to
complete it. Chapters [3] through Chapters [6] each discuss a different contribution to this
thesis. Large portions of this thesis are currently under review.

State-of-the-Art Methods of TBSA and Analyzing them Against
Current Attacks and Vulnerabilities

This contribution, illustrated in Chapter [3| required research into literature from many top
tier journals that discussed TBSA, such as ACM, Usenix, and Princeton. For each scheme a
brief explanation of the scheme was given, to provide the background to each security flaw.
Their similarities and differences were highlighted to show how each scheme adapted over
time. Furthermore, each scheme was analyzed for security flaws, attacks, and vulnerabilities.
Vulnerabilities and attacks were mentioned in other literature as well as discovered through
the observation of scheme design. Each of these techniques allowed for a full analysis of each
scheme and allowed for better understanding of TBSA systems and possible solutions. This
is illustrated in Figure [I.2]

Provide a review of

Study state-of-the-art TBSA methods to Analyze each scheme Study othgr Ilterat_ure
. for prevalent for potential solutions
TBSA schemes provide background . o,
vulnerabilities to vulnerabilities

for vulnerabilities

EE ™

Figure 1.2: Contribution one flowchart.




Propose Knowledge verified and CAPTCHA-aided TBSA as Solu-
tions to Security Problems with the Current TBSA Schemes and
Examine them for the Best Implementation Methods

Before the start of Chapter [4] the security flaws discussed in Chapter [3] needed to be fully
analyzed in order to determine methods of improvement. Through this analysis the solutions
of knowledge verified and CAPTCHA-aided TBSA were discovered. A brief background
of both were provided to help the reader in understanding the solutions. State-of-the-art
methods of KBSA and CAPTCHA were studied to find the best schemes for implementation.
After this a detailed analysis of the most secure and efficient ways to implement these
methods is provided, followed by a detailed design and the improvements it provides overs

the schemes discussed in Chapter [3] This is illustrated in Figure [I.3]

Understand TBSA . . Provide state-of-the-art Analyze each solution
Provide a brief

vulnerabilities and examples of schemes and how it can be
ttacks to determi ] b2CkgrOUNA O e that could be used i _)l' lemented to provid

attacks to determine CAPTCHA and KBSA at could be used in implemented to provide

solutions implementation most robust security

EE ™

Figure 1.3: Contribution two flowchart.




A Novel TBSA Scheme in Order to Make a Secure and Usable
Form of TBSA that is Fully Based on Social Relationships

This contribution, discussed in Chapter[5], started with research into TBSA and other security
schemes in order to understand what goes into designing a novel security scheme. This
was followed by designing the scheme based on the proposed solutions in Chapter [l A
detailed design is provided and then further studied for weaknesses that are discussed in
similar schemes mentioned in Chapter |3} Once the design is finalized a discussion of Trustee
selection and social cybersecurity is given to fully analyze the scheme and its applications.
This is shown in Figure (1.4

Study methods of
design for TBSA

—>

Create the design of
the scheme
implementing methods
from Chapter 3 & 4

—

Study the scheme for
weaknesses in design
and vulnerabilities

—

4 ™

Figure 1.4: Contribution three flowchart.

Make adjustments to
optimize the scheme
and provide a high
level of security




Applications in IoT and More

Chapter [0] discusses the last contribution. In this chapter Knowledge verified CAPTCHA-
aided TBSA is studied for its applications in IoT and other areas. Other security schemes in
IoT are studied and discussed in order to show the role that our proposed scheme presents.
The design is analyzed using the objectives of IoT as well as comparisons against other
methods of fallback authentication. This is not only used to highlight the effectiveness of
the scheme but to show case the ability of it to prevent security breaches in very sensitive
areas of IoT. This is then concluded with a recap as to how Knowledge verified CAPTCHA-
aided TBSA can provide huge benefits over traditional fallback authentication.



Chapter 2
Background & Related Work

2.1 Authentication

As web applications and technology have developed over the last decade, the need for au-
thentication has grown substantially. There are many different forms of authentication that
are used in a variety of different settings. For example, the authors of [31] use a multi-layer
framework based on edge computing to allow for new devices to join a trusted network of
devices. The scheme uses a four-way handshake based on clusters of nodes in the edge net-
work. Another example of authentication mentioned earlier was proposed in [32] for uses in
smart terminals. A user interacts directly with a terminal that monitors behavior to find
irregularities in combination with the typical forms of authentication, such as a password.

The focus of this work is going to be on user interactions with devices in IoT. The most
common form for user authentication relies on a password that a user is responsible for
remembering. The issue is that as more applications and technologies require passwords the
more likely a user is to forget a specific password. In a survey conducted by SAP inc., more
than 84% of users have forgotten a password at least once during the last year [2]. This
means that over the last year 84% of users have had to use a form of fallback authentication
to regain access to their account.

2.2 Fallback Authentication

Fallback authentication is when a user can not complete the primary form of authentication.
In most cases the primary authentication tends to be a password. Fallback authentication
has been an important tool in account recovery. This allows users to still gain access to their
system or account if they forget their password. The two types that are currently used in
the majority of authentication schemes is security questions and out-of-band services. Both
of these methods have been shown to have weaknesses that attackers may be able to take
advantage of.



2.2.1 Security Questions

Security questions are when a user has a preset list of questions they need to answer to access
their account. These have been studied extensively in the past. The general consensus is
that security questions can be guessed correctly by someone who knows the user relatively
well [33]. Some security questions have been shown to be easy to look up, such as “what is
your mother’s maiden name?” can be found with some simple research on social medias such
as Facebook. Security questions may be an easy way to reset a user password, but studies
have shown that they are also easy for attackers to guess [34]. Questions such as “what is
your favorite food?” can be guessed about 20% of the time with a single guess for people
in the United States [35]. Security questions for the most part are being phased out as an
option all together in modern systems and are no longer approved by security professionals

133).

2.2.2 Out-of-Band Services

Out-of-band services are currently the most popular choice for fallback authentication. Dur-
ing the creation of an account a user predetermines a phone number or email they will have
access to if they happen to forget their password. For a user to reset their password, they
will receive a text message or an email with a code that allows them to reset the current
password. The principles of out-of-band service relies on the idea that a user is the only one
able to access the reset email or phone number and that at the time of reset they still have
access to these services.

This scheme tends to fail after a long period of time as users change phone numbers or
get new email addresses. A user does not always remember to change these in their account
settings. Additionally, when a user gets a new email or phone number their old address
and number may be recycled by the company that assigned them. This not only makes it
impossible to reset their password but can also give a malicious actor access to a method
of reset for another user’s account password. Additionally if a malicious actor can steal a
phone they have the ability to reset an account password very easily. While this is one of
the more common ways for a user to authenticate themselves after primary authentication
fails, their are still easy ways for the method to be taken advantage of.

2.2.3 Social Authentication

With both of the most common fallback authentication methods being less secure, there is
a necessity for a new form of fallback authentication. Social authentication has become a
possible direction for a more secure fallback authentication. Social authentication has been
taken in many different directions [36], [37], [38], [39], [40], [41], [42], [43], [44]. The ability of
social authentication to work as intended is tied to a user being able to recognize information
based off of their social relations while an attacker can not [45]. This can be done in many
different ways, but the two major areas are trustee-based and knowledge-based.
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Users Trusted Group
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Figure 2.1: Basic explanation of social authentication.

TBSA

Vouching-based social authentication, also known as TBSA, is a form of social authentication
that directly contacts people in a user’s trusted network for authentication purposes. In most
schemes this is used as a form of fallback authentication due to its inconvenience of contacting
members of a user’s network. In many cases this requires a user to obtain a vouching code
from a member of a user’s trusted network. One such example of this is proposed by the
authors of [37]. This is a method of authentication that allows for a user to be verified by
another trusted person. As shown in Fig. [2.1] a user contacts the server to authenticate
themselves. The server then is able to contact members of the user’s trusted group to see if
they will verify a user. If the trustee accepts, the trustee will receive either a video chat to
reject or accept, or a vouching code to return to the requesting user. The authors of [2] test
this method using a conceptual model to test the willingness of users to participate in such
a form of authentication. The study recruited 30 participants and consisted of a pre-survey,
an experiment and a post-survey. The study concluded that 90% of the participants were
comfortable with using TBSA. This shows that there is a willingness to use this form of
authentication as a fallback method.

Aside from being used as a fallback method for authentication, TBSA has been used in
conjunction with common forms of authentication, such as passwords, to form a two-factor
authentication. Brainard et al. [36] propose a method that works in tandem with a PIN to
reduce the ability of a system to be compromised by attackers who are able to compromise
a trustee. While this limits some of the vulnerabilities there are still some that need to be
addressed for this concept to be usable in the industry.

Knowledge-Based

Knowledge-based authentication is using information that is specific to a person or group
to create questions to be answered for authenticating purposes. Security questions are the
most common form of this authentication method. There are two promising ways that
knowledge-based social authentication has been used.

The first way knowledge-based social authentication has been used is through the use of
photos. Yardi et al. [4I] designed a system for use with the social network Facebook called
Lineup. The proposed scheme takes photos from accounts the authenticating user is friends
with. It collects photos and the tags that are associated with the photos. Using the photos
as prompts the authenticating user must identify the people in the photo. This works on



the ability of the user to be able to recall the people that are shown in the photos. It is not
used as a primary form of authentication but as an extra barrier to login when suspicious
activity is detected. This scheme has been shown to be ineffective due to the amount of facial
recognition algorithms available today. Polakis et al. [46] creates an attack using publicly
available knowledge to prove that the Lineup is no longer a viable option due to improved
Al The authors then offer the use of bot detection, removing suggested answers, and adding
noise to photos as ways to slow down attackers attempting to take advantage of the system.

Another form of knowledge-based social authentication uses a similar model of collecting
information from Facebook’s network. Instead of using photos the authors of [40] use data
collected on users by Facebook. The data used is called node attributes and consists of
information such as employment, location and schools attended. The data of authenticating
users’ friends is also collected. Using these sets of data the authors were able to propose
a scheme that automatically creates a set of questions based off of node data, pseudo-edge
data, and edge data. Node data is information that relates directly to a person in the
authenticating users network. Pseudo-edge data is information that relates to a group of
friends. Finally, edge data refers to interactions between users. Through user testing the
authors found that the information collected and used to form questions showed promising
directions for a fully functional form of social authentication.

2.3 Bot Detection

Many social authentication and IoT schemes are vulnerable to attacks by bots that use facial
recognition or deep learning to gain a broad understanding of a social network. This makes
bot detection an important tool for improving the S&P in social authentication. It helps to
prevent mass attacks on authentication schemes by requiring a person to perform a modified
Turing test to determine an individual is not a bot. A user must perform a task of some
kind that is not able to be performed by a bot. This is different than a typical Turing test
due to the fact that the judge is a computer and not a person. One example of this used in
our daily lives is CAPTCHA which stands for Completely Automated Public Turing test to
tell Computers and Humans Apart. It was designed by L. Von Ahn [47] in 2004 and since
has been implemented and improved by a variety of companies such as Google.

2.3.1 CAPTCHA

CAPTCHA was designed in 2004 using images of a combination of letters and numbers
modified to be slightly harder to recognize by computer vision algorithms [47]. One important
aspect of the original design is to have publicly viewable code and data as it should not be
possible to design an attack whether an adversary knows the design or not. The security of
the system should rely on the task being too complex for a bot to complete.

The original design has since been proven to not be secure [4§]. The development of
computer vision algorithms have advanced greatly since 2004. Many computer vision schemes
can now accurately differentiate numbers and letters as well as a human is able to. Many
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different forms of bot detection have been created to make it more difficult for Al to combat
it. CAPTCHASs have been designed in a variety of ways relying on different senses. The
original was designed as a visual text-based task to be answered with text but there are
other examples such audio, pattern recognition, and image-based.

2.3.2 reCAPTCHA

Google has multiple versions of CAPTCHA they have created. The first version of re-
CAPTCHA used books being digitized into a database to form two word pairs. The first
word was a control word already recognized by the optical character recognition software
while the other word was not. If the user got the control word correct then the software would
compare the unrecognizable word to the most common words in the verification database.
If it matched then the verification would be complete. As deep learning and Al methods
improved, this form of reCAPTCHA was proven to be ineffective and discontinued.

The second version called reCAPTCHA v2 makes a user complete a challenge that a bot
would not be able to do [49]. The user must click on a check box to allow google to run
a risk analysis algorithm in order to determine if they were a bot or not based on a user’s
internet activity. If the algorithm determined a user had suspicious activity then the user
must complete additional challenges such as clicking on photos of cross walks from a group.
If a user passes these tasks then they are given access.

The third, and final, version called reCAPTCHA v3 works entirely in the background
[49]. Tt monitors activity of a user on a site that has the software enabled. Then when the
script is run, either when the site loads or when a button is pushed, it generates a score of
the user determining whether they are a bot or not. If the score determines they are a bot
then a site can run a second form of authentication to prevent a perceived bot from having
access. This method and reCAPTCHA v2 are both available for sale by Google and are
currently being used on millions of sites.

2.3.3 VTT CAPTCHA

Visual Turing Test (VI'T) CAPTCHASs are an area of bot detection that uses the visual
reasoning of an image. This form of CAPTCHA has been proposed by the authors of [4§]
as a promising form. VTT CAPTCHAs usually show a large group of objects at different
distances, sizes, colors and orientations. A person is then given a prompt (eg. Click the
object under the letter f) that they need to complete. If completed correctly the user is
allowed to continue through. The authors of [48] perform tests on current VI'T CAPTCHAs
using an novel attack that is able to break typical questions a majority of the time. To
improve the effectiveness of this CAPTCHA the authors found that their attack struggles
when there are a large number of objects, an increased number of occlusions, an increased
number of similar objects and the attack has the most issues if the prompt uses common
sense knowledge. Common sense prompts are things that are more abstract concepts that
are easily understood by humans. These types of questions accounted for 45% of the errors
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in the attack proposed. This shows that VI'T CAPTCHAs can be promising with some
improvements.

2.3.4 aaeCAPTCHA

The authors of [50] propose a unique form of CAPTCHA called audio adversarial CAPTCHA
(aaeCAPTCHA). To prevent the use of automatic speech recognition the scheme uses audio
adversarial examples to perform as a CAPTCHA. A user must identify what is said to gain
access. Through rigorous testing using state of the art speech recognition technology the
authors show that this improved version of audio CAPTCHASs can provide adequate bot
detection. The authors conducted a user study in order to prove the usability. This is one
of the most advanced audio CAPTCHA techniques currently presented in research.

2.4 Social Cybersecurity

Cybersecurity is an important aspect of IoT devices and networks. Most current security
schemes focus on the individual user. An individual accesses their own account using an
individual based form of authentication. The issue is that many times in home, work, and
other social environments, many people are accessing the same information and or need
access to the same devices and accounts. This interaction with multiple users and security
protocols is called social cybersecurity.

With current security mechanisms in place, people use poor practices in order to share
the information they need. Users will share passwords or other forms of authentication
which can negatively impact security. For example in a home environment, multiple people
all share the same password and username for a Netflix account. If someone in that trusted
group decides to also share that password with a significant other the network gets larger for
the rest of the group, further reducing security. The issue is that there are no checks in place
with most current systems to be used securely in a social aspect. This currently applies to
IoT devices and networks as well. Current standards in security need to be modified in order
to take into account these social interactions.

The authors of [3] take an in-depth look at social cybersecurity analyzing the social inter-
actions of sharing information digitally, managing members of a social authenticated group,
controlling online reputation, and helping others with security and privacy (S&P) problems.
The authors further break down the categories of interaction such as relationships, family,
social groups (work and friends) and the public. Breaking this down helps us understand
the different ways people interact to better help create models to protect security and not
inhibit their interaction with a system. For the purposes of IoT managing access to networks
and devices is important. Many people will need to access these systems in ways that do
not negatively impact the security.

Sharing digital information is important in every interaction of social groups. Many
work groups must share passwords for access to different resources required for their job.
For example, colleagues must access the same [oT network of devices to monitor patients’

12



information. To do this colleagues in many cases share passwords in unsafe ways and can
disrupt logs of who accesses patient data incorrectly. This can hurt a patient’s right to pri-
vacy. It is important for there to be a way for to share account access and digital information
without reducing the security of the system.

We have not found any systems that effectively allow for social cybersecurity to be pro-
tected while not inhibiting a users normal behavior. To do this a scheme must be able to
easily and securely authenticate a group of people for the same account, allow for effective
management of members, and encourage positive S&P practices [3]. Social cybersecurity
has led to an area of authentication known as social authentication which is able to authen-
ticate people based off of social relationships and information. This can be a useful tool in
designing a social cybersecurity scheme for IoT purposes.

2.5 Internet of things (IoT)

In this thesis, we first classify extensions of IoT based on the geographical locations where
they are deployed, e.g. under the sea, under the ground, on the ground, in the sky or in
space. We study security challenges in the design of each extension. Moreover, we discuss
security mechanisms used in each extension. Lastly, we present a taxonomy on existing [oT
extensions. This study is unique in its broad perspective in the sense that we cover all types
of IoT extensions, all security challenges and all security mechanisms. This section and the
following sections have been submitted and are under review for publication.

2.6 Existing Surveys

In this section, we briefly study existing relevant surveys in order to highlight their shortcom-
ings, which motivate the work of this review. We classify existing surveys into the following
categories.

e Surveys that focus on a single type of IoT extension, without discussing security chal-
lenges or mechanisms. These surveys are studied in Subsection [2.6.1]

e Surveys that cover a group of IoT extensions, without focusing an security-related
issues. These surveys are studied in Subsection [2.6.2]

e Surveys focusing on security-related issues in IoT extensions. Although this category
contains some surveys covering different security-related aspects, none of them studies
all existing types of IoT extensions. Subsection discusses this category of IoT
extensions.

e Surveys focusing on the role of Al in IoT extensions, without investigating security
considerations. None of the existing surveys falling into this category covers all kinds
of ToT extensions or studies the role of Al in the future of these extensions. These
surveys are reviewed in Subsection [2.6.4}
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In our reviews, we did not identify any survey related to the role of Al in the security of
[oT extensions. Especially, none of the existing surveys covers all types of Al models or all
types of IoT extensions. Moreover, none of them anticipates the role of Al in the future of
secure [oT extensions.

2.6.1 Surveys Focusing on a Single IoT Extension

This subsection reviews surveys that study a specific type of IoT extensions without a focus
on security-related considerations. The extensions studied in these surveys can be classified
as follows.

e Extensions Deployed under the Ground: Surveys on these extensions are re-
viewed in Subsection 2.6.1]

¢ Extensions Deployed on the Ground: Surveys related to this class are studied in
subsection 2.6.11

¢ Extensions Deployed in the Sea: We discuss surveys focusing on these extensions
in Subsection 2.6.1]

¢ Extensions Deployed in Space: Surveys on this class are reviewed in subsection

2.6.1

Extensions Deployed under the Ground

The recent literature comes with some surveys focusing on Internet of Underground Things.
For example, state-of-the-art sensing and Cloud integration components used in this IoT
extension were studied in [51] along with related challenges. The authors of [51] reviewed
the applications of this extension as well. Moreover, in [52], the authors studied the role of
Internet of Underground Things in soil fertility monitoring. They first highlighted the impact
of soil fertility monitoring on qualitative and quantitative improvement in food production
as the well as reduction in greenhouse gas emission. In the next step, they presented a survey
on underground sensing technologies as well as communication protocols used in this type
of IoT extension.

Extensions Deployed on the Ground

Several surveys have focused on different types of IoT extensions deployed on the ground,
including Internet of Bodies, Internet of Audio Things, Internet of Vehicles, Internet of
Autonomous Vehicles, Internet of Medical Things, Internet of Wearable Things and Internet
of Bio-Nano Things. These surveys are reviewed in the following.
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Internet of Bodies

The Internet of Bodies can serve to a wide range of services and applications for a broad
spectrum of sectors. These services include, but are not limited to medicine, safety, security,
health and entertainment. Despite this critical importance, there are only a few surveys
focusing on Internet of Bodies. One such survey has been reported in [53]. In this research,
the authors argued that given the recent crisis caused by COVID-19, Internet of Bodies
can revolutionize public health and safety infrastructures in today’s world. They reviewed
the communication and networking requirements of this IoT extension along with related
standards and protocols. These researchers presented a survey on channel modeling issues
for various link types in Human Body Communication (HBC) channels. These channels are
of critical importance due to the heterogeneous and lossy dielectric properties of the human
body.

Internet of Audio Things

In this kind of IoT extension, audio things, such as acoustic sensors, are connected over
an infrastructure capable of allowing local or remote, multidirectional communications. The
authors of [54] presented an overview on this [oT extension. They established an ecosystem
for this extension consisting of interoperable devices and services related to human-human
and human-machine interactions. These researchers investigated design and implementation
challenges in this field and developed directions for future research in this area.

Internet of Multimedia Things A survey related to this type of extension has been
reported in [55]. The authors of [55] stated that the underlying protocol stacks in Internet of
Multimedia Things need to fulfill stringent requirements in terms of quality of Service (QoS),
latency, reliability, bandwidth and storage, which are raised by multimedia data. Moreover,
thy highlighted interoperability as a challenging task in Internet of Multimedia Things due to
the existence of heterogeneous multimedia sensors. They presented a survey on the challenges
faced by seamless, interoperable communication in this type of loT extension. The authors
also studied Cloud as a promising paradigm for eliminating the storage requirements in these
extensions.

Internet of Vehicles (IoV)

Internet of Vehicles is one of the best-studied extensions of [oT. There are several surveys
on different aspects of IoV. For example, a review on existing methods for recommending
driving strategies, appropriate routes and entertainment contents in IoV has been presented
n [56]. As another example, one may refer to [57], where the authors present a survey on
Business Models (BM) adapted for Fifth Generation (5G) network slicing with a focus on
applications in IoV. This technology is capable of creating virtually-isolated and logically-
parallel networks, enabling a large range of complex services. Another survey on the applica-
tions of 5G standards and infrastructures in Vehicle-to-Everything Communications (V2X)
and IoV has been reported in [58]. The evolution of traditional V2X technologies to IoV
platforms has been studied in relevant research [59].
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Moreover, the authors of [60] highlighted the shortcomings of existing cellular communi-
cation technologies such as Fifth Generation (5G) and short-range wireless communication
standards such as Dedicated Short-Range Communication (DSRC) in supporting the high
volume of data generated by oV sensors. They presented a survey on advances in Millimeter-
wave (mmWave) technology with a focus on applications in IoV. In [61], the adoption of
blockchain as a system platform for supporting the information exchange requirements of
[oV has been studied. They noted that the underlying information exchange platform of IoV
needs to be immutable, transparent, and secure in order to support the intended objectives
of an Intelligent Transportation System (ITS). There are also other surveys briefly discussing
different technological challenges of IoT [62].

Internet of Autonomous Vehicles

A survey on Internet of Autonomous (Driverless) Vehicles has been presented in [63]. This
survey compares traditional client-server communication models with centralized models.
The authors of this survey demonstrate how this IoT extension will move from network-
centric communication models to user-centric ones in the future. They also discuss the role
of Value-Added Services (VASs) in Internet of Autonomous Vehicles.

Internet of Medical Things

The authors of [64] stated that frequent topology changes due to user mobility and
posture alteration increases the complexity of routing and resource allocation in Internet
of Medical Things. They reviewed individual and group health monitoring architectures
based on Internet of Medical Things that allow users to freely move around. They discussed
the enabling technologies for each of the studied architectures. Moreover, they investigated
existing solutions for route breakage in this kind of IoT extension.

Internet of Wearable Things (IoWT)

Wearable things include smart clothes, smart jewelry, smartwatches, and similar personal
mobile devices. IToWT lies in the intersection of IoT and the technologies related to these
devices. The battery-powered nature of these devices raises energy efficiency as a critical
requirement in IToWT. A comparative, systematic literature review along with taxonomy on
energy-efficient solutions proposed for loWT-based scenarios has been presented in [65]. This
survey discusses related performance parameters as well as existing solutions for improving
energy efficiency in [oW'T.

Internet of Nano Things

The literature comes with surveys on different aspects of Internet of Nano Things. For
example, a survey presented in [66] studies this IoT extension with a focus on applications in
healthcare environments. Another relevant research presents a survey on routing protocols
in Internet of Nano Things [67].
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Extensions Deployed in the Sea

Some extensions of IoT are deployed under the sea, e.g. Internet of Underwater Things, or
on the sea, e.g. Internet of Ships (IoS). These extensions have been studied in a few surveys,
which are discussed below.

Internet of Underwater Things

Internet of Underwater Things have been studied from different perspectives. For ex-
ample, the survey presented in [68] discusses current advances, challenges and open issues
in this IoT extension, with a focus on applications in smart oceans. Moreover, a five-layer
system architecture for Internet of Underwater Things has been proposed in this survey. The
proposed architecture consists of a sensing layer, communication layer, networking layer, fu-
sion layer and application layer. Another relevant survey has studied Internet of Underwater
Things from a big data analytics perspective [69).

Internet of Ships

A survey on IoS has been presented in [70] along with related architectures and elements.
This survey also discusses emerging applications of IoS. Moreover, some potential future
opportunities such as satellite communications as well as some potential challenges such as
data collection, management and analytics have been studied in this survey.

Extensions Deployed in Space

Internet of Space Things as well as Internet of Drones fall into this category. Surveys on
these extensions are discussed in the following.

Internet of Space Things

There are only a few surveys in this area. Among these surveys, one may refer to the
one presented in [7I]. This survey reviews existing research on connectivity and computing
technologies in 10T for non-terrestrial, space environments. Moreover, it presents an overview
on the area along with key challenges as well as a look-ahead of the future opportunities.

Internet of Drones (IoD)

There is a survey on applications, deployments, and integration of ToD [72]. This survey
discusses some enabling technologies that support IoD in different scenarios. Optimization-
based methods, Neural Networks (NNs) and blockchain are among these enabling technolo-
gies.

2.6.2 Surveys Focusing on a Group of IoT Extensions

To the best of our knowledge, the only survey covering a group of IoT extensions has been
reported in [73]. In [73], the authors have tried to study the current trends and predict
the future of IoT extensions. They have anticipated that a hyper space will be formed
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consisting of physical space (traditional IoT), social-inspired space (Internet of People) and
brain-abstracted space (Internet of Thinking). They refer to this hyperspace as Internet of
X.

2.6.3 Surveys on the Security of IoT Extensions

Different security aspects of different IoT extensions have been investigated in some survey
research works. Relevant surveys are discussed below.

Secure Internet of Vehicles

Different security aspects in different variants of Internet of Vehicles have been studied in
existing surveys. For example, the authors of [74] have studied Social Internet of Vehicles
from a location privacy perspective. A similar survey has been conducted on 6G-Enabled
Internet of Vehicles [75]. As another example, in [76], the authors have studied authentication
protocols in Internet of Vehicles along with related testbeds and challenges.

Secure Internet of Medical Things

There are some surveys related to secure Internet of Medical Things extensions. As an
example, we can mention the one reported in [77], where the authors have highlighted the
critical role of this extension, as safety-critical platforms, in the monitoring of patients suf-
fering from chronic diseases. The authors of [77] presented a literature review on research
works focusing on secure data collection, transmission, and storage in Internet of Medical
Things. Furthermore, they studied some related attacks and some mitigation techniques.
There is another relevant survey where risk assessment methodologies capable of being used
in Internet of Medical Things have been studied and classified [78].

Secure Internet of Intelligent Things

The authors of [7T9] presented a tutorial on techniques for designing generalized blockchain-
based schemes for authentication and key management in Internet of Intelligent Things.
They discussed some prevailing consensus algorithms used for this purpose. These researchers
also highlighted some related challenges as directions for future research in this area.

Secure Internet of Drones

In [80], the authors presented a taxonomy on drones used in Internet of Drones. They
studied the severity of security and privacy threats associated with each type of drone. They
tried to develop an architecture for secure Internet of Drones. Moreover, they established
a taxonomy on attacks that hit this type of IoT extension. They reviewed existing attack
mitigation techniques as well.
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Secure Internet of Bio-Nano Things

The authors of [8I] presented a review on bio-cyber interface technologies in Internet of Bio-
Nano Things (e.g. bio-electronic devices, implantable Radio Frequency Identification(RFID)
chips and electronic tattoos). They proceeded to study some security vulnerabilities of these
technologies along with related mitigation strategies.

2.6.4 Surveys on the Role of AI in IoT Extensions

There are a few surveys somewhat related to the role of Al in IoT extensions. In the following,
we review surveys of this type.

Al-Assisted Internet of Medical Things

The authors of [82] noted that Cloud computing, Edge computing (EC) and Al can be
impactful in assisting Internet of Medical Things. They investigated how Cloud computing
can facilitate the storage of data collected by medical sensors, how edge computing can
support code caching in edge nodes, and how Al can assist big data analysis in this type of
[oT extensions.

Al-assisted Internet of Vehicles

A survey has been presented in [83] that focuses on the role of Al in IoV environments
supported by EC. In EC-enabled 1oV, Al tools can help dynamic, real-time decision making
in Road-Side Units (RSUs), which play the role of edge nodes. Al-based methods can improve
learning capacity and assist dynamic resource allocation in edge nodes. The authors of [83]
reviewed common oV edge service frameworks in order to explore the applications of Al in
service offloading and edge server placement.

2.6.5 Summary

Table summarizes existing relevant surveys in order to make it easy to compare them
with our work in this thesis.

In Table 2.1 the first entry in each row cites one of the surveys studied above. The
second column contains a ”Yes” if the survey covers all kinds of IoT extensions. It contains
a "No” otherwise. The third column indicates whether or not the survey studies all security
challenges and mechanisms. The fourth column contains a ”Yes” only for surveys that
provide a taxonomy. In the fifth column, a ”Yes” indicates a survey that presents a future
roadmap. Lastly, the sixth column indicates whether or not the survey cited in the first
column discusses the role of Al in the future of secure IoT extensions.
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Table 2.1: Summary of Existing Surveys

’ Survey \ Year \ All Ext. \ All Sec. \ Tax. \ Roadmap \ Al ‘

[51] 2020 No No No No No
[52] 2022 No No Yes No No
[53] 2022 No No No Yes No
[54] 2020 No No No Yes No
[55] 2020 No No No Yes No
[56] 2020 No No No No No
[57] 2021 No No No Yes No
[58] 2020 No No No Yes No
[59] 2020 No No No No No
[60] 2020 No No No Yes No
[61] 2021 No No No Yes No
[62] 2021 No No No Yes No
[63] 2020 No No No Yes No
[64] 2020 No No No Yes No
[65] 2020 No No No Yes No
[66] 2020 No No Yes No No
[67] 2020 No No No No No
[68] 2020 No No No Yes No
[69] 2021 No No No No No
[70] 2020 No No No Yes No
[71] 2021 No No NO Yes No
[72] 2021 No No No Yes No
[73] 2021 Yes No No Yes No
[4] 2020 No No No Yes No
[75] 2022 No No No No No
[76] 2020 No No No Yes No
[T 2021 No No No No No
[78] 2021 No No No No No
[79] 2020 No No No Yes No
[80] 2021 No Yes No Yes No
[81] 2021 No Yes No No No
[82] 2020 No No No Yes No
[83] 2022 No No No Yes No
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2.6.6 Motivations

As seen in Table[2.1] although the literature comes with some surveys somewhat relevant to
this study, there is no survey with all of the following properties.

e Presenting a taxonomy on all existing kinds of IoT extensions.
e Studying all security challenges and mechanisms for all kinds of IoT extensions.

e Presenting a future roadmap for secure IoT extensions in consideration of Al’s role.

This study is an attempt to address the above gap. The most relevant survey is the
one reported in [73], where the authors have covered a group of IoT extensions and tried to
anticipate what the future may hold for these technologies. However, this work is different
from our work in the following ways.

e [t does not provide any taxonomy on existing [oT extensions.
e [t does not focus on security-related challenges and mechanisms.

e [t does not discuss the role of Al in future developments of IoT extensions.

2.7 Security Challenges and Mechanisms in IoT

2.7.1 IoT Under the Ground
Internet of Underground Things

Internet of underground things has been used in a variety of applications including, but not
limited to precision agriculture, pipeline monitoring, border control, oil and gas reservoir
exploration, and monitoring of oil wells or soil fertility [51][52][84]. In our reviews, we have
not found any research work focusing on the security of Internet of Underground Things.

Internet of Mine Things Things

Internet of Mine Things is used in applications such as mine water control. There is a close
relationship between Internet of Underground Things and Internet of Mine Things, in a way
that they have been studied alongside each other in some recent works [85]. To the best of
our knowledge, there is no research report focusing on the security of this IoT extension.

21



2.7.2 10T on the Ground

Extensions with Applications in Medicine

Internet of Medical Things

The recent advancements in mini-hardware manufacturing, microcomputing, and Machine-
to-Machine (M2M) communications have made it possible for IoT platforms to reshape many
existing networking applications. Healthcare systems are among these applications. Their
evolution under the impact of IoT has led to an IoT extension referred to as the Internet of
Medical Things.

The application areas of the internet of medical things (IoMT) vary from heart [86] [87] [88] [89]
and skin [90] disease detection, as well as C-reactive protein and serum Amyloid detection to
healthcare monitoring [91], emotion recognition [92][93], tumor prediction [94], Colonoscopy
[95], remote patient diagnosis [96] and surgery [97].

As suggested in recent research, the most important security challenges and mechanisms
of this extension can be listed below.

e Security Challenges

— Privacy

The authors of [08] suggest the use of a blockchain-based record to have decentral-
ized electronic health records. They propose that the blockchain model be used
in part with smart-contract based service automation. Some of the major draw-
backs of such a system include high latency, large storage costs, and single-point
failure. The proposed solution is the use of a Distributed Data Storage System.
Device authentication is handled by a decentralized selective ring based access
control. The anonymity of the patient information is protected through the use
of different patient anonymity algorithms.

Similarly, the authors of [99] uses the blockchain based model. The proposed
system uses a triple subject purpose based access control model. The model
would work in part with a transactional blockchain network to also allow for a
more decentralized approach. The access to the system will be limited to users
with certain privileges following a Local Differential Privacy based policy. This
will prevent malicious users from having access to the entire system. The pro-
posed blockchain-enabled method has been tested in a live setting with more than
100,000 patient records and has shown great improvements over current systems.

To compare the decentralized blockchain methods proposed above, [100] uses two
non-colluding severs and a privacy-preserving cloud-aided diagnosis scheme to
create a secure way to outsource diagnoses. This diagnosis scheme uses a combi-
nation of AES and homomorphic encryption to make user requests more efficient.
The analysis of this work illustrates that the proposed scheme is better than prior
works when looking at the system in terms of security and usability. The authors
of [I01] goes further and talks about how most new solutions focus on data en-
cryption, increasing the cost of sending and computing information to patients
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and users. The scheme these authors propose focuses on three main points, a
guarantee of privacy, efficient integrity verification to prevent incorrect query and
computation, and lastly lightweight operations of the patient and the user. This
aims to take full advantage of cloud-aided systems while limiting resource costs.

Another area that has gained a lot of attention is the future of 5G networks.
[102] suggests a method of device-to-device communication for medical services
that uses future 5G networks. The method is the use of an intelligent trust cloud
management system. The authors propose an update to the current system to
make it more adaptive and intelligent in a wireless medium. Tests done by the
authors demonstrate that the updates will address trust uncertainty and improve
detection accuracy of malicious devices.

The following research [I03] was inspired by the current pandemic and proposes a
new privacy-enhanced data fusion strategy. The design of the system is proven to
successfully demonstrate an improvement in the protection of data fusion during
the outbreak of Covid-19. The authors take into account task-completion, classifi-
cation accuracy, reliability and a low rate of errors based on its use in [oMT. They
are able to do this through the use of a validation method based on deterministic
policy gradient which keeps the accuracy of the data intact. The authors believe
that most current systems lack the ability to accurately and efficiently validate
the large amounts of data caused by the pandemic.

Trust

Trust is an important factor towards successful communication, especially in the
realm of ToMT. The authors of [104] discuss the reasons that trust struggles in
current systems. The main attack focused on in this work is the Sybil attack. The
attack creates a fake node in an attempt to infiltrate the system. The proposed
solution to the detection of malicious activity is the use of trust management.
It allows a system to authenticate their neighboring nodes while neglecting the
malicious nodes. The proposed version of trust management focuses on the use
of fuzzy logic processing and the fuzzy filter.

Most of the sensors in medical devices have a limited amount of resources to im-
plement many proposed protocols to safely authenticate each other. The authors
of [105] propose a group key agreement (GKA) protocol to allow for a reduction
in computational cost and an increase in the possibility of more dynamic connec-
tions between groups of sensors. The GKA would be performed using a physical
unclonable function (PUF) to create unique fingerprints. The method focuses on
higher security and efficiency.

Attack Resilience

As more information and systems are developed in the IoT there is a growing
number of ways for systems to be attacked. A common goal of these attacks is
intrusion into a system or attempts to breach data. Authors of [106] proposes a
method of intrusion detection through the use of a deep learning-based method
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called the Deep Belief Network algorithm. When tested, the system received a
95% success rating in most classes of attacks.

Another common attack on these systems are man-in-the-middle-attacks (MITM).
These attacks are especially dangerous because they often do not raise alarms.
The authors of [107] propose a framework that is capable of sending a smaller
digital signature by creating a key based on the strength of the received signal.
When tested, the false alarm rate was low, while its ability to detect MITM
attacks was high.

e Security Mechanisms

— Authentication

As the automation of remote health care continues to grow, the need for au-
thentication continues to grow with it. The focus on a trustworthy, efficient, and
resourceful system is important to the growth of the industry. The authors of [10§]
suggest an improvement to use of a mutual authentication protocol for a Telecare
Medical Information System (TMIS) proposed by Chiou et al. [109] in 2016. The
authors discuss the short comings of the current system and suggest the use of
smart service authentication. The method better protects patient anonymity and
stolen smart device attacks through the use of three stages: initialization by a
security-authority center, registration by a medical censor, and authentication by
a smart device. Smart device authentication makes use of a common key to allow
for mutual authentication. When the researchers of [I08] tested the method it
showed significant improvements to the Chiou et al. [I09] method.

As discussed previously mutual key authentication can be a strong tool. One such
method of doing so is mutual authentication and key agreement (MAAKA). This
is a method of authentication that has been proposed frequently but tends to fall
short in the case of being provably secure and lightweight (PSL) solutions. This
tends to be a problem as most of the systems are complex and have a wide variety
of requirements. The authors of [110] propose a new solution to create a PSL-
MAAKA protocol. The protocol is kept lightweight by using hashing algorithms
and XOR operations for authentication. Security is ensured by using a random
oracle model. Through security analysis testing, a long list of properties proposed
by the authors of [I10], the research proves that the PSL-MAAKA protocol out
performs other schemes including, Ali et al.’s [I11], Fotouhi et al.’s [I12], Chang
et al.’s [I13] and Kumari et al.’s [114].

The authors of [IT5] propose another method of mutual authentication that en-
sures that both the source and destination are checked for integrity to prevent
packet loss. The main focus of the authors is to defend against the black hole
attack, a commonly forgotten attack. It is an attack in which a router deletes
all messages it was supposed to forward. The proposed scheme is the combined
use of medium access control and enhanced on demand vector enabled routing.
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Mobile devices must start a session with a registered device in order to begin
communication. The encryption method used, is the well known elliptical-curve
Diffie-Hellman method. Through simulation testing they were able to prove the
effectiveness of the scheme against multiple attacks with a high rate of success.

Mutual key authentication allows users to ensure that the data they collect are
the same information that is sent. There are other methods that allow for the
same authentication through a form of digital signature. The authors of [110]
propose a method composed of four main parts: check sum computation, novel
left data mapping (LDM), pixel repetition method (PRM), and RC4 encryption.
PRM is used to upscale an input image. RC4 is then used to encrypt the binary
secret data that is then grouped together in 3-bit groups that are then converted
to decimal. Using LDM, the decimal digits are encoded and inserted into a cover
image. To protect against taper, a check sum digit is created and inserted into a
main diagonal pixel. If the image is tampered with the check sum digit will not
match when calculated again. This is a form of digital signature to check authen-
ticity of the data received. The experimental results collected by the authors of
[116] show that the proposed system outperforms some of the best systems when
focusing on computational complexity, the ability to detect tapering, payload,
and imperceptibility.

Encryption

Encryption is very important in a secure transport of information from IoMT to
another location. One such method proposed by the authors of [I17] suggests the
use of the Rivest Cipher to generate a key value followed by the use of the Elliptic
Curve Digital Signature Algorithm (ECDSA) to encrypt the value. Lastly, the
value is hashed using SHA256. The proposed scheme is tested by the authors and
proven to be sufficient against attacks.

With IoMT a lot of authors have looked for easy ways to transmit data from
IoMT to servers. This leads us to the use of smartphones in today’s society. They
allow for easy transportation of data between users and healthcare professionals.
The issue comes with communicating that sensitive data in a way that does not
allow attackers to take advantage of the system of communication. The authors
of [I18] have proposed a method using blockchain and key authentication agree-
ments. The protocol would provide a secure place for keys to be managed on the
blockchain. This would allow for the secure transfer of keys between implanted
devices, personal servers, and cloud servers. The data would then be accessible
to appropriate users via the blockchain. The Automated Validation of Internet
Security Protocols and Applications (AVISPA) tool was used to perform tests on
the proposed system and proved to be resilient against attacks.

Since the beginning of Covid-19, many physicians have moved to remote care for
their patients, also known as telemonitoring. When doing so, doctors must trans-
mit an extensive amount of patients’ personal data. To keep the information safe,
the authors of [I19] have proposed a lightweight method of mutual authentication
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and secret key establishment protocol. The secret key agreement uses PUFs to
allow devices to check the authenticity of a sensor node as well as a doctor’s legit-
imacy before relaying information. The scheme has been robustly tested with the
use of AVISPA tools and has performed well, preventing attacks such as MITM
and using less of a systems than similar schemes.

Also influenced by the pandemic, the authors of [120] propose a time-bound group
key authentication using extended chaotic maps. These time-bound group keys
allow for groups of devices to authenticate each other for a short period of time.
This function is low-cost as the device does not need to retrieve a key every time
it connects to the application layer, rather than encrypting and decrypting every
time like other methods. The chaotic maps’ unpredictable nature makes them
useful in the authentication and key-agreement process of the scheme.

For ToMT, it is important to protect the integrity and confidentiality of the
data. The authors of [121], inspired by the pandemic, propose an Attribute-
Based Encryption (ABE) method for providing user privacy and confidentiality.
This method is a partially-policy-hidden and large universe ABE model that is
publicly traceable. An area of focus for the authors is that the amount of data
is independent of the publicly available information; this allows for any amount
of electronic health records (EHR) to be stored. In addition, any person who is
in possession of the encryption key is able to easily track the data linked to it.
The final area of focus of the system is that it will have fewer bilinear pairings,
allowing for smaller costs during decryption.

A big concern with most encryption is the cost of encryption and decryption.
Using traditional encryption, there is a large cost of computation making it an
unfeasible way for patients’ data to be transferred in real time. The authors of
[122] propose a light weight and efficient encryption algorithm that could be used
efficiently in the transferring of image data. The method uses two permutation
methods to secure the image. This new encryption method takes into account
256 bits to be encrypted and then breaks them into 16 different blocks of 16 bits.
They have tested the algorithm on multiple test images and, when compared to
the current standard, have proved to be much more efficient when considering
execution time when compared to other similar forms of encryption.
Signcryption

Encryption and electronic signatures are significant parts of the transfer of data
securely. Signcryption is a system design that achieves privacy and authenticity
without increasing the cost of computation by combining the digital signature
and encryption algorithm. Other higher-cost models separate encryption from
signing, creating a less cost-effective option. The authors of [123] propose the
use of signeryption in conjunction with a publicly verifiable cloud-centric health
care system. This system collects data from IoMT and outsources the data to the
cloud server through the patient’s smart phone. When tested by the authors, the
scheme had less energy consumption compared to other related schemes.
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— Intrusion Detection

As stated above, [oMT is rapidly expanding. IoMT is opening more avenues for
attacks. Without an effective intrusion detection system an attacker could steal
sensitive data or severely affect patients health. The authors of [124] propose
a novel mobile agent based intrusion detection system. The agents will employ
machine learning algorithms in order to look for the signs of a breach. The agents
are composed of a sensor agent, a cluster head agent, and a detective agent.
Through the use of data collection and principle component analysis, the agents
work together to find abnormalities in a network. By emulating different use
case scenarios the authors were able to obtain promising results when considering
accuracy.

— Security Evaluation

Along with intrusion detection there is a strong need for security evaluations in
IoMT. An insecure medical device could cause massive amounts of health compli-
cations to large groups of people in a very short period of time. The authors of
[125] propose a hierarchical model consisting of three steps. The first step is to use
a fault tree (FT) on the infrastructure of the IoMT that consist cloud/fog/edge
member systems. The second step is to go through the subbranches of the same
member systems. The last step is to use F'T on the continuous-time Markov chain
of devices in the subsystems. The proposed model takes into account a variety of
different failure points, including attacks on the system. The proposed evaluation
method has the opportunity to greatly improve the security of current and future
IoMT in the realm of cloud/fog/edge member systems.

In addition to security, some recent research works focusing on internet of medical things
have worked on improving other design objectives such as performance [126].

Internet of Health Things
In the following, we discuss the security challenges and mechanisms of internet of health
things (IoHT).

e Security Mechanisms

— Encryption

The authors of [127], propose a symmetric key encryption to be used in IoHT.
The method has a lower computational and communication cost than its asym-
metric counterpart. The authors solve this issue through the use of a low memory
symmetric key generation model that mimics group secret key agreements. The
authors of [128] break down flaws in a current encryption technique based on
chaotic maps, a conditional shift algorithm, and a modified Mandelbrot set[129].
When simulating an attack the authors only needed one plaintext-ciphertext pair.
Using this information the authors performed a chosen-plaintext attack (CPA)
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and were able to crack the scheme with little computational time. To improve
the system, the authors of [128] suggest using confusion and diffusion based on
Shannon’s Theory [130]. Using the chaotic system, a substitution box can be
created to satisfy the properties of confusion. To implement diffusion, a key from
the Mandelbrot set can have XOR applied to the chaotic sequences and the image
layer. The conditional shift algorithm should not use XOR on the key and original
image. Using these improvements the authors agree that the initially proposed
scheme can be implemented and used securely.

Radio-frequency identification (RFID) is a resource constrained device that has
had improvements in protection recently. Many access control systems use this
type of device for high level security purposes. Such a device requires a lightweight
cryptographic algorithm. The authors of [I31] propose an algorithm called SLIM,
which is a 32-bit block cipher based on the structure of the Feistel network. Since
it is a block cipher, it uses the same key for encryption and decryption allowing
for it to be more lightweight. SLIM has demonstrated a strong ability to prevent
attacks on RFIDs.

Another scheme to achieve security in [oHT is ciphertext-policy weighted attribute-
based encryption (CP-WABE). But this system has several issues including being
non-scalable, high computational cost and time, and high memory. The authors
of [132] propose some changes that, through theoretical and experimental anal-
ysis, have proven to be more efficient than CP-WABE. To resolve these issues
the authors use 0-1 encoding [133]. To make sure the scheme can run on a more
inefficient system, offline/online encryption and outsourced decryption are used.
Through experimental testing, the authors prove the scheme is more efficient than
existing schemes.

Signcryption

One of the greatest concerns for security in IoHT is the authenticity of a pa-
tients’ health records sent over the internet. Along with this is the anonymity of
the sender and receiver of the data needing to be preserved. The current meth-
ods of signcryption that use certificateless cryptography do not allow for security
anonymity and the anonymity of the receiver at the same time. To solve this,
the authors of [134] propose a form of signeryption based Hyperelliptic Curve
Cryptosystem (HCC). The use of HCC in the proposed model creates lower com-
putational costs to the system than in current systems that use cryptographic
techniques such as RSA, elliptic curve cryptography (ECC), and bilinear pairing.
Using the Random Oracle Model of testing the authors were able to guarantee
a high level of security when considering receiver anonymity, confidentiality, and
unforgeability.

Data Provenance

Provisions in Data Provenance are important if it is to be accepted by stakehold-
ers. The proposed system by authors of [135], suggests the use of a lightweight
federated learning and differential privacy to protect the privacy and security of
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the data. The method would work in conjunction with blockchain smart con-
tracts to manage authentication of federated nodes, trust management, and edge
training. To fully support encryption of the data set, federated nodes use additive
encryption while the blockchain performs multiplicative encryption. The system
was tested with deep learning applications and Covid-19 patient data sets. The
authors claim that these tests provide strong potential for use in IoHT.

Although security is a critical design objective in internet of health things, it is not the
only one. Researchers have studied other objectives such as performance [136], timeliness
[137] and reliability [I38] as well.

Internet of Bodies

In an Internet of Bodies, different kinds of worn, implanted, embedded or swallowed
devices located in, on or around the human body are interconnected over a network. Internet
of bodies have received a research focus in recent years. In one article [11] the authors deploy a
programming framework for combining information from several source devices. This allows
doctors to monitor and use multiple forms of data to better schedule computer to human
interactions. In [139] the authors propose an orthogonal and non-orthogonal capacitive body
channel access schemes. A handful of optimization protocols are put in place to optimize
the throughput of information while maintaining lower power costs. The methods used are
max-min rate, QoS sufficient operational regimes, and max-sum rate. The proposed scheme
is tested sufficiently and proven to not degrade performance with larger networks. In our
research, we have not come across any research report related to the security of this extension.

Internet of Bio-Nano Things

Internet of bio-nano things is a recent extension of IoT [140]. It is used in molecular
biology [141], disease diagnosis [142] and related areas.To the best of our knowledge, security
of this extension has not been studied in any existing research report.

Extensions with Applications in Transportation

Internet of Vehicles (IoV)

IoV is a distributed network of connected cars, RSUs, and central Cloud platforms. IoV
makes it possible to integrate smart vehicles with the Internet and consequently to their
environments, such other vehicles, pedestrians, public infrastructures, computing nodes and
sensors. [oV should definitely be considered as a significant trend in recent research on IoT.
Especially, software-defined internet of vehicles has received a research focus in recent years
[143], [144], [145], [146], [147], [148].

Although a wide range of objectives such as performance [I49][I50], mobility [I51], reli-
ability [152] and QoS [153][154] have been considered in the design of internet of vehicles,
security is probably the most important one [155)], [156], [8], [I57].

Security challenges faced by internet of health things as well as security mechanisms used
in this area are listed below.
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e Security Challenges

— Privacy
[0V is the collection of sensors and devices located in cars that connect to each
other or to a central location. The data collected by these sensors are usually
consisting of location information and identity of the vehicle. The privacy of
this information is paramount to the safety of the vehicle’s owner. One method
proposed by the authors of [I58] is a Concerted Silence-based Location Privacy
Preserving Scheme. The method would create an unlinkable connection between
the location services of a vehicle and the safety functionality of the vehicle. The
identity of the vehicle on the network must enter a silence period in which the
location of the vehicle is not shared before it is able to link to the location of the
car. This will allow for a bit of unpredictability in location, but not making it
impossible for there to be a link between the two. In the testing, it was proven to
be successful in prevention when simulated against a global passive attacker. The
authors of [I59] propose a different method based on double k& anonymity (reduces
correlation between requests and users while maintaining service quality) to help
secure the link between the identity of a vehicle and its location. The method
makes use of a cloud-server as a intermediate stop for data between a vehicle
and a service provider. In the cloud-server requests from the vehicle are reduced
through the use of a permutation and combination methods that involve the use
of randomly generated matrixes. The authors tested the algorithm extensively to
prove its safety and time efficiency.
Many current systems set up for privacy in location services do not have the
ability to offer real-time updates to location information, such as the methods
listed above. The scheme proposed by the authors of [I60], gives a solution that
will allow real-time updates to these location-based services (LBS) while allowing
privacy of a user’s location. This is done with shadow vehicles. When a vehicle
requests location services it will find two other vehicles and request their locations
as well. The other cars will make similar calls. When the data are received back
to the car, it discards invalid locations and uses its actual location. If an attacker
is monitoring the LBS server, they will be unable to know which vehicle is the
correct one. After simulation testing, the results showed that there was a high
level of privacy for the proposed scheme and it allowed for real-time LBS.
In location services of oV, Geo-indistinguishability (Geo-Ind) is a important pri-
vacy concern. This provides location privacy, but does not work if exposed to
poorly reported locations. Testing done by the authors of [I61] have shown a
probability of over 50% that true location is reported incorrectly. To correct Geo-
Ind the authors recommend to add an additional mechanism called Perturbation-
Hidden. This would allow for the pseudo-locations of the user to be guaranteed.
The mechanism used to perform this task will be a differential private exponen-
tial approach. To attain 100% plausible pseudo-locations, the authors implement
dynamic programming.
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Privacy protection is achieved by a variety of methods. One such method is
through the use of fog computing environments. The authors of [162] propose a
data transmission system that takes advantage of a crowd-sensing model based
on fog nodes. The location prediction is based on social infection theory. Lastly,
selfishness nodes are implemented using the Robin Steiner bargaining game to
carry out transmission. Through experimental testing, when paired against ma-
licious nodes, selfish nodes have strong competitiveness in combating attacks.
Another method based on the use of fog computing environments is a scheme
proposed by the authors of [I63]. The scheme uses crowd-based sensing architec-
ture in conjunction with encryption and authentication methods such as hashing,
partially blind signature authentication, homomorphic encryption (creates a ci-
phertext that can be worked with as if it were in plain text), and zero-knowledge
verification. When compared to similar architecture, the method achieves a 60%
increase in user feedback delay and a 44% increase in efficiency. To protect pri-
vacy, the authors of [164] use a decentralized traceable privacy preserving scheme.
The proposed scheme requires the use of multiple fog servers. The servers would
be responsible for tracking the ID of the vehicle as well as the projected route it
is taking. The true ID of the vehicle is hidden by certificate authority and the
secret sharing scheme. To find the true identity of the vehicle, a voting machine
is implemented to find the most reliable fog server to use. Using real-or-random
model the authors are able to prove that the scheme is able to securely transmit
data.

Blockchain’s involvement in IoT has been important in recent years, as more
schemes are developed using its decentralized nature, fully secure, and informa-
tion management abilities. The authors of [I65] propose a scheme that uses
blockchain in conjunction with federated learning to securely transmit learning
model parameters instead of the actual data. Federated learning and blockchain
when integrated together can prevent issues each of them have on their own. Fed-
erated learning on its own is susceptible to poisoning attacks and blockchain is
overly robust. The combination of the two allows for the system to work effectively
and securely.

As talked about earlier routing vehicles through the use of location based data has
many privacy concerns. To combat these many challenges, the authors of [160]
propose a Privacy-Preserving based Secured Framework for Internet of Vehicles
(P2SF-IoV). The proposed method first uses blockchain technology to securely
transmit the data. The blockchain then implements a deep learning algorithm
known as the SLSTM technique. This is used to catch other types of attack, such
as malicious nodes or intrusion. Performance of the deep learning algorithm is
then evaluated using [oT-Botnet and ToN-IoT datasets to help improve accuracy.
The authors compare this method to blockchain and non-blockchain methods and
outperformed them overall in terms of detection rates, accuracy, and false alarm
rates.
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Vehicle to everything communication is the ability of a vehicle to communicate
with an entire network, composed of infrastructure, other vehicles, and pedes-
trians. An area that is important to maintain the security of such a network is
authentication. In [I67] the authors propose a scheme that takes advantage of
blockchain to maintain privacy while lowering communication and storage costs.
The authors use a form of blockchain known as CyberChain. This is coupled with
a Privacy-Preserving Parallel Pedersen Commitment (P4C) to allow for stronger
privacy. To further accelerate the authentication process, the authors use Dif-
fused Practical Byzantine Fault Tolerance. These two algorithms allow for the
low latency that is required in time-sensitive IoVs. Through simulation and qual-
itative analysis, the authors show that the proposed scheme has lower latency,
communication and storage cost, and greater privacy than other similar methods.

In recent years, edge computing has become the center of attention in IoV. It
eases congestion in vehicle networks using end-to-end communication. This is
done by transmitting information to end nodes instead of the server, thereby
reducing latency. The authors of [168] propose a secure service offloading method
(SOME), that uses edge computing but is able to tackle some of the traditional
edge computing issues. The scheme uses a software defined network (SDN) to
handle issues with quality of service such as resource conflicts and communication
interruptions. These issues can cause degradation of other similar schemes. Issues
with privacy related to SDN cause a need for modification of current SDN systems.
These are handled through the use of an offloading time for drivers, creating a
gap in location of the vehicle and what can be observed by a server. SOME is
evaluated through experiments conducted by the authors.

Routing shipments is a challenging task that has been simplified by the emer-
gence of IoV. Since there is so much location data available, the collection and
management of it creates an easy way to route traffic. To protect this data the
authors of [I69] propose a Differentially Private Trajectory Database algorithm.
To create this system, a data set of time points is made into a 3 dimensional
trajectory set. The data set is then analyzed using a trajectory release model
that uses prefix trees to determine the flow of traffic and predict the route of least
resistance. The method also takes advantage of the Markov model to reduce the
cost of adding noise. To reduce the cost further noise is only added to every other
layer. The proposed algorithm has been shown to have better data availability
with an acceptable level of privacy through experimental and theoretical analysis.

In most instances privacy of IoV focuses mainly on location information. In some
taxis, facial imaging data is collected. To protect this data, a new scheme that
generates and restores facial images is proposed by the authors of [I70]. The
method first runs numerous perturbations based on the semantics of the image.
Then it is run through an adversarial network to generate a scrambled version of
the original image. The key is then concealed steganographically in the image.
A restorative network is able to read the key and understands how to decode the
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received image. Through experimental testing the proposed scheme shows high
detection resistance, better quality and more secure filtering defense.

To address the issues of MITM, impersonation, unlinkability, and traceability
attacks, the authors of [I7I] suggest the use of a batch verification-based au-
thentication mechanism that takes advantage of ECC techniques. This allows
a vehicle to authenticate neighboring vehicles. The authors have compared this
scheme to relevant schemes and have concluded that the proposed scheme offers
better security and functionality than other similar methods.

Trust

There are many issues with current systems of large network IoV communication.
In [I72] the authors discuss some of the challenges faced by current models and
other foreseeable challenges that these networks face. The challenges are broken
into four categories including privacy of information, privacy of multi-party, trust,
and consent of information sharing. Privacy of information must take into account
the large volume of personal information being shared in the network. To create
privacy the system implemented must use minimal amounts of information as an
attack could leave this information vulnerable. The concern of multi-party privacy
is taken into account as third party services can be breached and expose large
amounts of personal data. Trust must be managed to allow nodes to safely share
data between each other. The trust management system needs to be real-time as
to prevent bottle necking in many systems. Lastly, consent to share information
should be given by users when using these systems. Each of these categories are
vital to the creation of a more secure system but may also have some trade-offs in
terms of speed and efficiency in the network. The networks proposed below each
take a different stance on what is important in these systems and how it should
be approached.

Trust management is a tool used in networks that prevents malicious nodes from
gaining access to sensitive information. In a study done in [I73], the authors
propose a novel hybrid trust management scheme. The scheme uses two steps
to evaluate the trust-worthiness of a node. The first step analyzes the trust of
the node in the transport layer. The second step evaluates the trust of the node
in the application layer. Through testing, the authors have concluded that the
proposed scheme has a trust level of 75%, which is higher than the 60% baseline
found in ART [I74], Chen [I75], and TMEC [176].

As more infrastructure and vehicles are being connected, the networks of commu-
nications are becoming more complex which makes it more difficult for messages
to be reliable. The authors of [I77] propose a trust management system that uses
blockchain along with a reputation value scheme to gauge the probability that a
message is accurate. Credibility and the ability of a vehicle to be able to influ-
ence the system is based on the reputation value. A value is decreased when the
system receives false messages. The performance of the system is tested through
simulations and proven to be accurate at detecting and limiting malicious vehi-

33



cles. Through the use of the blockchain-based method, the authors have created
a secure way of storing data.

Video surveillance has been an increasing technology in IoV. The issue is that
transmitting such large amounts of video data is strenuous on the resource limited
systems in IoV. As a vehicle does not need to communicate directly to a server but
can send video data to a much closer edge node, the use of edge computing can be
used to resolve the issue. Many of these systems have trust related issues during
communication that can reveal sensitive data. In [I78] the authors propose a trust-
aware task offloading method designed to improve edge computing methods. This
method is used to balance the load on edge nodes through the use of the Strength
Pareto Evolutionary Algorithm 2 (SPEA2) which minimizes response time and
increase layers of privacy. In experimental testing the scheme was proven to be
time efficient and has a high level of trust.

Trust management is important to the safety of people who use IoVs. One mali-
cious user is capable of putting many lives in danger. There are many issues with
current trust management systems which may cause failure in current schemes
including the lack of scalability, single points of failure, reduced quality in the
system, and lack of availability. These systems can also inhibit real-time accu-
racy. The authors of [I79] propose a method of blockchain-based adaptive trust
management through the use of smart contracts that is able to combat the current
issues in traditional trust management systems. The blockchain is used to securely
mange the trust network and an incentive algorithm is employed to convince users
to perform well. The use of blockchain sharding can reduce stress on the main
blockchain and increase throughput of data. The current work has been tested
and proven feasible in real world applications. Another Blockchain based trust
management system using smart contracts is proposed by the authors of [180].
The proposed scheme also uses physically unclonable functions (PUFs), certifi-
cates, and dynamic Proof of Work (PoW) algorithms. The blockchain is used to
manage trusted vehicles. Once a vehicle has established trust PUFs assign the
vehicle a unique ID. RSU establish certificates to preserve privacy of vehicles.
dynamic PoW allows for the system to scale to the level of traffic which in turn
takes up less resources when it is not needed. Through security and performance
analysis the system is proven to be feasible in [oV and is superior when compared
to similar methods of trust management.

Many location based emergency services used in location of vehicles are very large
IP-Based networks. The issue with these systems is that they have high amounts
of latency, problems with evenly disseminating information, and are vulnerable to
attacks on the systems trust. The authors of [181] propose an emergent semantic
based information-centric fog system. To help increase trust the authors imple-
ment a semantic-based trustworthy routing scheme. This scheme would allow for
the system to detect fake nodes in the system. To do this the authors implement
fog nodes to maintain three different data structures, a forwarding information
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base, a pending interest table, and a content store. Using this information the
scheme is able to analyze the traffic effectively and find fake nodes from the net-
work. Through testing the system had a decrease in failure rate by 50% when
compared to the traditional systems without fog networks or clouds.

As mentioned earlier, intelligent routing is an important system in IoV that could
allow for a reduction in wasted time. That being said, with an increase in IoV there
is a large influx of data that needs to be processed in real time. To help combat
this the authors of [I82] address issues in security, trust, and privacy as well as
propose a deep learning model to process the data. To do this it is proposed to use
a lightweight 1D convolutional neural network (CNN) model. Through testing it
was shown to cause very little delay in real-time trust management.

Large scale networks in [oV are becoming an increasingly tough challenge for
having good network performance while still managing trust in the network. In the
article [I83], the authors discuss a hardware trusted model to build a trust chain.
This would allow for a high level of protection, a tested running environment,
and trusted state attestation (ability to prove its identity). To prevent more
latency created by the trust management system, it is proposed to use a remote
novel batch approach. Simulation testing has proved that the trust worthiness of
the network is intact while not creating an overly latent network. As discussed
above larger networks create issues as each node in the network must be verified
using a trust management scheme. The authors of [I84] propose a scheme that
takes advantage of the blockchain to limit the bottle necking that can occur in
other schemes. Blockchain allows for a system to be traceable, untamperable,
unforgeable, and transparent in a network of vehicles. Through the use of Dirichlet
distribution, reputation regression, and revocation punishment the scheme can
manage and classify the trust of vehicles in the network. This model shows a
strong ability to find malicious nodes in a network when tested via simulations.

Attack Resilience

In IoV, the ability of a vehicle to defend against an attack is paramount to the
safety of the passengers. One such attack known as the Sybil Distributed Denial
of Service (DDoS) Attack has shown the vulnerabilities of edge node detection
in current systems. The authors of [I85] propose a Real-Time Edge Detection
Scheme for Sybil DDoS. The authors designed an algorithm called Fast Quar-
tile Deviation Check (FQDC) to catch and locate an attack. This algorithm is
based on entropy theory and a modified version of other deviation algorithms
such as Quartile Deviation [186], [I87], Generalized Extreme Studentized Deviate
(GESD) [I88], Linear Regression and Confidence Interval. The authors modify
the algorithm to have simple calculations, quick response, and low omission rates,
to make it more applicable to IoV. When tested, the system detected all Sybil
DDoS Attacks with an average alarm time of under 5 seconds.

Another important area for attack resilience in a system is when considering ve-
hicle to vehicle (V2V) communication. The authors of [I89] propose a blockchain
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based scheme to authenticate vehicles in real time. Since V2V communication
must be in real time, the proposed scheme is free from low latency and heavy
computation complexities through the use of blockchain technology. This tech-
nology creates blocks of information that are each hashed and shared with the
corresponding vehicles. The hash function used in this scheme is SHA-1. Using
the Pearson Correlation Coefficient the correlation of communication rate is .9749
without an adversary and is calculated as .1282 when there is an adversary. This
is done while considering the Received Signal Strength Indicator. This proves the
scheme is an effective method of attack resilience.

— Confidentiality

Improvements in sensor-enabled vehicles has led to the increased need for phys-
ical layer security (PLS). With the growing density of vehicular networks, PLS
will become significantly more important. The authors of [190] propose a PLS
framework for a network consisting of a legitimate receiver and an eavesdropper.
To capture the mobility of the communication channel, a double-Rayleigh fading
channel is implemented. To measure the performance of the scheme average se-
crecy capacity and secrecy outage probability are presented. The two performance
measures are then provided in alternative forms to be able to use them with a
moment generating function. The tests show that number of vehicles with signals
that interfere will affect the system and shows that there is correlation between
the performance and the uncertainty of a eavesdropper’s vehicle location.

e Security Mechanisms

— Anomaly Detection

Anomaly detection is the monitoring of data collected by a system to detect
either false data or malicious activity. The use of SDN can be used to create
systems that can help catch attackers that are targeting a specific node in the
network. The authors of [I91] propose a hybrid method that uses probabilistic
data structures. The scheme is composed of four phases: i) A monitoring scheme
that takes advantage of Count-Min-Sketch as the probabilistic data structure that
monitors and filters incoming traffic; ii) A Bloom filter-based control scheme that
is used to authenticate the nodes deemed suspicious; iii) A quotient filter that is
used to store malicious nodes; iv) A hypperlog counter that measures the flow
passing through switches to find malicious nodes with a high level of connection.
Through experimental testing, the scheme has proven to be a strong candidate for
anomaly detection when considering speed, accuracy and efficiency in detection.

Controller area network (CAN) bus anomaly detection is a form of detection
specifically for attacks on the CAN bus protocol in certain vehicles. Many of
the current CAN anomaly detection systems have poor performance rates. This
tends to be from the lack of abnormal IoV data. The authors of [192] propose a
method for message classification in IoV that establishes a weak model to classify
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redundant data. The method also allows for classification of a broad range of data.
The proposed method is able to decrease computational costs as well as time,
without taking away from the accuracy. The authors then propose an improved
support vector domain description scheme. They add the Markov model and the
Gaussian kernel function to reduce redundancies and false-negatives. Testing of
the method shows an increase in accuracy when compared to other models.
Signcryption

As discussed earlier, edge computing is an advancing technology that has many
applications in IoV. The use of edge computing with 5G networks allows for a
scheme free from latency. In [193] the authors propose a multi-message and multi-
receiver signcryption scheme that uses multicast channels. The issue with typical
multicast channels is that they are prone to many attacks due to the fact that
they are more exposed. The proposed scheme uses a certificateless setting to help
with these challenges. This is because a key’s security is dependent on security of
a channel. The method the authors use creates a pseudo partial key to be used
on a public channel. The method also uses HCC because of the smaller key size
allowing the scheme to be lighter weight. Through testing, the scheme shows that
it has high security with low cost of computation.

Authentication

Security in IoV is something that has not been studied enough in recent years.
In [194], the authors propose a method of authentication through the use of a fog
based identity scheme. They do this through the use of two layers. The first layer
of the scheme is a security authentication scheme outside the fog. The second
layer is a security monitoring layer for all of the other vehicles in the network.
The authentication method used is a two-way form between the identity of the
vehicle and a deep learning algorithm that conducts real-time security. Through
testing, the scheme was proven to be accurate and able to adapt to the increasing
number of high-speed networks in IoV.

Ad hoc networks allow for vehicles to connect in real-time. This allows high-levels
of communication but most of these communications happen on open channels.
There are plenty of attacks, such as eavesdropping, that can take advantage of
these channels leaving users vulnerable. To help protect the location and identity
of the vehicle the authors of [I95] propose a new key agreement and mutual
authentication scheme using elliptic curve cryptography. Vehicles are grouped into
clusters based on the location of its closest road side unit. In each cluster there
is a designated cluster head. One area of authentication and session key creation
is between a vehicle and its cluster head. The second area of authentication is
between the vehicle and other vehicles around it. After analysis the authors found
that the scheme was able to defend against many of the attacks that happen on
open channels for IoV. The authors of [I96] propose a similar form of mutual
authentication called three-byte-based Media Access Control. The architecture
of the network is split into two chains, local and public. Similar to the previous
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scheme, the local chain is controlled by the cluster head in terms of authentication
and communication. The public chain is controlled by the base station. To
communicate the vehicles use their Media Access Control address and can alter
the authentication by using the last 3 bytes of it. The constant use of those bytes
allow for the network to constantly authenticate and keep a high level of integrity.
The system is able to remain lightweight as most of the heavy computation is
done through base stations and cluster heads. The scheme proved to be a usable
method of authentication as it had very high detection rates, low computational
costs, and had low latency.

There are many different authentication methods but many are not lightweight
which is very important in IoV (and many other resource-constrained devices).
The authors of [197] introduce a lightweight key authentication protocol that
enables a server and device to share a secret key. This can be used to create a
secure session between the server and the device in a way that is more lightweight.
Testing shows that the proposed scheme is more efficient in computation and
communication costs than current systems while still maintaining security. This
is done through the use of XOR operations and SHA-3.

Quantum computing is a growing technology that raises concerns in most facets
of cybersecurity. This could allow for solving some major cryptography problems
in polynomial time. The authors of [I98] propose a quantum defended scheme
that uses a novel certificateless data authentication protocol. The scheme is pro-
tected from quantum attacks using lattice-based cryptography. The use of this in
conjunction with a blockchain allows the scheme to be secure while being more
energy efficient and storage efficient than other methods for lightweight use in
IoV.

To maintain safety of IoV, communication is happening constantly between vehi-
cles and the infrastructure. This makes authentication important to the integrity
of the system. To create a system that is able to keep the identity and location
for a vehicle separate while allowing the authentication of the vehicle, the authors
of [199] propose a conditional anonymous authentication method. The system
uses a third party called tracer, to allow for the scheme to reveal malicious ve-
hicles falsely authenticating. The scheme uses group signatures and pseudonyms
to allow for a tracer to strongly identify malicious actors. For the authentication
portion of the scheme the authors propose a privacy preserving authentication
method that works in tandem with the third party tracer scheme to block abu-
sive behavior on the network. The scheme uses multiple tracers when revealing a
vehicles identity in-order to prevent the wrongful reveal of a trusted user on the
network. The scheme uses a tracing key in a distributed manner that makes it
impossible for the single tracer to reveal a vehicle. Through testing, the scheme
was proven to be abuse resistant and secure against malicious attackers.

— Fraud Detection
Fraud detection has ample uses in IoV. In [200], the authors propose a spatio-
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temporal cost combination based framework. This can be used in the detection
of fraud in taxi driving. When the taxi first connects to the network, a predicted
trajectory is created to determine the route the taxi would typically take. This
is then used with a statistical model that is based off of three elements, time
of travel, distribution trajectory, and the cost of travel. The real-time data is
then collected and used to create graphs that can be monitored for abnormalities
against the predicted statistical model. This is an example of an outlier detection
algorithm being used to find a fraudulent actor in a network.

Encryption

SDNs are widely used in network management systems. The authors of [201] have
previously presented a routing protocol that is able to use road side units (RSU) in
ad hoc networks for vehicles to route communications [202]. The authors upgrade
the previous work with a scheme they call SURFER. The scheme takes advantage
of the SDN architecture as well as a blockchain of RSUs to more efficiently route
packages. The authors implement the the scheme in two different ways. The
first method is to utilize SURFER entirely inside the RSU network. This similar
to the previous work in all instances of communication except for infrastructure
to infrastructure communication. The second method is to utilize the SURFER
within the entire IoV network. This is a different communication method than the
previous work. Each of the SURFER methods was proven to be effective through
testing in the security and management of packet communication. SURFER-1
has a lower overall control overhead, traffic flow, and packet loss than SURFER-2
but the overall performance remains similar.

With everything becoming connected into the infrastructure of oV, security is
becoming a big concern to the safety of these large scale networks. For this to
be possible, much of the communication must happen over open channels. The
authors of [203] propose a method using a blockchain-assisted certificateless key
agreement protocol. As discussed in previously mentioned schemes, the authenti-
cation agreement happens with the cluster head and then with a RSU to establish
secret keys. The cloud server collects information from the RSU to create a trans-
action. These transactions form blocks which is then voted on using practical
Byzantine fault tolerance (PBFT) consensus algorithm [204] to apply the block
into the blockchain. The scheme was tested through formal analysis and informal
analysis each of which proved that this scheme provides better security, lower
communication costs, and offers more functionality than other similar models.

The introduction of 5G has allowed for many advancements in real-time commu-
nication offered in IoV infrastructure. It is important to authenticate all of the
information coming in to the system to allow for this kind of infrastructure to be
usable. Many of the industry standard schemes have large amounts of delays, lack
of privacy, and reduced efficiency in communication. To handle this the authors
of [205] propose the use of ECC along with Ant Colony Optimization On-demand
Distance Vector protocol for the purpose of routing. The scheme takes advantage
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of three different components. The first one is the use of Certificate Authorities
(CA) for key generation. The vehicles unique number plate is used to create
private-public key pairs when ECC is applied. The second component is the abil-
ity of the system to detect malicious vehicles. To do this the system sends periodic
messages and checks for an appropriate response. If the system receives multiple
inappropriate responses the vehicle is marked as malicious. The last component
is the Ant Colony Optimization On-demand Distance Vector routing. The On-
demand Distance Vector routing portion of the method is reactive and uses route
discovery and route maintenance to find the best route. This is improved with
Ant Colony Optimization which allows for a source vehicle to find the best route
to a destination vehicle through multiple different vehicles. Through simulation
testing, the scheme has shown higher throughput, lower delays, and lower routing
overhead than other similar state of the art methods.

In many cities there is a missing component of privacy of user-data in toll transpon-
ders. In [200] the authors propose a privacy risk reduction model to improve the
current toll transponder infrastructure in the city. The scheme uses a fully homo-
morphic encryption protocol. The scheme would be a post-quantum encryption
method that works with a blockchain model. The privacy of this scheme is evalu-
ated and passes when compared to European General Data Protection Regulation
and the California Consumer Privacy Act requirements.

Misbehavior Detection

Misbehaviour detection is similar to fraud detection in the fact that it is used in
finding harmful or potentially harmful actors in a network. Misbehavior detection
monitors behavior in a network and flags traffic that is abnormal. Deep learning
has also gained a lot of attention for misbehavior detection because of its non-
linear mapping ability. The issue with this is that deep learning takes time to
train and is very hard to scale. The authors of [207] propose a form of misbehavior
detection that uses a broad learning system (BLS). This method performs a similar
task to deep learning but consumes less resources and is real time. Key features
are found in raw data and used to establish the BLS. The system is the updated
with newly generated data using incremental learning. Through experiments, this
scheme performs better than other deep learning algorithms in terms of time and
computation costs while remaining accurate. Unlike deep learning, the proposed
scheme is also scalable for the use in IoV.

Many I[oVs are vulnerable to cyber-attacks. This makes data integrity an impor-
tant part of any IoV system. Many of the conventional ways of checking data
integrity will not work in IoVs in terms of overhead and computation cost. Since
many methods do not work in IoV there is a lack of protection and an RSU can
be hijacked. In [208] the authors propose a lightweight method to check data
integrity and find malicious RSUs. The scheme uses a probabilistic model for
checking messages between intelligent vehicles and RSUs to find malicious RSUs.
The scheme uses information over a period of time to create the model. The
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scheme then uses a generalized likelihood ratio test to find the RSUs that are
malicious as well as check integrity of messages. Through simulation testing the
scheme shows a slight drop in latency and the number of bits communicated. The
scheme also offers a 99% probability of detection.

Intrusion Detection

It is not always possible to make a system that is completely impervious to in-
trusion. That is why it is important to create a detection system that can find
when a malicious actor has infiltrated a system. The authors of [209] propose
a multitiered hybrid intrusion detection system. The system uses a signature to
check the identity of actors in a system. The system also uses anomaly detection
algorithm to identify both known and unknown attacks in a system. Using testing
the scheme has proven to be a strong detection method against many different
attacks and is capable of being implemented in real-time systems.

Data vulnerability is something that is heavily focused on in the realm of IoV.
Controller area networks (CAN) are the most popular system implemented in
vehicles today to allow for sensors in a single vehicle to work in conjunction.
Many of these CAN implementations are not secure enough and are vulnerable
to attacks including DoS and Fuzzy attacks. In [210] the authors propose the
use of deep learning techniques in intrusion detection to protect CAN. To detect
malicious attacks the scheme is based on a VGG-16 architecture developed by a
group of researchers at the University of Oxford in 2014. The scheme is trained
on the CAN-intrusion-dataset to train the deep learning algorithm on types of
intrusion on CAN systems. Experimental testing has shown that 96% of intrusions
are caught and false positive rates are lowered in modern CAN intrusion detection
systems.

Falsification Detection

In ToV the ability for smart traffic routing is made possible by the ability of each
vehicle to share its route. These can be useful in routing shipments but issues
arise in most systems because a lack of storage. This issue can be made worse
by the falsification of data being pushed to such a system and overloading the
storage. The method proposed by the authors of [211] is a heuristic distributed
scheme. The routes submitted by a user either penalize or reward them based
on the contacts’ confirmation. Through the use of a time-homogeneous semi-
Markov process the system can check the accuracy of mobility patterns and then
submit them to the cloud server via RSUs. The cloud then has the capability
of calculating whether a vehicle is malicious. Theoretical models and simulations
show that the model can effectively identify falsified data.

Threat Hunting

With oV infrastructure becoming larger and more vast in devices the security
threats are becoming extensively hard to predict. This leaves IoV open to a lot
of different cyber-attacks. The authors of [212] investigate intelligent attacks on
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[oV and models the process of attack and defense through the stackleberg game.
The stackleberg game allows the authors to minimize attacks while increasing
defense. Through the model the authors were able to effectively create a defense
model that was not influenced by what type of attack was performed, allowing
for uniform defense. The solution proposed allows for balanced work and does
not degrade the performance of the system.

Internet of Autonomous Vehicles

Improvements in video analytics in recent years has allowed for a tremendous amount
of growth in the safety of autonomous vehicles. These improvements come with the added
challenge of securely and reliably relaying video data. The authors of [213] propose a frame-
work that implements both blockchain and multi-edge computing in autonomous vehicles.
The use of these methods allows for a reduction in latency in the scheme. The use of deep
reinforcement learning is optimized through the use of two different processes. The Markov
decision process is used in reducing latency and allowing for a greater amount of throughput.
Then an asynchronous advantage actor-critic algorithm improves the resource allocation of
the model. Through testing, the authors were able to show that the scheme was effective at
moving data quickly.

Internet of Connected Vehicles

Internet of connected vehicles (IoCV) has been used in urban services [214] and related
areas.

Among security challenges and mechanisms related to internet of connected things, one
may refer to the following.

e Security Challenges

— Privacy
Edge computing is a growing technology in IoCV that takes much of the burden
of communication off of the vehicles that tend to have a low amount of resources.
Many of these edge computing systems have issues in privacy including untrusted
edge nodes which can leave location data vulnerable to attackers. Most proposed
systems offer security with trusted nodes but do not discuss the unavoidable un-
trusted nodes that are important to the system. The authors of [215] argued
that the need for security and privacy provisions in internet of connected vehicles
increases with the mobility. They focused on the privacy considerations of com-
munications between [oT layer vehicles and potentially-untrusted edge controllers
as these communications contain private information such as location and speed.
They reviewed related privacy preservation approaches and observed that exist-
ing approaches assume both parties (vehicles and edge controllers) to be trusted,
which is not the case in some real-world scenarios. To bridge this gap, they
developed a differentially-private data streaming system that injects a noise in
the IoT layer instead of the transportation infrastructure. Their method scales
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the noise on the basis of the data correlation. They evaluated their method and
demonstrated that it outperforms state-of-the-art approaches.

One of the biggest risks that faces IoV is the lack of security in intelligent ter-
minals that are in all smart vehicles. These terminals can be taken attacked by
malicious groups and threaten the safety of the vehicle. In [32] the authors pro-
pose two authentication protocols to protect the intelligent terminal. The first
authentication protocol used is to examine the behavior of the user when using
and entering the network. The second layer of authentication is a password. For
this authentication method to be effective the behavior must be kept private. No
part of the authentication protocol reveals this information. In analyzing the
protocol it is shown to be effective in terms of computation and communication
costs.

Attack Resilience

Trust management is an important system in [oCV but tends to be quite inef-
ficient as they tend to assume that the number of road side units are limited.
The authors of [216] create a scheme and assume that RSUs are able to provide
efficient communication to any vehicle. They propose a system in which all ve-
hicles contact RSUs directly to get all traffic communications. This allows for
a more reliable and controlled spread of traffic information that can be checked
easier for malicious activity. The method uses market trading in order to reduce
the spread of malicious activity and reward sharing of information by weighing
communications based on trustworthiness. Simulations prove the scheme to be
effective at blocking malicious information from spreading.

Internet of Electric Vehicles

Internet of Electric Vehicles (IoEV) has been studied in many recent research reports
[217]. A lot of articles focus on the safe transfer of energy from one vehicle to another or
from vehicle to infrastructure. The authors of [218] propose a system of energy transfer that
takes advantage of blockchain. All transactions are performed using smart contracts and are
recorded through the blockchain. The smart contracts allow for optimal pricing and optimal
energy allocation. A bidirectional auction approach based on the Bayesian approach is used
to create a smart way of setting price. Simulations can prove that this system improves the
current energy sharing system drastically. Energy management is also an important design
challenge in IoEV; see [219][220][221] for the details. There are no research works focusing
on the security challenges or mechanisms in Internet of Electric Vehicles.

Extensions with Applications in Physical Security

Internet of Surveillance Things
There are only a few research works focusing on the security of this extension.

e Security Challenges
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— Trust

Image processing over multiple devices in surveillance of smart cities is an impor-
tant task in increasing safety. The ability of a system to be able to find similarities
and differences in an image found from vastly different interconnected surveillance
devices is called saliency detection and is currently lacking in IoST. In [222] the
authors propose a scheme that uses co-saliency which allows the use of more accu-
rate saliency in IoST than other saliency enabled devices. The first contribution
is a neural network that is able to find semantic with different repetitive fields
on a single device. The authors then offer a two-path communication system
between [0ST to allow for comparing of surveillance information of different de-
vices. The last contribution is a network refinement method that helps improve
neural networks and better label semantic features. Using three public data sets
the authors showed that their proposed method was superior when compared to
four other state of the art schemes, CBCS [223], CBCS_S[223], CSHS [224], and
CSDW [225].

Extensions with Applications in Industrial Control

Internet of Controllable Things

In recent years, Internet of Controllable Things (IoCT) has been studied in some re-
search work. In [226] the authors propose an ensemble learning method and resource allo-
cation scheme for the purpose of effectively scheduling remote automated observing systems
(RAOS). RAOS are used to monitor environmental and meteorological elements for the pur-
pose of efficiently collecting information. Bagging, AdaBoost, and Snapshot are all ensemble
methods to capture features of clouds. These features are then applied to a CNN for classifi-
cation. A cloud-edge framework is used in order to reduce communication stress on RAOSs
as large amounts of data are transposed to the server. The scheme is tested experimen-
tally and shows a high level of accuracy in cloud classification and is able to improve task
allocation.

The authors are not aware of any research report related to the security of Internet of
controllable Things.

Extensions with Military Applications

Internet of Battlefield Things

Recent literature comes with some research work focusing on Internet of Battlefield
Things (IoBT). Knowledge of enemy locations on a battlefield can heavily favor troops in
battle. The authors of [227] propose a localization method of enemies using soldier’s locations
and the direction in which they are shooting. This is done through the use of particle swarm
optimization and k-nearest neighbor (KNN)-based clustering algorithms. Together they are
able to predict the general area in which an enemy may be located. Testing of the algorithms
shows promising results in terms of real-time results and accuracy for the prototype. A lot
of these large scale systems are deployed using mobile edge connections. In IoBT there are
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many electronic counter measures that can prevent a normal edge network from working.
The authors of [228] propose a scheme that allows for connections in the edge network to
move when a node is destroyed to allow for a more continuous connection. The problem
is broken down into a lot of smaller sub-optimization problems using a heuristic algorithm
to allow for the optimal connection. The proposed scheme is shown to have a lower time
and energy consumption over the typical edge computing network when electronic counter-
measures are in place. Among design challenges of this extension, one may refer to energy
efficiency, latency and robustness [229]. So each scheme needs to take these into account.

In our reviews, we have not found any research work related to the security of this
extension.

Extensions with Applications in Agriculture

Internet of Trees

Internet of Trees is a recent extension of IoT that can be used to monitor the health of
trees. Trees and plants can be outfitted with sensors allowing for farmers to decrease over
watering and improve quality of the plants that are being produced. The authors of [230]
propose a system that works with electromagnetic sensors that uses spectral dispersion to
measure moisture content. The sensors are linked together to better understand how a group
of trees may need to be watered most effectively. The network of trees is combined through
a representative network system based on long range (LoRa) protocol. The system is proven
to be low-cost as energy is collected through solar and can reduce the amount of water used
in the agriculture of trees.

Security challenges and mechanisms of this extension have not been adequately studied
in the literature.

Internet of Agro Things

Internet of Agro Things (IoAT) has been studied in some recent research works. Crop
production and yield is increasingly important in areas that have limited land for production.
The ability to monitor crops and understand what can be done to increase output can be
enhanced with networks of sensors in IoAT. In [231] the authors propose a CNN that is able
to perform analysis on crop images. The sensor nodes collect images of plants to send to the
CNN and are solar powered, reducing energy consumption. When tested in a 3-moth trial
it was shown to be 99% accurate and was able to sustain harsh weather.

The authors are not aware of any reported research focusing on the security of this
extension.

Extensions with Applications in Entertainment

Internet of Media Things
Internet of media things has been studied in some recent research works [232].
Some variants of internet of media things are studied below.
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e Internet of Video Things
Internet of video things connects things with visual sensors [233].

Objectives such as scalability [6] have been considered in the design of internet of video
things.

e Internet of Audio Things

Internet of Audio Things refers to a network connecting physical objects called Au-
dio Things with computing devices embedded inside them aiming at the production,
transmission and analysis of audio in distributed environments. There is a survey in
this regard studied in [54].

Internet of media Things has not been adequately studied from a security perspective.

Internet of Multimedia Things

Internet of multimedia things is a recent extension of IoT [234][235].

Researchers have considered the following security challenges and mechanisms in the
design of this extension.

e Security Challenges

— Confidentiality

Low-cost compression while maintaining confidentiality of internet of multimedia
things would allow for major advancements in entertainment. The authors of
[236] propose a low-cost and confidentiality-preserving multi-image compressed
acquisition model. The scheme evenly groups images together using the sigmoid
sequence and each group is randomly assigned compressive sensing. The groups
are then combined into a larger image and then encrypted to increase confidential-
ity. The image is sent to the cloud and run through a decryption algorithm. The
cloud is able to use the designated reconstruction algorithm to recreate the image.
Through simulations, the scheme has proven to be effective in confidentiality and
cost in transmission of the images.

e Security Mechanisms

— Authentication

Internet of multimedia things has many applications in other fields including
health care, surveillance, and the automotive industry. Each of these industries
transmit large amounts of multimedia data. The authentication of edge devices
on a network while protecting privacy of user information is a large focus of the
industry. In [31] the authors propose a multi-layer framework based on edge
computing to solve the problem. The scheme provides security through a four
way handshake that happens between pre-made clusters. To keep privacy the
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framework uses aggregation based on frame matching and an Label Distribution
protocol based technique that adds noise to the aggregation. When compared to
existing privacy-preserving schemes the proposed framework outperforms them
based on a lower rate of error and data load.

Extensions with Social Applications

Internet of People

Internet of People is a recent trend in research on IoT that has led to a variety of different
discoveries. The authors of [237] propose a method to improve the current recommendation
systems that are becoming used more in areas such as social media searches. The algorithm
they propose takes a users relationship in a network and the item’s relationship in a network.
To adjust weights of items in the system a tuning parameter is added. Objects that are not
yet seen are extracted and ranked based on resource scores. Testing shows a high accuracy
on top recommended items for given datasets.

Similar to the above, the authors of [238] create a interest detection framework based on
social networks. Using similarities between different likes and dislikes of a user a proximity
function is able to create links between items. The scheme uses a greedy community detection
algorithm to further find users with common likes and dislikes. Lastly a link detection
algorithm is used to create links between items that are commonly linked together using
community information. When tested experimentally, the proposed method outperforms
other deep learning schemes built for similar purposes.

To the best of the authors’ knowledge, security challenges and mechanisms of this exten-
sion have not been adequately studied in existing research works.

Internet of Scholars

Internet of Scholars (IoS) has appeared in a few recent research reports. Scholars are
having a more difficult time finding needed publications and scholarly connections as more
publications are released. A recommendation tool specifically for scholars can be very useful.
The authors of [239] introduce the idea of a scholarly friend recommendation system. Using
academic social networks, the authors hope to help scholars find people who do research in
areas that could benefit each other. The authors first construct a attributed social network
using digital libraries. Attributed random walk is used to model scholar attributes and net-
work structure. To create recommendations a graph recurrent neural framework is used. The
effectiveness of the model is shown when tested on information collected from ResearchGate
and LinkedIn.

In our review, we have not found any research work focusing on the security of Internet
of Scholars.

Internet of Mobile Things

Internet of Mobile Things has been also recently studied in literature. There are many
applications that involve networks of mobile devices. Issues arise due to the computational
limitations these devices have which makes it difficult to send large amounts of data. In [240]
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the authors propose a scheme for fog computing based on Fountain codes, reducing latency
and processing time of receiving positions of mobile devices. The fog computing scheme
is able to offload tasks using its high computation power. The scheme takes advantage of
maximum distance separable code allowing for the scheme to be highly flexible with low
complexity. Testing shows that through the use of the Fountain code-based scheme the
loads of transmission and communication are reduced.

This extension has not been studied from a security perspective in existing research
works.

Extensions with Applications in Smart Homes

Internet of Kitchen Things

Internet of Kitchen Things (IoKT) has been of interest to some researchers in recent
years. Many kitchen devices are being added into the world of IoT such as refrigerators
and ovens. When connected to a network it offers a great amount of convenience to the
users. It can allow users to preheat their ovens from work or see what items they need in the
refrigerator while at the store. One area they struggle with is understanding the people they
work for. The authors of [241] introduce the idea of TupperwareEarth which aims to reduce
cooking tasks for users based on the network of IoKT. The system is designed to allow for
real-time management of inventory. The scheme uses an ontology-based database to allow
for the device to suggest recipes based on users inventory, appliances, and preference. User
studies have proven it to be a useful tool in the kitchen.

Our work has not led to the identification of any published research on the security of
this extension.

Extensions with Applications in Critical Infrastructures

Internet of Energy

Some research work have discussed Internet of Energy (IoE) as an extension of IoT.
As more data is transmitted there are more areas for error such as receiving low quality
data. Further adding to issues, most devices must use edge networks to offload higher
computational tasks. Lack of privacy among edge nodes, low-quality data being transmitted,
and low-quality results from low quality data all arise due to edge computing. The framework
proposed by the authors of [242] consists of three main parts. A data quality evaluation is
used to provide high quality data to the blockchain. The next part is data repairing to
fix any incomplete or low quality data before being added to the blockchain. Lastly is
distributed reinforcement learning for task arrangement to offload tasks in an effective way
that reduces burden on nodes in the network. Numeric results show that the scheme is
effective at offloading tasks.

Another scheme proposed by the authors of [243] is used in the preserving of energy
due to shortages caused by Covid-19. The proposed scheme is able to better allow for
the distribution of energy across a grid based on needs of each area. Using edge based
architecture the scheme creates an energy efficiency framework. Using an interface users
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can monitor consumption and environmental data. Energy saving strategies based on the
user’s habits are also given to reduce potential waste. These calculations are created from
a rule-based algorithm. This is one of the first instances, as far as the authors know, at
implementing an energy saving recommender. The scheme proves effective as a prototype in
giving effective strategies to lower energy usage.

To the best of the authors’ knowledge, there is no published research related to the
security of this extension.

2.7.3 10T in the Sea
Internet of Ships (IoS)

IoS refers to the interconnection of a large number of smart, physical devices or infrastruc-
tures associated with ships, ports, or maritime transportation systems, aiming at improved
shipping industry in terms of efficiency, safety, and environmental sustainability. IoS has
found its applications a broad spectrum of scenarios, including collaborative decision mak-
ing, route planning and optimization, cargo tracking, safety enhancements, automatic fault
detection, preemptive maintenance, energy-efficient operations, automatic berthing and en-
vironmental monitoring [70].

There has been many recent developments in IoS. Fault diagnosis in IoS is something that
has been studied and handled through the use of deep learning to improve performance in
shipping. In [244] the authors propose a fault tolerance scheme that uses a privacy-preserving
federated learning approach. The scheme is able to, without data leakage, manage shipping
agents to develop a model by sharing parameters. Federated learning is used to help with
a lack of insufficient data to help in training a deep learning model. To protect fault data
the authors encrypt the parameters using a Paillier-based communication scheme. The fault
diagnosis is handled by a control algorithm. This algorithm is adaptive and changes the
model for training. Analysis of the method proves this to be an effective fault diagnosis
scheme when tested on a fault dataset.

Internet of Ships has not been studied from a security perspective in the current literature.

Internet of Underwater Things

Internet of Underwater Things (IoUT) have been used in data aquisition [245], smart oceans
[246] and similar areas.

Researchers have considered the following security challenges and mechanisms regarding
[oUT.

e Security Challenges

— Privacy

IoUT is the network of devices used in sensing, communication, and controlling
the environment. Recently, proposed schemes focus on information collection
and position estimation in IoUT. The localization systems proposed in these are
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based around an anchor node. In these schemes location privacy is not correctly
protected making the anchor node vulnerable to attack. The authors of [247]
propose a privacy-preserving localization system. The scheme uses a privacy-
preserving asynchronous transmission protocol to detect malicious anchor nodes
and hide location information of anchor nodes while not being synchronized to
a clock. To localize the target location a privacy-preserving estimator with ray
compensation is used to avoid localization bias. Through testing simulations and
experiments, the authors prove the scheme to be an effective system of localization.

In addition to security, energy efficiency [248] has been considered as a design objective
in recent research on internet of underwater things.

2.7.4 10T In the Sky
Internet of ViSAR Vehicles

Industrial Video Synthetic Aperture Radar (ViSAR) is a new technology that is used in
Unmanned Aerial Vehicles (UAV) for real-time surveillance. This has useful applications
in monitoring natural disasters at night without the need for a source light. Most ViSAR
vehicles take a large amount of bandwidth and have a low data rate of communication
making an effective system hard to design. The authors of [249] propose a loss-less data
collection technique that eliminates redundant information from being communicated back,
lowering costs of data exchange. The scheme takes advantage of the method of reversible
watermarking and combines it with dual-phase interpolation-based embedding. This method
will use a greedy network of weights. Through the use of simulations, the proposed method
is proven to be better than previous methods in terms of reliability, efficiency, and speed.

Our reviews have not led to the identification of any research report related to the security
of this extension.

Internet of Aerial Vehicles

Air traffic management is becoming an ever-increasing area of focus for aerial vehicles. With
this comes the security issues that are beginning to arise as more of these systems are
designed. Current systems are unable to handle the amount of communication that will
occur as more aerial vehicles need to be managed. The authors of [250] propose a method
of advanced automatic-dependent surveillance-broadcasting (ADS-B) that allows for easy
tracking and monitoring of aerial vehicles. To do this, the authors take advantage of a
grouping-based conflict detection algorithm. The flight paths of aerial vehicles are then
predicted using a combination of machine learning algorithms, long short term memory
(LSTM), and deep sentence embedding-based trajectory prediction. Through testing the
proposed scheme was proven to be able to detect conflicts within seconds.

Internet of Drones
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A drone is an autonomous aerial vehicle. Internet of Drones are used in a variety of
application areas, including civilian and military aerial photography, Cloud and Fog com-
puting, Unmanned Aerial Vehicles (UAVs), Wireless Sensor Networks(WSNs), and mobile
computing. Some recent research works have been focusing on internet of drones [251]. The
following security challenges and mechanisms have been studied in research works focusing
on internet of drones (IoD).

e Security Challenges

— Privacy
In recent years there has been an increase in the use of drones in many different
aspects, such as structural evaluations, public safety, and in industrial settings.
In many cases, the information being relayed back from these drones is sensitive,
so it is important to make sure the privacy is well kept. The authors of [252]
propose a privacy-aware authenticated key agreement scheme. This scheme does
not require drones to store secret keys, which in turn creates a method that
requires less storage on the limited space of the drones. To the best knowledge
of the authors, this is the first time that the physical security of the drone has
been studied. Third party communication and mobile edge computing are both
supported in the authentication of the UAV. This is done without losing privacy.

In ToD, privacy during communication between a moving point and a ground unit
is vital to the safety of the user and the drone. In [253] the authors propose
a blockchain based framework for securely managing data. The scheme is used
as an access control between a drone and its ground unit by establishing a ses-
sion key. All communication is published to the blockchain for management and
review. A consensus-based algorithm verifies the information published to the
blockchain. The Automated Validation of Internet Security Protocols and Appli-
cations (AVISPA) tool is used in testing and proves the security of the proposed
scheme. Analysis of the scheme further demonstrates its high level of performance
and security.

e Security Mechanisms

— Authentication

Many of the recently proposed schemes in IoD either degrade the efficiency of
these devices or are proven completely insecure. The authors of [254] propose the
use of ECC and symmetric key primitives to create a new authentication method
between a specific user and the drone. The user is able to access the server through
the network and a password. The server then tracks the flying area of the drone
and is able to link it to the user once authenticated. To test the security of the
method, the authors use the random oracle method.

When it comes to authentication in ToD many proposed systems use centralized
authentication. The issue with this is that these systems typically have single
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point of failure and struggle with cross-domain authentication. In [255] the au-
thors propose a blockchain-based cross-domain authentication scheme to be used
in tandem with 5G. The issues of storage limitation and authentication latency
are areas blockchain struggles with. To mitigate these issues there is a local pri-
vate blockchain to support local actions. Only authorized individuals are able
to view and mange devices on this. The authentication method used is a multi-
signature smart contract. This allows for authentication of terminals by using
consortium blockchain. To securely transmit data the parties negotiate a session
key for communication. The method was analysed to prove its effectiveness and
efficiency.

— Encryption

The need for real-time data is useful in some types of drones. Instead of stor-
ing information at the server it is sent directly to the user. For this to happen
there needs to be a high level of privacy. In [256] the authors propose a robust
authenticated key management protocol. The scheme uses a high level Authen-
ticated Encryption with Associated Data (AEAD) along with ECC and SHA-1.
The scheme validates a user and allows for the creation of a session key for secure
communication with the drone. Random oracle model is used to validate the ses-
sion key is secure. Compared to related authentication key management schemes,
the proposed scheme has lower storage costs, overhead, and computational costs.

Encryption in drones can be used in the creation of session keys to create secure
channels for communication. In the process of creating this secure channel, it is
important to maintain the anonymity of the drone and the user. The authors of
[257] propose that in any session there should be a focus on pseudonymity and
unlinkability. If a protocol only used pseudonymity then when communication
is analyzed the user’s privacy could be breached. If a protocol only takes into
account unlinkability then a stolen drone could have its session key stolen. On
the basis of these principles, the authors propose a system of first key agreement.
The protocol works by first sending the drone a pseudonym, being used for the
session, to the user. The user then decrypts the pseudonym using the password
that the user obtains when registering the drone. The user then sends their
pseudonym to the server. The server then creates two session keys sent to the
drone with the users pseudonym. Once decrypted, the drone sends the session
key to the user to decrypt and verify with the server allowing for an authenticated
connection. Through testing of efficiency, the authors found that their protocol
was more inefficient than other schemes, but when looking at other methods with
key exchange protocols providing full forward secrecy, it was one of the most
efficient, in terms of computational costs.

Internet of Unmanned Aerial Vehicles (UAVs)
A UAV is a remotely-controlled aerial vehicle. Internet of UAVs has been studied in some
recent research works [25§].
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It has found its applications in object tracking and similar areas [259].
Recent literature highlight the following security challenges and mechanisms with respect
to internet of UAVs.

e Security Mechanisms

— Malware Detection

Advanced persistent threat (APT) has become one of the biggest threats to secu-
rity in recent years. [oT tends to have less secure structures than most systems,
so APT is an especially egregious threat, especially for UAVs. If malware is in-
serted on a UAV, it is able to then communicate with a command and control
center (C&C) which is responsible for communication with the drone. The cur-
rent ideology behind malware detection is through the monitoring of behaviors
when communicating with the C&C. This would typically work but APT uses a
low traffic mode that allows it to mix in normal communication to confuse the
malware detection system. The authors of [260] propose a way of detecting this
attack. APT attacks use domain name systems (DNS) to locate C&C centers and
each time will log information on the DNS logs. The logs can be observed for
signs of malware. With this information, the authors proposed a malware detec-
tion scheme using string matching and Fourier transformation. To preprocess the
data, the authors convert DNS time stamps of DNS requests into strings. Then
to monitor the requests, the authors use a trained random forest model to iden-
tify suspicious activity in the logs and to alert to compromised UAVs. Through
testing on data sets, analyzed by ATP security experts, the authors have found
the proposed method to be 94% accurate.

2.7.5 1IoT in Space
Internet of Remote Things

Internet of Remote Things (IoRT) has been of interest to researchers in recent years. Gate-
ways are a way for terrestrial networks and IoRT to communicate and allow for IoRT services.
Each gateway can possibly have different channel conditions, locations, and other varying
parameters which can affect performance of communication. This makes gateway placement
vital to how IoRT is able to communicate. The authors of [261] propose a way to effec-
tively place gateways to minimize access distance and amount of gateways needing to be
created. Distributed resource allocation (DRA) algorithms are designed using principles of
alternating direction method of multipliers (ADMM). This allows the algorithm to find the
total revenue and cost of gateway placement and cost of deployment and optimize them. A
genetic-based gateway placement algorithm is then used based on the data given by the pre-
vious algorithms to offer a solution. The proposed scheme shows through testing its ability
to effectively place gateways in a way that improves communication and lowers costs.

The authors are not aware of any research work related to security challenges or mecha-
nisms of this extension.
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Internet of Space Things

Recently, researchers have paid attention to Internet of Space Things (IoST). Cube satellites
are new types of satellites that offer global communication at low costs. They offer advan-
tages over normal satellites including short development to deployment and lower cost of
development and deployment due to the off-the-shelf components. These make them great
tools for creating large scale networks. An automatic network slicing framework for space-
ground integrated networks is proposed by the authors of [262] to use these cube satellites
to their full capabilities. The design tackles challenges such as dual objectives of route com-
putation and is able to allocate resources to avoid service level agreement violations. The
system being automatic means it does not require prior information in terms of resource
availability to slice. To allow for low signaling overhead the scheme uses an online segment
routing-based approach to route communications. The authors have done benchmark testing
that has shown the usefulness and effectiveness of the proposed scheme for large network
communication in IoST.

According to our reviews, this extension has not been studied from a security perspective.

Internet of Satellites

Some research work have studied Internet of Satellites in the area of anti-jamming technology
as smart jamming has become more of a threat in recent years. The authors of [263] use
Stackelberg game and reinforcement learning to minimize the cost of creating an efficient
anti-jamming protocol. To do this the authors create the problem as a Stackelberg game
for anti-jamming. The scheme for anti-jamming is broken into two parts. To find the best
routing that is available the authors use a deep reinforcement learning routing algorithm.
To make fast decisions a fast response anti-jamming algorithm is implemented. The scheme
uses these methods together to make the best decision for anti-jamming. The scheme shows
low routing cost and solid anti-jamming protection when tested.

In our review, we have not identified any published research focusing on the security of
this extension.

2.8 Related Work

While social authentication is discussed often in recent years, there still exists issues with
current methods rendering them unusable for applications into IoT. The goal of this thesis
is to present the best methods of combining social authentication and bot detection in
order to create a secure and usable fallback authentication method. This method should
provide adequate social cybersecurity but also cover the objectives of performance, QoS,
QoE, timeliness, reliability, scalability, fault tolerance, energy efficiency, and security that
are also important to [oT devices.
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Chapter 3

TBSA Mitigations

There are many different versions of TBSA. The following sections will go through some of
the most prevalent schemes of TBSA, some of which have been used in the industry [36], [37],
[38], [39], [40], [41], [42], [43], [44]. Each subsection provides a brief explanation of the design
choices and methods used in applying them. Furthermore, each scheme is then analyzed for
security challenges. The challenges of TBSA range from attacks to design flaws that need to
be considered before implementation can begin. The sections will break down each of these
concerns, some of which overlap from scheme to scheme. This Chapter is currently under
review for publication.

3.1 Fourth-Factor Authentication

An earlier form of TBSA was introduced by Brainard et al. [36] called fourth factor authen-
tication. The scheme was designed as a fallback authentication method using someone you
know. The concept is based on the idea that there are currently three types of authentica-
tion: something you have, something you know, and something you are [36]. In other words
something you have is a token, something you know is a password, and something you are
is biometrics. The authors create a novel form of authentication around the concept of the
fourth factor they coined as someone you know. This is one of the original designs of TBSA.

The application is designed with a helper and asker webpage and an underlying ad-
ministrative program using C++ and Microsoft framework. A user is first prompted for a
password and can click an option for a forgotten password. The user is then asked to contact
a helper through out-of-band services and to enter that helper’s username. Once a helper
is contacted for assistance in authentication, they must enter their username and password
to retrieve a vouching code for the asker requesting it. The helper then must convey the
vouching code to the user. The user must enter their four digit PIN and the vouching code
in order to regain access using a temporary password. Once inside their account they can
reset their password. This allows a user who can remember their PIN but not their password
to regain access to their account.
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Security Challenges

This method is one of the earlier designs of TBSA. The design of [36] is created using only a
single trustee. This in itself makes it an easier target for attackers. In the case of a spidering
attack an attacker only needs to crack a single helper account to authenticate into many
accounts. This can be very dangerous and over time lead to an entire network of users to
have compromised accounts. The authors attempt to stop this dangerous progression of
spidering by making the authenticator enter a four-digit PIN. This seems like a good idea
but a four-digit PIN can be cracked instantly using jack-the-ripper[264]. Using the birthday
paradox, a four-digit pin consisting of ten-thousand combinations has about a fifty percent
chance of being guessed after only one hundred and twenty attempts.

Further concerns include a helper impersonating a user. Since the method proposed in
[36] only requires a single trustee, it leaves room for a malicious helper to create a vouching
code for themselves to enter another users account. Once again the only prevention of this
is the use of a four-digit PIN, which can quickly be cracked. This creates a system in which
personal data can be attained by any helper who is able to verify a user.

Similar to other TBSA systems, social engineering is another concern that needs to be
considered. This is due to the fact that communication is a key part of authentication and
messages for retrieving vouching codes can be spoofed. As with any system where spoofing
is a threat, good security practices will prevent this method from being effective. Good
security practices is not something that can be guaranteed. This is shown with the fact that
a large percent of attacks occur with social engineering and typically have a high success
rate [265]. An attacker can use social engineering and message spoofing to convince a user
to send them a vouching code for the account they are attempting to infiltrate. If the helper
does not do a good job verifying the user (i.e., asking questions or verifying their voice) then
an attacker can easily attain the vouch codes.

3.2 Trustee-based Social Authentication for Windows
Live

Schechter et al. [37] propose a form of TBSA to be used for Windows Live. The authors
designed a TBSA system that is built for the purpose of being a fallback authentication
method for Windows Live. The user is required to give the emails of people they wish to
use as their trusted list. When a user forgets their password they can begin the fallback
authentication process on the Windows Live application. The system will send a vouching
code to the trusted users previously denoted. The user must then obtain the vouching codes
from the trustees in order to be re-authenticated. It is encouraged by the system to do this
via call or in person as to avoid the possibility of spoofing that occurs through texts and
email. The authors tested this using a prototype and found that users were able to reliably
regain access to their accounts while also remaining relatively secure.

Unlike Fourth Factor Authentication [36], Windows Live requires a user to obtain more
than a single vouching code to complete the fallback authentication process. Schechter et
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al. [37] explain the situation that if there are four trustees in a user’s list, they must obtain
two trustee codes for the fallback authentication method to be complete. This prevents
the vulnerability of a single malicious trustee from gaining access to a user’s account. The
authors accept that this is more inconvenient than a single trustee but believe this can be
justified given that it is a fallback authentication method and should not be used often.

Security Challenges

One of the main vulnerabilities current TBSA systems have is an attack designed by authors
of [266] called the forest fire attack. The attack is used in two phases. The first phase is the
ignition phase in which the attacker compromises a group of trustee accounts. This can and
has already been done in a variety of ways such as brute force password cracking and phising
[266]. Once a number of accounts are compromised the attacker can begin the propagation
phase. The propagation phase is a mass attack typically completed by a botnet (a large set
of compromised systems). Using the resources of the botnet an attacker is able to propagate
through large amounts of usernames in order to attempt to ping the compromised trustee
accounts. If the attacker is able to find a user that pings enough compromised trustee
accounts the attacker gains access to that user’s account. If the attacker does not have
enough trustees to gain access the attacker can spoof messages to convince other trustees of
a specific user to send verification codes.

The forest fire attack is used to take over multiple accounts by compromising a few. Since
a user can be a trustee for multiple other users it can also be used to compromise a larger
number of users by systematically compromising accounts [266].

In [266] the authors tested this method against a theoretical model of a TBSA system.
This showed that with a relatively small seed group they could compromise two to three
orders of magnitude of users. To reduce the numbers of this attack the authors introduce
the solutions of hiding the trustee lists which increases the number of accounts an attacker
must search and compromise. This seems like a good idea but ultimately is proven not to
work as users have a hard time remembering who their trustees are [266] [267]. Without this
reminder users are unable to obtain their vouching codes. The authors also suggest that users
are warned of such spoofing attacks to increase awareness. This can provide some protection
as warnings make the idea of attack more prevalent in a trustee’s mind. Ultimately this will
not stop all spoofing as even with all of the training currently in the industry there are still
successful attacks happening. Lastly the authors suggest a method of trustee selection that
mathematically reduces the centrality of trustees in the network. This can further reduce the
chances for attackers to gain access to a large number of accounts through a small number
of trustee accounts. These fixes reduce the effectiveness of the attack but does not stop the
attack from working.

Specifically with this scheme the trusted members of a persons network are contacted
via out-of-band services (i.e., email). This allows for a variety of people to be used for
verification and makes it easier for a user to select a trusted person. Unlike other schemes,
they can select anyone who has a valid email address. The issue with using out of band
services such as email to send vouching codes is the increase in ability for spoofing to occur.
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Attackers have been able to spoof emails, texts, and phone calls in many different attacks
and have proven the vulnerabilities with using out-of-band services [266]. Along with this,
users have no idea if a trusted member has stopped using an email or if it has been recycled
by the email provider. The scheme can be implemented long before a user has a need to use
it. This means that occasionally a user’s trusted member may not have the same email they
had before. This not only can make it impossible to verify a user but becomes a security
threat as attackers can attain recycled emails.

Each of these vulnerabilities listed above are able to be used by attackers to further
propagate a forest fire attack [266]. The authors of [37] discuss the vulnerabilities of the
system when it comes to spoofing and perform small scale spoofing tests. The authors
believe the tests performed have promising results in terms of security but lack the sample
size to be significant [37].

3.3 Facebook’s Trusted Contacts

Facebook’s version of TBSA called Trusted Contacts was created in 2013 [38]. It was designed
to allow users to select three to five friends on their friends list to act as verifiers if they are
locked out. Trusted contacts must also have an account with Facebook as well to be used
as a trusted contact. If a user is locked out of an account they must enter their full name,
username, and phone or email. After the user is verified the user must identify one user in
their trusted contacts by entering their full name. Trusted contacts will receive a code for
verification. Similar to the previous methods a user must collect a code from their trusted
users to regain access to their account. Once a user collects three of these codes they are
able to reset their password to regain access to their account.

Security Challenges

Once again as discussed in the previous trustee-based scheme, the forest fire attack and
other spoofing attacks are very prevalent for TBSA methods such as Trusted Contacts in
Facebook [38]. For the forest fire attack to be successful, the attacker needs to target trustees
of specific users. This allows them to spoof messages to these trustees in order convince them
to send vouching codes. In any TBSA scheme it is important that the user is reminded of
who their trustees are [267]. This means the information must be made available for the
user but can also be leaked to an attacker. Facebook tries to prevent the information from
being too readily available by making a user type the full name of one person in their list.
The issue is that for more targeted spoofing attacks an attacker should be able to find out
enough information through researching the target to guess one of their trusted members.
While the idea of making a user enter the name of a trustee prevents direct access to trustees
it does not stop a well informed attacker. Once an attacker has access to the trustees they
can easily spoof messages to try to obtain vouching codes from trustees.

Similarly, forest fire attacks which sometimes use spoofing to further attack can work
very efficiently at guessing trustees [260]. Facebook users can allow friends and friends of
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friends to see their friends lists. Since forest fire attacks start with a seed of users they are
able to view friends lists to brute force guess trusted users. Once this is completed then the
forest fire attack can propagate as discussed in previous sections. Facebook has currently
discontinued the service of Trusted Contacts due to some of the issues discussed above [38].

3.4 Video Notarization

The authors of [268] propose a form of TBSA that uses video chat as a way of authentication.
The design can prevent device theft that can occur in typical TBSA by having to physically
verify a user. The authors believe this reduces the likelihood of an attacker being able to
impersonate the user in the fallback authentication process. Once a user activates the process
the system will contact users from a set of notaries in order to begin a video chat. These
notaries would be pre-verified people that are able to be used to verify a persons identity.
Once a notary accepts the notification of authentication a video chat will begin between the
user and the notary. The notary will also receive a photo of the user in order to help them
identify the user. Once a notary has confirmed that a user is in control of their phone a link
will be sent to that user to reset their password.

The authors conducted some user studies to test the usability and security if a scheme of
this nature was implemented [268]. The first thing considered was that through the study
the identification rate was not as high as the authors would have liked. This creates an
issue to whether or not such a system is effective in authentication. The second thing tested
was ability to tell whether or not the trustee was interacting with a video, photo, or a true
user. It was concluded that while some trustees were able to effectively verify if they were
speaking with a true user or not, not all trustees were able to. It should also be noted that
the study was conducted on a very small group of university students. The authors express
this is not a good representation of the population, the main concern with the survey group
is it does not have a good representation of the population’s comfort with or knowledge of
technology [268].

Security Challenges

Some of the main security concerns with the application mentioned above are the ability for
a trustee or stranger to adequately and accurately identify a user based on photos provided.
Without this concept being able to be done in a way that provides the most reliability, the
idea of video notarization as shown in [268] and [39] will not be able to be used. This does
not complete rule out the possibility of such a tool, as studies have shown that in many cases
friends are able to more accurately identify each other as opposed to strangers [269)].

Other concerns are with the ability of an attacker to use software to make themselves look
or sound like a user. The software for this has already been created by the authors of [270].
The software can take real-time video of one person and make it look as though they are
another person talking. The software only requires a photo of the user they are attempting
to mimic and a RGB real-time video input. This can be used to mislead users in a video
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notarization setting. Similarly Al is already being used to mimic voices of other people in
cyber-attacks [271]. The use of voice mimicry software and real-time video augmentation
raises some concern with using video notarization for the purposes of authentication.

The final security challenge that should be discussed is the possibility of a malicious
notary. The system randomly selects a notary as to avoid a notary from using themselves in
a fallback authentication attempt. While more unlikely than some of the previous security
challenges a malicious attacker could gain control of multiple accounts making their chances
of being the notary for authentication more likely. The more accounts they gain the higher
the likelihood of their notary account being selected for re-authentication. This allows them
to maliciously notarize user accounts to gain access.

3.5 Video-based Social Authentication

Guo et. al. [39] propose a form of TBSA similar to [37] and [268], in which a user is verified
through the use of a preset group of trustees and video notarization. For example, a user
forgot their password and must reset it. To do this they would contact the system for which
they have forgotten the password for. The system will then contact the group of trustees
requesting a verification of the user. The user must be available for a video call. The trustee
then must decide after the video chat whether or not to verify the user. Once verified, a user
is able to access their account and reset their password.

This is believed to be more secure as another person is able to assess if the correct person is
attempting to connect. This is more difficult to break than the previously mentioned fallback
authentication methods. While viewed as more secure there are some security challenges that
need to be addressed before implementation can occur which will be discussed in the next
subsection. The proposed idea is not implemented in this thesis but is tested in a user study
using a mock version to test usability and user comfort. Ultimately the authors believe that
their data shows that users would be comfortable using this scheme.

Security Challenges

As discussed in previous sections, one of the most prominent threats is the forest fire attack.
Video-based social authentication still has this issue even with the protection of video identi-
fication. Through the use of deepfake technology attackers are able to fake videos and voices
in real-time to trick trustees into producing vouching codes. This is similar to spoofing in
other methods. With enough trustee accounts captured or spoofed an attacker could gain
access to a large number of accounts very quickly. The verification of a user in this scheme
still only requires a single authorization. This leads to the risk of a malicious trustee and
reduces the amount of work an attacker must put in to gain access to another users account.
A malicious trustee can easily verify themselves into a persons account they are a trustee
for. If an attacker can gain access to a single account in your trusted network they can easily
verify themselves.
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Another concern of many of these systems include design challenges. Number of trustees
and how trustees are selected are two very debated topics in the use of TBSA [272]. Many
current schemes of TBSA allow users to select trustees from their friends lists with no true
restrictions. Something that has not been researched in-depth is how the number of trustees
needed for verification and total number of trustees affects the usability and the security of
such a system. It is assumed that a system would need at least two users for verification to
reduce the chances of a single malicious trustee to access an account[272]. If a system allows
a user to have an infinitely large trustee list and it only needs two verifiers it is very easy for
an attacker to compromise an account. Increasing the the number of trustees on a list while
decreasing the number of verifications improves usability but reduces security. On the other
hand if a list of trustees is rather small while needing a large amount of verifications it can be
nearly impossible for a user to use the TBSA system. Research is needed to determine what
the best parameters are for number of trustees in a list as well as the number of trustees
required for verification.

Trustees being shown in the verification process is something that has been discussed
for improvement in security. This would remove the possibility for an attacker to find out
the trustees and spoof messages to them. The issue is in many cases a user is unable to
remember who their trustees are and need a reminder to know where to collect vouch codes
[267][37]. This is why researchers assume that in all cases that the trustee list is available
upon activation of TBSA [267].
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Chapter 4

Proposed Solutions

As seen in Chapter [3] there are still vulnerabilities in current TBSA systems. The forest
fire attack, while its effectiveness has been reduced, still is a potential threat to current
systems. We propose the use of some auxiliary authentication schemes in order to verify
that the trustee and user are the correct people accessing their account. Additionally, we
offer solutions that improve security that does not affect usability. The following sections
will discuss ways that current TBSA systems can be improved. This Chapter is currently
under review for publication.

4.1 Knowledge verified TBSA

We propose the use of a knowledge-based social authentication (KBSA) process for users
before they begin TBSA to regain access to their account. KBSA uses information that is
specific to a person or group to create questions to be answered for authentication purposes
[273]. This can be especially useful against forest fire attacks and targeted attacks where an
attacker is not aware of the user’s relationships.

As previously mentioned forest fire attacks are by design made to attack a large number
of accounts at once [266]. The attacker will have to propagate through a large number of
accounts in order to find accounts to compromise and spoof messages for. If a system requires
a user to have n trustees to verify an account then an attacker must compromise that many
trustee accounts to successfully compromise a user account. Since forest fire attacks are on
such a large scale it is very unlikely for the attacker to have social knowledge of the person
they are trying to attack and the relationship the trustee has to the user. This makes it
much more difficult for the forest fire attack to propagate effectively enough to take over a

large number of accounts. There are two promising KBSA methods that can be used for
TBSA.
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4.1.1 Methods for Implementation

The first KBSA method uses photo identification for authentication. Yardi et al. [41]
designed a system called Lineup that uses Facebook’s social network graph. This scheme uses
photos (linked to the authenticating user’s Facebook account) along with their tags. Using
these photos as prompts, the authenticating user must identify the people in the photo. This
works on the ability of the user to be able to recall the people that are shown in the photos.
It is not used as a primary form of authentication but as an extra barrier to login when
suspicious activity is detected. Due to the amount of facial recognition algorithms available
today their are some flaws that need to be addressed before implementation. Polakis et al.
[46] create an attack using publicly available knowledge to prove that the Lineup is not a
viable option in its current state due to Al. To improve the scheme the authors offer the use
of bot detection, removing suggested answers, and adding noise to photos as ways to stop
Al from being efficient.

Another promising form of KBSA uses a similar model of collecting information from
Facebook’s network. Instead of using photos, the authors of [40] use data collected on users
by Facebook. The data used is called node attributes and consists of information such as
employment, location, schools attended, etc. The data of authenticating users’ friends is
also collected. Using these sets of data the authors were able to propose a scheme that
automatically creates a set of questions based off of node data, pseudo-edge data, and edge
data. Node data is information that relates directly to a person in the authenticating users
network. Pseudo-edge data is information that relates to a group of friends. Finally, edge
data refers to interactions between users. Through user testing the authors found that the
information collected and used to form questions showed promising directions for a fully
functional form of KBSA.

Both of the mentioned methods have the possibility to create a more secure form of
authentication when used in conjunction with TBSA. In the next section the interaction
between TBSA and KBSA will be analyzed to find the most secure way to implement them
together. Additionally, vulnerabilities and ways to prevent them are discussed.

4.1.2 How KBSA Interacts

The purpose of implementing these two social authentication methods together is to reduce
an attacker’s ability to use message spoofing as a way to break TBSA. The idea is to use
KBSA as another barrier that can not be broken through human error (i.e. falling for a
spoofed message). To be able to do this we need to determine the best way for these methods
to interact. KBSA and TBSA can interact in a couple of different ways. To determine the
most effective way to implement, the design will be analyzed with knowledge-based before
and after TBSA. The design will also be analyzed for use with the trustee and for the user.
One thing that should be considered is that during trustee selection, a user should select
candidates they have the most knowledge about. This allows for an easier authentication
when using a KBSA scheme.
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Before or After TBSA

The first scenario that needs to be analyzed is whether the KBSA should occur before or
after the implementation of the TBSA. By using KBSA as a barrier to TBSA we are able
to remove a large portion of attacks currently used on TBSA. The forest fire attack, as
stated previously, works by taking advantage of the fallback authentication process TBSA
to further gain control of more accounts [266]. KBSA can be used as a barrier to prevent
such mass attacks from beginning. This also reduces the exposure to the trustees used in
the scheme.

By implementing KBSA after TBSA the scheme pre-
vent attacks to KBSA. KBSA can be vulnerable to at-
tacks from attackers with extensive knowledge about the Trustee
user and their relationships. Since KBSA does not only Interaction
use personal information to create questions it is unlikely
for an attacker to have all of the information required [ . o\ e
to answer the questions. But with the increase in social for vouching
networking and publicly available knowledge it may not
be impossible for an attacker to acquire enough informa- Accept
tion to by-pass KBSA. By implementing TBSA first you
prevent knowledgeable attackers from beginning authen-
tication.

To determine which method should be first we must
analyze which poses a greater threat to security and pri- Approve
vacy. To initiate these systems a user must enter their
username, which should not release the identity of the |Gives user vouching
user. When TBSA is initiated by the user the user must
be reminded of who their trustees are [267]. This in itself
poses a threat to the entirety of the system. It imme-
diately tells an attacker who to target in order to gain Figure 4.1: Knowledge Verified
access of the users account. This can also lead the at- s§heme design for trustee interac-
tacker to who the user is by providing information of the tomn.
relationships the user has. If a user initiates the fallback
authentication process they are given the trustees names giving an attacker more information
than they previously had. This then gives the attacker more information on how to break
the KBSA side of the scheme. By implementing KBSA first, the attacker is not provided any
information as to who the user is or who they may have relationships with. This provides a
more secure and private social authentication scheme that relies on who you know.

That being said there are still some vulnerabilities that need to be considered with the
order. The biggest concern is that an attacker may be able to crack both KBSA and TBSA.
To be able to do this an attacker must first crack KBSA. This can be done if an attacker
has extensive knowledge on a user and their relationships. This can be done but only allows
an attacker to crack accounts they have extensive knowledge about, reducing the number of
accounts that are vulnerable to a single attacker. Assuming an attacker is able to do this they

Contact user via
video of third party
application

Reject—» ﬁ

code
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then must use spoofing and social engineering to attain the vouching codes from the trustees.
While it may not be possible to prevent a knowledgeable attacker from beating KBSA it
may be possible to prevent the attacker from infiltrating TBSA. To prevent elements such as
spoofing from working, video notarization may be implemented during the vouching process
along with methods of deep-fake detection. This reduces the likelihood for lazy vouching
and spoofing to be effective. This even further reduces the likelihood of a knowledgeable
attacker from breaking the scheme.

Another vulnerability that should be discussed is if a knowledgeable attacker is able to
crack accounts of trustees and verify themselves. Since KBSA hides the trustee list, this
attack focuses only on knowledgeable attackers as other attackers are unable to begin the
TBSA authentication process. If a knowledgeable attacker is able to compromise enough
trustee accounts it negates the use of TBSA. To do this an attacker would need to crack
enough trustee accounts to gain access to a single user account. This could be prevented
in ways as simply making sure each user and trustee has complex passwords on account
creation and is fully aware of phishing or other social engineering methods.

Trustee or User Side

The next discussion is whether or not this should be used on the user end, trustee end,
or both ends of TBSA. To do this we should look at the knowledge the person has and
the security aspects of using it. Looking at this from the user end of the TBSA process, a
user is responsible for initially setting their trusted users. This means a user should have
knowledge to answer questions related to these trustees based on their relationship. Since
multiple people are in the currently hidden trustee list, the KBSA method has a larger
pool of information to create questions. This can reduce the likelihood for an attacker
to have knowledge of all of the trustees and the relationships to successfully complete the
authentication attempt.

Analyzing this from the trustee-side of the authentication, a trustee does not necessarily
have a direct say in who they are authenticating for. This means that they may have a
relationship with the user but may not have the most knowledge of the user that selected
them. The trustee may also have less confidence in their ability to recall information about
the user. For uses with KBSA this can be a barrier to authentication. Additionally, the
trustee has less information to create questions from, due to the lack of relationships to be
analyzed. To make the trustee side more plausible for implementation, a trustee can select
additional users to base questions on. This increases the information pool to create questions,
allowing reliability and security similar to user side implementation. This shows it is plausible
to use in both the trustee and user side of authentication. Since KBSA was determined to be
more advantageous to be implemented before trustee-based, it is not necessary to implement
this on both user and trustee side of authentication. If implemented on the user side we
reduce extra work for the trustee as well as it makes sure that the trustee will not be able to
give a vouching code if an attacker can not first complete the knowledge-based portion for
the user.

After analyzing the way that TBSA and KBSA interact, the best way for these two to
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interact is through using KBSA before TBSA as can be seen in Figure This prevents the
release of trustee names and other information that is needed before TBSA. This reduces the
information provided to attackers before attempting KBSA. KBSA can also be implemented
on both the user and trustee side before they are able to interact with TBSA. While possible,
it is unnecessary due to the trustee not even being notified until the user first completes their
side of KBSA. This increases the security without requiring extra steps for the trustees.
Reducing steps and robustness for trustees increases usability of the scheme. To prevent
spoofing by knowledgeable attackers, video notarization should be used during the TBSA
portion of the scheme backed by deep-fake detection methods.

4.1.3 The Design of Knowledge Verified TBSA

The final design is shown in Figure [4.2] and Figure [4.1] user and trustee interactions respect-
fully. The scheme begins with a typical login as seen in Figure [£.2] If a user is able to
successfully login then they do not need to use the proposed fallback authentication scheme.
If a user is unable to login they will be prompted to input their username to begin the
fallback authentication process. After fallback authentication is initiated KBSA provides
the user a series of questions based off of their social network. Figure then shows if a
user passes the KBSA method by being able to answer the majority of the questions they
can begin TBSA. If unable to answer the majority of questions the authentication attempt
will fail. Once TBSA has begun, a user is provided the names of their trustees and the
trustees are alerted of the fallback authentication attempt. From here the design forces the
user to wait until they have received three vouching codes from their trustees as shown in
Figure We can now move to Figure to see the interaction for the trustee. We can
see once a trustee receives a notification they can interact. The trustee can then contact
the user via video of a third party application. This allows for a video to be monitored and
to force a more secure interaction before a code can be given. As seen in Figure the
trustee can then either reject or approve the user that they are interacting with via video
chat. If approved a user receives one of three codes. If rejected authentication fails. Figure
then shows that once three interactions are completed a user can be authenticated back
into their account. If they can not retrieve three they will fail the authentication attempt.
Using KBSA and TBSA together in the ways mentioned, allows for the creation of a novel
social authentication scheme that is able to remain fully based on social connections and
social knowledge.

4.2 CAPTCHA-aided TBSA

Additionally we propose the use of bot detection in conjunction with TBSA. The most
effective way for a forest fire attack to be completed is through the use of a botnet [266].
A botnet takes advantage of a large scale network of bots and is able to attack a system
much more efficiently, due to the amount of resources a botnet has available. To control
the botnet, an attacker programs an algorithm to run on each of the separate compromised
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Figure 4.2: Knowledge Verified scheme design for user interaction.

systems in the network of bots. This allows for an attacker to do the work of thousands of
people and machines. This makes the ability to detect bots an important tool for improving
the security and privacy in TBSA.

By requiring a person to perform a modified Turing test to determine an individual is
not a bot. A user must perform a task of some kind that is not able to be performed by
a bot. One example of this used in our daily lives is CAPTCHA (Completely Automated
Public Turing test to tell Computers and Humans Apart). This is different than a typical
Turing test due to the fact that the judge is a computer and not a person. It was designed
by von Ahn [47] in 2004 and since then has been implemented and improved by a variety of
companies such as Google. There are many ways that these tests have been created. The
original design has since been proven to not be secure [48]. The development of computer
vision algorithms have advanced greatly since 2004. Many computer vision schemes can now
accurately differentiate numbers and letters efficiently enough to solve the challenges. Many
different forms of bot detection have been created to make it more difficult for Al to break
them. CAPTCHASs have been designed in a variety of ways relying on different senses. The
original was designed as a visual text-based task to be answered with text but there are other
examples such audio, pattern recognition, and image-based. For the purposes of improving
TBSA, there are two state-of-the-art methods that could be promising: Visual Turing Test
(VI'T) CAPTCHASs and audio adversarial CAPTCHA (aacCAPTCHA).

4.2.1 Methods for Implementation

VTT CAPTCHASs are a form of bot detection that use the visual reasoning of an image.
One of the most robust forms of this CAPTCHA has been proposed by Wang et al. [274].
VTT CAPTCHASs usually show a large group of objects at different distances, sizes, colors,
and orientations. A person is then given a prompt (e.g., click the object under the letter f)
that they need to complete. If completed correctly the user is allowed to continue through.
Gao et al. [48] perform tests on current VI'T CAPTCHAs using a novel attack that is

67



able to break typical questions a majority of the time. To improve the effectiveness of this
CAPTCHA the authors found that their attack struggles when there are a large number
of objects, an increased number of occlusions, an increased number of similar objects, and
the attack has the most issues if the prompt uses common sense knowledge. Common sense
prompts are things that are abstract concepts that are easily understood by humans (e.g. a
mother is older than her son) but are not logically antiquated into computing. A question
of such a nature is an unwritten rule understood by all humans. These types of questions
accounted for 45% of the errors in the attack proposed. This shows that VI'T CAPTCHAs
can be promising with some improvements.

Another form that should be considered was proposed by Hossen et al. [50]. They
propose a unique form of CAPTCHA called aaeCAPTCHA. To prevent the use of automatic
speech recognition the scheme uses audio adversarial examples to perform as a CAPTCHA.
A user must identify what is said to gain access. Through rigorous testing using state-of-
the-art speech recognition technology the authors show that this improved version of audio
CAPTCHASs can provide adequate bot detection. The authors conducted a user study in
order to prove the usability. This is one of the most advanced audio CAPTCHA techniques
currently available.

CAPTCHASs are a way for systems to prevent bots from being able to access resources or
use services provided by a network. If a CAPTCHA can be used in a trustee-based system
it can effectively reduce the ability of a forest fire attack to self propagate by reducing its
ability to send requests to trustees, or vice versa. CAPTCHAs tend be very light tasks for
true users to complete while being nearly impossible for an algorithm to solve. This makes
it a viable option for reducing the effectiveness of the forest fire attack or any bot related
attacks and not decrease usability.

4.2.2 How CAPTCHA Interacts

Similar to the previous section, we need to determine where and how CAPTCHA will be
used. When implementing CAPTCHA into the system we need to determine the best place to
introduce this in order to reduce the possibility of attacks compromising the scheme. The two
places this should be considered for is on the user and on the trustee side of implementation.
Additionally we will break down the flaws and benefits of using this on its own.

Trustee or User Side

CAPTCHA can be implemented very easily on either side of TBSA. That being said it should
be determined if it is useful to include on both sides. Implementation on the user side of the
scheme would have the goal of reducing the bot interaction with the user side of TBSA. The
user side of TBSA, as discussed before, is where a user is provided a list of their trustees and
the trustees are sent the vouching codes that are needed for recovery of the account. The
reduction of bot interaction with the user side of authentication would prevent attacks such
as the forest fire attack from being able to propagate without intervention from a human.
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For mass attacks, this is an important feature of using bots. Without being able to work on
a mass scale it can reduce the ability of attackers to perform effective forest fire attacks.

Implementation on the side of the trustee is another effective tool in preventing bot
interaction. The trustee side of TBSA is where a trustee logs into their account and then
can retrieve the vouching code to provide to the user. This once again can be a useful
tool as it reduces the ability of bots to be able to interact and propagate further with the
system. Given that it can be very useful in both circumstances of user and trustee side of
TBSA, it could be very easily implemented in both. This makes it an effective and easily
implementable tool for protection from forest fire attacks. The issue is that this does not
stop a more targeted or manual attack that does not require bots. An attacker would simply
need to propagate the attack by hand. This would require them to ping trustees from the
users account and spoof messages to receive vouching codes from those trustees. While
CAPTCHA reduces the effectiveness of the forest fire attack it does not remove the forest
fire attack as a threat. We propose that CAPTCHA and TBSA should be combined with
another method to further increase security.

Using this analysis we propose that this should be im-
plemented in conjunction with other methods to prevent
people from being able to target an individual as well as Trustee
their trustees. One such example would be the previously Interaction
proposed KBSA method. KBSA prevents all attacks on
such a system where an attacker does not have knowl-  |Receives Notification
edge of a specific user. The implementation of KBSA on
the user side and use of CAPTCHA on the trustee side |

for vouching

prevents large scale automated attacks on both fronts, Accept
user and trustee. The reason we propose to implement

CAPTCHA purely on the trustee side is that it provides CAPTCHA
protection to the trustee from automated attacks without

reducing the usability by such a large degree. KBSA im- Passed

plemented onto the trustee side would greatly increase the
amount of time and size of the task required to be com-
pleted by the trustee. This increases the time a trustee
must commit thereby reducing their likelihood to take
time out of their day to complete.

Contact user via
video of third party —Reject->»
application

Approve

Gives user vouching

4.2.3 The Design of CAPTCHA-aided code
TBSA

The final design .for the p‘roposed methoq is provided in Figure 4.3: CAPTCHA-aided
Figure [4.4] and Figure 4.3]is one that only includes TBSA
and CAPTCHA. The login process begins and is shown
in Figure [£.4] A user must either login for authentica-
tion or provide username to begin fallback authentica-

scheme design for trustee interac-
tion.
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tion. Figure [£.4] shows that once the username is entered

a CAPTCHA begins. This prevents a bot from interact-

ing with the TBSA reducing the ability of mass attacks to propagate quickly. If CAPTCHA
is completed successfully the user is provided the list of trustees and the trustees are alerted
of the authentication attempt. If CAPTCHA is failed the authentication attempt fails as
seen in Figure 1.4 We can then see in Figure [£.4] that we must wait for the user to receive
three vouching codes from trustees to be authenticated. The trustee interaction begins with
Figure 4.3] when the trustee receives notification of the authentication attempt. The trustee
must complete a CAPTCHA, this once again stops automated attacks from happening. Once
CAPTCHA is complete another video chat will be prompted by the trustee. Once again a
trustee has the option to approve or reject the user. If failed the users authentication fails.
If passed a user must receive two more vouching codes. Back on Figure [£.4] it is shown that
if a user can attain three codes they will gain full access to their account as if they were able
to login.

User
Interaction
Fallback Passed ot
ack Communication Received
Authentication CAPTCHA with trustees
Activates TBSA -
CAPTCHA -contacts trustees Wait Till 3-
-Provides list of User
trustees
Succesful Failed
Login CAPTCHA Not Recieved

v

Figure 4.4: CAPTCHA-aided scheme design for user interaction.
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Chapter 5

Knowledge verified CAPTCHA-aided
TBSA Scheme

The schemes discussed in Chapter [3| all have design flaws that lead to them being vulner-
able to attack. Using the social authentication mitigations in Chapter |3| and the proposed
solutions in Chapter [f] we create a novel TBSA scheme called Knowledge verified CAPTCHA-
aided TBSA. This scheme is proposed as a third party application that can be implemented
into systems that require fallback authentication. This not only allows it to be secure but
also scalable. The following subsections will discuss the proposed setup and design of the
knowledge verified CAPTCHA-aided TBSA scheme. This Chapter is currently under review
for publication.

5.1 Selecting Trustees

After an account is created or the fallback method is implemented a user must select trustees.
Moderated trustee selection is essential to creating a network safe from attacks that propa-
gate such as the forest fire attack. The first thing that needs to be discussed is the number
of trustees that are needed in a network of trustees for verification. The second part of the
trustee selection process will be what people can be selected as trustees. Each of these are
important to creating a network of informed and reliable trustees for the verification process.

As seen in the previously mentioned schemes, there usually consists of three different
trustees required for authentication. Of course, one user is not enough as it allows a malicious
trustee to verify themselves into a user’s account. Too many trustees needed for verification
makes authentication too large of a burden. For the purposes of this scheme we plan to allow
a user to select five trustees but only require three for verification. This allows for a user
to have more options for verification possibly reducing the time it takes to complete. This
becomes especially useful if one member of the trustee group is unavailable.

Trustee selection will be limited to those who have a low centrality. This can be calculated
using the T-degree strategy proposed by the authors of [266]. The strategy can be used to
alert the user to those in their network who have the lowest centrality and therefore allows
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for increased security of their account. Along with this, each user will be assigned a security
rating based on their password strength and security habits. Password strength should
be enforced on account creation to increase security. The system can also run proactive
password cracking tests on accounts to see if they are easily cracked. Security habits can be
monitored through random system tests. One such example would be a fake phishing email
or a fake request from the system. The more often they pass these tests the higher their
rating. Lastly, over time as the system is used reliability can be tested for each trustee. If
they are more likely to respond to a help request they get a higher rating. Each of these
scores will be provided to the user for people already in their network to allow them to make
an educated decision on trustee selection.

5.2 Design

Since this is a fallback authentication method it is only used if the user is unable to remember
their password or complete any other form of primary authentication. In Figure it is
shown that a user starts the fallback authentication process and is prompted with KBSA.
The scheme prompts the user with a set of five questions based on their relationship with
their selected trustees, which have not yet been revealed. The questions range from last
online interaction to photos of possible trustees to identify. If the user is able to get the
majority correct they are given their list of trustees. During this process the trustees and
user are notified of the authentication attempt through a third party application located on
user’s and trustees’ phones as can be seen in the next steps of Figure[5.1/on the user side. The
user is also given their trustee list to remind them who to contact about the authentication
attempt. The use of KBSA reduces the the ability of the system to be targeted by anyone
who does not have detailed knowledge of the user’s interactions. This prevents targeted and
non-targeted attacks alike. As stated in Chapter 2 KBSA that uses relationships to create
questions is hard to crack unless an attacker has extensive knowledge of interactions. This
effectively protects the the trustees from being revealed by anyone who activates the fallback
authentication method. If KBSA fails, Figure [5.1] shows the authentication attempt fails.

Once the user has been notified through the third party application, they must verify
that they are the ones that have made the request. If this is not done in an acceptable
period of time (i.e., fifteen minutes) the authentication attempt will fail and will lock the
account for a small amount of time (i.e., twelve hours). The task of verifying the request is
as simple as opening their phone and selecting yes on the application. This can alert and
prevent attacks early on in the authentication process. It will also notify a user that an
attempt has been made on their account allowing them to take early action against attacks.
Once the request is approved a user will then have to wait for trustees to contact them via
video chat through the third party application on the user’s phone.

On the trustee interaction side of Figure it can be seen that a trustee receives a noti-
fication from the third party application. Figure |5.1| shows that a trustee must complete an
aaeCAPTCHA in order to see who has requested verification. The aeeCAPTCHA provides
a sound or a sentence that can be played multiple times. This sound that is played is cre-
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ated in a way that is able to easily be recognized by people but not by a speech recognition
algorithm. A user must identify what is being said in order to gain access to the verification
request. This prevents a bot from being able to see requests or move through the process
autonomously. Figure [5.1] then shows that once the CAPTCHA is completed a user will
have the option to video chat with the user requesting the verification. The verification
video chat will be an enforced one minute call. This reduces the possibility for lazy authen-
tication. During the call both the user and trustee have the ability to stop and cancel the
authentication attempt. After a minute, if the verifier is satisfied with the video chat they
are able to verify the user. Deep fake detection will be used to monitor video chats in order
to prevent attackers attempts to trick trustees. One such method proposed by Zi et al. [275]
called 2D Attention-based Deepfake Detection Networks is a state-of-the-art method that
could be used for implementation. Back on the user interaction side of Figure [5.1] a user
must wait to be verified by three of their trustees. The user is then able to regain access to
their account. If one verification fails the entire process fails as can be seen in Figure 5.1

The implementation of these methods would provide a more advanced and robust ap-
proach to fallback authentication. Furthermore, the design is an improvement to TBSA
that allows it to be a viable option. Our schemes employ the proposed solutions mentioned
in Chapter [ and each allows for the reduction of vulnerabilities that exist in most social
authentication schemes. While our schemes are robust tasks to complete, they are necessary
as to improve security. Since this is only used as fallback authentication, the benefits of
having a more secure system out-weights the cons of having a more time consuming process
as it should not be used that often by a single user.
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Figure 5.1: Knowledge Verified CAPTCHA-aided scheme design.

5.3 Discussion

While our scheme has applications in many different fields we feel as though the implementa-
tion of this into a social cybersecurity scheme will have even greater benefits. Furthermore,
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there is a need for discussion with regards to trustee selection as it is an important part of
any TBSA scheme.

5.3.1 Social Cybersecurity

A fully functional social authentication scheme has many applications in today’s intercon-
nected world. Most current security schemes focus on the individual user. An individual
accesses their own account using some form of authentication. Many times in home, work,
and other social environments, many people are accessing the same information and or need
access to the same devices and accounts. The issue is that most of these systems are designed
with an individual user in mind instead of a group. This interaction with multiple users and
security protocols is called social cybersecurity.

With current security mechanisms in place people use poor practices in order to share the
information they need. Users will share passwords or other forms of authentication which
can negatively impact security. For example, in a home environment, multiple people all
share the same password and username for a Netflix account. If someone in that trusted
group decides to also share that password with a significant other the network gets larger for
the rest of the group, further reducing security. The issue is that there are no checks in place
with most current systems to be used securely in a social aspect. This currently applies to
many devices and networks. Current standards in security need to be modified in order to
take into account these social interactions.

The authors of [3] take an in-depth look at social cybersecurity, analyzing the social
interactions of sharing information digitally, managing members of a social authenticated
group, controlling online reputation, and helping others with security and privacy (S&P)
problems. The authors further break down the categories of interaction such as relationships,
family, social groups, and the public. We can use this to understand the different ways people
interact to create methods that can protect accounts in a way that takes social interactions
into account.

Research needs to head in a direction that allows for users to safely share the same
resources. This is why we have proposed a method of fallback authentication that not only
provides a more secure solution to traditional fallback but a more socially vested solution
than current methods. The proposed schemes would work well within systems that rely on
social cybersecurity. Questions and vouching that occurs in the proposed system can be
based on the relationships and connections of the people in the shared network. This creates
an entirely secure and enclosed network of users that are able to control and monitor their
shared resources.

Based on [3], it does not seem any systems exist that effectively allow for social cyberse-
curity to be protected while not inhibiting a user’s normal behavior. To do this, a scheme
must be able to easily and securely authenticate a group of people for the same account,
allow for effective management of members, and encourage positive S&P practices. We be-
lieve that our scheme would be ideal to be used in an environment that relies on a user’s
connection with the other members of their group account. This creates a purely social
form of fallback authentication that has a group of people to base the information off of.
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We believe the proposed schemes and solutions can be used as building blocks to creating a
secure and usable system that takes into account social cybersecurity.

5.3.2 Limiting Trustee Selection

While discussing the security of TBSA it would not be possible to have a complete analysis
without mentioning trustee selection. How a trustee is selected can improve the security of
the system by reducing large interconnected networks of trustees that can allow attackers
to vouch for many accounts. This can improve security by preventing trustees from having
too many accounts to verify. If one trustee can verify many accounts it then becomes a very
valuable account for attackers to compromise [266]. It has the ability to propagate a forest
fire attack at much faster speeds. The authors of [266] purpose a strategy called T-Degree
for the trustee selection process. T-Degree limits the centrality of nodes in the network of
trusted users by reducing the number of users a trustee can vouch for. This in turn can
reduce the ability of a forest fire attack to propagate. The authors believe that the ability of
the forest fire attack to propagate is reduced by about two magnitudes when implementing
this method. The main issue with this is it reduces the ability of a user to pick their most
trusted contacts. Another aspect to be considered in trustee selection is limiting choices
to users with high security rating. A security rating can be broken down into a couple of
categories: password security and security habits.

Password security is something that can be inspected fairly easily and for the most part
already is by most systems. One way this can be monitored is through proactive password
checking run by the system administrator. This would actively attack account passwords to
determine if they are weak and alert the account holder. Many schemes also have restrictions
for how an account holder can set a password making it more difficult for them to choose
weak passwords.

Security habits are something that is harder for a system to monitor. This can be done
through occasional security tests that see how susceptible a user is to attacks such as a fake
phishing or message spoofing. The more often a user passes these security test the higher
their security rating is. This can then be used in determining if they would be a secure
trustee.
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Chapter 6

Implications of Using Knowledge

verified CAPTCHA-aided TBSA in
IoT

[oT devices, like any application that is able to collect and store data, is a valuable tool
that can be applied to many portions of our daily lives. One such realm where this is
becoming more prevalent are extensions that have applications in smart home technology.
These [oT devices collect sensitive data that can be used to improve the lives of people who
use them but if not properly protected can provide unauthorized access. Internet of Home
devices range from security cameras, listening devices (e.g., baby monitors), Smart fridges,
security systems, etc. Each of these devices could be connected to a single home owner’s
account. If an attacker can gain access to an account it can provide them with a plethora of
information that could be used to further a malicious agenda. This is just one example as
to why authentication is very important in IoT.

One of the main issues with [oT is that many of these devices are interconnected networks.
A user must only pass through the first ”access door” in order to gain access to all of their
information which represents a controller [276]. This is convenient for users but as discussed
in the previous paragraph carries dire consequences if the "access door” is breached. To
prevent unauthorized access you must create an authorization scheme that can accurately
determine the identity of the person authenticating. In many systems this is met with
primary authentication usually in the realm of what you know (e.g., passwords, security
questions, PINs), what you have (e.g., security card), or what you are (e.g. biometrics).
In the case of all of these, but a security card, there needs to be a method of fallback
authentication due to false rejection in biometrics and in the case of a forgotten password.
This is where our proposed method of Knowledge verified CAPTCHA-aided TBSA can
become an important tool. Our scheme takes on a new aspect called who you know that
relies on a users social connections to provide authentication.

An "access door” is only as strong as its weakest point. If the authentication method is
secure but the fallback method is not then the access door is weak. As mentioned in Chapter
[1, there are currently two methods used in industry that have been proven to be insecure.
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Those methods are security questions and out-of-band services. With our proposed scheme
you rely purely on social connections and interactions for the purposes of authentication.
Through the study of many schemes and security flaws related to these schemes we have
been able to propose a design of a more secure and implementable fallback authentication.

One of the many issues and concerns of implementing anything in relation to IoT is the
specific requirements of many of these devices, as well as the variations in requirements. The
requirements of these devices include performance [16], Quality of Service (QoS) [17], Quality
of Experience (QoE) [18], timeliness [19], reliability [20], scalability [21], fault tolerance [22],
energy efficiency [23], and security. Aside from security, which is already shown in previous
chapters, we must break down how our scheme design would perform in terms of each of
these objectives. Since this is only a design we must make some assumptions during this
process. Before this is done we shall determine the importance of each objective.

In the following we discuss the importance of each objective and how our scheme meets
them.

Performance

It is important that the design works as intended. Without this the scheme is useless in any
situation it is implemented into. It is hard to determine without the implementation of the
scheme, how well it would perform. The referenced KBSA, CAPTCHA, and TBSA schemes
each had a high level of performance when used separately. Based off of these separate
components used to design our scheme we assume it would have a high level of performance.

QoS and QoE

QoS is another important objective to be implemented into this scheme. The service being
provided is a fallback authentication method and the implementation of the scheme should
be efficient. Along with QoS, QoE is an objective that focuses on the customer or the user
interaction. It is important that the scheme is considered usable. For our proposed scheme
we used many different scheme designs. One of the main portions of the design is video
TBSA. In recent studies it has shown that many users would be comfortable and willing to
use it in their daily lives [39]. The portions of the design including CAPTCHA and KBSA
would depend on their implementation to determine their QoS and QoE.

Timeliness

Timeliness while important in many IoT devices (e.g., medical devices, security systems) is
not as important in terms of a fallback authentication scheme. Since this is not the primary
entry into a users account it is not used as often, making the longer time commitment of
the scheme not as large of a concern. This does not mean that the fallback authentication
scheme should take an excessive amount of time either. Timeliness is one area that our
scheme lacks in as it is more of a time commitment than out-of-band services and security
questions. In terms of time commitment users are at the mercy of the trustees responding
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to their authentication requests. This delay was slightly mitigated in the design by adding
additional trustees in a user’s trustee list. This makes it so a user does not have to wait
excessive amounts of time if one of the trustees is unavailable. They have multiple options
of trustees for verification. While timeliness is not the most effective, security is much better
than the alternatives.

Reliability

Reliability may be one of the most important aspects of a fallback authentication method
as it is used to allow users to regain access to their account. Without reliability a user could
permanently be locked out of their account. Each part of the design must be assessed for
reliability. TBSA is reliable as long as a user is able to contact and retrieve vouching codes
from trustees. CAPTCHA can be completed by most people. KBSA requires a user to
answer questions about their interactions with people in their social network. This has been
studied by the authors of [40] and shown that certain types of questions are easier for users
to remember than others. In the implementation it is important to focus on these types of
questions to allow for easier account recovery. With proper implementation and testing this
could be a reliable method of fallback authentication.

Fault Tolerance and Energy Efficiency

Fault tolerance is not something that is as important in this system as others. Fault tolerance
in IoT devices such as a pacemaker is more important as it can be life or death for a
patient. Fault tolerance in connection with fallback authentication is more tied to reliability
of the system as opposed to a true fault tolerance. Lastly is energy efficiency, in IoT this
is important as many systems do not have access to a power source all the time. Fallback
authentication on a controller does not typically have a limited access to power. This allows
a scheme to be less energy efficient than other IoT devices.

Overall

After analyzing our scheme against each of these objectives it is clear that our design could
be effective in the area of IoT. It meets most of the objectives presented above in an effective
manner. While it may not be the most timely form of fallback authentication it is more
secure than current industry standards. In the case of fallback authentication, security
should be a more prominent concern as this is used as a back up in the authentication
process. It should also be noted that this scheme has many uses outside of IoT as most
account authentications require a form of fallback. The implementation of knowledge verified
CAPTCHA-aided TBSA provides a robust and secure method of authentication that rivals
any method of fallback authentication currently implemented in industry. We believe that
our proposed schemes improve TBSA and allow for it to be a more viable option for future
use.
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Chapter 7

Conclusion

As the number of passwords people use in their daily lives increase, the need for a reliable
and secure method of password recovery becomes vital. TBSA is a unique form of fallback
authentication that relies on who you know instead of what you have, what you know, or
who you are. In recent years there have been many designs each of which have been proven
insecure through attacks such as the forest fire attack. Through the proposal of knowledge
verified TBSA that incorporates CAPTCHASs, we have provided a secure method of TBSA
that remains a fully social form of authentication. In this thesis, we have proposed a new
scheme that could be implemented in many different environments. One such environment is
[oT, as any network of IoT devices with a centralized login (i.e., Controller) can implement
fallback authentication as to prevent a permanent lockout. While our proposed method may
be less timely compared to other methods it provides more adequate security for the network
of these sensitive devices.

One important future research direction would be to understand and analyze the param-
eters surrounding TBSA such as number of trustees. To study this a model of a network
could be created using different parameters and have a forest fire attack performed on it.
The validity of the parameters could be measured by the number of accounts compromised.
Additional researcher should look into implementing this scheme into a group authentication
scheme for shared accounts (i.e., social cybersecurity). Users have separate usernames and
passwords but if fallback authentication is needed users in the group can re-authenticate
using the fully social authentication scheme proposed above.
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