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ABSTRACT

ENERGY-EFFICIENT AND SECURE DEVICE-TO-DEVICE COMMUNICATIONS IN

THE NEXT-GENERATION WIRELESS NETWORK

Name: Ying, Daidong
University of Dayton

Advisor: Dr. Feng Ye

Device-to-device (D2D) communication is a promising technology to improve energy
efficiency and spectrum efficiency of the next-generation mobile networks. In this thesis,
we first propose a D2D data off-loading scheme using game theoretical approach to reduce
energy consumption for a wireless mobile network service provider. In the meantime, our
proposed scheme provides a fair incentive mechanism to motivate D2D relay users for par-
ticipation. The D2D scenario studied in this work focuses on downlink communications
from the service provider to some users who request the same service, e.g., live streaming
of a sports game. As an incentive, the service provider rewards some data usage to D2D
relay users. In particular, we formulate a Stackelberg game to find the optimal portion of
off-loading data for the relay users and the optimal incentive mechanism settings for the
base station. With the proposed D2D off-loading scheme, a base station can maximize the
energy saving while providing the most attraction to D2D relay users.Moreover, we pro-
pose a security scheme on the physical layer. The simulation results demonstrate that our
proposed scheme will enhance the network energy efficiency and be attractive to D2D relay

users. In particular, this scheme is to protect the data receivers in D2D communication
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areas form the eavesdroppers. In the proposed scheme, we derive the optimal transmitting
power for each D2D relay so that data receivers can be provided with the highest security
capacity. For each D2D relay, we consider the data receiver at the edge of the D2D commu-
nication area as it has the lowest signal-to-noise-and-interference ratio (SINR) compared to
other receivers in this D2D coverage. We propose a near-far problem to guarantee that all
the data receivers on the edge of D2D communication areas have the same SINR. Thus, all
the data receivers are equally protected. For the attackers, we consider the one with the
highest receiving SINR. Simulation result demonstrate that all data receivers can have a

high security throughput.
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CHAPTER 1

INTRODUCTION

Nowadays, people are more and more rely on the smart devices. With the rapid de-
velopment of many Internet services like 4k video and game on mobile devices, people are
eager to have a better mobile Internet service with high speed and lower latency. The data
usage will increase rapidly in the near future and the current mobile network service(LTE)

will no longer capable to handle such a huge data usage.

The next generation wireless mobile network will be upgraded to support the ever in-
creasing mobile data usage in the near future [1, 2|. For example, mobile multimedia con-
sumption such as music and video streaming, especially high-resolution and high-definition
ones, would require better wireless network from service providers. In this thesis, we propose
a device-to-device (D2D) off-loading scheme based on game theoretical approach to maxi-
mize the energy saving for a service provider, while providing the most attractive incentive
to D2D relay users. On the other hand, the demand of security in 5G will be improved as

well. In this thesis, we proposed a physical layer security scheme to protect the D2D users.

1.1 Improving Energy Efficiency with D2D Technology

D2D is a promising technology to enhance the next-generation wireless mobile networks
[3, 4, 5, 6]. Due to limited transmitting power, D2D communications do not cause much
interference to other cellular users. Spectrum reuse is also available in different D2D com-

munication cells. Therefore, both energy efficiency and spectrum efficiency can be much



improved to support better service requirements. In the recent years, D2D off-loading
schemes have been widely studied [7, 8, 9, 10]. For example, the authors of [7] proposed
to use local cache and formulated a Stackelberg game to make the base station select the
best source and let the relay node sell its power with the highest price. The authors of [8]
studied the scenario where a user receives data from both the base station and a D2D relay.
Some researchers also proposed to use more than two hops for D2D communications [9, 10].
In this work, we assume all downlink data is originated from the base station, e.g. public
safety information or live streaming video that is not available from a local cache. Note
that in the studied scenario, the D2D relay users are also part of the service requester thus

the downlink transmission to those users are inevitable with or without having D2D relays.

While many research works have been conducted for D2D communications, most of
them assume to offload all data to one D2D relay [3, 4]. In practice, a D2D relay user may
not be able to offload arbitrary amount of data since the battery power of a relay user is
limited. Moreover, even if a D2D user is capable of being a relay, he/she may not volunteer.
To solve this issue, researchers have proposed incentive mechanisms to motivate D2D relay
users. For example, the authors of [11] proposed to reward some resources from the service
provider or the data requester. The authors of [11] proposed an incentive mechanism with
linear relationship between data off-loading time and energy efficiency, given a determined
transmit power. However, those mechanisms were not proven to have the most attraction

to recruit D2D relay users.

In order to close the gap, we propose a D2D downlink off-loading scheme that saves the
most amount of energy for a service provider and being attractive to D2D relay users based
on game theoretical approach. In the proposed scheme, multiple D2D users may be selected

as relay users where each offloads a given amount of data. Generally, all the users who are



interested in being relay user can join the data off-loading scheme. A two-level Stackelberg
gamer is formulated, where the lower level includes D2D relay users, and the higher level
includes the base station. Given a rewarding mechanism setting, D2D relay users find their
optimal off-loading data portion. The base station, on the other hand, adjust the rewarding
mechanism settings with the amounts of off-loading data reported by D2D relay users. We
theoretically analyze the proposed scheme and prove that the Nash equilibrium and the
Stackelberg equilibrium of the game can be found. Therefore, our scheme guarantees the
most energy saving for the service provider when using D2D wireless communications in the
studied scenario. At the same time, D2D relay users are motivated with the optimal setting
of awards. The major contribution of this part of thesis is a new D2D downlink off-loading

scheme that achieves mutual benefits to a service provider and D2D relay users.

1.2 Improving Security with D2D Technology

Physical layer security is to provide security services for the users in the cellular network.
Physical layer security focuses on using interference between the data links. Usually, the
interference is a negative component in the cellular network. However, the interference can
be used in some positive way in the physical layer security area. In this work, we focus on
using physical security to protect the data receivers form the attackers. We assume that
there are some users who is curious about the data in the network. They are trying to leak
massage from the all the D2D link in the mobile network, we call them eavesdroppers [12].
There are many exiting work about physical layer security [13, 14]. In [15], the authors
proposed a physical layer scheme to provide the highest security throughput for the cellular
users by determining the optimal threshold of the data link. In [16], the authors proposed

a physical layer security scheme to maximize the success and secured data link in cellular



network. In this thesis, the cellular data links are protected by a corresponding D2D pair.
There are some works try to provide security service to D2D users [17], the authors proposed
a scheme to generate some noise in the data link spectrum. Then, the receivers are able to
cancel the noise and the attackers will be greatly effected by the noise. However, all these

works consider only one D2D relay in the network.

In order to close the gap, we propose a new physical layer security scheme for the D2D
users. We assume that there are many D2D communication areas in the cellular network.
All the D2D communication areas are using the same spectrum. And the D2D spectrum is
orthogonal to the cellular spectrum. In this network, there are a group of eavesdroppers who
distribute as Poisson point process (PPP). The eavesdroppers trying to leak the message
from the data link that they are interested in. The relay users will cause interference to
other D2D links. However, these interference will effect the eavesdroppers as well. We
assume that the data links are exposed to the eavesdroppers. All the D2D relay will adjust
their transmitting power to find the optimal SINR for the receiver at the edge of the D2D
communication area to provide the highest secured capacity. So all the D2D communication
link will be protected by the interference generated by other relay users. At the same time,
we also consider the fairness of D2D users. We assume that the SINR of all the data receiver
in at the D2D communication area edge have the same SINR so that all these user will have
the same data rate. The eavesdroppers are passively listening to the channels and never

send data.

1.3 Summary of Major Contributions

In summary, the major contribution in this thesis work include 1) we proposed our own

network with some users who have D2D communication capability. Then we proposed a



data offloading scheme to improve the energy efficiency of the base station by using D2D
communication technology. 2) We proposed the scheme that using multiple relay users. 3)
We proposed a physical-layer security scheme. In this scheme every relay users will protect

all other D2D communication area.



CHAPTER II

ILLUSTRATION OF THE STUDIED NETWORK

In this chapter, background of the next-generation mobile network (also known as the

5G network). The studied network model is also illustrated in this chapter.

2.1 Introduction of 5G

Compared to the LTE, 5G not only provides higher speed Internet service, but also
support to applications such as Internet of things (IoT), device-to-device communication
(D2D), Internet of Vehicles (IoV), etc. There are seven major requirements for 5G [18, 19,

20]:

e Higher data rate: 5G are required to achieve almost 10 times data rates from LTE

whose peak data rate is 150 Mbps. (1 to 10 Gbps data rates in real networks)

e Lower latency: 5G will have only 1 ms round trip latency which is 10 times reduction

from LTE.

o High bandwidth in unit area: The higher bandwidth in unit area not only improves

the data rate of transmission in a certain area, but enable more devices.

e Enormous number of connected device: With the development of IoT and IoV, there
will be enormous wireless mobile users in the near future. 5G should able to enable

all the users who are authorized to use cellular network and ensurer the availability.



e Wider coverage: 5G will cover more area than LTE. Wherever the user go, they could

get 5G service at anytime.
e Higher availability: Authorized 5G users should be allowed to get Internet access.

e Higher energy efficiency: The energy saving of the service provider should be improved
to 90%. The energy efficiency of users should be improved as well so that the battery

life of user device will be much longer in 5G.

Architecture of 5G Techniques in 5G
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Figure 2.1: Tllustration of the next-generation network

Compared with LTE, the technique, application and architecture are changed.



2.1.1 5G Network Structure

In 5G, the structure are changed from LTE. In the current cellular network, users are
communicating with the base station directly in a big cell. The whole cell is covered by the
base station [21]. However, in 5G, there will be small cells in a network. The biggest cell is
called macro cell which is similar to the big cell in LTE. There will be many micro cells which
are covered by small base stations. Each small base station can communicate with the big
base station through fast link e.g., backhaul network, mm-wave. Each small base station
will cover a small cell in the network. Users only need to communicate with the small base
station when they want to transmit data. The advantage of the small cell is that small cells
can reuse the same spectrum when they are communicating and cause interference to other
devices in another cell. However, the distance between the users and small base station
are much shorter than the distance between the big base station and the user devices, so
the transmitting power will be much lower in the micro cell. The micro cells are not only
created by the small stations, user devices are also allowed to act as transmitting relays so
that this device will cover a small area as well e.g., device-to-device(D2D) communication
areas, smart home networks. Therefor, the 5G network will be a cellular netwrok with dense

small cells.

All the devices and base stations are supposed to have data registers so that some
popular data will be cached locally. When some devices are requesting the same data, the
D2D relay or the small base station will transmit the requested date to the users so that

the usage of the backhaul network can be reduced.



2.1.2 New Techniques in 5G

Many new techniques will be used in 5G. D2D is a promising technology to improve the
energy efficiency and spectrum efficiency. D2D communication allows users communicate
with each other directly in the licensed spectrum. So the D2D relays will create a micro
cell for the users in a certain area. The relay will transmit data for these users. If there are
two users in this area request same content form the base station, the base station will send
the data to the relay first, then the relay will send the content to those two data requesters.
In this situation, the base station only has to transmit once, the energy efficiency will be
improved. If the requested data in the data catch of relay, it will be transfered to the data
requester from the relay. To motivate a user to be the relay, the service provider should

reward him/her.

Because the density of the devices is very high, there might be enormous data flows in
the network. To handle this huge amount of data flow, the massive multiple-input multiple-
output(MIMO) system will be introduced in 5G [22]. In a massive MIMO, there are many
individual antennas. Each antenna can transmitting signal in a certain frequency. So the
devices with massive MIMO are able to receive data from or send data to different devices
simultaneously. Another application of massive MIMO is beamforming. Beamforming is a
technology that forms a strong signal beam in a certain direction. This technology will be

used in many applications e.g. wireless charging, data transmitting, etc.

As we mentioned before, 5G will remarkably improve the energy efficiency. To achieve
this goal, green communication is always considered [23]. In green communication, energy

efficiency and new energy source are considered e.g., D2D, energy harvesting and so on.



To achieve higher data rates, researchers are trying to utilize mm-wave to transmitting
data [24]. Mm-wave is the microwave that between 3 to 300 GHz. Currently, almost all
wireless communications are using the spectrum between 300MHz to 3 GHz. Compared with
mm-wave, the bandwidth used presently is really narrow. However, not all the spectrum
in mm-wave could be used. The 57-64 GHz band is the Oxygen Absorption Band, and
the bandwidth between 164-200 GHz is the Water Vapor Absorption Band. Because the
micro wave in these two bands are easily decay, it is not practical to utilize these two bands
to transmit data. The available band width left is 252 GHz which has huge potential to

improve the transmitting capacity.

The high density users might cause security problems e.g. eavesdrop. The data flows
are easily leaked to malicious devices. To encounter this, we propose to apply physical
layer security schemes. When two devices are communicating in a small cell, there will be
another data sender who transmits data in the same frequency e.g., a D2D relay. Because
the eavesdropper has to listen to the same frequency, the D2D relay will cause interference

to the eavesdropper so that the SINR of the malicious device will be remarkably decreased.

2.1.3 New Application in 5G

In 5G, many new applications will be supported e.g. Internet of Things (IoT), Internet
of Vehicles (IoV) and Machine to Machine (M2M) communication. IoT technology enables
Internet constructions and data inter-operability for numerous smart objects [18]. It not
only allows the users control some electronic devices by using a central controller e.g., cell-
phones and tablets, the electronic devices are able to automatically obtain some information
and adjust its state. These procedure rely on huge data flow between the devices and In-

ternet. IoV is a network formed by the vehicles. It focus on the robust traffic management

10



and reducing collision probabilities. The cars are supposed to form a temporary network
called Vehicular ad hoc network(VANET). In the meantime, the security in these two areas
are also considered. Because Zigbee are considered to be utilized in IoT and IoV. But the

security scheme of Zigbee is too weak [25].

2.2  The Studied Network Model

As shown in Fig. 2.2, our studied network model comprises a macro base station (e.g.,
an eNodeB in LTE-A) and several end users with D2D capability. Without loss of generality,
our focus in this work is to find the trade-off between the energy efficiency of the network
service provider and incentive settings to some D2D users that are in the same small cell.
For simplicity, the studied network model excludes the components that are not sensitive

to incentives, e.g., small cell base station, non-3GPP users, etc.

In particular, we study the scenario where several users in a close range have the same
data request, e.g., streaming the same game broadcast in a sport bar. D2D relays could
reduce energy consumption of a service provider by off-loading some data stream from the
macro base station using D2D communications. In order to promote D2D communications
and motivate users to be relays, we propose to apply an incentive mechanism by rewarding
some data usage to the relays. We assume the total number of end users who request the
same service is N. The relay users are denoted as: RU = {RU, RUs, ...RU;, ...RU, }. We
assume the battery power of a single relay user device is not enough to offload all the data
from the base station. There are multiple D2D relays in this area and act sequentially.
Without loss of generality, we assume all the users who are willing to be a relay will be
assigned some off-loading data. The amount of the off-loading data assigned to a relay user,

e.g., RU;, is computed from the proposed scheme. The base station provides service to

11



Cellular link

D2D link

Macro Base Station

D2D relay users

D2D users

Cellular network users

Figure 2.2: Studied network model with D2D communications.

the relay users with traditional cellular communications. The D2D relays and the service
provider will configure an incentive mechanism setting according to the proposed scheme.
The offloaded data will be multi-cast to other D2D users from the relay. Secure multi-
cast protocols to be used in this D2D scenario are beyond the scope of this work. The
base station will cover the rest of the service to all the users with LTE. Assuming that
the D2D communications use orthogonal channels to the macro cell communications, the
overall spectrum efficiency and energy efficiency will be enhanced due to less interference

to regular users.
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2.3 Summary

In this chapter, we introduced some background of 5G including the structure, new
technologies and the applications. Then we present the studied network model. We defined

the users and the base station in the model.
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CHAPTER III

ENERGY-EFFICIENT AND INCENTIVE D2D OFF-LOADING SCHEME

In this chapter, we propose an incentive D2D off-loading scheme. The proposed scheme
aims to improve energy efficiency for the base station. In the meantime, we also propose an
incentive mechanism to motivate the regular users to be the relay users. Base station will

offload some data flow to the relay users to reduce energy consumption.
3.1 Preliminaries of the Proposed Scheme

Assuming that the total energy consumption for the base station is E = Eé\le Ej,
where Ej is the energy consumed for user j. We assume the cost of per unit energy for the
base station is C'g. In D2D downlink transmission, the base station could save some energy
saving by off-loading some downlink traffic to a relay node, e.g., user RU;. The saved energy
is denoted as ¢€;. As an incentive mechanism to recruit D2D relays, we propose to reward a
relay user some data from the service provider. The rewarding data for relay node RU; is
estimated to consume some energy (denoted as e]) from the base station in the future. In
practice, the awarded data may be transmitted from other D2D relay nodes, thus to further
reduce energy consumption of the base station. Therefore e} is defined as the maximum

energy consumption for rewarding the relay user RU; from the service provider.

The energy consumption from the service provider is illustrated in Fig. 3.1. The net

energy saving by off-loading data to RU; is denoted as:

e; =¢é —e;. (3.1)

7 7
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Figure 3.1: Energy consumption of the base station.

The example shows in Fig. 3.1 assumes 3 relay users. Note that the base station still
provides full service to the relay users, denoted as the extra piece in the figure. The energy

consumed for a user (e.g., user j) is estimated as:

Djj, (3.2)

E; = PB?
where Pp is the transmit power form the base station, D; is the amount of the service
data required, and r; is the achievable data rate. Data rate r; depends on several factors,
including interference, receiving gain and other factors of user j. For simplicity, we assume
r1 =719 = ... = ry. The cost of the base station to transmit per unit of data is denoted as

cp. Denote d; as the off-loading data to RU;; d; is the rewarded data to RU;. The utility

of the base station is defined as:

up =cp » (N —1)d; — df). (3.3)
=1

15



For better illustration, we denote n; = d}/ d; as the ratio of rewarding data to off-loading
data; and p; = d;/ D; as the ratio of off-loading data to directly transmitted data. Base
station will adjust p; and 7; to maximize its utility. The utility of the base station is

equivalent to:

n
up = cp Z(N —1—mn)d;. (3.4)
i=1
Given an 7; from the base station, RUs will decide the amount of off-loading data they
want to relay by maximizing their utilities. We assume the price that the RU to buy a unit
data from the base station is w. Then the revenue per off-loading data relayed by RU; is
denoted as:

pi = mim — Cid;, (3.5)
where C;d; is the cost of RU; to relay per unit off-loading data. The competition from other

relay users is defined as d_; = > £ J] The competition cost is defined as:

CY =1_;d_;, (3.6)

where [_; is defined as the competition cost coefficient. The utility of the relay user is
denoted as:

u; = (p; — CF)d;, VRU; € RU, (3.7)

The relay user RU; maximize u; by computing best d;.
3.2 The Stackelberg Game Based D2D Off-loading Scheme

The core of the proposed D2D off-loading scheme is a two-level Stackelberg game:
G = (9p,98)- (3.8)
The top layer game is formulated as:

Ggs: (B,SB,up), (3.9)

16



where B is the base station, Sp is the strategy of the base station. The strategy of the base

station is the setting for the incentive mechanism, denoted as:

i =a+b(1— exp(—upiﬁ))ﬁ, (3.10)

where 3 is a coefficient of this incentive scheme. a and b are two coefficients set by the
service provider. In other words, the strategy of the base station is to adjust the value of 5.
1 is a constant value determined by the service provider. up is the utility of the base station

we defined before. The base station is to maximize its utility by finding 8* as follows:

g* = arg maxug(8,S), (3.11)
0< <00

st. 0<m; <1, (3.12)

0<pi <1, (3.13)

where S is the strategy set of the relay users.

The lower layer game is denoted as:
Gp : (RU, S, u;),VRU; € RU, (3.14)

where S = {d_l, v d_n} is the strategy set of the relay users. Each strategy is to determine
the amount of the off-loading data they want to relay. wu; is the utility of RU;. Given

strategy from all other players, the best response of RU; is defined as:

d; = arg  maxu;(n;, d_;,d;). (3.15)
o<d;<d; ™"

where d;"""" is the maximum value of off-loading data that RU; can relay. The value is
estimated as follows. Denote the remianing battery power of RU; as ¢;. We assume relay
users only spend part of battery power on off-loading data. Denote A as the willingness of

a D2D user to be a relay. For example, if a user has used a large portion of the monthly

17



data subscription, he/she will be more willing to serve as a relay to get extra data. In this

work, we assume A is computed as:
A = omgM/m,, (3.16)

where ¢ is a weight defined by the service provider; M is the monthly subscribed data plan
of the relay user; m, is the remaining data; and my is the remaining days in the billing cycle.
The battery power that the relay user willing to spend on off-loading data is calculated as:
€ = e 1/2¢;. The maximum value of the off-loading data that RU; can relay is calculated

as:

4T =yt (3.17)

where rf is the transmitting rate of RU;, P; is the transmitting power of the RU;.

3.3 Solution of Stachelberg Game

3.3.1 Solution to the Lower Layer Game

The lower layer game is a non-cooperative game. The Nash equilibrium of Gp is defined
as S* = {Jl*, ...,cfn*}, if it satisfies that, for any RU;,
where d* ; = Zi# d;", m; is given by the base station.

Lemma 1: The best response of RU; uniquely exists, given n;, d_;, —1 < —1_;/2C; <

0,7 € RU and n;7/2C; > 0.

Proof. The best response can be calculated when the first order derivative of u; w.r.t d;

equals 0, s.t.,

i _ _oCid; + I_id_; =0 (3.19)
-5 = —205d; + i —lid—; = .
ad; !
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7 T

4" =

— lzd—z

el (3.20)

Then the second order derivative of u; w.r.t d; can be calculated as

82ui

ad;?

= —2C; (3.21)

Because C} is a positive value, the second order derivative of u; is always less than 0, which

means the utility of RU; is a convex function.

Because —1 < —1_;/2C; < 0, the Nash equilibrium uniquely exists for Gp. If the value

of —1_;/2C; and n;w/2C; are the same for two relay users, they will have the same strategy

in the Nash equilibrium. Since the strategy space is convex and compact, and u; is a

continue and convex function, we draw the conclusion that the bottom layer game has a

Nash equilibrium. Initial 7; is set according to the maximum J;”‘“C from all relay users. [J

The algorithm to compute Nash equilibrium to Gp is summarized in Alg. 1.

Algorithm 1 Compute Nash equilibrium to Gp

Require: S,{n,..n,}

Ensure: S*

1: convergence threshold = ¢

2:a=1

3. while |d;) — 4, Y| > ¢, VRU; € RU do

a=a+1

4
5: fori=1:ndo
6.

7 sz* =D
8: dine)w = d;
7 (a 7 new
: d;"’ =d;
10: end for

11: end while
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3.3.2 Approach to the Stackelberg Equilibrium

In the higher layer game, the base station computes the optimal §* given S* as follows:

oup
B = arg — =0. 3.22
0<,8<goo 8B ( )

The strategy profile (S*, 5*) is the Stackelberg Equilibrium of the Stackelberg game if:

up(B*,5*) > up(B,S"), (3.23)

wi(di*, d* 4, mi) > wi(di, d*;, 1), VRU; € RU. (3.24)

The approach to the Stakelberg equilibrium is summarized in Alg. 2.

Algorithm 2 Finding the Stackelberg equilibrium to (Gp, Gp)

Require: {Jlmaz...dnmam}, W, 7, g, {1-1/2C1, ..., 1 /2C }
Ensure: 5%, g*
1:a=1
2: while 3, # 5*(® do
3: a=a+1
calculate £*(®) according to (3.22)
/Bp — 5*((1—1)

4
5
6: calculate {n1,...,mn}
7
8:

update S* according to Alg.1.
end while

3.4 Simulation and Numerical Result

In this section, we show the simulation results to justify the existence and uniqueness of
the equilibrium of the proposed Stackelberg game and evaluate the energy efficiency of the
proposed data off-loading scheme. For better illustration, the parameters are normalized:
u=02cp=1C=0C=..=C,=01;7=1,a=02;b=0.5; D; = 1. 3 relay users

will be adopted in this simulation.
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Figure 3.2: Convergence to the Nash equilibrium of Gp.

First, we evaluate the convergence of the Nash equilibrium of the lower layer game. As

shown in Fig. 3.2, all users converge to the Nash equilibrium in a few rounds. The results

are: p; = 0.4173, po = 0.1293, p3 = 0.4360, which indicate that 98.27% of the data will

be offloaded to the relay nodes. Fig. 3.3 shows the utilities of the three D2D relay users.

The maximum utilities are achieved at the equilibrium points respectively. In practice, the

value of the utility depends on actual settings from users.

Then, we evaluate the incentive setting from the base station. As shown in Fig. 3.4.

Based on different reward settings, the base station could always have the best reward
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Figure 3.3: Illustration of u; w.r.t p;.

scheme to maximize the energy saving by finding 5*. The best response of the base station

is denoted as the red circle on the curve.

Fig. 3.5 demonstrates the energy saving of the base station. Because the multi-cast
technology is used in this scheme, the energy saving is upper bounded as cg(N — 1)d; when
d; data is be offloaded to RU;. In this simulation, we assume there are 3 users in the D2D
network, and all of them participate in the data off-loading scheme. In the traditional
cellular network, if the base station transmits to these 3 users separately, the energy cost

will be 3. The solution achieved by the proposed scheme is denoted by the solid line, where
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Figure 3.4: Illustration of the incentive scheme with different 5.

the base station could have 1.78/3 = 59.3% energy saving. Even in the situation that
23:1 d; > Dj, our proposed scheme could still provide 53% energy saving which is denoted

as the second line.

3.5  Summary

In this chapter, we introduced our energy-efficiency D2D data offloading scheme. In
this scheme, the regular users are motivated to be the relay users. The best strategies of

Base station and the relay users is found by a Stackelberg. All the players in the game
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Figure 3.5: Illustration of the energy saving at g*.

are guaranteed to get their highest utility. In this scheme, more than 50% of the energy

consumption will be saved.
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CHAPTER IV

PHYSICAL LAYER SECURITY

In this chapter, we will add the physical layer security into this network. We assume
that the protocol layer security scheme is not adopted in this network. So we want to use

the interference between the D2D communication area to protect each other.

4.1 Attack Model

In this section, we will introduce the attackers in the network. We assume that the
eavesdroppers are distributed as a Poisson Point Process (PPP) ®. of intensity A.. And
these eavesdroppers are curious about all the transmitted data in this network. But one
attacker can only listen to one channel in a time slot. These eavesdropper are only passively
listening to the data channel and never send massage. However, the locations of all the
eavesdropper are known. We define the most dangerous attacker of a D2D relay user as the
eavesdropper who is the closest to the transmitter. Though the closest attacker might not
eavesdrop corresponding D2D relay user, this relay user still takes the best action based on
this attacker. To achieve the fairness for all the data receivers in the D2D communication
area, we makes all the data receivers on the edge of the D2D communication area have the
same SINR. To achieve this goal, the relay users has to adjust their transmitting power.
At the same time, the relay user will provide the highest security throughput to the data
receivers. As shown in Fig .4.1, the D2D relay user cause interference to the data receiver

and the eavesdropper at the same time. We assume that the D2D relays are distributed
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Figure 4.1: Studied attack model

as a homogeneous PPP which is denoted as @4 of intensity Ay. We assume that the D2D
link use different spectrum with the cellular link, so there is no interference from the base
station for the D2D users. However, because the D2D cells are using the same spectrum,
there will be interference between the D2D users. We assume the Rayleigh fading channel is

used in the D2D cells. And the DR; locate at the origin of the coordinate. The interference
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of DR{ is denoted as:

Li= > pahallza™, (4.1)
d#j,xa€Pq

where pg is the average transmitting power of D2D relays except R;. hq is the fading factor
following an exponential distribution h ~ exp(1). x4 is the location of D2D relay. « is the
path loss exponent. So the signal-to-noise-and-interference-ratio(SINR) of DRg is denoted

as:

pihgl|zs] |~
6y = DL (4.2)
1

where ¢; is the SINR of DR;, o is the Guassian noise. z; is the location of D2D relay R;.
We assume that the signal to noise and interference ratio for all the data receivers is same

because of fairness.

In this thesis, we assume that the transmitting link is exposed to the eavesdroppers.
Therefor, Wyner’s encoding is adopted in this work. We define the transmitting rate as R;
which satisfy that if the receiving rate of DR{ is higher than ry, it is able to decode the
message successfully:

logy (1 + ¢) > 14 (4.3)

Then we define the security rate r,. If the receiving rate of the eavesdropper is lower than

the redundancy rate r; — rg, it is unable to decode the message:
logy (1 + ¢e) <1t — 75, (4.4)

Where ¢, is denoted as:
_ pihjlley — ] 7"

o+ 1,

L= S pahalloa— ™ (4.6)

ccd;éxj Zg€EDy

e : (4.5)

where z. is the location of the eavesdropper. If the DRg is able to decode the message

and the eavesdropper failed to leak the message, we define this link is a secured data link.
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To achieve this goal, we should make the SINR of the data requester higher than a certain
value and make the SINR of eavesdropper lower than a threshold. These two threshold are
denoted as: T, and T, respectively. On the other hand, we define the probability that the
SINR of data requester i is higher T, as P(¢; > T,). The probability that the SINR of
eavesdropper is lower than T, is defined as P(¢. < T¢). The probability of secure data link

is denoted as: P(¢; > T,,)P(pe < T¢).
4.2 Analyze of Success Connection Probability

In this subsection we will discuss the connection probability of DR{ . For DR{ , it receives
interference from other D2D relays. We define the probability of the success data link as:
Paata- To make the calculation easily, we locate the data receiver at the center of the

coordinate.

Pdata = P(¢z > Tu)

pihjllz;|| =

Gl NN
U—i—IZ‘ - u)

pjllz;ll— (4.7)

T, (c+ I;

— By, (exp(~ 2 T )y

pjllz;l|

Tyol|a;|| T 1,2 |

UU||J;]|| )EIZ.(GXP(— u ZH‘TJH
Dj b

= [P(
=P(h; >
= exp(— )

According to Eq.(4.1), the interference consists of all the interference from all the other

D2D relay in this big cell. To simplify the equation, we use Laplace transform on the
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interferences. The Laplace transform of the interference is defined as:

Lr,(s) = Elexp(—s Z pahallzal|~*)]
d#j,xq€Dy

=Baoun []  exp(—spahallzall™)]
d#j,xq€Py

—Eo,[ [ Enlexp(—spahallzal|~*)]]
d#j,xqe€Py

D exp(=a [ (1= Bnylexp(—sp-shal oal | )doa)

(b) / 1
= exp(—A\ dz
p(—Aa e T o gl d)

(e) o l
= —Ad2 ——dl

@ exp(f)\dﬂ(spfj)ar(l —0)I'(1+9))

(e) (_ 7T)\dpé_j 80
sinc(0)
In the calculation of (a), the probability generation function of PPP is used: E[[ ], f(7)] =

exp(—A [g, (1 — f(z))dx). And p_; is denoted as:

 Ddgjagca, Pallzdl "

p—j = - (4.9)
! Ddriaged, |[Tall 7
where ||z4|| is the distance from DR; to the D2D relay RU,;. The calculation of (b) is:
oo
1= By foxp(—sphal | )] = 1= [ emorstallenl e hagn,
hy=0
oo
-1 / 6_(5+1)hddhd
hd1:0 (4.10)
—1- 1
—— D
_ 1
o 14e!

where we replace sp_j||zq||™ by e. In (c), the equation transfer form orthogonal coor-

dination to polar coordination. In (d), the gamma function is used:I'(«r) = fooo 1= te=ldl

[16]. And 6 = 2 In (e), the properties of Gamma function are used:T'(§)T'(1 — §) = =

o sin(7d)?
T(1+6) = 6T(5)
exp(=Aam(sp—;)°T(1 = H)T(1 4 8)) = exp(—Aam(sp—;)°T(1 = 5)T'(5)3)
(4.11)

™

sin(d) %)

— exp(—Aqm(sp_j)°
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Then we put (4.8) into (4.7), we will have:

T.ollxi||™ Toullxil||™
Pdata:exp(_ u || JH )[’IZ( U|| .7|| )
Pi b (4.12)
Tuollzl|e mAap? TEa;) '
:exp(— ) - . s 5 )
Dj sinc(6)p;

In this equation, we can find that when we increase the transmitting power of RUj;, the
success rate will increase. When we increase the intensity of the D2D communication area
Mg and the transmitting power of other relay RU,, the success rate of transmitting link

between RU; and DR; will decrease.

Because the distribution of the DR; follows PPP, so the upper bounds of the probability

of successful data link could be denoted as [16]:

Pdata - E[ Z IPJdatoJ

CEjECPd
v Ad / Piatadx;
RQ
00 T,ol T\ o o2
:Ad%/ exp(— ol _ 'dp IS )ldl
1=0 Dj sinc(d)p§
o T,o1®  7hp? T2
:)\dﬂ'/ exp(— o .dp J 5 )dI? (4.13)
1=0 Pj sine(6)p;
brp? .12 1
= Agmexp(—al® — 5] ) bwps_)go
p; _ala—Q% —
pj
B sincd
- 1+ IQ]T(S
py Y

where a = %‘7 and b = % In (f), the Campbell-Mecke Theorem is used: E[Y 4 f(2)] =
A ‘[Rd f(x)dx. Because the value of sincd is always smaller than 1. So when T, is lager than

1, this equation is always right.
4.3 Analysis of Security Probability

In this subsection, we will analyze the security probability of the data link between RU;

and DR;. In other words, if the SINR of the eavesdroppers are lower than 7., we say the
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data link is secured. The probability is denoted as:
Psec = Efbg [H P(¢e < Te)]

_ Ecbe[ H ]P,(pjthxj — IIZeH < Te)}

TeEDe U+ Ie
Te(o+ 1,

=Eo.[ [] P(hi< o+ 1) )]

T €D, pJij _x€||

Te(o+ 1

el [ (-ep( O,

2 ED, p]Hx] — | i
=Ea[ [[ (1 —exp(=Teolle; — zcl|*p; ) exp(—Te 1|z — | |*p; )]

TeEDe
= Eo. | H (1 — exp(—Teol|lz; — xe||ap;1)£[e (Tep;1||xj — z¢||?)

T €D,

= exp(=Ae [ (exp(~Teolla; = el "py )1 Ty o = cl)doe)

mapg T lzj — el

= exp(-\c [ (exp(-Tiole; — ol - o)

Sinc(5)p§
To simplify the equation, we move the eavesdropper to the origin of the coordinate, then

change the equation to the polar coordinate.

00 Te « A =0 T5l2
Psec = exp()\e27r/ exp(— ole _m .dpde 5 )ledle), (4.15)
1,=0 Dj sinc(d)p§

where [ equals ||z; — z¢||. Then we transfer the security probability to:

00 Y =0 l2
Psee = exp(—)\e27r/ exp(—a’l? — ngle ledle)

le=0 p;

00 y =0 l2
= exp(—)\eﬂ/ exp(—a’ls — %)dlg)

0 p;
o b/ﬂ-l_)flelg 1 oo (4‘16)
= exp(—Aemexp(—a'ly — 5 5 P )15
Pj —a137%g — %
j
Aep)

Zd;ﬁj)wd€q>d pallza—zel|
lza—ze|l=

Teo 31— T

where a’ = o . Where z. is the location of
J

d#j,xg€Py

the eavesdroppers.
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4.4 Problem Formulation

In this subsection, we will discuss the throughput of the D2D data link. The throughput
of a certain link is denoted as:

TP = 1¢PiataPsec- (417)
where r; is the transmitting rate. r; is denoted as:
re = Wlogy(1+ ¢i), (4.18)

where W is the bandwidth of the channel. (4.17) could be transfered to be a optimize

question which is denoted as:

AP’ T || |2 Aesine(8)p?
Pl :max: TP = r exp(— dl}j U||5]|| ) exp —675(75)])] (4.19)
sinc(d)p§ AdT2P5,

As we mentioned before, all the data receivers in the edge of the D2D communication
area have the same SINR. And these users have the lowest SINR in the D2D communication
area. So in this work, we will provide the highest security throughout to these data receivers
by adjusting transmitting power of the relay user. We assume that the noise is very small

compared with the interference. The ¢; could be denoted as:

pihjllz;]| =

¢i = -
’ D dtjwged, Pahallzall~®
W (4.20)
_ pihjllz;ll
D—j Zd;ﬁj,xderbd hallzal|~
Similarly, the ¢, could be denoted as:
h R —«

" Dde Zd;ﬁj,azdecbd hallza — ||~

hllz; ]~

hillz;—xe|]| ™
o ases jllas e
d#j,xg€dy allzall

Zd;ﬁj,zde@d hallza—=zel| =

We denote

is denoted as &.. Based on the

value of ¢;, the optimal p; could be derived as:

¢*
* i

p; p—j?j- (4.22)
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We assume that in this network, all the D2D relay users make ¢, = w¢; to make sure the

SINR of the eavesdropper won’t be high. According to (4.20), we can transform (4.19) into:

A TS || |2 Aesine(8)¢fw’
: 5 ) exp(— 5S¢0 )
SIHC(6>¢- )‘dTe ge

1

P2 :max: TP, = ryexp(— (4.23)

To provide the highest through put for the data receivers, the optimal ¢; should be derived.
The optimal ¢ is denoted as:

¢; = argmax TP, (4.24)
To calculate ¢}, we calculate the first derivative of the (4.24) as:

TP

¢; = arg 96 = 0 (4.25)

Then we want to verify that P2 is a quasi convex function. (4.23) could be simplify to

be Wlogy (1 + ¢;) exp(—%) exp(—c2¢?), because the log function is a convex function, so

we just need to justify that exp(%) exp(—ca¢?) is a quasi convex function. Then we replace

¢5asx>()since¢>i>0. And ¢qg >0, co > 0.

[

_ea
Oe~z e~ 2% a1 cl

2 = e_?_cﬂ(ﬁ —c2), (4.26)

So there are only one solution for %% —cz = 0, and = = | /%. So ¢;¢¢ exp(—ca?) is convex

as well. (4.23) is a convex function. Because P2 is a convex function, to simplify the

calculation, we transfer the (4.23) to the form :

CmalllzlP Aegiuw?

P3: max : In(TP;) = In(r¢) b? b (4.27)
The optimal result of P3 is denoted as:
¢; = argmax In(TP;) (4.28)
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We take the first derivative of P3:

OW(TPR) _ 0ln(Wlogy(1+¢i))  Imha&lllzs|*/bdi  O(Nediw’)/(V'ED)

’ ’ ol s (429
_ 1 a6} |z5]|* 0Aegw
W2logy(1 + ¢:)(1 + ¢;) In(2) b7 el
To calculate the value of ¢, we let %;B) = 0. Then we have:
OIn(TP;

¢; = arg na( . ) o (4.30)

According to the value of ¢;, we could calculate the value of p; as:
P = p—j=-VRU;, (4.31)

&

4.5 Simulation Results

In this section, we provide some simulation result to validate the proposed scheme.

There are some normalized parameters:

Table 4.1: Parameter Settings

Simulation Parameters
parameters values
Au 6
Ae 3
Ad 6
T, 0.25
T, 0.5
« 3
w 0.5
w 10MHz

In the simulation, we assume the location of the eavesdropper is known. We assume
there are 6 D2D relay users and the eavesdroppers FU; is the eavesdropper that is most

dangerous for the transmitter RU;. Then we calculate the success data link probability and
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the security probability for RU;. In the Fig. 4.2, we can see that there is always a maximum
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Figure 4.2: Security capacity of the edge user

value for the security capacity of the data receiver. When the value of w gets higher, which
means the SINR of eavesdropper to the SINR of data receiver ratio get higher. In this

situation, when the SINR of the data receiver gets high, the security capacity will drop.

Fig. 4.3 is the probability of successful data link. In this can see that when the trans-

mitting power of the transmitter growth, the probability improve as well. When we set a
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Figure 4.3: Success data link probability with different T,

higher threshold of the data link, the probability drops because it is harder for the data

receiver to decode the message.
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Figure 4.4: Success data link probability with different P_;

In the Fig. 4.4, we change the average transmitting power of other D2D relay users. We
find that when the transmitting power of other relays are bigger, the success probability

gets lower. Because the data receiver get higher interference.
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Figure 4.5: Security probability via transmitting power

In Fig. 4.5, we can see that when the transmitting power of the transmitter get higher,
the security probability get lower. Because the eavesdropper could get a better SINR so
that it can leak the message more easily. On the contrary, if the other D2D relay users

improve their transmitting power, the SINR of the eavesdropper will have a lower SINR.
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Figure 4.6: Security probability via transmitting power

In Fig. 4.6, we can find that when the value of T, gets higher, the secured probability

get higher because it is harder for the eavesdropper to leak the message.

4.6  Summary

In this chapter, we proposed a physical-layer security to equally protect the D2D users.
In this scheme, the relay users will adjust their transmitting power to provide highest secured
throughput for the receiver at the edge of the D2D transmitting area. Because all the relay

users are send the different data, they do not need to spend extra energy to provide security
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service. And the fairness of all data receivers are achieved since all the receivers at the edge

of the D2D communication area have same SINR.
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CHAPTER V

CONCLUSION AND FUTURE WORK

In this work, we proposed a data off-loading scheme based on game theoretical approach
to achieve the maximum energy saving at a service provider. In the meanwhile, our pro-
posed scheme provides the most incentive to D2D relay users. We proved that an optimal
solution uniquely exists to the proposed scheme. We also proposed two algorithms to quickly
approach to the optimal solution. The evaluation and simulation results demonstrated that
our proposed D2D off-loading and rewarding scheme can benefit both of the service provider
and the D2D relay user. In the future work, we will extend the schemes to other types of

services in addition to multi-cast communications.

In the security part, we proposed a physical security scheme to protect D2D users.
D2D transmitters manage their transmitting power to provide the highest SINR to the
D2D receivers. The receivers are equally protected by all the other transmitters. In the
meantime, the fairness of all the receivers are received, all the receivers have a common

SINR in our scheme.

In the future work, we will improve our scheme to protect D2D users from the eavesdrop-
pers whose locations are unknown. And more probability will be used as the distribution

of the eavesdroppers so that the secured probability will be accurately derived.
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